10T Security IN-ISAC - 2023

Who We Are:
The IN-ISAC provides outreach services to local governments, K-12 (primarily through DOE), and other Indiana based
organizations. Additionally, the IN-ISAC handles the statewide cybersecurity training for all Executive Branch agencies and
separately elected officials that opt in.

Our Mission:
To enhance the cybersecurity capabilities of local governments. This is done by directly providing services, brokering
services, or partnering with another state entity to bring value to the local governments. At the Executive Branch level, we
deliver training to increase cybersecurity awareness in every employee and contractor.

Department: 493003

Managers: Tad Stahl, IN-ISAC Exec. Dir.
What We Do:  We deliver training

Our Products: 1175 Security - Baseline

Our Tools:
® KnowBe4 Cybersecurity training/SuccessFactors
® Threat information partners (MS-ISAC, DHS/CISA, FBI)
® 1169 contact and incident reporting databases

Our Metrics:
The IN-ISAC tracks completion metrics for the monthly cybersecurity awareness trainings and the failure rate for quarterly
phishing simulations. We also work to drive up MS-ISAC participation and local government 1169 security incident contacts.

Our Customers:
All Executive Branch agencies, State outreach to non-Executive branch government organizations.

Our Budget: $600,000

Our Growth:

® Meeting with locals, targeting to touch base with all 92 counties and the IT contacts from the area

e Training completion rate —increase in monthly metric of completions, increase in # of agencies meeting target metric
e Increased presence with outreach through speaking and presentations

e Increased distribution of ad hoc and weekly cybersecurity awareness information

e  MS-ISAC participation up from 23 to 220

Major Accomplishments - 2022:

® Visited with representatives from local governments in all 92 counties

e Training completion rates increased to over 90% for nearly every agency
e Executed and reported on quarterly phishing simulations

e Implemented cybersecurity onboarding training for all new hires

® Presentations upon request with local government contacts in the field
®  Planning regional meetings in 23
®  Building partnerships with 1U, PU, MS-ISAC

Current Projects:
® Meeting with local governments county by county
® Planning for the infrastructure grant program
® Training and awareness activities for the state



