Indiana Election Division

Attachment D – General Requirements

RFP-4-43

Attachment D

Indiana Election Division

Statewide Voter Registration System

General Requirements 

Please respond to each of the following questions concisely, yet completely.

Vendor Profile
1. Where is your company headquarters (city, state)?

2. Where would implementation services come from (city, state)?

3. Where would ongoing support services come from (city, state)?

4. For how many years has the company been in existence?

5. What is your company ownership (e.g. corporation, LLC, etc.) and organizational structure?  

6. Is your company registered to do business in the State of Indiana?

7. In what year was the proposed system first installed?

8. If the proposed system has been successfully implemented as a statewide voter registration system, please complete the following table for each state in which you have implemented the proposed system.

State
Name of Project Sponsor (e.g., Secretary of State)
Approximate number of voter records
Year implemented (go-live date)
Number of elections for which the system has been used.



















9. If the proposed system has been successfully implemented in any large (i.e., the system manages more than 1,000,000 voter records) counties, please complete the following table for each large county (# voter records >1,000,000) in which you have implemented the proposed system.  Please do not include any counties that are located in a state listed in your response to question 7.

County, State
Name of Project Sponsor
Approximate number of voter records
Year implemented (go-live date)
Number of elections for which the system has been used.



















10. What is the annual revenue derived from the proposed system for three prior years (2003, 2002, and 2001)?  Please separate revenue into the following categories:  licensing, maintenance, and services.

11. What are the annual expenditures on the proposed system’s R&D (dollar figure or percent of revenue) for three prior years (2003, 2002, and 2001)?

12. What are the annual expenditures on R&D for systems other than the proposed system (dollar figure or percent of revenue) for three prior years (2003, 2002, and 2001)?

13. How many software developers are dedicated to the proposed system?

14. How many customer service employees will be dedicated to the proposed system for implementation, for training, and for ongoing support?

a) Implementation 


b) Training



c) Ongoing support


Partners and Subcontractors
15. Does the proposed solution require the use of other vendor’s applications to meet the requirements of the RFP? List all. 

16. Does the proposed solution include the use of subcontractors for any piece of the solution or services?  List all.

17. If so, describe in detail the nature of the subcontractor relationship(s) and their roles in the solution or services.

18. If so, describe the contractual provisions of the subcontracted relationship.

19. If so, complete a separate General Requirements (i.e., Attachment D) response for each participating vendor or service provider.   (Note: Where a question does not apply to a specific vendor or service provider answer with N/A.)

20. Explain any partnerships planned and/or currently under development that could have an impact on the proposed solution.
SVRS Solution General Overview
21. What is the name of the proposed system, its current version, and release date?

22. Please provide a complete list of the software (including the version of the software) and hardware required to meet the requirements defined in this RFP (explicit requirements defined in attachment E), including application modules, operating systems, middleware, servers, networking/ connectivity, workstations, scanners/imaging, barcode and databases.

23. Are any of your responses in this RFP based on the use of an external module or third party application that you are not proposing? 

24. Are all of the proposed application modules integrated preventing the need to re-key or reconcile records across modules?  

25. Is source code for standard modules included in the software purchase price?  Are you able to keep a copy of source code in escrow by agent approved by Indiana?

26. If no, which modules are not integrated?

27. Describe the development environment and programming language(s) used within the proposed software.

28. Describe the system architecture (i.e. multi-tiered, web-based, thin client, thick client, mainframe, etc.).

29. Describe the end user interface.

30. Provide a recommendation for system requirements (hardware, software and network connectivity) to support the application, given the statistics provided in Attachment G – Operational Data and Statistics and Attachment M – Detailed County VR System Survey Results, for the state of Indiana. Include the system requirements for hosting and supporting the SVRS application at the state level as well as system requirements for the users of the SVRS solution in each of the 92 counties.

31. Describe the approach for high availability (seven days a week, 20 hours a day), backup and recovery and disaster recovery.

32. Describe the information analysis tools provided by the proposed system:

a) Standard on-screen inquiries;

b) On-screen print screen capabilities for screens, inquiries and reports

c) Query tools;

d) Report writer;

e) Operational Database Connection (ODBC) or other real time access via desktop tools.

33. If applicable, describe the following functionality/capabilities provided by the proposed system.

a) Imaging;

b) Barcoding;

c) GIS Integration; and

d) Automatic precinct assignment;

34. Describe the process for integration (see sections 1.3.10 and 1.3.111 for background information on DIA integrations) with other state agency lists for verification of key information, including integration with the following:
a) Bureau of Motor Vehicles? 

b) Department of Health?

c) Department of Correction?

d) USPS National Change of Address system (optional/future)?

e) Social Security Administration (optional/future)?

35. Section 1.3.10 of the RFP discusses how BMV processes roughly 50% of registration applications which must be distributed to each county for processing.  Today, the hard copy registration applications are sent to each county. BMV and SOS/IED are hopeful that electronic images from the BMV system can be directly loaded to the SVRS and distributed to the counties without the need for hard copy application forms to be mailed/routed to each county. Discuss your approach to handle this requirement.
36. Will your firm commit to online transaction response times?  If so, what is your stated commitment? Can you commit to less than 3 second response times for transactions performed by users at the county?  What screens/transactions are you unable to commit to less than 3 second response times? What are your assumptions associated with providing committed response times?

Hardware Resource Requirements
37. Define your approach/methodology to capacity planning for application environments, database environments and networking environments?

Networking, Security and Connectivity Overview

38. What is the primary connection from the State and county workstations to the application server(s)?

39. What is the backup connection from the State and county workstations to the application server(s)?

40. Describe the situations when the primary connection will switch to the backup connection? When does the switch from the primary connection to the backup connection occur?

41. Describe how the backup connection switches back to the primary connection.  When does the switch back to the primary connection occur? 

42. What reporting is available to report the switch between primary and backup connectivity both as it happens and historically?

43. What is your solution for connectivity security from the client’s workstation to the application server(s)? Describe why your security approach is considered the most secure option available relative to connectivity?

44. How will the security be maintained when switching between primary and backup connectivity? 

45. How will security be tested? 

46. What intrusion detection software will be employed? 

47. What penetration testing approach will be employed?

48. What reporting will be provided from a security perspective? 

49. Confirm your compliance with the State of Indiana’s Security Policy Guidelines (See Attachment L) or indicate areas of departure.

50. What client workstation implementation activities will be required at each workstation within the 92 counties?  Who will perform any implementation activities at these client workstations?

51. Provide a recommendation for system requirements (hardware and software) to support the connectivity between the State and County workstations and the application server(s), given the statistics provided in Attachment G – Operational Data and Statistics and Attachment M – Detailed County VR System Survey Results, for the state of Indiana.

Conversion 

52. Will your firm provide data conversion services for initial file population?

53. Define your conversion strategy/approach.

54. Explain your role for conversion and the county role for conversion.

55. Explain your approach for data cleansing.

56. Define your role and the county’s role for data cleansing.

57. Define cost saving alternatives relative to the conversion process (e.g., 100% compliance from counties to provide a single standardized conversion file format).

58. Define key risks and assumptions relative to conversion.

Modifications and Interfacing with Other Applications
59. Does your firm provide programming services for developing any necessary modifications and interfaces?

60. Would your firm subcontract programming services work to third party partners? 

61. Is source code for modifications included in the purchase price of the modifications?

62. Is source code for upgrades included in the purchase price of the upgrades?

63. In what areas of your system do you provide standard API’s?

64. List briefly the tools and capabilities of the proposed system to facilitate the following:

a) data extraction for batch exports to other applications;

b) importing batch files for updates to internal files;

c) real time access to internal files from external applications.

65. Describe in detail your approach to interfacing with other applications.

66. Describe in detail the application development methodology you employ for modifications and custom development, including:

a) Conceptual design

b) Functional specification

c) Detailed design

d) Technical infrastructure design and implementation

e) Development

f) Prototyping

g) Testing

h) Customer acceptance

i) Training

j) Implementation

k) Support
67. Describe, in detail, the application architecture that allows future releases to be installed without rewriting modifications and the process for upgrading to the future release without rewriting modifications.

68. Is the source code for your application made available for customer development of custom extensions?
69. Is the standard warranty you provide for your application null and void if a customer develops a custom extension to your application?
70. Is the standard maintenance and support you provide for your application null and void if a customer develops a custom extension to your application?
Implementation and Resources
71. Describe your approach to installation and implementation and the services provided.

72. Describe your approach to training, i.e., onsite vs. vendor facilities, train the trainer vs. train all users, training materials, and methodologies.

73. Will your firm commit to assigning a named project team for implementation to commence upon contract finalization?

74. Will your firm commit to notifying the Election Division before any project personnel change takes place and will the Election Division have the right to reject the change?

Ongoing Support
75. Describe the ongoing support services and training provided, including hours of operation, procedures, and problem escalation measures available.

76. What is the ratio of customers to support personnel?

77. What is your average response time for support questions? What is the committed response time for support questions? 

78. Is a named support representative assigned to the Election Division?

79. Is support available seven days a week, 20 hours a day?  At what cost above your standard support? 

80. Do you have hybrid support plans available where you ramp up support arrangements around election timeframes?  Please define the hybrid options and the menu costs associated with hybrid support plans in the cost worksheets in Attachment F. 

81. Is onsite support available if needed?  Please define the costs above your standard support in Attachment F?

82. Describe any user groups that meet for the proposed system.

83. Describe the effect on standard warranty and standard maintenance and support that you provide if the customer develops a custom extension to your application. 

Support Services under an Outsourced, Vendor Hosted Scenario 
84. Describe the ongoing outsourced hosting and support options available, including:

a) Server hosting and data center management;

b) System administration including operating system management and version upgrades;

c) Network connectivity and support;

d) Database administration including version upgrades;

e) Application administration including version upgrades;

f) Application help desk support directly from end users, both Election Division users and external users (such as County voter registration officials);

g) Hours of operation, procedures, and problem escalation measures available.

85. Explain the services provided to monitor the application(s), network and servers, and basic customer support. What tools are used to provide these services?

86. Explain additional services provided related to security, application performance, and data redundancy.

87. Explain additional services associated with high availability, backup and recovery and disaster recovery.

88. Explain the load balancing method/technology used to ensure optimum application accessibility under user load.

89. Define your problem management process and how to assess/diagnose the problem across many different failure points and many different entities involved?

90. Explain the portion of technical/system administration support for which your company takes responsibility.

91. Explain the portion of technical/system administration support for which the Election Division would be responsible.

92. Explain the service levels in your standard service level agreement (SLA). Would you be able to provide a sample SLA?

93. Explain the performance guarantees and problem escalation procedures committed to in your standard SLA.

94. Explain the management process used to enforce the service level agreement.

95. Explain your application uptime commitment/guarantee (total service availability) and how it is accomplished. What penalties are associated when defined commitments and guaranties are not adhered to?

96. Explain how you differentiate between downtime and degradation.

97. Explain your calculation of cost of downtime and degradation.

98. Explain the provisions contained in your standard SLA for remuneration to the customer in the case of non-performance, e.g. down time. 

99. Explain what happens if data (including data set security) is lost.

100. Explain the service level reports offered, including:

a) Types of reports;

b) Report frequency;

c) Data capture intervals.

101. Explain the technology used to provide secure connectivity to application servers.

102. Explain how data security is monitored and ensured.

103. Explain the encryption methodology employed for data transfers.

104. Explain the methods and levels of application access security provided.

105. Who maintains and manages security on user access to applications?

106. Explain your company’s short-term (3-12 months) plans for enhancing services and offerings.

107. Explain how new services and applications will be priced/charged to the customer.

108. If Indiana Department of Administration (IDOA) hosts the servers, describe your ability to outsource all other technical and application support and maintenance. What is your approach to work with IDOA if the hosting is provided by IDOA? What assumptions do you have relative to being able to outsource support and maintenance if hosting is provided by IDOA?

Software Updates and New Releases
109. Describe the following regarding software maintenance: 

a) Approach to updates and change control methodology;

b) Frequency of updates;

c) Training available for new releases;

d) Costs associated with new releases;

e) Documentation available for new releases.

110. How long are previous versions supported?

111. What steps are required to install new releases, and what automated tools are provided to facilitate the process?

112. What additional steps are required to install new releases if modifications have been done?







Page A-9

