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\\ You're Invited...

Nine years have passed since the acts of a handful of terrorists changed the
landscape of our country. For some of us, the purpose of our job changed
that day. The 9/11 attacks tragically highlighted the critical need for
interoperable communications, and preparing/planning for interoperability
became our priority. For others of us - firefighters, law enforcement officers,
emergency responders - our day-to-day jobs didn't change so much, but the
need to talk with our neighbors and fellow first responders finally recieved the
urgent attention it deserved. All of us became united that day in our mission

\ﬁ

Indiana Interoperable Communications Conference
September 28-29, 2010 Indianapglis, Indiana

to protect Hoosier first responders and the public they serve through

improved interoperable communication.

As time has passed, the urgency of our mission may have faded just a bit. The purpose of the 2010 Indiana Interoperable
Communications Conference is to renew our focus on this mission. We'll honor our heroes, highlighting the stories that unite us,
but we'll also look to the future with an eye on keeping the communication flowing, keeping up with ever-changing technology,

and dealing with day-to-day challenges.

We hope you can join us!

2010 Interoperable Communications Conference

"Remembering Our Mission"

The Integrated Public Safety Commission is pleased to announce details for
the 2010 Indiana Interoperable Communications Conference.

e WHEN: September 28 & 29, 2010

WHERE: Marriott East Conference Center, Indianapolis, IN

e WHO: Indiana first responders, communications and public safety
professionals

e WHAT: A discussion of current and future interoperable
communications issues, including practical application workshops.

As in past years, IPSC will use grant funds to allow two representatives
from each county to attend the conference free of charge. Registration
includes lodging, conference materials, continental breakfast, and lunch.
Registrants are responsible for all other meals and expenses.

Additional parties may attend at their own cost as space allows. Details
regarding these costs and other conference details can be found at
http:www.in.gov/ipsc/2501.htm.

How to register
Submit this online registration form.

Deadline

All registrations must be received by 5:00 p.m. EST on September 10, 2010.

After this date, please call the conference planner, Tammy Wiley,
317.852.5734, for information about on-site check-in. If space permits, you
may register at the conference.

The two-per-county complimentary registration will be awarded on a first-
come-first-serve basis, so REGISTER TODAY!

We look forward to seeing you in September.

Take me to the
2010 licC

web page

Register
2010 IlﬁC

Captain Al Fuentes to Deliver
Keynote Address

Captain Fuentes was the acting battalion chief
for his FDNY division on September 11 and lead
fireboat rescue teams to ferry survivors to local
hospitals. When the North Tower collapsed, he
was pinned under steel girders. He sustained a
fractured skull, hand and fingers, broken ribs
and a collapsed lung. He survived by
maintaining radio contact, slipping into
unconsciousness at times, while dispatchers
guided other rescuers to his position.

In addition to his 30+ year career with the
NYFD, Fuentes has also worked with FEMA on
national and international urban search and
rescue teams, including the Oklahoma City
bombing and the Humberto Vidal collapse in
Puerto Rico. Since retiring from the NYFD, he
has earned his Masters degree in Homeland
Security Leadership from the University of
Connecticut. He also founded "The Patriot
Group," a non-profit organization that trains,
consults, responds and assists first responders
with updated technology and information
gathering systems to make their professional
and citizen's life a little safer.

eMail IPSC







[image: image1.png]





[image: image1.png]



Statewide Interoperable Communication Executive Committee (SIEC)


July 29, 2010


AGENDA


1) Call to Order

2) Introductions – Welcome new members

3) Old business/SIEC Structure and Process

i) organization chart/Committees

ii) Mission

iii) Meeting frequency/Calendar 

iv) Written district summaries.  Provide snapshot of ic status/activities  in each county


4) Indiana Statewide Communications Interoperability Plan (SCIP)

i) Update process – federal reports

ii) SCIP update report to OEC 


5) Grants

i) PSIC

ii) IECGP  - CASM (Alpha) Technical Interoperable Communications Plans (TICP)

iii) ARRA/CAD

iv) Other (fire grants, etc)


6) System Update/Migration 

7) NECP Update

i) Goal  One

ii) Goal Two – how to deploy, collect county self evaluation .  Regional meetings?

8) Statewide Interoperable Communications Conference


9) Other (Future Discussions)– Training, COML Program, SOPs, FEMA/RECWG

10) Adjourn






Indiana’s Strategy for Documenting/Demonstrating NECP Goal Two


Documenting Capabilities


The Integrated Public Safety Commission and Indiana Department of Homeland Security directed grant funds towards helping counties complete agency data entry into the Communications Asset System & Mapping (CASM) tool and subsequently  to use this data to create district Technical Interoperable Communications Plans (TICPs).  The projects to achieve these goals will be underway in the fall of  2010.  The vendor hired to direct the creation of the District TICPs will collect the National Emergency Communications Plan (NECP) required capabilities data during their meetings with county communications/public safety representatives


The Integrated Public Safety Commission (IPSC) will include level capabilities data from the communications portion of the TCA for inclusion in the 2011 Statewide Communications Interoperability Plan (SCIP) Implementation Report.

Timeline: (Estimated, subject to change)


August, 2010: IPSC/SIEC coordinates with Crowe (vendor) to ensure draft NECP capabilities survey is included in the meetings with counties.


September-November, 2010: Capabilities Collection


November 2010: Federal Office of Homeland Security Office of Emergency Communications (OEC) publishes final capabilities reporting tool.  IPSC determines if additional capabilities need to be documented


January 2010: Vendor provides IPSC with county level interoperable communications capability survey data


January - March 2011: Additional capability data collected (if needed)


April - May 2011: IPSC reviews and approves capability data for inclusion in 2011 SCIP Implementation Report


July 2011: Capabilities data included in 2011 SCIP Implementation Report submitted to OEC


Demonstrating Performance


Performance will be assessed in each of Indiana’s 84 non-UASI counties

Each non-UASI county will submit 2 or 3 possible planned events or exercises that will be used to assess their performance. If a county has conducted an event in the last (_) years during which communications capabilities were assessed, the county may use that event for purposes of demonstrating performance.

IPSC will compile and publish a list of events or exercises to be assessed statewide (one per county)


A Point of Contact (POC) for each non-UASI county will be designated by the county to coordinate local efforts


The Indiana Department of Homeland Security (IDHS) Training & Exercise Division and IPSC will help counties with preplanning for the selected events and exercises


IPSC/IDHS will observe and/or help with the selected events and exercises


IPSC/IDHS will conduct after-action sessions with local staff  to complete the OEC performance reporting tool


IPSC will review and approve final performance reports to include in the 2011 SCIP Implementation Report


Timeline: (Estimates)


July 2010: Members of the Statewide Interoperability Executive Committee (SIEC) discuss Indiana’s  approach to NECP Goal 2 performance evaluation


August 2010: Integrated Public Safety Commissioners approve Indiana’s  approach to demonstrating performance towards NECP Goal 2 during their quarterly meeting

September  2010: Indiana strategy documented in 2010 SCIP Implementation Report 


September, 2010:  NECP Goal 2 Strategy rolled out during the 3rd Annual Indiana Interoperable Communications Conference.  SIEC members take lead in identifying county POCs. 

 November 2010: Counties submit 2 or 3 possible events or exercises for evaluation


November 2010: OEC publishes final performance reporting tool


December 2010: IPSC publishes lists of events or exercises to be assessed (one per county)


December 2010 –May 2011: Non-UASI counties conduct assessment and after action sessions with PSIC Office


May – June 2011: IPSC reviews and approves assessments for inclusion in 2011 SCIP Implementation Report


July 2011: Performance Assessment data included in 2011 SCIP Implementation Report
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Planned Events

NECP Capabilities
Assessment Guide

Working together, we can achieve our vision

Emergency responders can communicate “as needed, on demand,
and as authorized at all levels of government and across all disciplines.”

— National Emergency Communications Plan

March 2010






Introduction

As the first national strategic plan to improve interagency communications among public safety
agencies in the United States, the National Emergency Communications Plan (NECP) establishes
three performance Goals and a range of capabilities for emergency responders to build upon.’
The Department of Homeland Security (DHS) Office of Emergency Communications (OEC)
will assess the Nation’s progress in meeting these outcome-oriented Goals by conducting
evaluations of planned events for NECP Goal 12 and evaluations of incidents, exercises, and
planned events for NECP Goal 2°. In order to assess more broadly communications
interoperability, it will also request that State, local, and tribal governments assess and report on
their capabilities to attain and maintain interoperability across the five dimensions of the
SAFECOM Interoperability Continuum®.

Guide Synopsis

This document is intended to provide practical guidance for assessing interoperable
communications capabilities and will be particularly useful during NECP implementation efforts
in 2010 and 2011. The primary audience is Statewide Interoperability Coordinators (SWICs)
responsible for implementing their Statewide Communication Interoperability Plans (SCIPs), as
well as Urban Area Working Groups (UAWG), and tribal representatives. Capability
assessments can identify challenges and successes and help you build effective strategies for
achieving and sustaining interoperability.

The following sections provide background on capabilities assessments, key terms, and
definitions. It also covers the actual questions used to identify stages of development, methods
for collecting data, and means of reporting results. Use the section on “data collection methods”
to develop your own assessment process for carrying out NECP Goal 1 assessments of UASI
regions and describe the methodology that will be used for Goal 2 assessments in 2011.

Because this assessment effort is a nationwide process, anticipate that officials in your State,
region, or county will be interested in the assessment process and results. This guide may be
useful in producing similar reports independently for them and governing bodies in the future.

! “Emergency Communications Capabilities Needed To Achieve Future State.” National Emergency
Communications Plan. July 2008. Page 8.

2 NECP Goal 1 states, “By 2010, 90 percent of all high-risk urban areas designated within the Urban Area Security
Initiative (UASI) are able to demonstrate response-level emergency communications within one hour for routine
events involving multiple jurisdictions and agencies.” This Goal pertains to UASIs as of July 31, 2008.

3 NECP Goal 2 states, “By 2011, 75 percent of non-UASI jurisdictions are able to demonstrate response-level
emergency communications within one hour for routine events involving multiple jurisdictions and agencies.”

* Information on the SAFECOM Interoperability Continuum can be found online at
http://www.safecomprogram.gov/SAFECOM/library/interoperabilitybasics/1190_interoperabilitycontinuum.htm.
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l. Background

The National Emergency Communications Plan

The NECP establishes a vision for future communications interoperability. Its three Goals target
the Nation’s ability to assure response-level emergency communications®, first during routine
operations and, ultimately, during significant incidents as outlined in national planning
scenarios®. It further encourages the development of a range of capabilities and establishes seven
objectives to broadly improve emergency communications in the areas of decision-making
structures and leadership roles; use of common planning and operational protocols; use of
standards-based technology; and shared approaches to training and exercises.

NECP capabilities and objectives grew from the SAFECOM Interoperability Continuum
(pictured below), first developed in 2004 with the emergency response community. The
Continuum has provided the basis for further definition of capabilities and metrics in the areas of
Governance, Standard Operating Procedures (SOPs), Technology, Training and Exercises, and
Frequency of Use. Similar stages of development were also used in the 2006 evaluation of UASI

G

e Homeland - .
& Security Interoperability Continuum

o Tigo

o

"%

Individual Agencies Informal Key Multi-Discipline .
Working Coordination Staff Collaborati i
independently Between Agencies on a Regular Basis

Individual Regional Set of National Incident

Joint SOPs Joint SOPs Management
Asgg;:y for Planned Events for Emergencies Comn;g;i’c:ﬁons System

Integrated SOPs

DATA Swap Common Custom-| térfacéé :
Files _ Applications' -~ Applications
VOICE Swap :

ELEMENTS  Radios Gateway

General Singie Ags
Orientation on Tabletop Exerci:
Equipment and for Key Field and
Applications L

Limited Leadership, Planning, and Collaboration Among Areas
with Minimal Investment in the Suslainability of Systems and Documentation

Localized

Regional Incident
Planned Events Emergency
Incidents Management

High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment 1o and investment in Sustainability of Systems and Documentation

5 Response-level emergency communications refers to the capacity of individuals with primary operational
leadership responsibility to manage resources and make timely decisions during an incident involving multiple
agencies, without technical or procedural communications impediments.

8 Information on the national planning scenarios can be found online at
http://www.fema.gov/pdf/media/factsheets/2009/npd natl plan scenario.pdf.
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tactical communications capabilities and the National Baseline Survey released later that year.
Most recently, the capability measures were at the heart of the National Communications
Capability Report produced in 2008.

For the purpose of evaluating progress in implementing the NECP, capabilities will be assessed
along the dimensions of the Continuum. A more detailed description of the NECP capabilities
assessment and a tool to assist in this assessment are provided in Section 3, “Capabilities
Assessment Questions and Decision Trees.”

NECP Goal 1 & 2 Assessment

NECP Goals 1 and 2 target the routine communications interoperability of UASI and non-UASI
jurisdictions, respectively. Evaluations of progress in meeting both will combine assessments of
capabilities with those of actual performance.

Capabilities data will be collected through the assistance and guidance of SWICs with the
support of Statewide Interoperability Governance Bodies (SIGBs) and intrastate Regional
Interoperability Governance Bodies at UASI regional (Goal 1) and countywide or countywide-
equivalent (Goal 2) levels.

Performance data can also be coordinated by the SWIC, SIGB, intrastate Regional
Interoperability Governance Bodies, and UASI governance bodies. For Goal 1, OEC teams of
peers and subject matter experts will observe response-level emergency communications during
planned events, such as large sporting events and public gatherings. For Goal 2, jurisdictions
across counties and/or similar geographic subdivisions will be asked to assess their individual
performance using a self-evaluation tool.

Progress in meeting the NECP Goals will be reported through annual SCIP Implementation
Reports required of recipients of Interoperable Emergency Communications Grant Program
(IECGP) funding. Federal Fiscal Year 2010 Implementation Reports will include capability
assessment results for each UASI region within the State. They will also describe the
methodology that will be used for countywide assessments in 2011. Fiscal Year 2011 SCIP
Implementation Reports will include the results of those Goal 2 assessments and a capability
assessment for each county in the State.
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Il. Key Terms & Definitions

For the purposes of the NECP Goals and their associated capabilities assessments, key terms and
definitions are provided below.

Area

As used here, a UASI region, tribal community, county, or county geographic equivalent.

Capabilities Assessment

The assessment of the highest levels of interoperable communications capabilities, as defined in
this document, within a UASI region, county, or tribal community to evaluate progress in
meeting Goals 1 and 2 of the National Emergency Communications Plan.

NECP Goals Evaluations

Assessments of progress in meeting national goals for communications interoperability
established in the National Emergency Communications Plan. Goals 1 and 2 will be evaluated
through a two-part process involving assessment of capabilities and actual performance.

Non-UASI Jurisdictions

All counties or equivalents. Note: This includes the counties within the sixty urban areas defined
by the FY 2008 UASI Program’, however capability information should be assessed for the
individual county and not the UASI task force as a whole (which will be reported through Goal

1).
SCIP

Statewide Communication Interoperability Plan. A strategic plan that identifies near- and long-
term initiatives for improving communications interoperability within a State.

SWIC

Statewide Interoperability Coordinator. The individual designated in a State as the single point
of contact responsible for managing the SCIP and its implementation.

Tribal Communities

Native American Indian entities recognized by, and eligible to receive services from, the United
States Bureau of Indian Affairs.®

Urban Area Security Initiative Jurisdictions

For purposes of NECP Goal 1, UAST jurisdictions are the 60 high-risk urban areas designated by
the Department of Homeland Security for FY 2008.

" For further information on the FY08 UASI Program, see the FEMA grants website:
http://www.fema.cov/pdf/gsovernment/grant/uasi/fy0O8 uasi_guidance.pdf.

8 For the official list, see the Library of Congress website: http://www.loc.gov/catdir/cpso/biaind.html.
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lll. Capabilities Assessment Questions and Decision Trees

The following section provides a tool for evaluating interoperable communications capabilities
for NECP assessment purposes. Lanes of the Interoperability Continuum are shown with
statements describing various stages of capabilities development ranging from Early through
Advanced. Each lane is accompanied by a decision tree with key questions that differentiate
stages of development. The first question is used to distinguish Early and Intermediate stages
from Established and Advanced stages of development. Depending on your answer to the first
question, you will then answer a subsequent question to either distinguish Early from
Intermediate stages or Established from Advanced stages.

When assessing capabilities, please be as truthful as possible. Respondents should not feel
pressured to identify an Advanced stage of development for each lane of the Continuum. An
honest assessment will ensure that time and resources are appropriately dedicated to the
interoperable communications effort. Furthermore, each area has its own unique capability
requirements and needs. These requirements and needs—based on factors such as population
density, geographical landscape, and location relative to bordering areas—determine the
appropriate level of capability for an area. For instance, it may be determined that an Established
stage of development is appropriate for a UASI whereas an Intermediate stage of development is
equally appropriate for a non-UASI area in the same State.

Capability assessment data will be collected by SWICs in their SCIP Implementation Reports.
When reporting this data, SWICs are encouraged to provide a narrative that justifies the current
stage of capability development in each of their State’s areas. This written justification will
afford SWICs the opportunity to affirm that their State’s stages of capability development are
appropriate given the requirements and needs of their areas.
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Governance — The Decision Making Groups

What are we measuring: The formality of and level of participation in interagency partnerships, forums, or
governing bodies established to address common interoperability interests in the area.

Capability

Early
Implementation

- Implementation

Area decision-making
groups are informal and
do not yet have a
strategic plan to guide
collective

{ communications

interoperability goals and

i funding.

Some formal agreements
exist and informal
agreements are in
practice among members
of the decision making
group for the area;
Strategic and budget
planning processes are
beginning to be put in
place.

Area-wide decision
making bodies
proactively look to
expand membership to
ensure representation
from broad public
support disciplines and
other levels of
government, while
updating their agreements
and strategic plan on a
regular basis.

Formal agreements
outline the roles and
responsibilities of an
area-wide decision
making group, which has
an agreed upon strategic
plan that addresses
sustainable funding for
collective, regional
interoperable
communications needs.

Decision Tree

Does the decision making group
regularly update agreements and

strategic plans, as well as, proactively

pursue expanded membership?

Advanced Implementation

Established Implementation

individual Agencies
Working
Independently

Informat
Coordination
Between Agencies

DRAFT

Do some formal agreements exist
between members of a decision
making group for the area?

Intermediate Implementation

Early Implementation {i}

Key Muiti-Discipline
Staff Coliaboration
on a Regular Basis:






SOPs — Policies, Practices, and Procedures

What are we measuring: The level of adequacy, participation in developing, and consistency of formalized SOPs

to address common interoperability interests in the area.

(0 ToE:111114Y;

Early
Implementation

Area-wide interoperable
communications SOPs

| are not developed or have

not been formalized and
disseminated.

Some interoperable
communications SOPs
exist within the area and
steps have been taken to
institute these
interoperability
procedures among some
agencies.

Interoperable
communications SOPs
are formalized and in use
by all agencies within the
area. Despite minor
issues, SOPs are
successfully used during
responses and/or
exercises.

Interoperable
communications SOPs
within the area are
formalized and regularly
reviewed. Additionally,
NIMS procedures are
well established among
all agencies and
disciplines. All needed
procedures are effectively
utilized during responses
and/or exercises.

Decision Tree

Are formalized SOPs consistent with
NIMS and regularly reviewed?

&

Do any formalized area-wide SOPs
exist that are being institutionalized?

E Advanced Implementation [Y7] Intermediate Implementation [

Established Implementation [1] Early Implementation [J]

Standhard - i National Incident

| ndhdual Joint SOPs Joint SOPs oghonal Set of Management
[Panen ] SQOPsy for Plannad Evants for Emergancies SOPs Systom
Procederss | : Integrated SOPs

]
1
|
!
!
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Technology — Standards and Emerging Communications Technologies

What are we measuring: The technology standards and equipment that are being utilized to effectively provide
interagency communications in the area.

Early
Implementation

Capability

Implementation:

Interoperability within
the area is primarily
achieved through the use
of gateways
(mobile/fixed gateway,
console patch), shared
radios, or use of a radio
cache.

Interoperability within
the area is primarily
achieved through the use
of shared channels or talk
groups.

Interoperability within
the area is primarily
achieved through the use
of a proprietary shared
systern.

Interoperability within
the area is primarily
achieved through the use
of standards-based shared
system (e.g., Project 25).

Decision Tree

, >Is‘ a shared system primarily> ‘

~used for interagency
communications in the area?

Is the shared system standards-based

(e.g., Project 25)?

Advanced Implementation

Established Implementation 3§

Are shared channels or talk groups
primarily used for interagency

communications?

Intermediate Implementation &

Early implementation m
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Training and Exercise — Emergency Responder Skills and Capabilities

What are we measuring: The availability and regularity of training and exercise programs for communications
interoperability.

" Early
Capabil ity Implementation

Area-wide public safety Some public safety Public safety agencies Area public safety

agencies participate in agencies within the area within the area participate | agencies regularly

communications hold communications in equipment and SOP conduct training and

interoperability interoperability training training for exercises with

workshops, but no formal | on equipment and communications communications

training or exercises are conduct exercises, interoperability and hold interoperability

focused on emergency although not on aregular | exercises on a regular curriculum addressing

communications. cycle. schedule. equipment and SOPs that
is modified as needed to
address the changing
operational environment.

Decision Tree

Are regular training sessions
and exercises held to improve
interagency communications?

Are training sessions and exercises
based on a curriculum maintained
for the changing operational
environment?

Are any training sessions or exercises
held to improve interagency emer-
gency communications?

Advanced Implementation

Intermediate Implementation

Established Implementation [ Early Implementation [

General
Orientation on
Equipmentand .
Applications
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Usage — Frequency of Use and Familiarity

What are we measuring: Ease and regularity of using interagency communications technologies and procedures

Capability

Early
Implementation

First responders across
the area seldom use
solutions unless advanced
planning is possible (e.g.,
special events).

First responders across
the area use
interoperability solutions
regularly for emergency
events, and in limited
fashion for day-to-day
communications.

within the area and across all types of events, including day-to-day, task force, and mutual aid operations.

First responders across
the area use
interoperability solutions
regularly and easily for
all day-to-day, task force,
and mutual aid events.

Regular use of solutions
for all day-to-day and
out-of-the-ordinary
events across the area on
demand, in real time,
when needed, as

authorized.

Decision Tree

Do the first responders in the
area regularly use interagency
communications for all events on

T

and as authorized?

TR

Advanced Implementation

demand, in real time, when needed,

Established Implementation |

Planned Events

L.ocalized
Emergency
Incidents

DRAFT

Do the first responders in the area
utilize interagency communications
regularly for emergency events?

Intermediate Implementation @

Early Implementation @

BT

Regional Incident
Management

11





1V. Data Collection Methods

Generally, capabilities assessments for both Goal 1 in 2010 and Goal 2 in 2011 are nearly
identical—varying only in scope. Both use the same stages of development to assess capabilities
across lanes of the Continuum. The difference lies in the number of capability assessments that
must be carried out and reported to evaluate attainment of the NECP Goals. Goal 1 requires
capabilities assessments of the 60 defined UASI regions whereas Goal 2 requires assessments of
all non-UASI jurisdictions (i.e., counties, parishes, or county-equivalents) inclusive of the
individual counties within UASI areas.

Who Assesses Capabilities?

Many different people may be involved in conducting the Goal 1 and 2 capabilities assessments.
The SWIC or SCIP point of contact is foremost responsible for annual SCIP Implementation
Reports to OEC which, for 2010 and 2011, will include performance and capabilities
assessments of, respectively, UASI and non-UASI jurisdictions. SWICs may choose to take a
more or less active role in actually carrying out assessments. OEC anticipates most will ask
responsible regional and local officials to carry out self-assessments. These results will then be
communicated back to the SWIC, who will compile the results into the State’s SCIP
Implementation Report. In this case, the SWIC assumes a coordinating, quality control, and
reporting role.

Actual assessments may involve multiple people at the regional, tribal, or county levels. By their
very existence, UASI regions (Goal 1) have multi-jurisdictional governance bodies (working
groups). The Urban Area Working Group (UAWG) chair is broadly responsible for capabilities
assessments—communications or otherwise—but may delegate the duty to an individual or
committee. The UAWG chair and person(s) carrying out the assessment must recognize that, for
Goal 1, a simple assessment is sought for the region as a whole, including all jurisdictions.

Goal 2 capabilities assessments of non-UASI jurisdictions may be carried out for a single county
or for a group of counties located within the same intrastate region. In the former case, it is
recommended that an official accountable for emergency services countywide—not just a county
government spokesman—should carry out the assessment, recognizing that the task may be
delegated to another individual or committee. In the latter case, the chair of the regional
governance body should be given primary responsibility for carrying out assessments for each
county. Once again, this task may be delegated but a single individual or committee accountable
to all counties involved should have the primary responsibility.

Identifying and Preparing Assessors

OEC anticipates that actual assessments will be carried out most often by regional and
countywide communications coordinating bodies. However, it recommends giving the homeland
security or emergency management official responsible for the area primary responsibility for
assessments to assure accountability for the often sensitive issue of communications
interoperability.

Regardless of who actually conducts the assessment that individual will need some background
on the process, instructions for completing forms, and a deadline for submitting the results.
SWICs or other SCIP points of contact should prepare those who will complete the assessments
by providing this document with a cover letter explaining the purpose and approach adopted
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statewide. Also provide a deadline for submission of completed assessments and contact
information for questions.

Consider holding an open conference call or online meeting for interested parties where the
purpose and approach can be presented more interactively and questions can be addressed. If a
call or online meeting is to be held, announce the fact and provide instructions for joining in your
initial cover letter to minimize the number of follow-up questions and assure a common answer
is provided to each.

The capability assessments are organized according to the five lanes of the Interoperability
Continuum, with two questions corresponding to each lane. Completion of the capability
assessment should be rudimentary for persons knowledgeable of capabilities in the area.

Goal 1 Capabilities Assessments

Capabilities will be assessed for a total of 60 UASI regions® as part of the
Goal 1 evaluat1on 1n 2010. Even the most populous States will only have
a few to conduct.'® Capability assessments must be conducted by

' TG individuals familiar with, and accountable to, the region. To begin the
process, SWICs and SCIP points of contact in States with UASI regions should:

» Establish their own overall schedule based on when responses are needed for inclusion in
the SCIP Implementation Report.

* Formally notify the chair of each UAWG of the necessity of completing the assessment.

* Provide an estimate that it will take a knowledgeable person or group one hour or less to
complete.

* Suggest that the appropriate person will be both knowledgeable of regional capabilities
*across all lanes of the Continuum and able to provide an authoritative response on behalf
of the UASI region.

* Acknowledge that the UAWG may choose to complete the assessment as a group or have
a communications committee do so, but ask that a single individual be identified as a
point of contact (POC) and assigned responsibility for completion.

Provide the identified POC this guide for background on the assessment process. Section III,
above, may be printed out and completed by hand by the regional representative. Explain to that
person that responses must be representative of the entire region. Communicate once again the
deadline for receipt of the assessment. Around a month before the deadline, follow-up to remind
of the need to complete the assessment. Providing a reminder a month in advance allows enough
time for a group to meet if a group, rather than an individual, is doing the assessment.

Upon receipt of the UASI region assessments, review for completeness and consistency with
your knowledge of their capabilities. Provide the POC an opportunity to respond to or
reconsider a conclusion if you feel the region has been too critical or generous in its assessment.

? This pertains to the 60 UASI regions identified as of July 31, 2008.

'° The Goal 1 performance assessment is being conducted separately through observations of UASI planned events
in 2010.
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The results should be included in your 2010 SCIP Implementation Report. Section V of this
guide suggests means of representing the results.

Preparing Your Goal 2 Methodology

Your 2010 SCIP Implementation Report should include a description
of the methodology that will be used statewide to assess all
jurisdictions.

Statewide Approach

Is it possible for a single individual statewide, perhaps you or someone else in your office, to
carry out assessments for all counties outside of UASI regions? This might be an appropriate
approach for those States with a small number of counties. While accountability for completion
of the project and consistency in results would be higher as a result of choosing this method,
some States may deem the statewide approach too large an endeavor for a single person to carry
out.

If you choose to conduct the assessments from a State level, consider validating the conclusions
by submitting them to identified regional or county officials for review before finalizing. If you
do so, include enough time in your schedule for a reasonable review period and resolution of any
disputes.

Regional Approach

One alternative to the statewide approach is to have regional bodies lead the data collection
efforts by assessing each county in their region. Potential bodies include regional
communications, emergency management, or homeland security bodies. In some States, a single
individual may be responsible for maintaining regional capability assessments. Others have
formal regional working groups, much like UASI regions, which are inclusive of all counties in a
State.

A regional approach is much like the Goal 1 (2010) approach with UASI regions described
above. A regional chair should designate a single individual as the point of contact (POC) with
responsibility for seeing that the assessment is completed, whether by the group or a single
individual. The big differences are that collectively the regions must encompass the entire State
and that individual assessments for Goal 2 are needed for each county, rather than a summary of
the entire region.

Countywide Approach

Some States may choose to conduct Goal 2 assessments by going directly to a county emergency
management official or chair of a local emergency planning committee. As with UASI regions
and Goal 1, the identified individual would be asked to carry out one assessment that is
representative of all jurisdictions and agencies in the county.

The primary challenge with a countywide approach is managing the number of individuals that
require coordination and guidance. While the majority will be responsive, the few who are not
require considerably more time. This is not uncommon across other homeland security risk and
capabilities assessments. Your State administering agency for homeland security grant funds
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may have useful suggestions on who to work with in each county and how to deal with counties
that are less responsive.

If you choose to work individually with counties in your State, anticipate that at least 10% will
require repeated follow-up calls, either initially to get a POC or eventually to get the assessment.

Tribal Communities

As the tribal communities are sovereign entities, OEC will collect capability data for these
Jurisdictions independent of the SCIP Implementation Report process. Therefore, while States
are encouraged to integrate tribes into any of the approaches listed above (as appropriate), the
actual reporting of this data is not a responsibility of the SWIC.

Goal 2 Capabilities and Performance Assessments

Once a State has finalized and submitted its Goal 2 methodology in
the 2010 SCIP Implementation Report, and OEC has validated it,
States are encouraged to begin collecting capability data.
Executing becomes a matter of carrying out the plan, maintaining a
schedule, tracking progress, validating responses, and resolving disputes.

Validation of responses simply requires you to verify whether a county’s completed capability
assessment aligns with your knowledge of the county’s capabilities. Disparities between
assessment of county capabilities and your knowledge may be simple manual errors,
misunderstandings of the questions and content or true differences of opinion. In settling
disputes, your own experience in dealing with the county, region, or tribe will be the best guide
in how to proceed.

If you are a SWIC or SCIP point of contact, recognize your responsibility to provide all
jurisdictions and, ultimately, officials, objective feedback consistently statewide. It is not fair to
those officials, their emergency responders, or even the citizens to overestimate capabilities,
potentially leading to neglect of their improvement. Conversely, overly critical assessments can
lead to scarce resources being dedicated unnecessarily to further improvements.

Your final effort in Goal 2 assessments is representing results in the 2011 Implementation
Report. Section V offers ideas on how to do so.
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V. Incorporating Results into SCIP Implementation Reports

OEC will provide States with SCIP Implementation Report templates for 2010 and 2011. They
will include assessment grids laying out capability statements by lane of the Continuum, as
presented in Section III above. For Goal 1, SWICs will have each UASI region within the State
fill out one of these grids and include the results in the 2010 report.

Once approved through the Paperwork Reduction Act process, the 2011 Implementation Report
template (see figure to the right) will include a spreadsheet broken down by county or county-
equivalent to help assemble results from the Goal 2 assessments. You may find the spreadsheet
useful for presenting assessment results to stakeholders and others in a simple, intuitive format.
The completed spreadsheet should represent all county data collected from across the State and
should be attached to the 2011 SCIP Implementation Report. The collection of this information

will help SWICs identify interoperability gaps and successes to plan future strategies and
improvement planning.

County 1
County 2
County 3
County 4
County 5
County 6
County 7
County 8
County 9
County 10

Lane Question(s}

Countywide decision-making groups are informal and do
§ not yet have a strategic plan in place to guide collective
communications interoperability goals and funding.

>
>

Some formal agreements exist and informal agreements are
in practice among members of a countywide decision-making
group; countywide strategic and budget planning processes X X | X X
are beginning to be put in place.

§ Formal agreements outline the roles and responsibilities
3 of a countywide decision-making group, which has an
agreed upon strategic plan that addresses sustainable X
funding for collective, regional interoperable
communications needs.

Countywide decision-making bodies proactively look to
expand membership to ensure representation from broad
public support disciplines and other levels of government, X
while updating their agreements and strategic plan on a
reguiar basis.

NOTE: In addition to the capability questions addressed in this report, the State reporting
spreadsheet will also include additional questions related to technology usage (i.e. frequency
bands in use, use of commercial subscriber equipment in responses, etc), as well as recording the
results of each county’s response-level communication demonstration as required by the NECP

Goals. Additional information and tools related to the response-level demonstration process are
available through OEC.
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Conclusion

Capabilities assessments will be a sizeable, but necessary, undertaking over the next two years
across all levels of government. Nationally, NECP Goals measurement will provide snapshots of
emergency interoperable communications capabilities, as well as response-level emergency
communications performance. Jointly, the results will help OEC target resources, training, and
technical assistance to help bridge the identified gaps. Similarly, this will provide benefits to the
States with respect to planning and resource decisions.

The results will be valuable nationwide for these reasons. However, the NECP Goals
measurement process may be most valuable in the long-term in creating a basis for ongoing
evaluation of a critical aspect of interagency communications, supporting decision-making in a
number of areas related to operability, interoperability, and continuity of communications.
States, intrastate regions, jurisdictions, tribal nations, and agencies adopting the guidance
described in this document now have a uniform and sustainable tool for evaluating key response
emergency interoperable communications capabilities.
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Appendix A: Sample Capability Factors Data Shee

UASI/County/County-Equivalent/Tribal Community Name:

t11

|ntermediate

Capability Early ;
Implementation Implementation
. Area decision- Some formal Formal agreements Area-wide

making groups agreements exist outline the roles and decision making

are informal and and informal responsibilities of an bodies proactively

do not yet have a strategic plan | agreements are in practice area-wide decision making group, { look to expand membership to

to guide collective among members of the decision | which has an agreed upon strategic | ensure representation from

communications making group for the area; plan that addresses sustainable broad public support disciplines

interoperability goals and Strategic and budget planning funding for collective, regional and other levels of government,

funding. processes are beginning to be interoperable communications while updating their agreements
put in place. needs. and strategic plan on a regular

basis.

Area-wide Some Interoperable Interoperable

interoperable interoperable communications communications

communications communications SOPs are formalized SOPs within the

SOPs are not developed or have | SOPs exist within the area and | and in use by all agencies within area are formalized and

not been formalized and steps have been taken to the area. Despite minor issues, regularly reviewed.

SOPs disseminated. institute these interoperability SOPs are successfully used during | Additionally, NIMS procedures
procedures among some responses and/or exercises. are well established among all
agencies. agencies and disciplines. All

needed procedures are
effectively utilized during
responses and/or exercises.
Interoperability Interoperability Interoperability Interoperability
within the area is within the area is within the area is within the area is
primarily primarily primarily achieved primarily

achieved through the use of
gateways (mobile/fixed
gateway, console patch), shared
radios, or use of a radio cache.

achieved through the use of
shared channels or talk groups.

through the use of a proprietary
shared system.

achieved through the use of
standards-based shared system
(e.g., Project 25).

Area-wide public
safety agencies
participate in
communications
interoperability workshops, but
no formal training or exercises
are focused on emergency
communications.

Some public
safety agencies
within the area
hold communications
interoperability training on
equipment and conduct
exercises, although not on a
regular cycle.

Public safety
agencies within the
area participate in
equipment and SOP training for
communications interoperability
and hold exercises on a regular
schedule.

Area public safety
agencies regularly
conduct training
and exercises with
communications interoperability
curriculum addressing
equipment and SOPs that is
modified as needed to address
the changing operational
environment.

1 across the area

First responders

seldom use

solutions unless advanced
planning is possible (e.g.,
special events).

First responders
across the area
use
interoperability solutions
regularly for emergency events,
and in limited fashion for day-
to-day communications.

First responders
across the area use
interoperability
solutions regularly and easily for
all day-to-day, task force, and
mutual aid events.

Regular use of
solutions for all
day-to-day and
out-of-the-ordinary events
across the area on demand, in
real time, when needed, as
authorized.

I » « s an : . . .
Area” and “area-wide” serve as generalized terms for the purposes of this document. For NECP Goal 1, “area” represents a UASI region while for NECP Goal 2
“area” represents county or tribal nation.
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NECP Goal 1& 2
Response-L evel Emergency Communication Observational Elements/Criteria

Common Policies and Procedures

Element: 1 Interagency communications policies and procedures were common or consistent amongst all responding agencies.

Element: 2 Established interagency communications policies and procedures were followed throughout the incident.

Element: 3 Interagency communications policies and procedures across all responding agencies were consistent with NIMS.

Element: 4 A priority order for use of interagency communications resources was followed as established in standard operation
procedures or plans, such as the Tactical Interoperable Communications Plan (TICP).

Element: 5 A primary interagency operations talk path was clearly established by procedure or communicated to responders early
in the incident.

Element: 6 Common terminology and plain language were used in all interagency communications.

Element: 7 Clear unit identification procedures were used.

Element: 8 Common channel names were used for designated interoperability channels.
Responder Roles and Responsibilities

Element: 9 Multiple organizations with inherent responsibility for some portion of the incident were present and joined in a
unified command with a single individual designated with the Operations Section Chief responsibilities.

Element: 10 Span of controls was maintained amongst the primary operational leadership: The Operations Section Chief and first-
level subordinates.

Element: 11 Communications Unit Leader (COML) roles and responsibilities were carried out by the Incident Commander
(1C)/Unified Command (UC) or designee.

= Necessary communications resources were effectively ordered using documented procedures.
= A communications plan was established by procedure or developed early in the incident.

Quality and Continuity

Element: 12 No more than one out of 10 transmissions was repeated amongst the primary operational leadership due to the
failure of initial communications attempts.

Element: 13 Upon failure or overload of any primary communications mode, a back-up was provided.

Element: 14 Primary operational leadership communicated adequately to manage resources and make timely decisions during the
incident or event.
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OMB Control No.: XXXX-XXXX

Addendum B: Response-Level Emergency Expirtation Date: XX/ XX/ XXXX
Communications Evaluation Form

Instructions: Counties will use the web-based Response-Level Emergency Communications Form to address the following criteria for Goal 2

assessment.

Paperwork Reduction Act: The public reporting burden to complete this information collection is estimated at 5 hours per response,
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and the completing
and reviewing the collected information. An agency may not conduct or sponsor, and a person is not required to respond to a collection of
information unless it displays a currendy valid OMB control number and expiration date. Send comments regarding this burden estimate or
any other aspect of this collection of information, including suggestions for reducing this burden to DHS/National Protection and Programs
Directorate/Cybersecurity and Communications/Office of Emergency Communications, Elisabeth Koren, ATTN: PRA [OMB Control Number].

Step 1: Background Information

Preparer Information

Name: Title/Position:
Telephone Number: E-mail Address:
Agency:

List all jurisdictions involved in the incident, planned event, or exercise covered by this evaluation:

On what date and time did the incident, planned event, or exercise occur?

In what county(s) and/or jurisdiction(s) did the incident, planned event, or exercise occur?

List all Federal, State, local, or tribal agencies involved in the incident, planned event, or exercise:

Briefly describe the incident, planned event, or exercise:

List and describe all communications technologies used in the incident, planned event, or exercise covered by this evaluation:
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Step 2: Incident Selection Guidance

Use this checklist to decide if the incident, planned event, or exercise that you are considering is suitable for the demonstration of
response-level emergency communications during routine events. To assure an accurate evaluation, answer carefully. Ideally, all
the items should be marked “Yes.” If not, consider whether other incidents, planned events, or exercises would be more suitable.
Generally, the more “Yes” answers that you have, the more suitable the incident, planned event, or exercise is for determining if

response-level emergency communications was demonstrated.

Incident Management

Do written policies and procedures exist for establishing command responsibilities and authorities across
P p g p
jurisdictions, agencies, and disciplines?

o Yes [No
Guidelines # |
Incident Scope & Scale 2
Did the incident, planned event, or exercise involve multiple jurisdictions? Yes
If not, did the incident, planned event, or exercise involve multiple agencies?’ Yes | No
Did the incident, planned event, or exercise involve multiple emergency response disciplines? Yes | No
Are incidents, planned events, or exercises of this sort routinely managed by the involved agencies? [Incident is not [ Yes |No
considered a significant event’ as outlined in national planning scenarios.]
If so, was response to the incident, planned event, or exercise typical? Yes | No

Independent Validation & Verification

Was the incident, planned event, or exercise managed under a National Incident Management System Yes [No
(NIMS)-compliant Incident Command System (ICS)?

Which one?
Was there either a single or unified command? Yes |No

response-level emergency communications?

Does an after-action report of some form exist covering the response activities of all involved jurisdictions/agencies? | Yes | No
If not, do individual agency reports exist? Yes |No

Does an operational command chart illustrating the operational command structure exist? Yes [No

Does an ICS 201 Incident Briefing form or similar record created by the incident management team exist that shows | Yes [No

responder assignments and the communications plan covering at least the first hour of the response?

Do recorded or written radio logs exist for the dispatch, command, and primary operation channels used during Yes | No

the response?

Does sufficient documentation exist to provide for independent validation and verification of the adequacy of Yes |No

" Indented questions are dependent upon responses to the proceeding question.

* For more information on a significant event, please see Homeland Security Presidential Directive 8: National Preparedness (HSPD-8) which sets forth 15
National Planning Scenarios and highlights a plausible range of significant events such as terrorist attacks, major disasters, and other emergencies that pose

the greatest risks to the Nation.
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Step 3: Primary Evaluation Criteria

The following questions provide the initial response to whether response-level emergency communications has primarily
been demonstrated.

Response-Level Emergency Communications

Was the individual serving in the role of the ICS Operations Chief able to communicate with the Incident Yes | No
Commander (IC) or Unified Command (UC) within one hour of when the first report of the incident was received
by a public entity?

Was this individual able to communicate similarly with first-level subordinates within one hour of the first report? | Yes | No

Did these first-level subordinates include the operational leadership of multiple agencies? Yes |No

Step 4: Supporting Evaluation Criteria

Once a suitable incident, exercise, or planned event is selected for evaluation and a primary demonstration of response-level
emergency communications is achieved, particular criteria can be examined. These criteria dive into aspects of

emergency response that affect communications interoperability: Common policies and procedures, responder roles and
responsibilities, and quality and continuity. Most are qualitative, asking for a judgment call on how well, or how often,
something occurred. Others just seek to determine whether or not something happened.

A judgment call is necessary in choosing between “Some of the time” or “Most of the time.” Without attempting to set an
impractical degree of accuracy, consider “Half of the time” as the dividing line between those two options. If something did
happen, but happened less than half of the time, choose “Some.” If it happened more frequently, but not always, choose “Most.”

Following each criteria, you have an opportunity to provide additional information supporting your responses. Please
explain if there were, or still are, broader circumstances that influenced the results. Consider identifying success factors and
challenges that led to your conclusions. These can be used subsequently in Step 6, “Initial Improvement Planning.”

There are 32 supporting evaluation questions totaling 100 points. By assigning points to many of the Supporting Evaluation
Criterion, a total can be created that provides a snapshot of response-level emergency communications demonstration.
Indented questions are dependent upon responses to the proceeding question.

Criteria

Common Policies & Procedures

Evaluation Criteria #1
Interagency communications policies and procedures were common or consistent amongst all responding agencies.

1.1 Did policies and procedures exist for interagency communications N/A In some |-
between the involved jurisdictions, agencies, and disciplines? (none | cases
exist)
1.2 Were they written? N/A In some |-
(none cases
exist)

AnALysis: Success FAcTOrs & CHALLENGES
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Criteria

Evaluation Criteria #2 o
Established interagency communications policies and procedures were followed throughout the incident, planned event, or

exercise.

2.1 Were established interagency communications policies and N/A None of | Some

procedures followed throughout the incident, planned event, or exercise? | (none | the time | of the
exist) time

2.2 Did established policies and procedures exist between responding N/A - In

agencies for request, activation, accountability, deactivation, and problem | (none | some

resolution of deployable interagency communications resources, such as | exist) cases

mobile communications centers, gateways, and radio caches? -

2.3 If so, were they followed? [Information only] None Some Most All were /-
were were were N/A (none
needed)

ANALYSIS: Success FAcTORs & CHALLENGES

Evaluation Criteria #3
Interagency communications policies and procedures across all responding agencies were consistent with NIMS.

3.1 Were interagency communications policies and procedures across N/A - Some
responding agencies consistent with NIMS? (none were
exist)

ANALYs1S: Success FAcTors 8& CHALLENGES

Evaluation Criteria #4
A priority order for use of interagency communications resources was followed as established in standard operation procedures
or plans, such as the Tactical Interoperable Communications Plan (TICP).

4.1 Does a priority order exist for use of interagency communications | No -
resources (e.g., life safety before property protection)?

4.2 Was this prioritization of communications resource use None of | Some of
followed? the time | the time

AnNALysis: Success FACTORs & CHALLENGES

Evaluation Criteria #5
A primary interagency operations talk path was clearly established by procedure or communicated to responders early in the
incident, planned event, or exercise.

5.1 Was a primary interagency communications talk path clearly No - -
established by procedures used during the incident, planned event, or
exercise?
5.2 If not, was such a talk path established ad hoc and No - -
communicated to responders early in the incident, planned event,
or exercise?

ANALYS1S: Succrss FACTORS & CHALLENGES
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6.3 Did any communications problems arise amongst other Yes - - -
response-level emergency personnel during the incident, planned event,
or exercise due to a lack of common terminology?
ANALYsIs: Success FACTORs & CHALLENGES
Evaluation Criteria #7
Clear unit identification procedures were used.
==
7.1 Were clear unit identification procedures used amongst the primary [ None of | - Some | Most o
operational leadership? the time of the i Y
tme .
7.2 Were clear unit identification procedures used amongst other None of |- Some | he
response-level emergency personnel throughout the incident, planned the time of the [{SHISIN—
event, or exercise? time P g
N

ANALYS1S: SUCCESS FACTORS & CHALLENGES

Evaluation Criteria #8

Common channel names were used for designated interoperability channels.

8.1 Were common names used by all responding agencies for interagency | None of | Some of
communications channels? the time [ the time
8.2 Were standard names as identified in the National Interoperability None of |Some of |
Field Operations Guide (NIFOG) used for Federal Communications the time [ the time

Commission (FCC)-designated interoperability channels?

ANALYSIS: SUCCESS FACTORS & CHALLENGES
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Criteria

Responder Roles & Responsibilities

Evaluation Criteria #9
Multiple organizations with inherent responsibility for some portion of the incident, planned event, or exercise were present and

joined in a unified command with a single individual designated with Operations Section Chief responsibilities.

9.1 Did a single individual carry out the Operations Section Chief No - - =
responsibilities in each operational period?

ANALYsis: Success FACTORS & CHALLENGES

Evaluation Criteria #10
Span of control was maintained amongst the primary operational leadership: The Operations Section Chief and first-level

subordinates.

10.1 Did the Operations Section Chief directly manage more than seven | Yes - -
subordinates at any time?

10.2 Did first-level subordinates to the Operations Section Chief directly |In all In most |In
manage more than seven subordinates at any time? cases cases some
cases

Anarysis: Succiss FACTORs & CHALLENGES

Evaluation Criteria #11

Communications Unit Leader (COML) roles and responsibilities were carried out by the IC/UC or designee.

* Necessary communications resources were effectively ordered using documented procedures.

* A communications plan was established by procedure or developed early in the incident, planned event, or exercise.

11.1 Was the ICS COML position specifically filled during the incident, No - -
planned event, or exercise?

11.2 Were COML roles and responsibilities carried out, either by the None - Some
Incident Commander (or Unified Command), the COML, or another were were
designee?

11.3 Who by position or function carried out the
responsibilities? [Narrative response]

11.4 Were necessary communications resources effectively None Some Most

ordered? were were were

11.5 Were they ordered using documented procedures? None Some Most
were were were

11.6 Was a communications plan established by procedure or No - -

developed early in the incident, planned event, or exercise?

11.7 Did the communications plan meet the communications Yes/No

needs of the primary operational leadership? [Information only]

Anarysis: Succrss FAcTORs & CHALLENGES

Draft: Subject to Paperwork Reduction Act (PRA) Approval





Criteria

Quality & Continuity

Evaluation Criteria #12
No more than one out of 10 transmissions was repeated amongst the primary operational leadership due to failure of initial

communications attempts.

12.1 Were more than one out of every 10 transmissions repeated due Yes - - -
to failure of initial communications attempts amongst the primary
operational leadership?

ANALYSIS: SUccess FACTORS 8 CHALLENGES

Evaluation Criteria #13
Upon failure or overload of any primary communications mode, a back-up was provided.

13.1 Was a back-up resource available for communications amongst the | No - -
primary operational leadership in case of failure of the primary mode?

13.2 Did the primary mode fail during the incident, planned Yes/No
event, or exercise at any time? [Information only]

13.3 If so, was a back-up effectively provided? No - -

Anarysis: Succiss FACTORS & CHALLENGES

Evaluation Criteria #14

Primary operational leadership communicated adequately to manage resources and make timely decisions during the incident,
planned event, or exercise.

14.1 Overall, was the primary operational leadership able to None of | -
communicate adequately to manage resources during the incident, the time
planned event, or exercise?

ANALysis: Success FAcTORrs & CHALLENGES
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Step 5: Determining the Level of Demonstration

Upon completion of Steps 3 and 4, the degree to which response-level emergency communications was demonstrated can be
determined.

Did you respond “Yes” to all three Primary Evaluation Criteria? Yes/No

What are the total points achieved from Supporting Evaluation
Criteria?

A successful demonstration requires a “Yes” response to each Primary Evaluation Criterion and achievement of greater than 60
points on the Supporting Evaluation Criteria. Answers consistently indicating the criteria elements were met “Most of the time”
during the evaluated incident, planned event, or exercise will result in achieving over 60 points.

Do you demonstrate response-level emergency communications? Yes/No

Step 6: Initial Improvement Planning

In order to best evaluate how well this incident, planned event, or exercise reflects the response-level emergency communications
capabilities of your city, locality, jurisdiction, or region, please discuss activities underway and planned that will improve problem
areas that you noted in the evaluation form. Consider questions such as the following:

+ Is there an Urban Area Working Group committee or similar body developing common policies and procedures for
interagency communications?

* Is a Statewide Interoperability Governing Body (SIGB) guiding training for ICS Communications Unit Leaders?

* Are backup communications resources for responders maintained and tested?

When responding to this section, consider reviewing the responses you have already provided in the analysis sections of the
evaluation criteria form. This analysis justified the degree to which response-level emergency communications was demonstrated
at the incident. Initial improvement planning will take this one step further and provide evaluators with an opportunity to identify
actions that will lead to improvement within the three evaluation criteria categories.

Each evaluation criteria category is divided into two sections. In the first section, evaluators are asked to identify three success
factors that need to be continued if the current level of response-level emergency communications is to be maintained. In the
second section, evaluators are asked to identify three areas of their response-level emergency communications capabilities that
need to be addressed by future improvement plans, grant applications, and/or statewide and regional strategic planning for
communications interoperability.
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Initial Improvement Planning

D D

Discuss Three Success Factors

Discuss Three Areas of Improvement

0 "
(] & R

Discuss Three Success Factors

Discuss Three Areas of Improvement

1.
2.

3.
Quality & Continuity

Discuss Three Success Factors

Discuss Three Areas of Improvement

Draft: Subject to Paperwork Reduction Act (PRA) Approval






		Untitled1.pdf

		Untitled




Cha

lVice Cha.

[ I I I ]
Planning Policy Grants U Technology
Subcommittee Subcommittee Subcommittee Subc Subcommittee

I
| sap oGy CAD
Policies
| CASM Local §p25; I
Policies Migration
State @ '
= Conference Laonrgtro;c;r; NarrowbandlngI
Statewide
- TIC Plans Network
Statewide Interoperability Executive Committee foDigicay
(SIEC)
c Interstate
" Organization Chart







[image: image1.png]





[image: image1.png][image: image2.png]







Statewide Interoperability Executive Committee (SIEC)
Membership Roster
July, 2010


Chambers, Ray 
Newton County EMA
3218 W. 100 N.
Morocco, IN   47963
ncema@ffni.com
219.285.0833
  District 1

Clements, Tyler 
Washington County EMA
801 Jackson Street
Salem, IN   47963
tyler88ema@gmail.com
812.528.2950
  District 8

Cook, Steve
Hendricks County Communications
1075 W. Main St.
Plainfield, IN. 46168
 scook@hccom.org
317.838.3714
  District 5


Costin, David
Putnam County 911  
1600 W CO RD 225 S
Greencastle IN 46135
 dcostin@ccrtc.com
765.653.5115
  District 7

Cree, Jay D.
Carroll County E911
310 W. Main St.
Delphi, IN  46923
 jcree@cacoshrf.com
765.564.3528
  District 4

Dick, Frank
City of Anderson EMA
739 Gene Gustin Way
Anderson, IN  46011
fdick@cityofanderson.com
765.648.6302
  District 6

Faulk, Erv
Indiana State Police
8550 E. 21st St.
Indianapolis, IN  
efaulk@isp.in.gov
317.899.8543
  SAPSC

Fox, Sue 
Pulaski County 911
110 E Meridian St.
Winamac, IN  46996
suef@pulaskisheriff.net
576.946.6655
  District 2

Groupe, Adam
Evansville-Vanderburgh Co. EMA
708 Stanley Ave.
Evansville, IN 47711
agroupe@evansvillegov.org
812-435-6020 Office
  District 10


 Hartman, Lewis
Indiana Dept. of Transportation
100 North Senate Avenue, N925
Indianapolis, IN  46204
lhartman@indot.in.gov
317.232.5513
  SAPSC

Haygood, Doug
Indiana Dept. of Corrections
302 W. Washington St. 
Indianapolis,  IN   46204
dhaygood@doc.in.gov
317.233.1748
  SAPSC


Meixell, Brad
Clark County Communications
11452 Hwy. 62
Charleston, IN
brad@clarkcounty911.com
502.643.5135
  District 9


Nelson, Pete (Col.)
Indiana National Guard
Camp Atterbury, Bldg. 4A
Edinburgh, IN  46124-5000
317.247.3167
pete.nelson@us.army.mil

Oberc, Greg
Radio Amateur Civil Emergency Service (RACES)
indygreg2@yahoo.com
317.442.0215
  Amateur Radio/RACES


Plummer, Robert
City of Bluffton Public Safety Director
204 East Market Street
Bluffton,  IN   46714
pubsafedirector@ci.bluffton.in.us
260.824.6084
  Cities & Towns

Snyder, Cindy
Steuben County Communications
205 S. Martha Street, Rm 102
Angola,  IN   46703-1900
csnyder@co.steuben.in.us
260.668.1000 x4000
  District 3


Watkins,Mike
Greenwood Fire Department
155 E. Main St.
Greenwood, IN 46143
watkinsm@greenwood.in.gov
317.557.9026
  PSAP

Webster, Dick
American Red Cross
3220 E. Jefferson Blvd.
South Bend, IN  46615
dick61947@aol.com
574.292.5571
  NGO


West,Don
Indiana Dept. of Homeland Security
302 W. Washington St., W046
Indianapolis, Indiana 46204
dwest@dhs.in.gov
317.232.3849
  SAPSC


Acronyms:
NGO - Non-Governmental Organization
PSAP - Public Safety Answering Point
SAPSC - State Agency Public Safety Committee
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Lane Question(s)

Countywide decision-making groups are informal and do not yet have a
strategic plan in place to guide collective communications interoperability goals
and funding

Region A

Some formal agreements exist and informal agreements are in practice
among members of a countywide decision-making group; countywide strategic
and budget planning processes are beginning to be put in place.

Formal agreements outline the roles and responsibilities of a countywide
decision-making group, which has an agreed upon strategic plan that
addresses sustainable funding for collective, regional interoperable
communications needs.

ountywide decision-making bodies proactively look to expand membership to
ensure representation from broad pubtic support disciplines and other levels of
government, while updating their agreements and strategic plan on a regular
basis.

ountywide interoperable communications SOPS are not developed or have
not been formalized and disseminated.

Some interoperable communications SOPs exist within the county and steps
have been taken to institute these interoperability procedures among some
agencies.

Standard (Select box that best||nteroperable communications SOPs are formalized and in use by all agencies
Operating describes each  |within the county. Despite minor issues, SOPs are successfully used durnng

Procedures (SOPs) county) responses and/or exercise(s).
Interoperable communications SOPs within the county are formalized and

regularly reviewed. Additionally, Natonal Incident Management System
(NIMS) procedures are well established among all agencies and disciplines
All needed procedures are effectively utilized dunng responses and/or
exercise(s).

interoperability within the county is primarily achieved through the use of
gateways (mobileffixed gateway, console patch) or use of a radio cache.

Interoperability within the county is primarily achieved through the use of
shared channels or talkgroups.

Interoperability within the county is primarily achieved through the use of a
proprietary shared system.

Interoperability within the county is primarily achieved through the use of a
standards-based shared system (e.g., iject 25).

[ e iy

, o

Countywide publlc safety agerncies pamclpa(e n commumcahons
interoperability workshops but no formal training or exercises are focused on
emergency communications.

Some public safety agencies within the county hold communications
Interoperability training on equipment and conduct exercises, although not on a
regular cycle.

Public safety agencies within the county participate in equipment and SOP
trainung for communications interoperabilily and hold exercises on a regular
schedule

ountywide public safety agencies regularly conduct training and exercises
with communications interoperability curriculum addressing equipment and
SOPs that is modified as needed to address the changing operational
environment.

First responders across the county seldom use solutions unless advanced
planning is possible (e.g , special event)

First responders across the county use interoperability solutions regularly for
emergency events and in a limited fashion for day-to-day communications.

First responders across the county use interoperability solutions regularly and
easily for all day-to-day, task force, and mutual aid events

Regular use of solutions for all day-to-day and out-of-the-ordinary events
lacross the county on demand, in real time, when needed, as authorized.
(Select box that best

Usage describes each
county)

: mmmmmﬂomwn«mm

What method was used to demonstrate response-level emergency
communications within the county? (e g , planned event, exercise, or after-
incident report)

What score was achieved using the Response-Level Emergency
Communications Evaluation Form?

Did the county demonstrate response-level emergency communicalions? For
a successful demonstration, the county must:

o Respond “yes” to all three pnmary evaluation criteria.

o Achieve greater than 60 points on the supporting evaluation criteria.

DRAFT: Subject to Paperwork Reduction Act (PRA) Approval
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National Emergency Communications Plan Goal 1

The National Emergency Communications Plan (NECP) creates a vision for emergency communications
in the United States. To move the Nation toward this vision, the Goals of the NECP establish target levels
of interoperable emergency communications for Federal, State, regional, local, and tribal jurisdictions.

By 2010, 90 percent of all high-risk urban areas designated within the Urban Area Security
Initiative (UASI) are able to demonstrate response-level emergency communications within one

hour for routine events involving multiple jurisdictions and agencies.

Goal 1 of the NECP addresses the 60 high-risk urban areas designated by the Fiscal Year 2008 UASI
Program.! To implement and measure Goal 1, the Office of Emergency Communications (OEC) is
assessing UASI regions’ abilities to demonstrate response-level emergency communications during
planned events.” In the Fiscal Year 2010 Statewide Communication Interoperability Plan Implementation
Reports will report on UASI regions’ current capabilities for interoperable emergency communications, as
appropriate.® This capability data will assist OEC in its analysis of Goal 1 performance and help identify
national trends in urban area emergency communications.

Demonstration Guidelines

NECP Goal 1 demonstrations are being conducted between January and October 31, 2010. OEC is
assessing communications at large-scale, planned events identified by the UASI for observation.
Consistent with the NECP and in accordance with Department of Homeland Security grant requirements,
the selected events must be managed using the National Incident Management System. The events must
also involve participants from multiple jurisdictions and disciplines. UASIs are being observed against
specific criteria related to common policies and procedures, responder roles and responsibilities, and
communications quality and continuity.

The Goal observations are conducted by OEC teams consisting of Federal staff, peers, and support
personnel. The peer observers are matched from comparably-sized UASI regions to ensure familiarity
with the size of operations. Peer observers receive special training to in preparation for Goal 1
observations. Trained Communications Unit Leaders are used as observers where possible.

After Action Reports

Following the observation of the planned events, OEC will develop reports for UASI and State officials
that identify strengths and weaknesses and present improvement plans. OEC will conclude the NECP
Goal 1 measurement process by analyzing the results of all 60 reports, identifying nationwide trends, and
preparing an aggregate report of nationwide results.

! For information on the FY 2008 UASI Program, visit
http://www.fema.gov/pdf/government/grant/uasi/fy08 uasi_guidance.pdf.

? Planned events are events for which the date and time are known and multiple responding agencies are involved.
3 Emergency communications capabilities are addressed in Exhibit 4 on page 8 of the NECP.

For additional information, please contact NECPGoals@hq.dhs.gov
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National Emergenc Communications Plan Goal 2

The National Emergency Communications Plan (NECP) creates a vision for emergency communications
in the United States. To move the Nation toward this vision, the Goals of the NECP establish target levels
of interoperable emergency communications for Federal, State, regional, local, and tribal jurisdictions.

By 2011, 75 percent of non-Urban Area Security Initiative (UASI) jurisdictions are able to

demonstrate response-level emergency communications within one hour for routine events
involving multiple jurisdictions and agencies.

Goal 2 focuses on the demonstration of response- -level emergency communications within one hour! for
routine events in non-UASI jurisdictions.”> The Office of Emergency Communications (OEC) is working
with States® to develop a methodology for collecting data at the county, tribal, or county-equivalent level.
To provide for the greatest degree of flexibility in collecting Goal 2 data, each State will determine its
own implementation methodology to collect Goal 2 capability and performance data. The methodology
chosen by the States will be reported to OEC in the Fiscal Year 2010 Statewide Communication
Interoperability Plan (SCIP) Implementation Report.

Goal 2 Demonstration Guidelines

Goal 2 demonstration requires States to report on emergency communications data collected at the county
and tribal levels. As a part of this process, States will assess every county’s ability to demonstrate
response-level emergency communications using a Web-based Incident Evaluation Tool. Counties may
select an exercise, planned event, or incident for Goal 2 as long as it involves multiple jurisdictions and
responder disciplines and is managed under a National Incident Management System-compliant Incident
Command System. Examples of potential Goal 2 demonstrations include vehicle collisions, non-
catastrophic natural disasters, and large public gatherings. The incident must have occurred after July
2008. Counties that are part of a designated UASI may submit their Goal 1 demonstration results as part
of the Goal 2 data collection. States will also be asked to report on their counties’ communications
capabilities along the SAFECOM Interoperability Continuum. OEC encourages States to leverage
existing governance structures and reporting methodologies when assessing and collecting Goal 2
performance and capability data.

Reporting

After the capability and performance data has been collected, each State will report their counties’ data to
OEC through the FY 2011 SCIP Implementation Report. OEC will conclude the NECP Goal 2
demonstration process by analyzing the data collected, identifying nationwide trends, and preparing an
aggregate report of nationwide results. This data will help OEC better align its programs and resources to
improving emergency communications.

! OEC defines the one-hour requirement as one hour after the arrival of two or more emergency responders at an exercise,
event, or incident requiring response from multiple jurisdictions and agencies; this timeframe must also encompass the time
to establish an incident command site.

2 OEC defines non-UASI jurisdictions as counties and county-equivalents.

? States refers to States and territories.

For additional information, please contact NECPGoals@hqg.dhs.gov





Department of Homeland Security (DHS) Office of Emergency Communications (OEC)
National Emergency Communications Plan (NECP) Goal 2
Frequently Asked Questions

What is National Emergency Communications Plan Goal 2 measurement?

* Goal 2 of the NECP states: “By 2011, 75 percent of all non-Urban Area Security Initiative (UASI)
jurisdictions are able to demonstrate response-level emergency communications within one hour for
routine events involving multiple jurisdictions and agencies.”

o OEC defines “non-UASI jurisdictions” as all the Nation’s counties, county-equivalents (e.g., a
parish), and tribal nations.

What is meant by Goal 2’s one hour requirement?
* OEC defines the one hour requirement as one hour after the arrival of two or more emergency
responders at an exercise, event, or incident requiring response from multiple jurisdictions and agencies,
after the establishment of an incident command site.

How will data for Goal 2 measurement be collected?
* Goal 2 measurement requires every county' to conduct a two part self-assessment.
o A self-assessment of a routine incident, planned event, or exercise utilizing an online Response-
Level Emergency Communications Evaluation Form, which will generate a scored after-action
report (AAR). This will generate performance data.
o A self-assessment of communications capabilities. This will generate capability data.

Do UASI counties involved in Goal 1 demonstration need to report data for Goal 2?

* Yes. For Goal 2, all counties, including UASI counties, must submit their individual performance and
capability data. Counties that participated in a Goal 1 demonstration may use the observed event to
address the Goal 2 performance data questions.

Determining Your Goal 2 Methodoloovy

How do States” report Goal 2 methodology and data to OEC?
= States, via the SWIC, will submit their proposed approach for Goal 2 measurement as a part of the 2010
Statewide Communication Interoperability Plan (SCIP) Implementation Report.
* Then counties will assess a routine incident, planned event, or exercise, and report the data to the SWIC.
The States will compile the results into their 2011 SCIP Implementation Report.

What are the recommendations for developing a Goal 2 methodology?
= Since Goal 2 data must be collected statewide, the SWIC will coordinate the measurement effort.
* The Goal 2 methodology will identify proper evaluators for collecting Goal 2 data at the county level.
* Outside of leveraging the SWIC and identifying proper evaluators, each State/territory is free to develop
a unique approach for Goal 2 measurement. Some options include:
o A Statewide Approach in which the SWIC leverages the Statewide Interoperability Governing
Body to complete their counties’ capabilities questionnaire.

! “County” refers to counties, county-equivalents, and tribal nations.
2 «State” refers to States and territories.
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o A Regional Approach in which the SWIC leverages the State’s regional governance groups to
complete their counties’ capabilities questionnaire as well as their counties’ response-level
emergency communications AAR using an incident, planned event, or exercise.

o A County Approach in which the SWIC directly contacts county officials to complete their
county-wide capabilities questionnaire as well as their response-level emergency
communications AAR using an incident, planned event, or exercise.

o A Unique Approach in which any combination of the approaches listed above (or something
entirely unique to the State’s needs) is used.

Selection of an Incident, Planned Event, or Exercise for Assessment _

What are the guidelines for selecting a routine incident, planned event, or exercise?

* The selected incident, planned event, or exercise should involve multiple jurisdictions (Federal, State,
local, and/or tribal) and multiple disciplines (fire, emergency medical services, and/or law enforcement)
and be managed under a National Incident Management System-compliant Incident Command System.

* Examples of potential routine incidents, planned events, or exercises include vehicle collisions,
drowning victim responses, a non-catastrophic natural disaster, sporting events, parades, and marathons.

* For additional assistance, OEC will provide, as part of the online Evaluation Form, an incident selection
checklist to help individuals select an appropriate incident, planned event, or exercise.

What is the appropriate timeframe associated with an evaluated incident, planned event, or exercise?
* Counties may choose a routine incident, planned event, or exercise that has occurred since July 2008.

Can counties “team up” to utilize one incident, planned event, or exercise for measurement?
* Yes, for example, if a regional communications exercise is planned within the State, each county within
the region may choose to partner with one another for the purposes of Goal 2 demonstration.
» If alarger county manages an incident, planned event, or exercise which includes a sparsely populated
rural county, then the rural county may use these same results for their Goal 2 demonstration.
o In these instances it is required that each county must have at least one agency present and all
counties must agree to receive the same score for their Goal 2 demonstration.

What if a rural county relies on surrounding counties for emergency response support?
* If a rural county relies on surrounding counties for public safety resources, such as a dispatch center,
they are permitted to use the same Goal 2 demonstration.

Assessment of a Routine Incident, Planned Event, or Exercise
Who should evaluate the routine incident, planned event, or exercise?
» The selected evaluator must have the capacity to obtain AARs and agency incident reports as well as the
ability to interview primary operational leadership.
= Consider the selected event’s Operations Section Chief, COML, or TICP point of contact.

What criteria does the online Response-Level Emergency Communications Evaluation Form use to assess
Goal 2 demonstration?
=  The online Form features 14 evaluation criteria that fall into three categories: (1) Common Policies and
Procedures, (2) Responder Roles and Responsibilities, and (3) Quality and Continuity of Communications.

Will the online Evaluation Form only be available for Goal 2 measurement?
= No. The purpose of the Form is to provide stakeholders with a means to independently, regularly, and
consistently assess response-level emergency communications capabilities and performance.
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Assessment of Communications Capabilities

How do I evaluate communications capabilities for my jurisdiction?
= Counties and county-equivalents will receive a decision tree, which covers all five lanes of the
SAFECOM Interoperability Continuum, whereby they can evaluate the degree to which their
communications capabilities have been implemented within their jurisdictions.

Who should evaluate communications capabilities for my jurisdiction?
= Consider selection of the SWIC, regional governance group chair, county representative on the regional
governance group, county commissioner, county Public Safety Access Point manager, or county
emergency manager.

Can counties use each others’ results?
= It is not recommended that counties use other counties’ results for the capabilities assessment. All
counties have their own set of capabilities, however limited or sophisticated, that should be documented.

What if a county’s capabilities are minimal (i.e., fall leftward on the Interoperability Continuum) but are
adequate for their emergency response requirements?

»  OEC understands that every county has its own unique requirements. These requirements and needs—
based on factors such as population density, geographical landscape, and location relative to bordering
areas—determine the appropriate level of capability for an area.

»  When conducting their capabilities assessments, States and counties are encouraged to be as honest as
possible as this will ensure that future time and resources are appropriately dedicated to the
interoperable communications effort.

o States and counties who wish to explain why their current capabilities are appropriate for their
emergency communications needs are also encouraged to provide a narrative summary in their
2011 SCIP Implementation Report.

Goal 2 Process and Timeline

What support is OEC providing to States/territories for Goal 2 demonstration?
»  OEC will provide guidance documents and technical assistance support to SWICs and public safety
agencies to support Goal 2 demonstration efforts.

Can a State/territory use grant funds for costs associated with Goal 2 demonstration?
= States and territories who have received funds from the Interoperable Emergency Communications
Grant Program may use these funds to support any costs directly related to Goal 2 demonstration efforts
provided these funds are programmed within the grant budget.

How will Goal 2 results affect future Federal emergency communications grant programs?

»  OEC does not expect this process to have direct implications on grant funding levels. Instead, NECP
Goal 2 validation is intended to help States and their counties identify gaps and develop future
investments. It will also assist DHS in better aligning and targeting its programs and resources to assist
States and their counties with improving emergency communications.

What if a county is unable to demonstrate Goal 2?
»  OEC will work with the SWIC on developing improvement plans for these counties.

What if a county decides to not participate in Goal 2 demonstration?
= OEC will document all counties which choose not to participate in the final report to Congress.

Is every county required to report for Goal 2?
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= Yes. If a State anticipates that some counties will not report, this should be documented in the State’s
Goal 2 methodology statement as part of the 2010 SCIP Implementation Report.

Who can I contact for additional information?
= For additional information, please contact OEC at necpgoals@hgq.dhs.gov.
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