Hardware System Key Policy – Agency Use
(For the Project Hoosier SAFE-T 800 MHz statewide voice radio system)
Purpose
To create a more secure method for managing the release of the Motorola and EF Johnson advanced system key technology.  
Background
Radios are programmable via a software program and hardware interface.  Many radio systems require a computer file called a system key to “unlock” full programming capabilities.  Without this key, the user can alter only minor parameters within the radio codeplug or programming.  For example, without a system key, a user may be able to alter scan lists, enable backlight, or label existing talkgroups.  With a system key file in place, the user can program crucial parameters, such as entering talkgroups into the codeplug.  

To provide a more secure, efficient solution for programming of radios statewide, the Integrated Public Safety Commission IPSC staff is implementing Motorola’s Advanced System Key (ASK) and EF Johnsons Enhanced System Key (ESK) technology.  In addition to the increased efficiency and security, the implementation will benefit local agencies, allowing them to significantly reduce costs by programming radios in-house.

The ASK / ESK hardware solution is tamper proof and encrypted.  Both Motorola and EF Johnson’s solutions provide options to restrict certain areas of programming.  The Motorola ASK has two parts - the carrier and the iButton.  EF Johnson ESK is a one piece unit.  

Implementation
The following guidelines are provided to insure successful deployment and management of the advanced system key technologies:
IPSC will provide the initial issue of ASK/ESK hardware.  
IPSC will perform a site visit to the local agency requesting a system key.  If approved, IPSC will swap a programmed IButton or ESK with the user’s blank.  

The following qualifications apply:
· The key will expire around 12 months.  At that time IPSC will perform a site visit to renew the key.  IPSC may inspect Memoranda of /Understanding (MOUs) and/or radio templates at this time.
· IPSC reserves the right to reject / recover the key hardware.  

· IPSC Network Operations Center (NOC) will keep the master keys and generate the slave keys as necessary after agreements are on file.

Agreement and Terms of Use
The Agency agrees to the following terms and conditions when accepting the hardware system key:

· Upon expiration, the agency must purchase hardware as needed for renewal.  Agency also agrees to purchase replacement equipment for any lost or damaged hardware.  

· Agency agrees to notify the IPSC NOC of lost or damaged hardware.  

· User agrees to obtain the required training to ensure knowledge of the advanced radio programming that exists on the SAFE-T system.  This training must be completed by the first expiration date; a copy of the training certificate must be forwarded to the IPSC NOC.
· Motorola course CPS Programming and Template Building ADT001-V is offered online.  The cost is around $750.  Register at http://www.motorola.com/Business/US-EN/Training+Home/Government_and_Public_Safety_Training/Available_Courses/Technology_Paths/ADT001-V 

· EF Johnson offers half-day training courses, held in the Indianapolis area. For information, contact EF Johnson Technologies Training Department 1440 Corporate Drive Irving, TX 75038; 1-800-328-3911 ext. 2720.  

· The system key is not only a tool for programming radios; it is a critical component of maintaining overall system security.  Therefore, the system key must be kept in a secure location and may not be released to third party vendors.

· User agrees to destroy all copies of the previous software key in possession.
· A User Agreement, executed by signature of both parties, must exist between the agency and the local governance group requesting the system key.
· The key will only be used by employees who are technically qualified to program, develop, modify and implement code plugs / templates for the local agency. Agencies shall indicate in the space provided on the User Agreement the name(s) of the employee(s) who will be responsible for creation of your template/code plug and programming of radios.  

· Agency agrees to use the standardized naming conventions to avoid the confusion of radios with the same talkgroups programmed with different aliases.  

Equipment to be procured 
· Motorola

· 5185956E75   Serial Interface IC USB Port Adapter 

· 5184055Y01   IC, Parallel Port Adapter
      


· 5184054Y01   IC,4KBIT RAM & Time IButton


· EF Johnson

· 250-5000-973, Enhanced System Key – Slave Key, 
___________________________________

____________________________

Local Governance representative 


Programming Staff
____________________________


____________________________

Date






Programming Staff
Glossary
Codeplug – A solid-state chip located inside the radio where the radio’s personality data is stored.  Personality data is created using the Motorola Customer Programming Software (CPS).  CPS defined data can be transferred to the radio’s chip or to a codeplug file. Codeplug files can be archived on the computer’s hard drive for later use.

Master – The master system key, which can be used for programming is also required to create the slave system key.

Slave – The system key used by programmers to program radios.

IButton – The device contains software and configuration data that constitutes the Advanced System Key.
CPS – Motorola radio Customer Programming Software
PC Configure – EF Johnson's radio programming software.

System Key – Software either in a file or loaded into hardware to enable critical parameters to be programmed.

ASK – Advanced System Key, Motorola
ESK – Enhanced System Key, EF Johnson

IPSC – Integrated Public Safety Commission
NOC- Network Operations Center
Signature – The individual responsible for administering the interface to the SAFE-T radio system. (Chief of Police, Sheriff, EMA Director   

