
SCAM ALERT:
Wrong Number Text Messages

Hello, is this 
[random name]?

Hey, [random 
name], did you send 
those documents 
over yet?

Hi there! Do you 
have time to talk 
today?

These are examples of a common scam involving text messages from 
someone you don’t know. While it might seem courteous to respond and 
let them know they have the wrong number, here’s why you shouldn’t:

It will confirm your number is active. If you respond, the scammer will know 
your number is active and may use it to launch more scams in the future.

It will be an opportunity to steal your information. The scammer might engage 
you in conversation to learn your actual name, where you live, where you work, 
and more. This information can be used for personalized attacks.

It could lead you to a bigger scam. Many of these attacks attempt to lure people 
into bigger scams designed to steal money, such as investment fraud. The 
scammer will urge you to invest in some form of an opportunity that they assure 
will make you a lot of money.

When you receive random messages from unknown people, don’t respond. 
Delete the message and consider blocking the phone number. Never open 
random links.
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