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1. Purpose

This Policy establishes how individuals are to use and protect the State’s Information Technology Resources. The requirements outlined in this
Policy are designed to minimize potential damage that may result from the unacceptable use of the State Enterprise.

2. Scope
The Statewide IT Policies and Standards (“POLICIES”) apply to all IOT-supported entities (“Entities”), their employees, their contractors, their
consultants, and their vendors. Unless otherwise specified, all of the POLICIES apply equally to physical and electronic assets and resources
assigned to an individual, on-premises physical assets, on-premises virtual assets, on-premises cloud assets, assets provided by cloud service
providers, products and/or services that use cloud computing, all data stored or processed by the above assets in electronic, paper, or any other
form, and everything else that supports the functioning of State government (“State Enterprise”).

3. Policy

3.1 Information Technology Resources User Policy and Agreement
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10T must maintain an Information Technology Resources User Policy and Agreement (“User Policy”) to correspond with this Policy.
All individuals using state resources are responsible for reading and abiding by the requirements of the User Policy.

The User Policy must cover topics related to the expectations of end users and the acceptable use of technology resources, including
State-provided hardware, data, and any other applicable resources.

The User Policy should be reviewed annually.

Individuals performing State of Indiana business must receive information security awareness training as defined in the Security
Awareness and Training Policy.

The User Policy must be available to users upon request or in a publicly accessible location.

The User Policy should align with the POLICIES.

The User Policy may not address every information security issue or scenario. Some situations may require employees to exercise
critical judgment. If an uncertain situation arises, users should seek guidance from the IOT Security Team.

3.2 Acceptable Use of Information Resources

An individual using something in the State Enterprise is required to:
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Protect the State Enterprise.
Comply with the POLICIES.
Use only authorized devices to access the State Enterprise.
Protect their accounts with a password. An individual may not share the password. An individual should use the I0T-provided password
manager.
Use their own credentials to access the State Enterprise and comply with all authentication and access control policies and procedures.
Report any suspected breaches or security incidents via established incident reporting mechanisms. See Incident Response and Outage
Response Policy.
All hardware and software provided to an individual remain the sole property of the State and must be returned to I0T:
i.  Before the individual’s termination of state employment, or
ii. Before the individual’s transfer to a different Entity.
All hardware and software provided to an individual for International Work must be returned to I10T:
i Immediately after the International Work, and
ii. Without having been reconnected to the State network.
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“International Work” and “Abroad” are synonymous. Each means State of Indiana business or work outside the contiguous 48 states
and the District of Columbia, regardless of why the individual is Abroad. Any other location is international or has a likelihood of placing
data on non-U.S. information systems. Please see International Work Standard.

i.  Anindividual is responsible for storing physical parts of the State Enterprise in a safe and secure place.

j-  Anindividual must take appropriate action to protect the State Enterprise from damage or theft, including when working at remote
locations.

k.  Anindividual must return State of Indiana property to IOT and in a reasonable condition, without significant damage.

I.  Using a State of Indiana resource outside the contiguous 48 states and the District of Columbia is prohibited.

3.3 Email System

a. The primary purpose of email is for professional, job-related communications.
The email system may not be used for sending inappropriate or offensive items.
The email system may not be used for broadcasting a message for personal or malicious use, including announcements, commentary, or
advertisements of any kind.

d. Email should not be used to send large attachments that can cause significant disruptions to email services. IOT may establish a
maximum size for email attachments.

e. Sending emails in a manner that masks the individual’s identity or makes it appear that the message came from a different sender
(forging, altering, or removing email headers) is prohibited.

f.  Anindividual must use extreme caution when opening unsolicited email and attachments, which may contain a Cybersecurity Risk. An
individual must contact the help desk if in doubt about the safety of an email.

3.4 Monitoring

a. Anindividual must be aware that the data they create on State-owned systems remain the property of the State. Because of the need
to protect the State Enterprise, an individual does not have a reasonable expectation of privacy in their use of the State Enterprise.

b. For security and network maintenance purposes, authorized individuals within IOT may monitor equipment, systems, and network
traffic at any time. Monitoring includes, but is not limited to, software applications, email, Voice over Internet Protocol (“VolP”),
telephone calls, and web browsing. |OT reserves the right to disclose evidence of misconduct or other criminal wrongdoing to
appropriate authorities, including law enforcement entities. Such reports will be made in accordance with applicable law and policy.

c. 10T reserves the right to audit networks and systems on a periodic basis to ensure compliance with this Policy.

4. Exceptions
Exception Requests will be addressed through the process designated by IOT.

5. Ultimate Authority

The Chief Information Officer is the ultimate authority for decisions made pursuant to the POLICIES, including Exception Requests.

6. Roles and Responsibilities

State agencies vary tremendously. Some State agencies have Chief Information Officers, while others may have no dedicated IT employees. Because
of that variance, the Statewide IT Policies and Standards do not refer to a specific job title as being responsible for compliance. Instead, the intent is
for the responsibilities to rest with the agency head or the highest-ranking employee responsible for IT, unless stated otherwise regarding a specific
duty.

7. Statutory Purposes

The statutory purposes of 10T include “establish the standards for the technology infrastructure of the state” and “provide for the technology and
procedures for the state to do business with the greatest security possible,” Ind. Code § 4-13.1-2-1(1) and (5). IOT has an obligation to “develop
and maintain policies, procedures, and guidelines for the effective and secure use of information technology in state government,” Ind. Code § 4-
13.1-2-2(a)(11).

8. Industry Standards

The Statewide IT Policies and Standards are based on the following:

Risk Management Framework for Information Systems and Organizations: A System Life Cycle Approach for Security and Privacy, U.S. National
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Institute of Standards and Technology, Special Publication 800-37 Rev. 2. https://csrc.nist.gov/pubs/sp/800/37/r2/final

Security and Privacy Controls for Information Systems and Organizations, U.S. National Institute of Standards and Technology, Special Publication
800-53 Rev. 5. https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final

Critical Security Controls v.8.1, Center for Internet Security. https://www.cisecurity.org/controls

9. Federal Audit

The federal government audits the IT practices of several Entities. Where necessary, those Entities may create agency-specific policies to
supplement the Statewide IT Policies and Standards. Those agencies include the Bureau of Motor Vehicles, Department of Child Services,
Department of Revenue, Department of Workforce Development, Family and Social Services Administration, Indiana Office of Technology, and the
Indiana State Police.
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