
2026 IOT Cybersecurity Awareness Training Calendar                                                       
Modules are launched the first Tuesday of the month (State Holiday’s may impact this) and are due 21 days from assignment date. This schedule is 

tentative.  Emerging threats or the release of a module better able to build resiliency in the workforce may result in a change. 

 
Launch Date  Duration Title Module Description 

        

Tuesday 
January 6 

15 min 
2026 Cybersecurity 
Onboarding  

Cybercriminals are using artificial intelligence (AI) to create more convincing and personalized attacks at scale. In this 
module, you will learn how quickly cybercriminals can create phishing emails that target individuals to gain access to 
sensitive information. You will witness two security experts from KnowBe4 demonstrate a simulated phishing attack 
that results in the attacker gaining access to the target organizations systems. You will also learn to recognize red 
flags in emails and understand the critical role they play in keeping your organization safe 

Tuesday 
February 3 

3 min 
Secure Passwords 
Made Easy  

In the Cybersecurity Lab, where researchers analyze password security, intelligent AI assistant Wendy offers valuable 
insights into the art of password creation. This video explains not only how to create a robust password but also 
techniques to make them easy to remember. Using strong passwords can prevent misuse and ensure the effective 
protection of sensitive data against unauthorized access.  

Tuesday 
March 3 

7 min 

The Inside Man: 
Season 1 Ep 09 - 
Where the Wild 
Things Are (Travel 
Security)  

Unable to find key information on the merger in the information found by Rat, Mark poses as a cleaner in order to 
access Erica’s office. He tries to assure his handler that he may have found what he needs in Erica’s little brown 
book. The pressure to deliver gets stronger, as does Mark’s connection to his quirky band of co-workers. This module 
demonstrates how to keep your physical space safe and secure from those after your confidential information. 

        

Tuesday  
April 7 

15 min 
How to Become a 
Human Firewall  

Human firewalls are the last line of defense when it comes to security threats. While information security hardware 
and software are helpful, protecting sensitive data is still a human process. This short course highlights the traits of a 
strong human firewall that will help protect your organization from internal and external threats. 

Wednesday 
May 6 

6 min 
A Deepfake Social 
Engineering Attack  

Think you can spot a fake? In this video module, members of the cast of the popular security awareness series “The 
Inside Man” demonstrate how cybercriminals are using AI voice cloning and video deepfake technology to 
impersonate people you know. 

Tuesday  
June 2 

9 min 

The Inside Man: 
Season 1 Ep 10 - Keep 
Your Friends Close 
(App Security and 
Permissions)  

Mark enlists AJ’s help to turn the tables on the handler, with the assistance of a hacker named Death Rage. The 
handler confronts Mark with some hard truths about Mark’s current situation, as AJ and Death Rage explore the 
pitfalls of the terms and conditions… Users will be reminded to only download applications from well-established 
and trusted providers, as well as to install security updates as soon as they become available. 
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Modules are launched the first Tuesday of the month (State Holiday’s may impact this) and are due 21 days from assignment date. This schedule is 

tentative.  Emerging threats or the release of a module better able to build resiliency in the workforce may result in a change. 

 
Launch Date  Duration Title Module Description 

        

Tuesday  
July 7 

5 min 
Command-Based 
Social Engineering 
Attacks  

In this video module, cybersecurity experts demonstrate how attackers trick employees into using the Run command 
to gain unauthorized access to your organization's most sensitive information. Although this module specifically 
shows the exploit on a PC computer, cybercriminals can use the same tactic to target Apple users. You will learn the 
critical warning signs to watch for and simple verification steps that can protect you and your organization. 

Tuesday 
August 4 

2 min Secure Mobile Device   

Laptops, smartphones, tablets, and smartwatches are part of everyday life - and are often not adequately secured. 
This short, easy-to-understand video module explains where the risks lie and how mobile devices and the 
information stored on them can be effectively protected. The video uses clear example scenarios covering access 
permissions, PINs, passwords, multi-factor authentication, VPN and Wi-Fi connections, as well as apps and operating 
systems.  

Tuesday 
September 1 

6 min 
The Inside Man: 
Season 1 Ep 11 - The 
Sound of Trumpets  

Mark and AJ search through the information that Death Rage has extracted from the handler’s phone and discover 
the full, devasting extent of his plan. But how is the handler getting it in? And will they be in time to prevent it? In 
this module, we see how USB drives can easily be weaponized by attackers. So it is crucial that users be cautious 
when using removable media. 

        

Tuesday 
October 6 

15 min Phishing Foundations  

Phishing continues to be one of the most common and effective cyberattacks that target organizations and 
individuals alike. This module presents real-life scenarios of those attacks to demonstrate how cybercriminals trick 
people into clicking malicious links or divulging confidential information. Users will learn how to identify common 
warning signs and gain an understanding of advanced phishing techniques, including business email compromise, 
CEO fraud, and thread hijacking 

October TBD 
Inside Man Watch 
Party  

Come join us as we rewatch Season 1: Episodes 10 and 11 with a Special Premier of showing of December’s Episode 
12 and Season 2: Episodes 1 and 2! Located on the Indianapolis Downtown Campus – More Details Coming Soon! 

Wednesday 
November 4 

10 min 
Staying Safe from 
Seasonal Scams  

The holiday season is a prime time for cybercriminals to target busy professionals, especially during gift-giving 
celebrations (like Christmas, Hanukkah, and Lunar New Year) and major shopping events (such as Black Friday, Cyber 
Monday, Boxing Day, and Singles' Day). In this module, you will identify common types of holiday social engineering 
tactics and the key warning signs of seasonal scams. Learn effective verification strategies to protect yourself from 
gift card fraud, package delivery scams, and too-good-to-be-true online offers.  

Tuesday 
December 1 

7 min 

The Inside Man: 
Season 1 Ep 12 - 
Checkmate (Insider 
Threats)  

Ed addresses the team on the dangers associated with insider threats, as Mark and AJ face off against the handler, 
armed with the information downloaded from his phone, in the hope of putting an end to his schemes...for now at 
least… In this final video, users are reminded once again to be wary of and report suspicious activity because insider 
threats can come in all shapes and sizes! 

 


