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1. Plotting

As of this DOTWise 5.0 release, CAD Support is solely focusing on the use of the Print Organizer tool in
the MicroStation Platform (for most INDOT users, this will be OpenRoads Designer) to create plots—in
lieu of the previously used ProjectWise InterPlot Organizer application. To address the use of
ProjectWise InterPlot Organizer, CAD Support has created supplemental documentation in ProjectWise
under Resources\Documentation. As with prior releases of the INDOT Workspace, users can continue to
use the ProjectWise InterPlot software if needed; however, it is strongly suggested by CAD Support to
transition to using Print Organizer to create plots. This chapter will discuss the processes needed to
create and print plot sets using Print Organizer. Also, with the update to Adobe Acrobat DC, the steps to
create and implement your digital signature on plan sheets using Print Organizer will be discussed.

1.1 PDF Support Only

Due to the number of different plotter and printer configurations currently available across all INDOT
locations, CAD Support is now using preconfigured Print Styles for use with Print Organizer. As PDF is
largely becoming the standard format for the publishing of documents to ERMS and for transport across
the agency, CAD support has found that this method will allow better control for the consistency of
plots, while maintaining the flexibility to send the completed PDF to any preferred hardcopy device
(printer/plotter).

The attempted usage of any non-supported Print Style, plot queue, or hard copy device can potentially
result in application instability, or the failure of the application to generate the appropriately formatted
product. Please ensure that you are using the appropriate methods discussed in the following sections.

1.2 Plotting References with Transparency in OpenRoads Designer

As a result of a functionality change in the underlying MicroStation platform, it has been discovered that
any reference files brought into a design model that have transparency associated with them no longer
plot properly when propagated down to a sheet model and then plotted as a PDF file. The resolution of
this issue is a simple two-step process, as described below.

1. With the Default design model open in ORD, select the applicable reference in the References
dialog and navigate to Properties > Adjust Colors.
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2. Inthe Adjust Colors dialog, select the checkbox for Print Adjusted Colors and click OK.
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By enabling this setting, ORD will plot the reference with the adjusted colors associated with the
transparency that’s been applied to the file. Please note that this will have to be enabled for any
references that might otherwise have transparency displayed.



1.3 How to Create a Plot Set with Print Organizer

This section will cover the necessary steps to create a plot set using the INDOT CAD Workspace and the
Print Organizer tool in the MicroStation Platform. Then after covering the process, a subsection is
provided with tips on how to use Print Organizer most effectively and troubleshooting common issues
that may arise when using the tool.

1.3-1 Creating the Plot Set
1. The Print Organizer tool can be accessed by clicking on the File tab in the Ribbon area.
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2. Thenin the File menu, click on Print > Print Organizer:
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The Print Organizer dialog will then appear as shown:
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3. To add files to the plot set, click on File > Add Files to Set... in the Print Organizer dialog.
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4. This will open the Create Print Definitions dialog. On this dialog, click on the Add button to add
the necessary files to the plot set.

Create Print Definitions *

Input Files

BEMOVE

Print Definition Creation Options

Print style name:

ezl Specied Wptions

Add Button

5. Once the desired files have been added, the fields in the “Print Definition Creation Options”
section will then become enabled. To apply a Print Style to the files, click on the ellipsis button
to the right of the “Print style name:” field.
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Upon clicking on the icon, the user will be presented with a list of preconfigured Print Styles to
apply.
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To provide clarity, here is an explanation of the naming convention for these print styles:

8.5x11 Configured for use with 8.5 x 11 sheets.

Full Size Configured for use with Full Size sheets.

Color Configured specifically for use if plotting in color is desired.
XSec Configured specifically for use with cross section sheets.

6. Select the desired Print Style from the list and click OK to exit the Apply Print Style dialog. With
the files added and the Print Style applied, proceed to click OK on the Create Print Definitions
dialog to apply the Print Style to the files—which will then be added to the plot set.
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Upon completion of the processing, the Print Style will be applied to the selected files, and the
resulting plots will be added to the plot set in the Print Organizer dialog. The example shown
below results from applying the INDOT Full Size_XSec PDF Print Style to a cross section drawing.
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7. Once all the desired plots have been created, it is highly recommended to first save the plot set
for future use. To accomplish this, click on File > Save As... in the Print Organizer dialog, and
select the No Wizard option when prompted. It is suggested to save this under the Plot Sets
folder for the ProjectWise project being worked from. Name the plot set as desired and click
Save to save the plot set file (.pset) to ProjectWise.

8. To print the plot set to PDF format, click on File > Print... in the Print Organizer dialog.
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9. On the Print dialog that appears, click on the ellipsis button in the Submit section to save the
resulting PDF file to a desired destination (it is suggested to save this outside of ProjectWise).
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10. After selecting the destination, click OK to print the plot set to PDF format. Once completed, the
PDF file will be created and placed in the desired location.



1.3-2 Print Organizer Tips and Troubleshooting
This section will cover some tips and best practices when it comes to using Print Organizer.
Troubleshooting common issues in Print Organizer will also be covered.

1.3-2a Creating a Plot Set Using Multiple Print Styles
It could be a common occurrence to need to use multiple Print Styles to create a plot set. In a much
similar fashion to the current process with InterPlot Organizer, if a user needed to create a plot set that
contained sheets with cross sections AND ALSO contained sheets without cross sections (Plan and
Profile sheets for example), the process for adding files to the set would need to be run twice: once for
the cross sections file using a cross section-specific Print Style, and a second time for the other sheets
that are not cross sections. To continue from where section 1.2-1 left off, if it is necessary to add other
sheets to the plot set, the process would need to be run a second time. This time, the Create Print
Definitions dialog would look like the following:
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Note that the Print Style chosen is not associated with cross sections. Separate print styles are needed
in this scenario, as the sheet border frames are addressed differently between cross section sheets and
any other sheet—which is how the plot extents are determined. The resulting plot set would now look

like the following:
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Completed Plot Set with a Second Print Style

When completed, the second set of sheets will be placed into the plot set as denoted above.

1.3-2b Adjusting Raster Options on Plots
If a plot in the plot set contains raster imagery, the user can adjust the Raster Options on it if desired.
To access these settings, right-click on the plot in the plot set and select Properties. Then click on the
Advanced tab in the Properties dialog that appears to view the raster settings.
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Of note is the “Print raster in grayscale” setting, which allows the user to have the raster image plotted
in grayscale vs. color. There is also the Raster Quality setting, where a user can set the Quality factor as
a percentage of the printer resolution (dpi). The default setting that has been configured with the Print
Styles is a factor of 50 (percent). This can be adjusted if desired but note that a higher factor could have
a significantly negative effect on the time it takes for Print Organizer to process the plot.

1.3-2¢ Incorporating Sheet Numbering
Within Print Organizer, there is a process that can be used to show the sheet numbering of the plot set
by altering the name of the plot. This process is outlined below:




1. With the plots already added to the plot set, ensure that the plot set itself is selected in the left
navigation pane (with a blue background). Then click on Edit > Rename by Expression... Note
the Name field in the example below (before sheet numbering is incorporated).
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Edit > Rename by Expression

2. Onthe Rename Print Definitions by Expression dialog that appears, select one of the options in
the Expression name dropdown that has the first field value of “<print counter>”. The user can
determine what fields can be listed after the print counter—which include source file name,
model name, or both. In this example, “<print counter>-<source file name>" will be selected.
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<sheet number:
print counter=-<source file name>
print counter=-<model name:>
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<print counter>-<sheet number>
<print definition name>

Custom

[] Set as default print definition name expression

Rename Print Definitions by Expression




3. With your desired expression selected, click OK on the dialog. The selected expression will
process for each plot in the set, and the name of each plot will change accordingly to reflect the
current sheet numbering order.
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Plots with Sheet Numbering Added

1.3-2d Using an Incorrect Print Style to Add Files to a Plot Set
If an incorrect Print Style is chosen to add plots to a plot set, undesirable results will occur. Here is an
example of what occurs when a non-cross section Print Style is applied to a cross section drawing:
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wol Sht_X9_IntCor [ Sht_x9_IntCorr Sht_X9_IntComdgn  Line F Line F Temp Vie...

Applying Non-Cross Section Print Style to a Cross Section Drawing

What ends up happening is that one plot gets created for each model in the cross section DGN file. The
model that contains the sections (Line F in the example above) only produces one sheet for the entire
set of sections. Therefore, it is important to use a cross section specific Print Style when working with
cross sections—as these Print Styles have been configured to split the cross sections into their separate

sheets.




Conversely, if a cross section specific Print Style is applied to a drawing that does not contain cross
sections, no plots will get created in the plot set. Instead, notifications will appear in the Message
Center in the MicroStation Platform to notify you of the issue:

Message Center — O *
g

j," Mo elements matching the automatic area search criteria were found -
A 'BD_Batch Plot Barder' is not a valid level for file 'chusers\psmock\dotwise\pw_work\d0744216\1602106 SR2 Topo - Boyd.dgn'

.:I,J‘ 'BD_Batch Plot Border' is not a valid level for file 'c\users\psmock\dotwise\pw_work\d074421641602106 S5R2 Property Lines.dgn’

A 'BD_Batch Plot Border' is not a valid level for file 'chusers\psmock\dotwise\pw_work\d0744216\1602106 SR 2 Utilities.dgn’

.:I,J‘ 'BD_Batch Plot Border' is not a valid level for file 'c\users\psmock\dotwise\pw_work\d074421641602106 5R2 Topo.dgn'

A 'BD_Batch Plot Barder' is not a valid level for file 'chusers\psmock\dotwise\pw_work\d0744216\1602106 SR2 Topo - Boyd.dgn'

Applying Cross Section Print Style to a Non-Cross Section Drawing

No plots get created in this scenario because the cross section Print Styles are configured to specifically
look for cross section border frames to create the separate sheets. All sheets other than cross sections
do not have these border frames, so the Print Style is not able to create plots from them.

1.3-2e Reducing the Size of PDF Files Created from Print Organizer
After creating the PDF plot set, it is recommended that users reduce its file size from within Adobe
Acrobat. The process for this is described below:

1. With the PDF file open in Adobe Acrobat, click on File > Reduce File Size.

1800570-FT_NEW.pdf - Adobe Acrobat Pro DC

View Sign Window Help

B Open... Ctrl+0
Open Recent File r
f"b Create »
INDIANA
Save As.. Shift+Ctrl+5
Save as Other »
Export To »
& print.. Cirl+P
GROSS LENGTH 795
| a Reduce File Size
= NET LENGTH 787
Protect Using Password
m Share File
Properties... Ctrl+D
Close File Ctrl+W
Exit Application Ctrl+Q

File > Reduce File Size from Acrobat Menu



2. You will then be prompted to select a folder location where your reduced size PDF will be saved.
Choose a folder that is already listed, or you can choose a different folder if necessary.

Save As Reduced Size PDF ®

Save As Reduced Size PDF

FILES
Save in Recent Folder...
My Computer

Document Cloud

PDF
Add Account

PW User Creation Docs

F_zl Desktop

7] do349702

d0289718

“hoose a Different Fold

Save As Reduced Size PDF

3. As prompted, name the reduced size PDF to be created, and click Save. Saving it to your local
computer is shown below.

[®) save As Reduced Size PDF ®
4 B > ThisPC » Desktop v B £ Search Desktop
Organize v New folder - @
I This PC A Name Date modified Type Size (o)
B 30 Objects Alex CA Unhandled Exception 12/23/2019 10:33 .. File folder
I Deskiop Asset Management-Pay ltem Excel Data  3/5/2020 11:50 AM File folder
Documents Aug20ConnectionClient 8/24/202011:12 AM  File folder
Bad Cross Sections 12/3/2012 1:06 PM File folder
‘ Downloads . . .
Bentley Training Material 6/24/20209:50 AM  File folder
b Music Bentley User Registration Project Docs 12/10/2018 10:49 ... File folder
=] Pictures C Sharp Tutorials 11/13/2018 1:34 PM  File folder
B Videos CAD Peer Group Docs 4/1/2020 10:50 AM  File folder
. Windows (C:) CAD Support Ticket Data 4/14/2020 810 AM File folder
= NETCOUNT (D! Design Checklists 4/18/2019 10:54 AM  File folder
= APPS (\DOTAPE Desktop background images 9/18/2020 10:11 AM  File folder
DOTWise Manual Reviews 4/15/20209:19 AM  File folder
= 5-DP90 (\STATE
DWG Conversion Testing 8/13/2019 .03 PM  File folder
= APPS (WDOTPW Goals and Objectives Forms 8/14/2020 11:06 AM  File folder
= IS-DIV (\State.r Good Cross Sections 12/3/2018 1:06 PM  File folder
= CAD (\DOTPWS InRoads LandXML Style Shests 11/13/2018 1:34PM  File folder v
File name: | 1800570-FT_NEW_Reduced Size.pdf -
Save as type: | Adobe PDF Files (*.pdf) v
Settings...
~ Hide Folders

Naming the Reduced Size PDF
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4. Adobe will then proceed with the file compression process, which can take a few minutes
depending on the amount data it has to compress. Once completed, the file will be created and

placed in the specified location. In addition, a message will appear to let you know how much
the original PDF file was compressed.

i Successfully reduced PDF size from 1505.78 MB to

22.91 MB.

File Size Reduction Message



19

1.3-2f Print Organizer, File Name and Model Name Changes
Many times after creating plots, there may be instances where either a file name or model name needs

to be changed. When this occurs, Print Organizer is not able to dynamically update the existing plot
definitions to the new names for models but does accommodate full file name changes. Errors like the
following may be experienced and the following resolutions should be employed.

When a Model Name has changed
When this occurs, the Message Center will report that the appropriate view group cannot be found.

E Sheet Index
e Links

OpenRoads Standards

Drainage and Utilities Model

Survey

Models

PREEY SRR

Type 2D/3D Name

BE Tiiochoceoon

Description

[3 ] Detail Sheets for BR

E 1 BR_Index Sheet Bridge Index Sheet ROW Off

3 1 BR_Soil Boring Sheet Bridge Soil Boring Sheet

3 Ll BR_Summary Sheet Bridge Summary of Quantities 5...
3 _| BR_Title Sheet Bridge Title Sheet

Eg (] BR_Title Sheet Rehab Bridge Rehab Title Sheet

(] 1 Bridoc DOIA Titlo Shoct

e Unable to load view group 'BR_Detail Sheet Views'
Title Blocks updated successfully!
Updating Title Blocks... ..\d0468323\D size_sheets.dg
Updating Title Blocks...

A\ File IN_PrintStyles.dgnlib could not find TrueType font [Zilla Slab]. Replaced missing TrueType foni

ﬂ

File Edit View Tools

A Dsi
w..J[ Dsize_sheets
_f D size_sheets
_f D size_sheets

i D size_sheets

D size_sheels
‘.( D size_shests
‘f D size_sheets
[ D size_shests

LDsizashosts

1HEQ R XeE A A v ¥

Model

BR_Detail Sheet
BR_Index Sheet

File Name

D size_sheets.d
[ size_sheets.dgn
D size_sheets.dgn
D size_sheets.dgn

Disizagshastadan

BR_Summary Sheet
BR_Tile Sheet

BR_Soil Boring Sheet

BB Tia Shast Dahah :1:]

In the previous screen capture, (1) illustrates that the model name from the BR_Detail Sheet has been
changed to Detail Sheets for BR. When running the plot after the model name has been changed, (2)
shows that a notification is put in the Message Center notifying that the view group tied to that existing
model name cannot be found.

To resolve this issue, the following can be done. The first option is to simply remove and re-add the

plot. To do so, right click on the plot entry and select Delete as shown below:

File

+ = Lghj Q:J :_-_.%- —‘li!

Edit View Tools

ﬂ Sample name changes.pset - Print Organizer

[ Dsize_sheets
([ Dsize_shests
“f D size_sheets
“f D size_sheets
“f D size_sheets
qf D size_sheets
qf D size_sheets
qf D size_shests
J [ size_shests

@A A v MIE-|:
MName File Name Maode!
il Dsize_sheets D size_ghostad B0 Dotad Choot
qr [ size_shests [ size_: Print...
.I D size_sheets D size_; Print Preview ject
qr D size_sheets D size_: et
‘.r D size_sheets D size_: Rename
‘.r D size_sheets D size_: Delete [5 | hab
‘.r D size_sheets D size_t - = W
‘.r D size_sheets D size_: Properties Sheet
.{ D size_sheets D size_sheets dgn LG_Highway Data Sheet

Then re-add the plot using the instructions starting with Step 3 on page 6 earlier in this document.



When a File Name has changed
Print Organizer can resolve file name changes when those occur. If you open a print set that includes
file names that have changed, you will be presented with the following dialog illustrating the name

change:

& Untitled.pset - Print Organizer - X
Fle Edit View Tools [y
ROoEHS ™ XeE A AV Y0
----- - e ‘ Name File Name Model View Gn
ProjectWise Files Changed - o X
The following Projectiise d names have ct

Print Set Document Name ProjectWise Document Name

pw:\\indot-pw bentley com:indot-pw-01%\Documents®,_Testing 0... |3

The first column lists the document names as they appear within the plot set. The second column lists the document names as
they would appear if the files were to be copied out from Projectinise.

The plot set will be updated to reflect the new document names.

By selecting close, Print Organizer will dynamically update all the existing plots to the new file name
paths and restore the plot set to working order. Note: This will only work for files that are renamed
using the ProjectWise Explorer interface. It will not be able to resolve those changes if a file is removed
and brought back into the system, copied, etc.—as that would create a new document record.

At that point, the print set can be saved and updated to ProjectWise to record the file name change and
print set adjustments.
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1.4 Preparing an Electronic Signature

In this section, the creation of the Electronic signature and the associated image with it will be
discussed.

1.4-1 Creating a .pdf of your Signature
Note: Before starting this process, you will need to determine where your Digital ID should be saved,
which should be in a secure location that only you have access to. One suggestion would be in your
Documents folder or on OneDrive. This will ensure that your Digital ID will be available to you if you are
logged into the DOT domain.

You will need to locate an INDOT photocopier that also scans images for this next exercise. One that
also sends the scanned image to you via email would be a best-case scenario.

1. Navigate within ProjectWise to ... \Documents\Resources\Design Information\Electronic

Signatures\Electronic Signature.pdf. (This folder contains the sheets on 8.5” x 11” paper that

you use to scan your signature.)
2. Open (read only) Electronic Signature.pdf (This is an 8.5” x 11” print of the signature area on a
large format (D+ 24” x 36”) border sheet.

A tiecon

Fie Edt View Window Help

Home Tools Electronic Signature.

B ®8 8 Q

RECOMMENDED
FOR APPROVAL $SIG_DATES
DESIGN ENGINEER DATE

DESIGNED: DRAWN:_GDC 2/11/2008

CHECKED: CHECKED:

PDF Electronic Signature Template

Notice the faint yellow line in the signature area. Your signature must be contained entirely
within this area. (Your signature should not cross the line above “DESIGN ENGINEER”.

e Print the .pdf onto an 8.5” x 11” sheet of paper, and then sign the printed piece of paper
as you would sign a contract document. Remembering to keep your signature within
the now very faint box described in the previous step. Some additional suggestions are:

e Use a black pen, blue does not always cooperate in gray scale situations and can
contribute to poor contrast with the finished product.



pw:%5C%5Cindot-pw.bentley.com:indot-pw-01%5CDocuments%5CResources%5CDesign%20Information%5CElectronic%20Signatures%5CElectronic%20Signature.pdf
pw:%5C%5Cindot-pw.bentley.com:indot-pw-01%5CDocuments%5CResources%5CDesign%20Information%5CElectronic%20Signatures%5CElectronic%20Signature.pdf
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e Use afine point marker or felt tip pen. Both will give the actual signature some weight
that will transfer better when inserted/cropped/scaled.
o Exaggerate the size of your signature. This will also assist in visibility when it is
inserted/cropped/scaled.
Locate a printer/copier with scanning and emailing capabilities. Then scan and email the paper
with your signature to yourself.
Open the .pdf that you previously scanned/emailed using Adobe Acrobat. If you do not have
Adobe Acrobat, you will need to locate a machine with this installed. Please contact your
supervisor and security coordinator should you require this software.
You may have to rotate the image so that it is orientated properly. This can be accomplished
using the Rotate View tool in Adobe Acrobat.

| Fle B View Window Help

| Home Tools | EecronicSgnare. | 20t6o73iondssez. x B @ asonkuhn +

Be&8=Q iy ®Ooe = BB T O 2

EditpoF- it T AddTet [ Addimage o tnk - [3 CopPages [ Header&footer - [ Watermark + [E] More - x

| RECOMMENDED Caal Suppa =

owJECTS

| [FORAPPROVAL | — _ $SIG_DATE$
‘ DESIGN ENGINEER DATE
| B ‘ |
| DESIGNED: - DRAWN: GDC| 2/11/2008 ||
= 1 — - _— SCANNED DOCUMENTS
L settings

| CHECKED: CHECKED:

— Recognizete

. Show bounding bores

Scanned PDF Signature

6. Using the zoom tools, make your signature just large enough that you see it, and a portion of the

surrounding data. As shown below.

06.pef - Adobe Acrobat Pro DC

File Edit View Window Help

Home Tools Electronic Signature... 201807310846382... * ' @ Jason Kuhn ~
S B X Q 1l rMO® - B = e ¢
EditPDF~ §peat T AddTe [) Addimage of Uik v [B CropPages [I] Header&Footer v se X

= A
FORMAT

Cc.o\Suppaﬁ'l—

DESIGN ENGINEEF . .

> v

11.00x850in €

Scanned PDF Signature



7. In Adobe Acrobat Reader in the menu bar, go to View > Tools > Edit PDF > Open

8206.pdf - Adobe Acrobat Pro DC = [m]

S Window Help
e Rotate View , 201807310846382.. * B8 (® Jason Kuhn -
Page Navigation 14 . - = ¢
B ek MO - mg BET O L
Page Display » N
~
Zoom L
Tools C Create PDF »
Show/Hide ’ Edit PDF ’ Open
Export PDF ' Remove Shortcut
Display Theme 4 ——
Comment G Learn More
» [ Read Mode Ctrl+H Organize Pages T «
D Eull Screen Mode Ctrl+L Enhance Scans 3 $S‘
— Protect L - - :
E(;) Tracker... N
wesn o S)IJGN ENGINEER
Read Out Loud 12 Prepare Form b
T Compare Files Send for Signature  *
Send & Track G he
11.00x 850 in < pmpars Lils >

Cropping the PDF Signature

8. This will open the Edit PDF toolbar and pane. On the toolbar, select the Crop Pages tool.

Edit PDF ~ f}Edit T AddText [ad] Add Image 09 Link = I}':‘_ Crop Pages @ Header & Footer =  sss

9. Draw a box around your signature by left clicking the mouse button and dragging the mouse.
Try to get as close to the outline of the previously mentioned “faint yellow line” as shown in an
earlier step in this exercise. If necessary, drag the corner handles of the cropping rectangle until
the cropping rectangle is the size you want. Do not cross any of the elements in the border
sheet.

538206,pcl - Adobe Acrobat Pro DC - @

File Edit View Window Help

Home Tools Electronic Signature. 201807310846382... % 8 @ Jasonkuhn -
SRR = = e IR ®EO [ BRBET| O L
Edit PDF- ¥ edt T AddText [a) Addimage of Link ~ [}y CropPages [B) Header&Footer v eae X
= ~

FORMAT

» Cad\ Suppoﬁ'l"‘ » .

DESIGN ENGINEEF .

100x850in < > v

Cropping the PDF Signature




10. Double-click inside the cropping rectangle.

2 2015 if - Adobe Acrobat Pro DC = o

File Edit View Window Help

Home Tools Electronic Signature... 201807310846382... x - @ Jason Kuhn ~

o E . o m

B®&8=XEQ e Mo - /OB T O g

Edit PDF~ T edt T AddText Addimage f lnk ~ [} CropPages [B) Header&Footer ~ o X
= ~

FORMAT

. QA Su,pporf'l" | =T

DESIGN ENGINEEF i

>

11.00x850in <

Cropping the PDF Signature

11. This will open the Crop Pages dialog box. Make sure that all your options match those
illustrated below except the margins which may differ for all users.

Page Boxes

Show All Boxes

Units: | Inches ~

Margin Controls

Applytor | CropBox v

Top: [4.673in
Bottom: (2845 in =
s Cod Suppert
o .
Left: [2.927in = T —
e oRw: coc -

Right: [3703in = f— ontores

[] Constrain Propertions

[]Remove White Margins
Cropped page size: 4.370x 0.982 in

Set To Zero Revert To Selection
Page Range
Change Page Size
Oal

(®) Fixed Sizes PageSizes: | None v
® From: 1
O Custom Width:  [0in Height:  [0in
To: |1 of 1
Center XOffset: |0in YOffset: |0in

Lpplyto; | Evenand Odd Pages |

Cropping the PDF Signature




12. Click Ok.

File Edit View Window Help

Home Tools Electronic Signature... 201807310846382... X -] () Jason Kuhn ~
BB EHQ @O® v M MO W=~ oF % e g
E EditPDF~ % fait T AddText [a] Addimage o link ~ [} CropPages [B] Header & Footer ~

The Finished PDF Signature

13. Save the file making sure to place it in a location that meets the criteria listed in the note at the
beginning of this series of exercises.

Note: When using Adobe Acrobat Professional DC, you will need to make sure that the background is
turned on so that the electronic signature will cover the “this media not considered a certified document”
text that is in the signature block on the border sheets.

14. On the Edit PDF toolbar, you may have to select the ellipsis or More menu (depends on if the
window is maximized), followed by Background > Add.

06.pdf - Adobe Acrobat Pro DC

File Edit View Window Help

Home Tools Electronic Signature.. 201807310846382... * -] @ JasonKuhn -
J b
EeBRQ OO0 | MDO@ w5 B e 7
E Edit PDF~ T edr T AddTexr [ad Addimage o Unk + [ CropPages [3) HeaderFooter + '=es X
[@ watermark ’
a_.. Background , P
Bates Numbering , ’ Update..
o ﬂ [ AddBockmark Remove
Attach File
T T @
. U) Add Article Box
» M= L ]
u Pp s\Resources\Design Information\Electronic Signatuy

—
n
.
—
Il
“

’ = Descriptiol
epof Electronic|
=

437 %0.98 in < >

PDF Signature Background
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15. Then, taking the default settings, click OK on the Add Background dialog box.

Saved Settings: | |(ERCE ] ~ Delete

Save Settings.. Page Range Options...
Source Preview

(@ From color 0 Preview Page ,1_ 2 of1

OFile  [<No source file selected> Browse...

Page Number: |1 > Absolute Scale: [0% =

Appesrance

Rotation: ,0'_:
Opacity: W foox

[scale relative to target page. [100% = C‘J Suppc <t

Appearance Optiens.
Position

Vertical Distance: |0 2 Inches
Horizontal Distance: [0 - Inches

Help

v from |Center

v from | Center +

Apply to Multiple Files Cancel

Adding a Signature Background

16. At this time, save your PDF signature image to a location you can locate for the steps in the
following section.




1.4-2 Creating an Electronic Certificate

Once you have created a .pdf version of your signature, you then need to create a secure certificate to
use to manage your signature. Once created, the certificate will be stored by you in a secure location
and you will be required to send the CAD Support staff a version of your certificate so that it may be
stored in a secure location in ProjectWise, should there be a need to either verify your signature or
replace a lost (deleted) local copy. This can be done using either Adobe Acrobat Professional or Acrobat
Reader.
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1. Inthe Adobe Acrobat Professional tool bar select Edit > Preferences.

] Signature Image.pdf - Adobe Acrobat Pro DC

File MZ0W View Window Help

Signature Imagepdf % ' @ Jason Kuhn ~
nR MOoO® - g B EYT S Y

Add Image GQ Link = I}':I- Crop Pages @ Header & Footer =  =es 4

‘3 Undo Background Ctrl+Z

Redo Shift+Ctrl+Z

Select All Ctrl+A

Shift+Ctrl+A

Deselect All
Copy File to Clipboard

Edit Text & Images

@ Take a Snapshot

Check Spelling 4

4
‘i
1= v'|T|'

Look Up Selected Word...

Find Ctrl+F

Advanced Search Shift+Ctrl+F o

> AT &
M Tool
Manage Tools O O -p"—g 'a'
Preferences...

/ Edit Using... -

SCANNED DOCUMENTS

4.37x0.98 in <

Creating the Electronic Signature




2. Inthe left column of the Preferences dialog box select Signatures and then click More in the
Identities & Trusted Certificates area of the dialog box.

Categories:
Digital Signatures
Full Screen A
General Creation & Appearance
Page Display i
- Control options for signature creation More.
- Set the appearance of signatures within a document
3D & Multimedia
Accessibility
Action Wizard Verification
Adobe Online Services
Catalog = Contrel how and when signatures are verified .

Color Management

Content Editing
Convert From PDF Identities & Trusted Certificates
Convert To PDF
Emmail Accounts « Create and manage identities for signing e
- Manage credentials used to trust documents

Forms

Identity

Internet Document Timestamping

JavaScript

Language - Configure timestamp server settings —

Measuring (2D}
Measuring (30}
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing
Search

Security

Security (Enhanced) o

Spelling w

Adobe Signature Preferences

3. Inthe left column of the Digital ID and Trusted Certificates Settings dialog box select Digital IDs,
and then click Add ID.

£ Digital ID and Trusted Certificate Settings

s é[}igitall ' .!"ﬂlﬁddl[} /UEEE_]E Options -_,,f Certifig

Roaming ID Accour  Mame lssuer
Digital ID Files

Windows Digital |Ds

PECS#11 Modules a

Trusted Certificates

Manage My Digital IDs

Creating the Electronic Signature ID




4. Inthe Add Digital ID dialog box, select A new digital ID | want to create now, and then select the
Next button.

Add or create a digital ID to sign and encrypt decuments. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital |D using:

(O My existing digital 1D from:
A file
A roaming digital |D accessed via a server

A device connected to this computer

®A new digital ID | want to create now

Adding the Digital ID

5. Select the New PKCS#12 Digital ID File and then select the Next button.

Where would you like to store your self-signed digital ID?

(® New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKCS#12 format.
This common digital ID file format is supported by most security software applications,
including major web browsers. PKCS#12 files have a .pfx or .p12 file extension.

(O Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

s | [

Adding the Digital ID
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Fill out the dialog with the appropriate information. The Organization Unit should be your
District and Division. (i.e., CO — Roadway Services, CO — Structural Services, Vincennes Design,
Seymour Design...). All other settings may be left with their default values.

Enter your identity information to be used when generating the self-signed certificate.

Mame (e.g. John Smith): |CAD Support

Organizational Unit: |CO - CAD Support

Organization Name: |INDOT

Email Address: |ind0tcadsuppor‘t@indot.in.gov

Country/Region: | US - UNITED STATES w

Key Algorithm: | 2048-bit RSA w

Use digital ID for: | Digital Signatures and Data Encryption b
Cancel < Back MNext =

Adding the Digital ID

Now you will need to save the Digital ID. Make sure to place the file into a location that meets
the criteria described in the note at the beginning of this series of exercises.
When saving the PFX file (Digital ID), make sure you use the following file naming convention.

Date is necessary in the event another Digital ID is created in the future. The Adobe version is
important for compatibility reasons.

Userid_YYYYMMDD.pfx [CADSupport_20180731.pfx]



When creating a Digital ID, you will need to create a password that you will use every time you
apply it. Do not forget your password or you will need to create a new Digital ID. The
password must be a minimum of 6 characters, and it is case sensitive.

Enter afile location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file lacation
5o that you can copy this file for backup o other purposes. You can later change options for this
fille using the Security Settings dialog.

File Name:

[p\Etectronic signature\CADSpport_20120731.pfx Eramee.

Password:

e e

Confirm Password:

Adding the Digital ID

8. Select Finish.
9. Now, highlight your name and select the Export option. The file created in this can be used to

validate your Digital ID.

& Digital |D and Trusted Certificate Settings
~  DigitliDs . Add ID _” Usage Options = [ Certificate Details (=% Bxport i Refresh (@) Remove ID

Roaming ID Accour  MName Issuer Storage Mechanism  Expires

CAD Support <indotcadsupport@i.. CAD Support <indetcadsupport@i... Digital ID File 2023.07.31 13

Digital ID Files
Windows Digital IDs
PKCS#11 Modules a

Trusted Certificates

CAD Support
INDOT
Issued by: CAD Support
INDOT
Valid from: 2018/07/31 09:05:45 -04'00'
Valid to: 2023/07/31 09:05:45 -04'00"
Intended usage: Digital Signature, Encrypt Document, Key Agreement

Exporting the FDF File




10. Select the Save the data to a file option and click Next.

Data Exchange File - Export Options

You have chosen to export the following data:
My Certificate(s)
Certificates are exported to allow the recipients to validate signatures created
by you and to encrypt documents for you. Exporting your certificate does not
export your private key.
Export Options

Select whether you want to save the data to a file or share it via email:

(") Email the data te somecne

(®) Save the data to a file

Exporting the FDF File

11. When saving the exported file, make sure that the path is to the same location as your Digital ID.
The Save As type should be set to Acrobat FDF Data Exchange.

Userid_YYYYMMDD_ver.fdf [CADSupport_20180731_DCprof.fdf]

« “ 4 | » ThisPC > Lecal Disk (D3 » Electronic Signature v @ | Search Electronic Signature 0

Organize v New folder R

= s A Name Date medified Type Size

[ Desktop
Documents
¥ Downloads
B Music

=] Pictures

[ videos

‘i Windows (C)

N items match your search.

= Local Disk (D)

= STIKUHN (Vistat
= NETCOUNT (11D
= APPS (\DOTAPF
= 15-DPY0 (\STATI
& SyncDrive (\WSyr
= APPS (\DOTPW

IEREL RN C ADSupport. 1_DCprof fdf]}

Save astype: | Acrobat FOF Data Exchange (*fdf) v

~ Hide Folders Cancel

Exporting the FDF File
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12. Now that you have created a certification file to validate your Digital ID, you will need to email
that .fdf file to INDOT CAD Support (indotcadsupport@indot.in.gov). INDOT will then be the
holder of this file to validate any contract plans that you have signed electronically. The .fdf file
will be kept in a secure location within ProjectWise where it cannot be altered in any way.

d@k Save operation complete.

Data Type: My Contact and Certification Information
Filename: D:\Electronic Signature\ CADSupport_20180731_DCprof fdf].fdf

Exporting the FDF File

Note: If you would like for CAD Support to store a copy of the .pdf of your signature, make sure to
forward a copy of the .pdf while you send the copy of your .fdf file.


mailto:indotcadsupport@indot.in.gov

1.4-3 Creating the Electronic Signature Image
Now, using either Adobe Acrobat, you will need to generate the graphical appearance of your signature.
For this, return to the scanned image of the signature you generated earlier in this section.

1. Click More in the Creation & Appearance area of the Preferences dialog box.

Preferences

Categories:

Digital Signatures

Full Screen
General
Page Display

Creation & Appearance

= Control options for signature creation
) ) = Set the appearance of signatures within a document
3D & Multimedia

Accessibility

Action Wizard Verification
Adobe Online Services
Catalog

Color Management

= Control how and when signatures are verified

PDF Signature Properties

2. Inthe Appearances area of the Creation and Appearances Preferences dialog box, click New.

Creation and Appearance Preferences

Creation
Default Signing Method: | Adebe Default Security ~
Default Signing Format: PKCS#7 - Detached ~
‘When Signing:

[ Show reasons
[[] Show location and contact infarmation
Include signature's revocation status

[] iew documents in Preview Mode

Enable Review of Document Warnings: | When certifying a document
Prevent Signing Until Warnings Are Reviewed: | Never ~

Use modern user interface for signing and Digital ID configuration

Appearances

M|
/ Edit...

Duplicate

Delete

oK Cancel

Combining the PDF & FDF Signatures




3. This opens the Configure Signature Appearance dialog box. Configure this dialog as described
below.

Configure Signature Appearance

Title: [CAD Support

Cc.o‘ Suppo =

Configure Graphic

Preview

Show: () No graphic Import Graphic from:
(@ Imported graphic
() Name

File...

Configure Text
Show: []Mame [Location [ Distinguished name [Lego
[JDate [JReason [] Adobe Version [iabels

Text Properties
Text Direction: (@) Auto O Left to right (O Right to left

Digits: | 0123456739 ~

Combining the PDF & FDF Signatures

e Title: Use the name that you use in your signature.
e Configure Graphic: Select Imported Graphic and select the File button. Browse to the
location that you stored the .pdf of your signature.
e Configure Text: Disable all! Print Organizer functionality will be used to fill in the date.
e Text Properties: Use the default selection.
4. Now you have created you Electronic Signature Image. Click the OK button.
5. Click on the Ok button on the Creation and Appearances Dialog box, this will take you back to
the Preferences dialog box, Select OK.
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1.5 Applying Electronic Signatures to Exported PDFs

1.5-1 Overview:
As mentioned at the front of this chapter, the use of Electronic Signatures has been approved and is in
use by INDOT. Note that the Electronic Signature is not placed on every sheet in the document but is
used to electronically sign and seal the entire plan set. If, after placing the Electronic Signature any page
within the .pdf plan set is altered in any way, the Electronic Signature will appear with a broken
indicator.

1.5-2 “Signing” sheets within the plan set
Per the approval INDOT has received, it has been determined that a graphic representation of the
Engineers signature responsible for each sheet within a plan set is acceptable. Therefore, an interface
has been provided for the purpose of signing the sheets within a plan set. This can be done either
individually or as a group function.

1.5-2a Placing the Graphic Representation of a Signature on Individual Sheets:
1. In ProjectWise Explorer, Set your interface to _Signature
2. Modify the Properties of the MicroStation file that you want to place the Graphic
Representation in.

Datasource Folder Document View Tools Window H Purge Local Copy
N E op 2y E @ | BA - searcn|  PurgeWorkSpace | P> intertace] SiGNATURE ] view Ful Personal) v
&+ & - | [3 | Address| J] pw:dotwise.indot.in.gow:DO1 Cut Jads\1Planprofile 50_1.dgn | B> Ga
{JJ ProjectWise Explorer Datasources ~ List Copy,
5[ DoTwise Name Paste Description 1 File Name
{Z’ Documents
Testing 7BE Copy To... 1PlanProfile_50_1 dgn 1PlanProfile_50_1.dgn
% (2% 0001250 Juge Move To... 1PlanProfile_50_2.dgn 1PlanProfile_50_2.dgn
{2 0001350 Rename...
{2 0012640 Delete
%
@ 1;93201 .
-0 Design
| & [ Documents Modify Spatial Attributes...
. [ ERMS Submittals Add Comment
[ Images
Set >
{7 InRoads
o Ms . Send To > s
L Plot Sets L CopylistTe >
. @34 Saved Searches Documen Attributes 5 s ial Portal  Photo Preview  Navigator  Dependency Viewer Access Control
-
% Survey View: Change State >
# Saved Searches F
{28 1400154 Batch Print > Properyvalue Property name Property value
#h Saved Searches i PlanProfile_50_1.d D ti PlanProfile_50_1.d:
- 50_1.dgn escription lanProfile_50_1.dgn
Properties...
% Crawfordsville B & 1PlanProfile_50_1.dgn File Size 59.00 KB (60,416 bytes)
\,: Fort Wayne Export Documents to ERMS [//31/2018 94251 AM File Updated By
= Greenfield — Add To Plot Set... Updated 73172018 9:42:51 AM

Setting Document Properties

3. Select the Attributes Tab of the Document Properties dialog Box and place the Name of the
Responsible Engineer and the Date.



T 1PlanProfile_50_1.dgn

Genersl Securty Aftrbutes  More Atirbutes  File Properties  Audit Trall  Geospatial  WorkSpace

RECOMMENDED FOR APPROVAL: DATE:
CAD Support | |07131.'201 8
DESIGMN ENGINEER

This interface provided for the sole purpose of placing a
graphic representation of the Engineers Signature.

Alegal, Binding Electronic Signature will be attached
to the completed document set (.pdf).

__Signature Interface in ProjectWise

4. The Graphic Representation of the signature will be placed on the sheet model using a script
type font.

RORAPPROVAL CAD ‘f‘}”/””" 2 07/31/2018

DESIGN ENGINEER DATE

Printed PDF Signature (prior to Signing)

1.5-2b Placing the Graphic Representation of a Signature on Multiple Sheets
1. In ProjectWise Explorer, set your interface to _PROJECT INFORMATION.
Select the properties of the MicroStation files that you want to place the Graphic
Representation in and on the Document menu, select Modify.

B ProjectWise Explorer

Datasource  Folder Document View Tools Window Help Paste...

H A | & | Dp &, e g - E ~
Py g e | & op 8y T @ b - |searcn[ B Copy Tow. riace | PROJECT INFORMATION v | | View | Full Personal
- b - B address[ M) puevdotwise indot. DOTWise\D T MoveTo.. zdon | [Go
1 ProjectWise Explorer Datasources -~ Lst @ Geospatia Rename...
o
- [ DOTWise (DOT\STIKUHN) Name Delete File Name
B0 Documents -
% Testing P PlanProfile_50_1.dgn) | 50_1.dgn 1PlanProfile_50_1.dgn
L_." 0001250 P4 1PlanProfile_50_2.dgn| Modify Spatial Attributes... e 5) Zdgn 1PlanProfile_50_2.dgn
% 0001350 Add Comment
-7 0012640
% 1208201 =3 ?
-7 Design Send To >
- Decuments Copy List To >
{2 ERMS Submittals Attributes N
E :""R’ge: Change State >
{7 InRoads
o ms @ Batch Print > >
{7 Plot Sets :
@ Saved Searches Document Properties  Work Al Properties.. Photo Preview Navigator Dependency Viewer Access Cortrol
1% Survey Property name Export Documents to ERMS Property name Property value
-# Saved Searches Folder Name Py — Folder Description
i

Modifying Multiple Document Properties




3. Select the Plan_Production tab on the Modify documents dialog box and scroll down to the
entries for “SIG_DATE” and “SIGNATURE".

Modify documents

General Plan_Production

SIG_DATE: (07317208 |ﬂ
SIGNATURE: £ [CAD Suppor 3]
SPEC DATE: | v
Sponsored By: | ’m
Stage 1 Design:: |:||| |
Stage 2 Design:: | || |
Stage 3 Design:: | || |
STRUCT_LOCATION: O] 3]
STRUCTURE NO - ([oe3% 3]
Sub District Location:: |:||| |
SURVEY BOOK: O |

Cancel Apply

Modifying Multiple Document Properties

4. Place the name of the Responsible Engineer and date, and then select apply.
5. The Graphic Representation of the signature will be placed on the sheet models using a script
type font.

R APPROVAL CAD f‘}b/&""’ ’ 07/31/2018

DESIGN ENGINEER DATE

Printed PDF Signature (prior to Signing)




1.5-3 Electronically Signing the Plan Set Created in the MicroStation Platform

With Print Organizer, the plan set (.pdf) will be signed using the Responsible Engineer’s Electronic
signature after the plot is created. This is accomplished by using one of the new design scripts provided.

1. Create your plot set (.pset file) using the process discussed in Section 4.2-1 of this document.
Print the plot set to PDF format and open using either Adobe Acrobat Professional or Adobe
Acrobat Reader.

3. Open the Title Sheet and notice in the “Certified by” area, text stating that “THIS MEDIA
SHOULD NOT BE CONSIDERED A CERTIFIED DOCUMENT”. This text is in place to ensure that the
reviewer knows that the plan set has not yet been signed by the responsible engineer. This text
is in place on both the letter size and 24” x 36” title sheets.

PLANS
PREPARED BY:
- PHONE NUMBER
CERTIFIED BY: 31-JUL-2018
DATE
APPROVED
FOR LETTING:
INDIANA DEPARTMENT OF TRANSPORTATION DATE
Unsigned PDF Document
4. To electronically sign the plan set, the responsible engineer can simply left click on shaded

signature box. To sign the document, select “Sign Document”.

PLANS
PREPARED BY:

i PHONE NUMBER

CERTIFIED BY: | Sign Document & 31-JUL-2018
® certify with Visible Signature DATE
APPROVED
FOR LETTING:
INDIANA DEPARTMENT OF TRANSPORTATION DATE

PDF Document Signing




This will activate the “Sign with a Digital ID” dialog box. Fill this form out as you see fit. Then
after using the password that you chose when you created your Digital ID (Error! Reference
source not found.), select Continue on the first panel, and then Sign once you have selected the
appropriate image.

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing
Ol @ CAD Support (Digital ID file) View Details
Issued by: CAD Support. Expires: 2023.07.31

( Configure New Digital ID ) ( Cancel ) &

Applying the Electronic Signature

Sign as "CAD Support" X

C&A Suppa t

View Certificate Details
~




6. After clicking on Sign in Acrobat DC, you will automatically be prompted to save your signed file
in another location. Place this file at a location of your choosing and then drag/drop it into

ProjectWise.
&« v g > ThisPC > Local Disk (D:) » Electronic Signature ~v & | Search Electronic Signature P
Organize New folder Bz -

¥ syncplicity  # A Name

[ This PC

I Desktop
Documents
J Downloads

D Music

=] Pictures

B videos

i Windows (C)
= Local Disk (D)
= STIKUHN (\\stat
= NETCOUNT (11D
= APPS [\DOTAPF
= 15-DP30 (W\STATI
* SyncDrive (\Syr

Date modified Type Size

No items match your search.

File name: | SignedSheets.pdf

Save as type: | Adobe PDF Files (*.pdf)

A Hide Folders

Save Cancel

Signature Confirmation

7. With the signature applied, you can then validate the signature using the steps in the following

section.




1.5-4 Verification of Signatures
If the need to verify a signature arises, CAD Support will be able to provide the appropriate files for
verification provided the end user has provided their .fdf file for storage. Otherwise, the signature will

present that the file is in its original, unaltered state. To verify signatures in Adobe Acrobat, the
following process can be done:

1. After applying the signature to your file, you can then validate that the file is signed by clicking

on the signature itself. You will receive a Signature Validation Status dialog like what is shown
below:

Signature Validation Status

55 Signature is VALID, signed bym
- The document has not been modified since this signature was applied.

- The document is signed by the current user.

Signature Properties...

Signature Validation Status

2. You can also further vet the signature at this point by clicking on the Signature Properties
button. Note that you can then see all the signatures applied to a single document.

Signature Properties X

Signing Time: 2020/02/05 12:38:25 -05'00'

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Cemmenting are
allowed for this document. Mo other changes are permitted.

The document is signed by the current user.
Signing time is from the clock on the signer's computer,

Signature was validated as of the signing time:
2020/02/05 12:38:25 -05'00'

Signer Info
Path validation checks were successful,

Revecation checking is not performed for Certificates that you have directly
trusted.

Show Signer's Certificate...

Advanced Properties...

Validate Signature Close

Signature Properties
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