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PREAMBLE
PREAMBLE

The primary purpose of a risk-focused examination is to review and evaluate an insurer’s business processes and controls
(including the quality and reliability of corporate governance) to assist in assessing and monitoring its current financial
condition and prospective solvency. As part of this process, the examiner identifies and evaluates risks that could cause an
insurer’s surplus to be materially misstated both currently and prospectively. In order to complete this task efficiently and
effectively, examinations should be planned to identify and focus on areas of higher risk. The guidelines contained within
this Handbook have been designed to assist examiners in conducting financial condition examinations in a manner
consistent with the primary purpose. Although extensive guidance is provided, examiners are still asked to exercise
judgment and professional skepticism throughout the process in order to support an effective icient solvency
oversight framework.

The risk-focused surveillance framework is designed to provide continuous regulatory&ver ich includes both the

financial analysis function and the financial examination function. Coordination befweeigth nctions is, therefore,
vital to ensure appropriate oversight is maintained in an effective and efficient man N yst is responsible for the
inning of an examination into

itoring based on reporting by the

continuous monitoring of the company and should, therefore, provide insight at

different trends or possible risk areas that the analyst has identified through regular

company. The examiner is then responsible for going on-site to the company toSgview}ie risks in more detail and learn
about the effectiveness of the company’s controls and processes. At the

should have gained enough knowledge to pass along valuable insigua

the analyst to assist in the ongoing monitoring of the company. The tw
that requires coordination and communication to ensure that the futu

In conducting an examination, a full understanding of the insurem btained by discussing relevant issues with the
analyst, reviewing relevant documents and conducting C-lgmel i iews, etc. In addition, an understanding and
assessment of the insurer’s corporate governance andggisk ent environment enhances the examiner’s overall
understanding of the company. It is important to recogni% tions in the practices of each individual insurer are

expected, in accordance with the nature and exten opgations, but the quality of guidance and oversight provided
by the board of directors, as well as the effectivagfic agement, will enhance the examiner’s ability to identify and
evaluate risks. Upon gaining an understanding o gny, including corporate governance, the examiner must then
exercise judgment to identify and assess the most§iaafricant solvency risks facing the company, both current and
prospective, that will require examination resogkces to perform further investigation.

Once the most significant risks are ide
and/or detail test procedures to ad
of internal controls/risk mitigatio
financial information and mitigati

examiner will use a combination of controls/risk-mitigation strategies
and determine if the risk is adequately mitigated. The review and testing
5 crucial to assessing the insurer’s ability to continue producing accurate
an-financial reporting risks in the years between examinations. Additional
detail tests are performed, a essary, ddress residual risks that remain after comparing the assessed level of inherent
risk identified to the strengt internal controls/risk-mitigation strategies in place to address the risk. When performing
control or detail testing, thasmga is encouraged to utilize existing work, when possible, to increase efficiency. Sources
that may provide % be leveraged include internal/external auditors, as well as reports required in order to
comply with the fe arbaps-Oxley Act of 2002 (SOX); the NAIC Annual Financial Reporting Model Regulation
(#205), which is com eferred to as the Model Audit Rule (MAR); and the Own Risk and Solvency Assessment
(ORSA) repo nt. After completing control and detail testing, as necessary, current or prospective risks that
are not fully miti@ated should be communicated to the financial analyst or others within the insurance department
responsible for solveri® monitoring. Depending on the nature of the risk or finding, issues may also need to be reported to
company management or the board of directors, as determined by the examination team.
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INTRODUCTION
INTRODUCTION

This Handbook is a guide to assist state insurance departments in conducting risk-focused examinations, as a key
component of establishing and operating an effective risk-focused surveillance process. The purposes of a risk-focused
surveillance process are (1) to detect as early as possible those insurers with potential financial trouble; (2) to timely
identify noncompliance with state statutes and regulations; (3) to compile the information needed for timely, appropriate
regulatory action; (4) to provide a clearer methodology for assessing residual risk in each activity under review and to
explain how that assessment translates into establishing examination procedures; (5) to allow the assessment of risk
management processes in addition to those that result in financial statement line item verificati for example, the
effectiveness of the board of directors and other corporate governance activities, thus providing ective look at
the operations and quality of the risk management processes of the insurer; and (6) to allow@for the utilization of
examination findings to establish, verify or revise the company’s priority score determin the department’s
analysis and utilization of the NAIC tools (e.g., Scoring System, ATS results, IRISgati elements allow for
examinations that emphasize the analysis of an insurer’s current or prospective sglve as as well as the fair
presentation of surplus. To conduct an effective risk-focused examination, examin Nve adequate training and
experience and appropriately involve key regulatory functions in the department, to gssiSt% rcising sound judgment at
every stage of the examination process. Enhanced risk assessment is not inten to add additional hours to the
examination process, but to assist the examination teams in better allocating thei he most critical risks facing the
companies they regulate.

The concepts presented in this Handbook can be applied to all examinagon ever, modifications may be warranted
based upon the nature and size of specific entities. Risk-focused exa tioag,.altow flexibility for procedures to be added,
ris

modified, supplemented or reduced, in accordance with t Vi isk assessment of the insurer. The NAIC
acknowledges that considerable judgment will be required of the ineWn completing risk assessments.
A. History of Risk Assessment and Process of Cgadugii minations

In 2004, the NAIC Risk Assessment Working
principles set the foundation for the enhancement

: Ne the Risk-Focused Surveillance Framework, whose

assessment components of this Handbook. Although editions
of the Handbook prior to 2007 already utilized a @ approach, that approach focused only on financial reporting
issues and audit risk. A broader, organization-wide: 2ss risk assessment including strategic and operational issues
enhances the process for evaluating the entirggsolvency Tisks inherent in an insurer’s operations. The enhancement in the
risk assessment process and supporting toolSill also improve the ongoing surveillance of the insurer. The risk-focused
surveillance process includes a formal syg identifying risk, processes for assessing and documenting that risk, and
recommendations for how the assg#sme applied in the examination process and to the ongoing monitoring of the
insurer.

The revised risk-focused sugzeillance pré®ess was developed by the NAIC in response to a recommendation by the Risk
Assessment Working Grou he recommendation was based on the need to enhance the qualitative aspects of
examination and financial 3# ctions. These enhancements will allow the financial solvency surveillance process
to better incorporate pro risk assessment in identifying insurers that have or will encounter solvency issues and
bring focus to the of the ability of management to identify, assess and manage the business risks of the
insurer. These enhanc dre considered to be directly aligned with the NAIC Solvency Initiatives.

Historically, ma Ivency problems have been caused by inadequate management oversight. Inadequate management
oversight typically rée@plts in inaccurate financial reporting which can prevent the regulator from taking timely remedial or
regulatory actions and thus reduces the options available for corrective steps. Solvency issues generally result from
business risks that were not mitigated to an acceptable level by company controls. Inadequately controlled operating risks
may take several years to be reflected in the company’s financial statements.

The Risk Assessment Working Group has determined solvency surveillance needs a broader risk focus to become more

proactive in identifying emerging solvency issues. As the revised approach is implemented by state insurance departments,
examination activities will be enhanced by a risk-focused methodology that:

© 1976-2018 National Association of Insurance Commissioners 7
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e More clearly directs financial statement verification to only those key accounts and control objectives of those
accounts with the greatest risk, and

o Directs the examination focus to the identification of significant strategic and operating risks, investigation of
mitigation strategies for those risks, and recommendations for enhancements where appropriate to reduce residual
risks to a more acceptable level.

B. Overview of Risk-Focused Surveillance Process

isk inherent in an
iS assessment
any structures its
ance transaction. The
ket risk and liquidity

Iquidity risk in varying
umerous tools to address
ssume. Limitations on net
apitagievels in recognition of a variety
and the activities that may pose
an organization-wide risk assessment
solvency surveillance through greater

The intent of the risk-focused surveillance process is to broaden and enhance the identification
insurer’s operations and utilize that evaluation in formulating the ongoing surveillance of the 4
could be completed on a legal entity basis or on an organization-wide basis depending on ho
business. Through their activities, insurers assume a variety of risks, which is the essence of
type of risk and its significance varies by activity. Investment activities may involve cﬁ&

i K U
e

risk. In product sales, insurers may assume market risk, pricing/underwriting risk, st i
p
C

degrees, depending on the product. Over the years, state insurance regulators have
the risks insurers assume. Investment laws limit the market and credit risk ins
retentions help reduce catastrophe risk. Risk-based capital requirements establis
of risks. Insurance regulators have always considered the risk profiles of lice
risk to the company in the future. The risk-focused surveillance procé

process to enhance evaluation and to better coordinate the activitie&a

consistency within the department, and with other departments.

A risk-focused surveillance process includes identifying si
documenting the results of the analysis, and developing recomme s for how the analysis can be applied to the
ongoing monitoring of the insurer. This increased attenti gulators to risk assessment and risk management

processes utilized by insurers will be a positive develop e\
The enhancements included in the risk-focused sug’e progess intend to provide the following benefits:

porate governance function by documenting the composition
ve management team as well as the quality of guidance and

icary.risks, assessing and analyzing those risks,

1. Strengthen regulatory understanding of the ins
of the insurer’s board of directors and the exect
oversight provided by the board and mangiement.

2. Enhance evaluation of risks jthrg
weaknesses of management’sbilit

eSSment of inherent risks and risk management processes regarding
ify, assess and manage risk.

3. Improve early identification of emefging risks at individual insurers on a sector-wide basis.
4. Enhance effective use of reglatory resources through increased focus on higher risk areas.

5. Increase regul @ ding of the insurer’s quality of management, the characteristics of the insurer’s business

rveillance work and establishment of risk assessment benchmarks performed by insurers and
regulators, whG@ave common interest in ensuring that risks are properly identified and that adequate, effective control
systems are establiShed to monitor and control risks.

7. Better formalize and document the risk assessment process via the use of the risk assessment matrix tool to assist in
examination planning and resource assignment.

8. Expand risk assessment to provide a more comprehensive and prospective look at an insurer’s risks through
identification of the insurer’s current and/or prospective high-risk areas.

8 © 1976-2018 National Association of Insurance Commissioners
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9. Coordinate the results of the risk-focused examination process with other financial solvency surveillance functions
(i.e., establishing/updating the priority score and supervisory plan).

In full, the risk-focused surveillance process provides effective procedures to monitor and assess the solvency of insurers
on a continuing basis. The risk-focused surveillance process is embedded in the planning activities and throughout each
phase of the risk-focused surveillance process discussed in detail within this Handbook. The revised approach consists of
a structured methodology designed to establish a forward-looking view of an insurer’s risk profile and the quality of its
risk management practices. This approach permits a direct and specific focus on the areas of greatest risk to an insurer.
Through this approach, state insurance regulators can be more proactive and better positioned to identify and respond to
any serious threat to the stability of the insurance company from any current or emerging risks. T ulatory approach
will benefit all participants in the insurance marketplace.

C. Risk-Focused Surveillance Cycle .

The system of financial surveillance advocated by the Risk-Focused Surveillanc s designed to provide
continuous regulatory oversight. The risk-focused approach requires fully coordi errts between the financial
examination function and the financial analysis function. There should be a contin ge of information between

e
the field examination function and the financial analysis function to ensure ghat aligembers of the department are
properly informed of solvency issues related to the state’s domestic insurers.

domestic insurers; (2) to provide updates to the Insurer’s Profile S
priority score for each insurer; and (4) to provide department man
relating to the domestic insurers. This information is used by t

staffing of examinations. In anticipation of a field examinatiop, t

meeting to facilitate the exchange of relevant informationf’oe
examiners conduct the financial examinations, they shofid. i analyst of any significant examination findings. At
the conclusion of the on-site examination, the examig N ts should work together to determine the company’s
priority score. The development of the managg er® the company should include contributions from the
examiners and analysts. It is strongly recomme analyst be responsible for evaluating and following-up with

the company responses to the management letter 5, as after the report of the examination has been issued, the
analyst will be the primary regulatory contact with the pany until the next examination.

iners and analysts should conduct a planning
he analyst and the examination team. As the

involves five functions, most of which are performed under the current
ts coordinate all of these functions in a more integrated manner that
s. The five functions of the risk assessment process are illustrated within

The regulatory Risk-Focused Surveillance
financial solvency oversight role. r
should be consistently applied by
the Risk-Focused Surveillance Cy

As illustrated in the Risk-F ed Survelllance Cycle diagram, elements from the five identified functions contribute to
the development of an Insure file Summary. Each state will maintain an Insurer Profile Summary for their domestic
companies. Regulators tf3 !!“ review an Insurer Profile Summary for a non-domestic company will be able to

request the Insurergrofi ary from the domestic or lead state. The documentation contained in the Insurer Profile
Summary is conside v ary, confidential information that is not intended to be distributed to individuals other than
state regulator

Please note that o he Risk-Focused Surveillance Cycle has begun, any of the inputs to the Insurer Profile Summary
can be changed at any time to reflect the changing environment of an insurer’s operation and financial condition.
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RISK-FOCUSED SURVEILLANCE CYCLE
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The five elements of the Risk-Focused Surveillance Cycle include: N) sed examination, (2) financial analysis,
(3) review of internal/external changes, (4) priority system, supervisory plan. These elements are currently
performed under state insurance regulator’s current financial so Y rsight role. The enhancements integrate these
functions together in a more cohesive manner, which can be copmiste pplied by state regulators.
Insurer Profile Summary: This profile is used to “hous s of risk-focused examinations, financial analyses,
internal/external changes, priority scores, supervisgs 2 3 er standard information. This profile is intended to be a
“living document” and preferably shared wi guldtors who have signed the Information Sharing and

Confidentiality Agreement verifying that such sha ion would remain confidential.

Risk-Focused Examinations: These examinatigns consisvof a seven-phase process that can be used to identify and assess
risk, assess the adequacy and effectiveness dstrategies/controls used to mitigate risk and assist in determining the extent
and nature of procedures and testing to Bamyti in order to complete the review of that activity. The process should
generally include a determination ¢ % and reliability of the corporate governance structure and risk management
programs. In addition, it can be u : ation of specific portions of the financial statements or other limited-scope
reviews, including reviews of spe perdtions of an insurer. The risk assessment process should result in increased
focus on, and can result ig increase tail testing of, accounts identified as being at high risk of misstatement.
Conversely, the risk assessm rocess should result in decreased focus on, and fewer detail tests (if any) on the accounts
identified as being at low tigk oTgigstatement. The risk-focused surveillance process can be used to assist examiners in
targeting areas of high-ri

lon consists of processes being performed by regulators as outlined in the Financial
alysis would be enhanced by stronger emphasis on the earnings performance and trends in
profitability of insurance businesses, using the residual risk determinations of the activities reviewed and
examination findings§n order to assist in determining the areas of operations that should be targeted for heightened
review, and determination of the insurer’s priority score and supervisory plan.

Financial Analysis:
Analysis Han !

Internal/External Changes: Changes in rating agency ratings, ownership/management/corporate structure, financial
condition/risk profile, business strategy or plan, external audit reports and legal or regulatory status should be considered
in developing the examination priority and supervisory plan.

Priority Score: Each domiciliary state should establish a prioritization system for examinations of their insurers. This
system should utilize the department’s experience and knowledge of the insurer as well as available financial analysis
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tools. Prioritization tools available through the NAIC include Scoring System, ATS results, and IRIS ratios.

As any single prioritization system does not represent a complete prioritization tool, analysts are encouraged to utilize
various NAIC or internal tools and complete additional subjective analyses to establish the company’s prioritization.
Factors such as risk assessment results, internal/external changes and the risk appetite and effectiveness of management
should be taken into consideration by the examiner and analyst to determine the overall priority score.

Supervisory Plan: At least once a year a supervisory plan should be developed or updated by the domestic state for each

domestic insurer. The supervisory plan should be concise and outline the type of surveillance planned, the resources
dedicated to the oversight and the consideration and communication and/or coordination with other

% eas of higher risk to

D. Purpose of Risk-Focused Examinations

The intent of the risk-focused surveillance process in a risk-focused examination is t&dete
enable more efficient use of examiner resources. The primary purpose of a risk-f ation is to review and
evaluate an insurer’s business processes and controls (including the quality and rel&Z®lity & corporate governance) to
assist in assessing and monitoring its current financial condition and prospective e As part of this process, the
examiner identifies and evaluates risks that could cause an insurer’s surplus to hgmateigally misstated, both currently and
prospectively.

With these goals in mind, the risk-focused examination approach comgains
and identifying key functional activities to be reviewed; (2) identitg
(3) identifying and evaluating risk-mitigation strategies/controls; (4)

examination procedures; (6) updating prioritization and super ; and (7) drafting the examination report and

management letter based on findings. The Risk Assessment is,_Witroduced as a tool that should be utilized to
document the risk assessment planning progress, impressions ults” The regulator may also consider preparing a risk
assessment narrative to summarize and detail the findind® of ssessment.

The information needed to conduct the risk assg
companies have systems in place to identify, as

Iready exist in one form or another. More and more
age risks and controls. Public companies are required to have
processes in place to establish and evaluate finaricig ing controls in order to comply with the federal Sarbanes-
Oxley Act of 2002 (SOX). SOX has five distinct osjpgeives: (1) strengthen and restore confidence in the accounting
profession; (2) strengthen federal securities |&wvs; (3) improve executive responsibility and tone set by top management;
(4) improve disclosure and financial reporti nd (5) improve the performance of audit committees, research analysts,
attorneys, rating agencies and audit co cial experts. SOX requires management to report on the establishment
and effectiveness of internal confols ancial reporting. Additionally, outside auditors are required to issue an
attestation on management’s ass e adequacy of their financial reporting controls. In addition to SOX
requirements, modifications to the Annual Financial Reporting Model Regulation (#205)—also known as the
Model Audit Rule (MAR) t went irito effect for the year ending Dec. 31, 2010, require all insurance companies
exceeding an annual premiu eshold to issue a management’s report on the effectiveness of internal controls over
financial reporting. This b is required to be supported by diligent inquiry, including documentation and testing
of significant finangial re ontrols. In addition to functions put in place to meet SOX and MAR requirements, other
companies may hav girisk management (ERM) functions and/or an internal audit functions that conduct formal
risk identificati ol assessments. Large companies subject to the Own Risk and Solvency Assessment (ORSA),
as defined by k Management and Own Risk and Solvency Assessment Model Act (#505), must submit an
annual summary refgrt that contains extensive information regarding the company’s risk-management function. Any of
these resources can facilitate the risk assessment and reduce regulators’ resources needed to complete the process.

E. Risk-Focused Examination Process

The concept of risk considered in examinations had historically focused on the static risk of a material misstatement of the
financial condition of the company at a given point in time. The concept of risk considered in a risk-focused examination
encompasses not only risk as of the examination date, but risks which extend or commence during the time which the
examination was conducted, and risks which are anticipated to arise or extend past the point of completion of the
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examination. As such, risks in addition to the financial reporting risks may be reviewed as part of the examination
process. The timing of the risk assessment during the examination has also changed as a result of the adoption of the risk-
focused examination. Risk assessment has historically occurred as part of the planning process. The risk-focused
examination anticipates that risk assessment may extend through all seven phases of the examination discussed below as
well as link to the work carried forward by the financial analysis function.

The following chart and Handbook sections discuss the seven phases necessary to conduct a risk-focused examination.
The methodology emphasizes a “risk-focused” approach whereby resulting examination fieldwork will analyze an
insurer’s solvency risk areas in addition to the risks associated with the fair presentation of surplus. The examiner-in-
charge should use the risk assessment matrix (or similar document) as a tool to document the alloc f exam resources
(by the identification of key functional activities and sub-activities) to be assessed. The approackised be influenced
by the size, complexity and effectiveness of the overall insurer’s risk control environmen hart of the seven
phases of a risk-focused examination follows and is described in detail later in this Hangboob

See Exhibit K for the Risk Assessment Matrix tool and the linkage to the seven phas \

Phase 1
Understand the Company and Identify Key
Functional Activities to be Reviewed

S

V'S hin

ning
' rocess

A 4

Phase 2
Identify and Assess Inherent Ris
Activities

A 4

se 4

@ e Residual Risk

\ 4
Phase 5

blish/Conduct Detail Examination
Procedures

A 4

Phase 6
Update Prioritization and Supervisory Plan

\ 4
Phase 7

Draft Examination Report and Management
Letter based upon Findings
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Phase 2:

Phase 3:

Phase 4:

Phase 5:

Phase 6:

Phase 7:

INTRODUCTION

Understand the company and identify key functional activities to be reviewed: In Phase 1, key activities
and sub-activities are identified using background information gathered on the company from various
sources. The risk-focused surveillance process promotes the use of a “top-down” approach to identify
activities. Key functional activities are considered to be key business processes or business units within a
company. Once these are identified, the key sub-activities of these units can be identified. This process
would continue until the examiner has obtained the level of detail necessary for understanding an activity
within a particular company. Previously completed Insurer Profile Summaries and the assessed
prioritization will be useful starting points to this process.

Identify and assess inherent risk in activities: In Phase 2, the examiner, with the a
staff, would identify and document the inherent risks of the insurer being exa examiner may
identify risks from the insurer’s own risk assessment (including work perfamg support of MAR
requirements), internal and external audit risk assessments, filing requirg »f the Securities and

Exchange Commission (SEC) and the Sarbanes-Oxley Act of 2002, int r
I

e of the analysis

other source. Nine risk classifications have been identified to assist
risks: Credit, Legal, Liquidity, Market, Operational, Pricing/Und

n classifying the inherent
serving, Reputation, and
iskS¥are identified within the key
herent risk by determining the
#iherent risk assessment.

business units, the examiner utilizes professional judgment to a
likelihood of occurrence and magnitude of impact to obtai

equires the examiner to identify and

Identify and evaluate risk mitigation s.trateqies/contrtl\j
i
0

evaluate controls in place to mitigate inherent risk. T nawcontrols should be assessed by how well
they mitigate identified inherent risks. Risk pmitigegsion tegies/controls generally consist of: (1)
management oversight, (2) policies and procedu 3) measurement, (4) control monitoring and (5)
compliance with laws and regulations. The oyawall ment reflects the examiner’s determination on
how well the controls mitigate inherent a'sk. n th SOX and MAR, corporate management is clearly

financial reporting. Under SOX, auditor must also attest and provide an opinion on the
reliability of management’s assg adequacy of the financial reporting controls. Information
prepared to comply with eithe elrequirements, when available, can assist the examiner in
identifying and assessing risk mitiga ategies/controls.

responsible for establishing and maintau%x quate internal control structure and procedures for
yier

Determine residual risk: Ph&g, 4 requires the examiner to determine the residual risk for individual risks
identified to arrive at an pug sidual risk. The assessment is made by determining how well controls
reduce the level ofginhg for each risk identified. Assessing residual risk is the key to determining
where the risks e
use these results ne where to focus examiner or analyst resources most efficiently and to
determine the nature anG@®xtent of testing.

zation and supervisory plan: Phase 6 requires relevant material findings from the risk
ffort and any other examination activities to be utilized and incorporated into determining or
idating the assessed prioritization of the insurer as well as establishing the ongoing supervisory plan.

Draft examination report and management letter based upon findings: Phase 7 requires the Examination
Report to contain the findings related to the scope of the examination. The Management Letter may
contain results and observations noted during the examination that should not be contained in the public
report. This letter serves as a vehicle for ongoing dialogue between the regulator and the insurer and
should be shared with those states in which an insurer is licensed, if it remains confidential.
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F. Application of the Risk-Focused Surveillance Cycle

The concepts presented in this Handbook can be applied to all examinations; however, modifications may be warranted
based upon the nature and size of specific entities. Recognizing that there is a great deal of variation in the size, and
complexity of insurers, this Handbook was crafted to provide some flexibility to enable examiners to react to varying
circumstances. There will be a wide degree of variability in the risks faced by insurers and in the information available for
examiners to review in conducting their risk assessments. Regardless of the size of the insurer, it is important for
examiners to consider whether, or how effectively management identifies, assesses and mitigates risk in order to
incorporate such consideration into the examination plan. As such, although the risk-focused process may be accelerated
for small or medium sized companies, the risk-focused cycle illustrated within this Handbook shou sed to determine
the extent of residual risks.

The risk-focused examination approach should be an asset to examiners in understanding a
examination to focus on key risks. Once examinations are fully implemented in accord@nce \ approach, examiners
and analysts should continue to maintain this approach as an ongoing process in ord ed of organization or
external changes that will impact the company and their identified risks. If implement&&in t anner, examiners should

be able to maintain efficiencies when conducting examinations as they utilize kno g ed in previous exams, and
from the analyst’s ongoing monitoring, to be aware of key changes and risks at tha ons examinations.
Additionally, this Handbook encourages examiners to utilize the ris agagerit procedures within a company in

identifying and assessing risks. Care should be taken by the examinergto £ i the limitations of the company’s risk
assessment management processes in completing examinations using t & fiSed examination approach.

and planning the

G. Confidentiality

The NAIC Model Law on Examinations (or a substantiall ila vision) is required to be part of state law in
accordance with accreditation guidelines. This Model lgaw specific guidelines regarding the confidentiality of
information developed, received or disclosed throug e se of conducting financial and market conduct

examinations, including the course of analysis.
information, including but not limited to all

e ithin this Model Law, documents, materials, or other
s, and copies thereof, created, produced or obtained by or
disclosed to the commissioner or any other persa ourse of an examination, or in the course of analysis by the
commissioner of the financial condition or market co of a company shall be confidential by law and privileged and
shall not be subject to public disclosure, shfil not be “subject to subpoena, and shall not be subject to discovery or
admissible in evidence in any private civil a

In accordance with the revised ri
the financial examiners will be in
Profile Summary, Risk Assessmerit

orveillance approach contained within this Handbook, it is anticipated that
2w tools to document their examination approach and results (e.g., Insurer

documentation completed jg Accordanc® with a financial condition examination, these tools shall be considered
confidential under state IaMg the state’s examination law. Although the risk-focused examination approach
envisions enhanced com Wt tween state insurance department examiners and analysts, the sharing (and potential
further development) of @ amination workpapers to and by financial analysis regulators, or to other individuals

20 ent, shall not impact their confidential status. All examination workpapers, including
pe shared with other regulators whose state insurance departments have the authority under
onfidentiality of the information they receive. (The confidentiality provisions related to
ers apply to both examinations of insurance companies and holding companies.)

—

state law to
examination wor

State insurance departments that utilize contract examiners should continue to remind such examiners of the responsibility
to keep insurer-specific information confidential. Furthermore, the communication of effective practices employed by one
insurer (whether it is a practice pertaining to the development or marketing of specific products, established controls,
documentation of activities, etc.) to other entities may be perceived as a violation of trade secrets and should be restricted
by both state and contract examiners.
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H. Relationship to the Market Conduct Surveillance System

The financial condition examination system focuses on financial and corporate matters. The market conduct portion of the
examination system focuses on such areas as sales, advertising, rating, and the handling of claims. Market conduct
compliance issues can have a significant effect on legal and compliance risks, which in turn can create material solvency
issues. Coordination with the market conduct function is an important area for examiners to understand. Guidance over
market conduct examinations is provided in the Market Regulation Handbook and is available through the NAIC.

I Updating the Handbook

This Handbook will be updated and bound each year for distribution. Updates to the Hangboo t are adopted
periodically throughout the year, and various word files for exhibits will be posted on the NAIC ite. Instructions for
accessing the updates on the web page are located at the front of the Handbook. In addi % tiW bound book, the

Financial Condition Examiners Handbook is available in an electronic PDF fori@at, & ain segments of the

Handbook are included within NAIC developed TeamMate TeamStores. Updates&& es will be completed
annually.

Examiners faced with the day-to-day responsibility for detecting financial difficulties make a valuable contribution to
the continuing improvement of the Handbook by submitting recommendati to sthe NAIC Financial Examiners

Handbook Technical Group. Furthermore, changes in the Accounting Prgcti cedures Manual and Model Laws
Regulations and Guidelines may require periodic Handbook revisions4,
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SECTION 1 - GENERAL EXAMINATION GUIDANCE Examination Overview

l. EXAMINATION OVERVIEW

This section of the Handbook addresses the following subjects:

TIOTMMOUO W

Exam Classifications Defined

General Procedures for Scheduling an Examination

Coordinating Examinations of Multi-State Insurers

Coordination of Holding Company Group Exams

Review and Reliance on Another State’s Workpapers
Examinations of Underwriting Pools, Syndicates and Associations
Special E Committee Examinations

Interim Work P

A. Exam Classifications Defined

Limited-Scope Examinations OQ

examination being conducted. The following definitions will assist an classifying and understanding

Each financial examination has unique characteristics based on the type of inS§ger b¢ing examined and the type of
e{ineﬁw
what type of financial exam will be performed.

L 4

A multi-state insurer is defined as a company that is dggigi hrtered in one state and licensed, registered
(for risk retention groups), qualified or accredited (for% eligible (for surplus lines) or operating in at
least one other state. For purposes of this definition, terigiltate” is intended to include any NAIC member
jurisdiction, including U.S. territories. V'S

Insurer Type:

A single-state insurer is defined as any co t'&ges not meet the definition of a multi-state insurer.
Examination Scope:

A full-scope examination is defined @ a financial exam in which the scope of the control testing and additional
detail procedures to be performed the examination is based on the implementation and documentation of
the risk assessment procedures : der this Handbook. A full-scope examination results in issuance of an
examination report.

0 Interim work may be“&ilized during the period between full-scope examinations to focus efforts on areas
that are congidered inheréntly risky, but are not known to present an immediate concern. This work is
performed m of a full-scope examination and must, therefore, be performed in a manner

i ok ven-phase process. A separate examination report is not required in the interim

consisten
i jation deemed appropriate for report purposes will be included within the full-scope

mination is defined as a financial exam, which is limited to a review or examination of
particular areas with a known or indicated concern as determined on a basis other than the implementation
ion of the risk assessment procedures within this Handbook. It is narrowly focused on a specific
area or areas of an insurer, such as a particular key activity or process, which require immediate attention. A
limited-scope examination will result in issuance of an examination report as described in Section 1, Part X E of
the Handbook.

Examination Type:
An individual examination is defined as a financial exam over one insurer.
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e A group examination is defined as a financial exam over more than one insurer. This type of exam is typically
conducted when multiple companies in a holding company group have similar key processes, systems and/or
management.

The classifications in each of the categories defined above are mutually exclusive.

An examination may also be classified as a coordinated exam which is defined as a financial exam that is
performed by examiners from more than one state. A coordinated exam can be conducted on either one insurer or
a group of insurers. In the case of the latter, this would be called a coordinated group examination. In most cases,
a coordinated exam would be conducted on a group of related multi-state insurers. Howev#r,"®¢oordinated exam
could also be performed on a mix of multi-state and single-state insurers or a group of le-stad¥e insurers only
such as a group of HMOs.

B. General Procedures for Scheduling an Examination

ithin the time framework
re frequent examinations of
inancial condition or corporate

In general, examinations of domestic companies are scheduled by the domicili
established by state law, financial condition examinations should be scheduled to e
companies that are likely to be financially troubled or in violation of laws refq§
conduct. As discussed in later sections, although each licensed state has t to conduct an examination, the
NAIC encourages states to leverage off of the examination conduyct domiciliary state or participate in a
coordinated examination of a multi-state insurer in lieu of conducti examination. General procedures for
scheduling an examination are as follows: g\

1. Set examination priorities by considering the Insurer P& ary and the state’s prioritization assessment.
Subject to state law, insurance departments have s d ion as to the timing, frequency and scope of
examinations. It is imperative that the examinat'@n S e balanced to focus resources on companies that are
likely to be financially troubled. This can be reasqgably, agzomplished by taking advantage of other techniques,
information and resources available to the ig e rtment, including but not limited to the following:

Increase the number of limited-sCeg ations.

Use of IRIS results, Examination Jejgpsiurt, Analyst Team Reports, work performed by the financial

analysts, etc.

c. Use of reports and working & ners from the company’s independent accounting firm and actuary.

d. Reference to audit adi ats recognized by the company’s independent accounting firm.
(Documentation o / adjustments may be obtained directly from the company.)

ol letters furnished by the company’s CPAs.

pany financial statements performed by other departments or NAIC personnel.

a financial analysis team that reviews filed annual and quarterly financial

erforms analytical procedures such as those indicated in the Troubled Insurance

and the Financial Analysis Handbook. Any significant findings from this process

o e

Considerable crit will always be necessary to determine the optimal timing, frequency and scope of
i llowing additional items, though not all-inclusive, should be considered:

a. hange in management occurred since the last full-scope examination?

b. Has the company been identified as a “priority” company by the IRIS results or supplemental internal
department or NAIC financial analytical reviews? Has there been a significant adverse shift in the results
of these tests? (Unless further analysis indicates the results are misleading for some clearly identified
reason).

c. Results of past full-scope, limited-scope and market conduct examinations, including recommendations
for timing and extent of follow-up procedures contained therein.

d. Information from other states or outside sources.

e. Concentration of business in high-risk lines, or concentration of assets.
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Significant changes in operating results or mix of business.

Unusual disclosures in the independent accountant or actuary’s report.

Evidence of surplus aid other than financial reinsurance agreements.

Unusual disclosures in the notes to the filed statutory financial statements or the audited financial
statements, Form 10K, or other filings, particularly regarding loss contingencies.

—Ta -

J- Nature of any items communicated in material misstatement letters furnished by independent accountants.
k. External environmental considerations, such as a significant downturn in a regional real estate market or
securities markets, or the insolvency of a significant reinsurer that may have assumed business from
companies operating in the states. Reference should be made to the NAIC’s Financial Condition
Examination Risk Alert and similar publications, such as the AICPA’s Audit R¢ ert, for items of
current significance regarding examinations and audits of insurance companies.
I. Other non-financial criteria, such as input from other areas within the dep including consumer
complaints, market conduct, legal, etc. .
Call the examination using the NAIC Financial Exam Electronic Tracking ). All examinations on
multi-state insurers should be called using FEETS. An exam on a single- insurdr should also be called in

FEETS if that insurer is part of a holding company group.
Estimate staffing requirements for each examination:
a. Project total hours based on previous experience and d¥rrer @ hat have been identified.

(1) To facilitate future estimates, a record of examingilon h should be filed with the department at the
completion of the examination.

(2) The chief examiner or designee shoulgfrey e previous experience when scheduling a new
S rgquired, adjusting for:

examination and estimate the total rﬂrxa
e Variance between bugge actdal time required to complete tasks.

e Special circumstances @ J the new or previous examination. Particular consideration
should be given tg the impact of the risk-focused examination process that may increase or
decrease the amghunt of time required for individual areas based on the key activities
determined esidual risks expected. Consideration should also be given to the time

i increased use of reports and working papers from independent

agluaries, as well as company internal audit department and direct assistance

in the company’s size or recordkeeping systems.

Aff size and skills required, considering:

ded to complete the examination in a reasonable period of time.
(2 hnical skills required to:

o Apply statistical sampling techniques.

o Evaluate and work with computer-based record systems.

e Examine reserves and reinsurance contracts.
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o Resolve issues related to other areas demanding specialized knowledge.

e Address limited-scope examinations that will likely be focused solely on areas that are more
complex and more judgmental, and, therefore, require more expertise.

(3) Professional qualifications and designations

e Examinations of single-state insurers — There is no requirement for an examiner-in-charge to
hold the title of Certified Financial Examiner (CFE) as certified by the Society of Financial
Examiners. However, it is considered a best practice.

e Examinations of multi-state insurers — The examiner-in-charge ny® e title of CFE as

certified by the Society of Financial Examiners or be dire@y S by someone holding

the CFE designation. Any non-domestic examiners part Clp e examinations must
hold the title of either an Accredited Financial Exami or CFE as certified by the

Society of Financial Examiners.

4. Estimate the time required to complete the examination by dividin number of person days plus
administrative (e.g., training plus vacation) by the staff size.

5. Project start and completion dates of each examination.

a. List all companies by priority classification a
scope vs. limited-scope). A company may not
but may receive high priority as a limited-sco
a large receivable from a troubled reinsger,

b. Project available staff by month.

Record time and staffing required tg

d. Record time and staffing reg
group/subgroup Lead State.

e appropriate scope of examination (full-
ed high priority for a full-scope examination,
ion because of particular circumstances, such as
ificant contingency such as outstanding litigation.

134

inations already in progress.
inations of holding company units called by the

6. Quarterly Updating of the Schedule

a. Adjust priorities, if nece

or available staff.

e Updated p
i en actual and previously projected time required to complete in progress

C. Coordinating Exa @ Multi-State Insurers

The opportu O¥ates to perform a coordinated exam of individual insurers licensed and/or operating in
i t intended to preempt states’ legislative and regulatory authority in conducting financial

resources conducting financial examinations of insurers licensed in more than one state (multi-state
insurers). It also allows independent perspectives on examination issues by those regulators participating in the
financial examination. Examinations of multi-state insurers shall include verification of the payment of taxes by
the company to the respective states in which it is licensed, in addition to determining the solvency of the
company and the manner in which it conducts its affairs.

In order for examinations to be accepted by other states, the NAIC Model Law on Examinations (#390) states that
at least one accredited state participate in each examination performed on a multi-state insurer.
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Typically, the domiciliary state determines the need for an examination. The NAIC requires the full use of the
NAIC Financial Exam Electronic Tracking System (FEETS) when calling examinations on multi-state insurers
and recommends the use of FEETS for all examinations. Examinations on multi-state insurers should be called in
FEETS at least 90 days before the anticipated start date of the examination. When calling the exam in FEETS, the
calling state inputs the requisite data regarding the examination.

Once the exam is called in FEETS, an email notification will be sent to any state in which the insurer is licensed
(or registered for risk retention groups (RRGs)) or writing business in based on Schedule T of the insurer’s
Annual Statement. The email will serve as an invitation (except for RRGs) for those states to participate on the
exam.

The NAIC also recommends coordinating examinations of risk retention groups (RS rating in multiple
states, but only to the extent that the other states are notified of an upcoming exa @ The federal Liability
Risk Retention Act of 1986 neither requires nor prohibits non-domestic state&tg, ps pate on examinations of
RRGs. Therefore, the domestic state is required to notify the other states o u g examination but is not
required to invite the other states to participate on the examination.

Although a state may be invited to participate, the state should have a Wglid regWatory reason as it relates to the
company’s operations before agreeing to participate. State participasio d focus on insurers and insurer
functions that pose the greatest risk exposure. In an effort to redcye ation inefficiencies, a valid regulatory
reason should be provided by the state requesting participati& Znination. Valid regulatory reasons for

participation include, but are not limited to the following:

Material financial concerns exist with the insurer. on is “material” if, in light of surrounding
circumstances, the magnitude of the item is such thaigit i able that the judgment of a reasonable person
relying on the statutory financial statement wougl h hanged or influenced by the inclusion or correction
of the item. \'

The insurer is subject to a disproportionaig mBer of consumer complaints.

Specific concerns with potential fraud suppG appropriate documentation.

Premium volume, if the insurer writés a material amount of business in the state (at least 10% of the insurer’s
annual premium must be written in t ate requesting to participate). A state that has either a material amount of
premium volume or a large pepfente the outstanding loss and loss adjustment expense reserves should be
presumed to have a justififd i %

varticipate in the examination.
The calling state requests he e to resource issues. In requesting help, cost should be considered, but is not
required to be the Lmefacto in determining whether non-domestic participating examiners, consultants or

contract examiners s be utilized on the exam.

Providing work @ an examiner busy is not a valid regulatory reason to participate on a coordinated
examination

n email notification of a called examination must make a decision as to participation. If the
state does wish to participate, no action is required. However, if a state would like to participate, it should
contact the cawing state for approval within 15 calendar days from the calling date. It is recommended that this be
performed via email, thus creating a communication exchange that can be documented in the exam workpapers.
At a minimum, the information that should be included in the request to participate includes:

a. Current date.

b. Name and examination number of company to be examined.
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c. If already determined, contact information of examiner to participate.
d. The valid regulatory reason for participation.

As a general recommendation, participation in exams on multi-state insurers should typically be limited to one
state per zone. In order for the calling state to pick the most qualified examiner(s) based on valid regulatory
reasons, the calling state should wait 15 calendar days from the calling date in order to allow the invited states
time to respond to the email notifying states the exam has been called. The calling state then has five calendar
days from the date of receiving any participation request(s) to evaluate those request(s). The calling state should
base its decision whether any other states will participate on the exam primarily on the va ulatory reason(s)
those states provide. If a request to participate is received after the 15 calendar days f the"@lling date, the
calling state can still evaluate the request but should also determine how the participati another state will
affect the timing of the exam. . Q

If the calling state approves the participation of another state, the calling st N
(usually through email) back to that state to begin the coordination process.

municate the approval

The calling state has the ability to decline state participation in the €sence ®f a valid regulatory reason. If
participation is denied, the state requesting to participate may req z bitration by contacting the zone
coordinator of its respective zone. The zone coordinator mu% » earequest for exam arbitration within 10
calendar days of being notified that participation was deniea” Zhe oordinator will then have 15 calendar
days to resolve the participation dispute between the calling s [T&state requesting participation.

&e

The Financial Condition (E) Committee has divided the %

s and its territories into four zones:

STATES B‘Z
NORTH Tﬂ
Connecticut New Jersey
Delaware New York
District of Columbia Pennsylvania
Maine Rhode Island
Maryland Vermont
Massachuse
New Hamp @
OUTHEAST ZONE
ama North Carolina
sas Puerto Rico
ari South Carolina
@ gia Tennessee
K ogfitucky Virgin Islands
Louisiana Virginia
Mississippi West Virgin
MIDWEST ZONE

Illinois Nebraska
Indiana North Dakota
lowa Ohio
Kansas Oklahoma
Michigan South Dakota
Minnesota Wisconsin

Missouri
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WESTERN ZONE

Alaska Montana
American Samoa Nevada
Arizona New Mexico
California N. Mariana Islands
Colorado Oregon
Guam Texas
Hawaii Utah
Idaho Washington

Wyoming

he®examination shall
he postponement or

If the starting date of a called examination is either postponed or canceled, the state
immediately notify the impacted states. Such notification should include commentg rele

cancellation. \

Although examinations on rating, advisory, service or statistical organizations cannagbe in FEETS, the calling state
should notify and invite the other states that the organization is operating in that the will be conducted. This would
typically be executed through an email to the other states.

D. Coordination of Holding Company Group Exams QQ

A coordinated group examination should attempt to be a compreh@isi simultaneous examination of insurance

entities in a holding company group, which may be domiciled e stdtes. The phrases “holding company group”

and “group” are used interchangeably throughout this section an eaw to include insurers that meet the definition for
inclusion in an “insurance holding company system” as defi in surance Holding Company System Regulatory
Act (#440), as well as other groups under common egntr not meet this definition but would benefit from

S should include the timing, scope and extent of
examination procedures, utilization of specialists ion systems and actuarial) and their work products, and
allocation of work among examiners. This coordj otes communication among the states and the efficient use of
resources, provides an avenue for multiple perspectfges to bshared, and minimizes the duplication of work.

coordinated examination efforts. Coordination among

Exam coordination among insurers of a groy> or holding company system is critical for effective solvency regulation.
When examinations are conducted on a grou insurers, the goal is to gain efficiencies and prevent duplication of testing
wherever possible. Group examination rovide information on each insurer individually, but also provide an
2 the risks of the holding company group as a whole. However, conducting

group exams should not reduce t
gathered if individual exams were peiigrmed. Guidance on the approach to financial exam coordination and procedures

for scheduling a group exan%: set forth in this section.
States should coordinate gmgina®hs of all types of insurers operating in holding company groups when possible,

% pperate primarily as health maintenance organizations (HMOs). Even though these
CoDNOS

organizations are 0
that might be

in the group—whethel¥participating in the group exam or not—should be prepared to discuss relevant information with the
NAIC Financial Examiners Coordination (E) Working Group. This information could include, but is not limited to,
scheduling a group exam, the progress of a group exam, and why coordination did or did not occur between states for a
particular group.
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Determining the Lead State and Subgroups of Companies

Every insurance holding company system has individual characteristics that make it unique. Therefore, an evaluation of
traits is required to determine how examinations for the group should be coordinated and which individual state should
assume the leadership role in coordinating group examinations. The state assigned this responsibility will be known as the
Lead State and is charged with the coordination of all financial exams for the holding company group, as well as other
regulatory solvency monitoring activities as defined within the Framework for Insurance Holding Company Analysis.

In most situations to date, the Lead State has emerged by mutual agreement (i.e., self-initiative on its part and recognition
by other states), generally as a result of the organizational structure of the group or as a result of icile of primary
corporate and operational offices. The input of domestic regulators within the group also plays ¢ in determining
which state should be chosen to fulfill the role of the Lead State. Other factors that may be cgagideigl when determining
the Lead State are: .

State with the largest number of domestic insurance companies in the gr \
State of large or largest premium volume or exposure.

Domiciliary state of top-tiered insurance company in an insurance holdin
Physical location of the main corporate offices or largest operational " &fi
Expertise in the area of concern and experience of staff in like si %

mpany system.
the group.

State whose regulatory requirements have driven the desigg o

Input from domestic regulators in the group, as well as holdin N personnel, should be considered when
determining how the companies in the group might be broken upi roups for financial exam purposes, if necessary.
Because each group has its own unique characteristics, as do th%) within each group, it might be appropriate to
separate the group into smaller factions and identify an Exam lita r each subgroup examination. In order to gather
information to make this decision and to assist in plannigg t ated examination, the Lead State might request that
holding company group personnel provide information g be sidered in grouping companies within the holding
company group for financial examinations. At 3 he information provided should include the topics of
corporate governance of the group, risk managefient and Secision-making, key functional activities and processes, and
computer systems. This information request is alsoWggludediin Exhibit Z, Part One.

Responsibilities of the Lead State

ote the coordination of exams for all entities within the group. In
the following responsibilities:

The primary purpose of the Lead Statg
achieving this goal, the Lead Stat

1. Monitor the status of existing§aminations performed on all entities within the group — This requires the Lead
State to have an un nding of*the progress of all ongoing exams and to understand the significant results of all
recently completed . If consistent problems are identified during examination efforts, the Lead State may

need to become i dressing the issues at the group level.

u ay be appropriate for performing coordinated examinations — In situations where it is
egal entities within a group to be examined at one time, the Lead State should play the primary
which entities should be grouped together for examination purposes. The Lead State should
use input the company including responses to Exhibit Z, Part One in making this determination. In addition,
the Lead State”should receive input from other domestic regulators within the group when making this decision.
However, it is the Lead State’s responsibility to determine subgroups for ongoing examination coordination
purposes.

3. Encourage participation from all states within the group — The Lead State should actively encourage all states
within the group to participate in coordinated group examinations when possible. To help facilitate participation
by all states, the Lead State should develop and maintain a global coordination plan, which could include
information about potential subgroups, anticipated schedule, primary location of fieldwork, etc. Such a plan
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would allow ample time for the states to make the necessary arrangements to participate in future coordinated
efforts. The Lead State should be prepared to discuss relevant information pertaining to the global coordination plan
and the status of coordination efforts with the NAIC Financial Examiners Coordination (E) Working Group as
requested. If selected, the Lead State would be required to present such information to the Financial Examiners
Coordination (E) Working Group at an NAIC national meeting.

One tool that can be used to help facilitate participation and the development of a global coordination plan is the
Group Exam Report in the NAIC Financial Exam Electronic Tracking System (FEETS). The Group Exam Report
assists regulators in actively communicating and tracking scheduled examinations for insurance company groups.
The report also allows for changes to the examination schedule that may occur as a result
operations and financial condition. The group examination schedule should not preempt
prioritization schedule or postpone examinations of troubled companies, nor shouldéginteNgere with the state’s
obligation to conduct a full scope examination of its domestic insurance c%npa m ccordance with state

statutes.

Notify other regulators and the companies in the group of an upcoming tiow — The Lead State should
notify other states that have domestics in the group of the exam well in a ignificant planning work to
allow them the opportunity to participate on the examination. An infor ion to the other state regulators
should occur as early as possible and is recommended at least s prior to the “as-of” date (e.g.,
12/31/20xx). In most circumstances, the formal calling of the g\ ation in FEETS should occur at least
90 days before the anticipated start date of the group exarﬂﬁ 10 e Lead State. The timing difference

between the informal notification and the calling in FEET e Lead State time to determine specific
attributes of the group exam, such as the primary contact
may not be known six months before the *“as-of” date. is scheduled due to specific concerns with a
group of companies that do not allow the exam to be TS at least 90 days before the anticipated start
date, the Lead State should document an explan@tion or dgBlision in the group exam workpapers and notify other
state insurance regulators as soon as possible.

v m) should also notify the companies that will be examined

d their respective external auditors time to prepare. This
e “as-of” date of the group examination.

The Lead State or Exam Facilitator (if k
as part of the group examination to alie
notification should occur at least six months'®

Call group examination(s) in FEETS§nd determine the Exam Facilitator for each group examination called — One
of the first responsibilities of th aG%§iate when a group exam is planned is to call the group examination in
FEETS and to determine orm the role of Exam Facilitator. In many situations, it is expected that the
Lead State will assume t itator role itself to conduct and lead the group examination. However, in
situations where subgroup! formed that don’t involve the Lead State, it is anticipated that the Exam
Facilitator role will 0 an accredited state within the group. If the responsibility is delegated, the
accepting state wou en assume the responsibilities associated with conducting that group examination. The
role of Exam Facili

complished through a review of the documentation provided by the holding company group
personneiggad through discussions with the impacted states. The regulated entities should also be allowed to
i n the Exam Facilitator determination process where appropriate. The designated contact person
should be the chief examiner, or equivalent, for the Exam Facilitator of each group exam.

Please Note: Due to the design of FEETS, the Lead State will always call the exam in FEETS regardless of
whether there is a different state designated to facilitate the group exam.

Act as the Exam Facilitator for all group examinations as deemed appropriate — The responsibilities associated
with this role are outlined later in this section.
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7. Maintain communication with the group personnel to discuss exam coordination progress and other significant
examination issues — The Lead State should serve as the primary regulatory contact with top management of the
group on an ongoing basis regarding overall coordination activities for companies within the group. Additionally,
the Lead State is responsible for elevating significant solvency concerns to top management of the group when
issues are unable to be resolved at lower levels within the group.

Additional Considerations for Scheduling a Coordinated Group Exam

For each holding company group, consideration should be given to the priority of each entity within the group when
determining the frequency at which group examinations should be performed. The Lead State sho in input from all
of the key domestic regulators within a group (or subset of companies) before determining the 4Cs-of” @gte for the next
examination. This input may be obtained through the use of a supervisory college, conference4s ucted through the
financial analysis process, or other meetings to discuss the financial regulation of a particula % In"addition to basing
the frequency of full-scope group examinations on the financial strength of the ﬁr pyyegubitors should consider

A

..

performing limited-scope exams when specific concerns arise with the holding comp . Wwhenever conclusions are
reached regarding the scheduling of full or limited-scope group examinations, pro on should be provided to
at e opportunity to participate

in the group examination.

The chief examiner of the Lead State or designee is responsible for pla
examine the entire group (or subset) of insurance companies invol¥eg i
recommended that all group examinations be called in FEETS regard@es & wiit type(s) of insurers are being examined.
For example, if a group exam is being conducted for a group s that@ire all single-state entities, the group exam
should still be called in FEETS for informational and tracking puigses:

in FEETS can be found in the “Responsibilities of the Lead Stata# s

Unaffiliated entities that have significant influence or’ atgrially impact insurers in the group should also be
considered for inclusion in the group examination. 3 tIon of companies that are members of a holding company
i Capalty under the examination may be conducted on a limited

system having only a reinsurance relationship
basis to verify the complete nature of transaction oi's, liabilities and assets transferred between parties).

ecific requirements regarding calling an exam
above.

Responsibilities of the Exam Facilitator

to exam; however, certain responsibilities assigned to this role are
ginations must be an accredited state.

The role of Exam Facilitator will vary
shown below. The Exam Facilitatggfor

1) Develop an examination t ¢ it has been determined that a coordinated group exam will be conducted, a
determination should be made & all of the states that will have a direct role in the examination. The Exam
Facilitator should de ine the necessary staffing requirements for the specific examination at hand.

While developin cgam team for a group examination, the Exam Facilitator should coordinate and utilize any
available r in the group or contracted) that are necessary and appropriate to complete an effective
and efficient ation. These may include, but are not limited to, financial analysts, financial or market
i IT examiners, actuaries, legal counsel, rate and form experts, or valuation experts.
Considera®an should be given to the areas of expertise needed to complete the examination. If possible, states
participatin the group exam should consider utilizing the same staffing resources when efficient to do so. For
example, it may be efficient to utilize the work of one actuary who could become familiar with the general
processes utilized by the group of insurers instead of contracting several different actuaries who would all have to
familiarize themselves with the same processes.

The Exam Facilitator should contact the participating states to establish points of contact by name/role, determine
the amount of interest in participating in the coordinated examination, and establish lines of communication with
participating states. Preferably, the Exam Facilitator should designate a primary and a back-up point of contact for
communications with the organization under review and with other state regulators, Federal Reserve, federal and
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state banking agencies, functional regulators and the public. At a minimum, information for the primary contact
person must be provided for the group exam in FEETS.

Seek input from other regulators — During the planning stages of an exam, the Exam Facilitator should request
input from other regulators regarding any areas of concern that should be addressed during the group exam. Input
should be requested from any states with domestics in the group or subgroup, as applicable, even if a state is
unable to participate in the fully coordinated exam. This responsibility includes obtaining input from each state
regarding the key activities and inherent risks it anticipates for each of its domestic companies. Consistent with
the guidance in Phase 1, identification of key activities and risks should primarily be determined by areas that
represent significant solvency concerns. The Exam Facilitator should also contact regulat olding company
groups that include an entity or entities that are at least in part regulated outside the s insuience regulatory
structure for items to consider or address during the examination.

its own domestics, it should determine which key activities/inherent risks wi be addressed as part of
the group examination and notify the other state insurance regulators. Testi by participating states in
areas deemed insignificant to the overall group examination are consiGdged e-specific procedures and,

lity.

Once the Exam Facilitator has accumulated information from each regulator, ﬂ& nformation related to
|
r

Delegate responsibilities among the examination team — Once'™% tate “team” has been established, the
Exam Facilitator should clearly delegate responsibilities betwge

Exam Facilitator should manage information requests goin g company group personnel to prevent

redundancy. It should also attempt to coordinate the, ti of Work that will be performed by all states

i S organizing a review of shared processes and

key activities and processes. When delegating

participating on the group exam to the extent possible.
controls and determining which state(s) are responsib
responsibilities, the Exam Facilitator should co%sid t ources needed and available for the task among the
participating states as well as the expertise and a i\jsu vise personnel as necessary.
intérnal and external auditors. The Exam Facilitator should
the group examination. The Exam Facilitator should also
ewing any relevant auditor workpapers to prevent redundancy

One of those responsibilities includes
complete Exhibit E — Audit Review Pro¥g
coordinate the communication of obtaining
between states.

to obtain additional exam evidence for any particular identified risk.
es, 'the Exam Facilitator should determine whether detail testing will be
performed as part of theSQugpup nation or if the testing will be performed separately by each domestic
regulator. Regardless of od is used, if detail testing will involve substantive testing of individual
account balances, the testing uld be applied at an individual company level based on the residual risks
determined during t roup exam (assuming the identified risk was one that was assessed during the group
exam). In other word teriality levels for each individual company should be utilized when selecting what

With input from the partjgipa

dollar valu ; detail testing will consist of testing the attributes (or accept/reject testing) of underlying
data utilized 1 Iculations (e.g., loss reserves, unearned premiums), the testing may be performed at the
group the examiner is testing the occurrence of a particular attribute in a population subject to the
same colggl processes. For pooling arrangements, see the “Exceptions to Consider Related to Coordinating

section below.

Establish lines of communication with top management in the group related to the group exam being performed —
The Exam Facilitator should ensure that there are regular and candid discussions with top management of the
insurance companies regarding the results of the ongoing group examination. A structure for obtaining updated
information from company management regarding the ongoing exam should also be established. If significant
solvency concerns arise that are unable to be resolved by the Exam Facilitator, the issue should be raised to the
Lead State, if different, to address with top management of the group.
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5)

6)

7)

8)

9

10) Distribu

Obtain a thorough understanding of the companies being examined as part of the group exam as they relate to the
organization as a whole — The Exam Facilitator should obtain as much insight as possible into the organization as
a whole when leading a coordinated group exam effort. To gain this understanding, the Exam Facilitator should
focus on the holding company, or ultimate controlling entity, and subsequently on its underlying subsidiaries that
will be included in the group exam. The Exam Facilitator should also take the predominant role in obtaining and
reviewing analysis work pertaining to the organization as a whole in preparation for group exams by working with
the individual domestic states and foreign regulators to complete a collective understanding of the holding
company group.

Interview management and board members at the holding company level — The Exam Fa

interviews of the upper-level management and members of the board, and its committ

oversight and management of the group’s primary insurance activities are performggmPartigi

provide questions to the Exam Facilitator that they would like asked during .inter % hese states may also

participate in the interviews in limited situations when deemed appropriate. Th x‘ 4% should be conducted
larii.s

should perform
level at which

in-person if possible, and it may be beneficial to schedule them during cduled board/committee
meetings if convenient for scheduling purposes. When these interviews are teGythe information should be
r plication of efforts. When
h the Lead State to determine
ompany level and if it would be

subgroups are utilized, the Exam Facilitator of the subgroup should
whether a corporate governance assessment has been performed at
appropriate to leverage at the subgroup level. .

Share information with participating states during the group N cedures should be established regarding

how information will be shared, including ensuring that artiCipating states have real-time access to the

information. This step is critical to establish the Exam F at a true “facilitator” by supplying the states and

other functional regulators with the appropriate informasion.“<§ais can be accomplished through verbal or written

updates from the Exam Facilitator to the br%der f state insurance regulators. Real-time access of
g

workpapers could also be accomplished throu the NAIC Citrix server or other tools available to
individual states. Insurance departments shg )

regulators.

Review the work performed by partigj
review of work completed by parti
objectives and the Exam Facilita
should consider its comfog an

ating states — The Exam Facilitator should perform a sufficient level of
ting states to gain comfort that the quality of work meets the examination
ctations. When determining the extent of review, the Exam Facilitator
ance with the quality of work performed by each participating state. The
accreditation status of pa al aes may also be considered in determining the level of review necessary to
gain comfort in the qualit performed. As discussed in the “Review and Reliance on Another State’s

Workpapers” sectiop following™®is section, the Exam Facilitator is responsible for the overall quality of work
performed in compl%fully coordinated group examination.

Promote consistg
involved i
examination ri

examination deliverables — The Exam Facilitator should communicate with all states
0 ated effort to promote consistency of information shared in management letters and

information to participating states and other functional regulators — Once the work of the group is
completed, Exam Facilitator is required to give all participating states an electronic copy of the corresponding
workpapers related to the group examination for inclusion in the workpapers for their respective individual
company exams. The Exam Facilitator should also communicate the completion of the group exam procedures to
the holding company group personnel and that any work after that point is performed by individual states for their
individual domestics.

The NAIC Financial Regulation Standards and Accreditation Program requires that the states allow for the
sharing of otherwise confidential information and administrative or judicial orders to other state regulatory
officials, providing that those officials are required, under their law, to maintain its confidentiality. The NAIC
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Master Information Sharing and Confidentiality Agreement allows for signatory states to share confidential
information with another signatory state that can demonstrate that its laws will protect the confidentiality of the
shared information. This agreement is designed to eliminate the need for states to sign numerous multi-state
agreements on a myriad of regulatory subjects.

11) Resolve any disputes or disagreements regarding the group examination — The Exam Facilitator should settle any

12) Hold an exit conference with the participating states — Once the group exam wag

13) Close the group examination in the NAIC (FEETS) — Upon ut

Responsibilities of States Participating in a Fully Coord%Xa
E

In general, the role of each participating state th

disagreements among participating states when conducting a group exam. If the Exam Facilitator is unable to
resolve the issue at hand, it should defer the issue to the Lead State (if different than the Exam Facilitator). If the
issue is not able to be resolved at that level, the Financial Examiners Coordination (E) Working Group can be
consulted for timely resolution.

pleted, the Exam
Facilitator should host an exit conference to discuss the overall results of the group and possible steps for

regulating the holding company group in the future. The Lead State should ad tgiparticipate in the exit
conference if they were not already participating in the examination. Durin & d, the Lead State and the
Exam Facilitator should discuss with the participating states when the next anwshould be scheduled based
on the topics included in the “Additional Considerations for Scheduling 00

ated Group Exam” section
above. If the regulators have difficulty coming to an agreement regardii@g,the group exam date, they should
reach out to the Financial Examiners Coordination (E) Working Groussfa

nd assistance.
®

Facilitator should ensure that each participating state has itsoindividual examination(s) to the group
examination in FEETS. Once work in support of the&ate oup exam has been completed and each
t

of the group examination, the Exam

participating state has linked its individual examination roup exam, the Exam Facilitator should close
the group examination.

m Facilitator is to pledge some level of cooperation and

al’1s not T’y
coordination with other states and to give suppore@gad recoghition to the Exam Facilitator. This can be accomplished in a
number of specific ways:

1)

2)

3)

ding participation on the group exam — The participating state(s) should
days of receiving the email notification (sent by FEETS) regarding the
articipating state is encouraged to be flexible when attempting to
-term benefits of coordination.

Respond to the Exam Facilitator r
respond to the Exam Facilitator withi

calling of a group examipatig a
coordinate and should corigider te )

Actively participateyin the plan®ng phases of the group exam — During the planning phases, the participating
state(s) should com%key activities, inherent risks or other areas of concern for each domestic company
(¥

that the participating would like to be addressed during the group exam, as well as an overview of any
state-required co testing the participating state plans to perform. Consistent with the guidance in Phase 1,
identificati ivities and risks should primarily be determined by areas that represent significant
solvency con . “rne states should be notified by the Exam Facilitator which risks will and will not be
f the group examination. This information should help the state in determining whether
additionaigisks will need to be addressed outside of the group examination efforts. Testing performed by
participatin te(s) in areas deemed insignificant to the overall group examination are considered state-specific
procedures and, therefore, the quality of such work is the responsibility of the participating state. Active
involvement in the planning phases of the exam may include documenting correspondence with the Exam
Facilitator and other participating states, reviewing and signing off on the planning memo, participating in the
discussion of risk identification, etc.

Coordinate the use of any examination resources, including contracted examiners and specialists, with the Exam
Facilitator — The participating state(s) should provide specific expertise and resources to assist the Exam
Facilitator and other states throughout the group examination process as requested.
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4) Offer constructive suggestions for information requests, interview questions, coordinated actions and timeliness
of information — Any general communication on behalf of the group exam should be discussed with the Exam
Facilitator prior to contacting company personnel to prevent duplication, if possible. This includes any
information requests being sent as part of the group examination.

5) Interview individuals at the legal-entity level who are unique to the participating state’s particular insurer, if
necessary — The participating state(s) should also provide the Exam Facilitator with interview questions to cover
during C-Level interviews performed for the coordinated group exam, if any.

6) Complete group responsibilities delegated by the Exam Facilitator to the satisfaction of th Facilitator — In
addition to assigned testing, such responsibilities may also include clearing review poi rovi by the Exam
Facilitator, performing detail reviews of its own staff’s testwork and other responsihiditi communicated by
the Exam Facilitator. .

7) Leverage work performed in fulfillment of the coordinated effort — The iCICRting State(s) should leverage
work performed in fulfillment of the coordinated effort, even when compl otiver states within the group.
Participating state(s) should avoid creating duplicative documentation an te clude a limited number of
hyperlinks and/or key workpapers that are necessary to understand wherdgoor ed work is located.

8) Provide adequate oversight of the work of its own staff, contrac , specialists and consultants — It is not
the responsibility of the Exam Facilitator to supervise perso bler states on a day-to-day basis. Each
state must provide adequate oversight of its examiners, regardips ther they are state employees or contract
examiners, and should consider the allotted time that has buageted for the work of that state’s resources.
Each state will be held accountable for the performance rs I it has scheduled on any group examination.

9) Be informed and prepared to share informati* a ctives pertinent to the group examination and the
respective domestic insurers — This includes actl rtigdpating in conference calls and meetings arranged by
the Exam Facilitator.

10) Demonstrate participation in the exit C& osted by the Exam Facilitator by providing any relevant
information, input and conclusions on the grogg, exm discussion.

11) At the conclusion of the examinati
closing the exam(s) in FEETS
should ensure that the igglivi
examination are linked to

, issue report(s) of domestic(s) by uploading the report(s) to FEETS and
e completion of the individual examination(s), the participating state
amination(s) for its domestic(s) being examined as part of the group
call in FEETS. The participating state must distribute the report(s) of its
domestic(s) to the states i e insurer(s) are licensed and/or transacting business by uploading the exam
report(s) to FEETS. This shall r no more than 30 days beyond the adoption date of the exam report(s). When
closing the examina s) in FEETS, include the next planned “as-of” date for each domestic that should be
consistent with whz isgussed during the exit conference.

Exceptions to Con D Coordinating Group Exams

state statutes into consideration because they may differ regarding how often a financial
examination is regyired (e.g., three to five years). Several insurers within a holding company system with different states
of domicile may be Gvarying cycles when their exams are performed. If it is deemed beneficial for states to participate
on a group exam even though their legal entities are not yet due for an examination, those states are encouraged to
accelerate their next exam “as-of” date in order to match the “as-of” date of the group examination.

In striving toward examination coordination, it is important to note that complete coordination may not improve the
examination efficiencies for some groups. In some circumstances, different Exam Facilitators may separate those
companies within a group on different examination coordination schedules. Regulators will be able to utilize the NAIC
Group Exam Report in FEETS to assist with determining how companies within the group may have been separated into
subgroups based on previous group exams performed. This is in accordance with examination coordination efforts
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illustrating that coordination efficiencies have been achieved for those companies with similar systems, management,
and/or control processes across legal entities, business units or lines of business within a group.

A situation may arise where a domestic regulator has concerns about a particular insurer within a group that is not
determined to be significant to the group overall. In these situations, in order to attempt to keep domestic insurers
coordinated as part of a group examination, the domestic regulator should consider performing a limited-scope exam on
that entity, if possible. However, if a limited-scope exam is insufficient and a full-scope examination of the domestic
entity is warranted outside the normal group exam schedule, the Lead State should be notified and the examination should
be performed by the domestic regulator utilizing work previously completed by the group as appropriate. After the
examination is performed, the domestic regulator should attempt to coordinate future examination he group if at all
possible.

Although a state may be unable to participate on a group examination at a certain paint i
from receiving group exam workpapers completed at any time during the exam period TO1,i
In these cases, the non-participating state should contact the Lead State and Exam it
those workpapers and they should be made available. The non-participating sta

at state may benefit
al domestic exam(s).
ectly to obtain access to
Id "give adequate time for the
e ork is provided to the non-
ific work requested so the work
if an examiner plans to utilize

participating state. This does not require a review of all the exam work, but onl
can be received timely. Similar to utilizing the work from external/internaiga
documentation that was performed on a group exam from a year g Q[0 the
examiner should obtain evidence that the item documented (e.g., inter OG0 as not changed subsequent to the prior
period testing. The more reliance that is placed on the prior period do N received from the group exam, the more
examination evidence should be obtained. Verification that the i d has not changed should be obtained by a
combination of inquiry, observation, reperformance and examin of'¥gcuments, and should be clearly documented in
the examination workpapers. If it has significantly changed singagthe ¥4igp period, the examiner should not utilize the prior
period workpapers for that area as examination evidence’

When conducting an examination of a group that pg business through the use of a pooling arrangement, it
may be acceptable to calculate materiality at thg el.“Group materiality may be beneficial for these situations
because the risks are consistently shared throughG§the gro p, and any detall testlng that i is based on materlallty will take
all the transactions of the group into consideration. -
the group should determine if this is appropri
is being obtained for all insurers under examdg

E. Review and Reliance on An

For a number of reasons, state i
regulatory efforts. One such, reason is realization that the analysis of an individual company may not be complete
without understanding the ¢ t of the insurance holding company group of which the individual company is a part.
Insurers within an insura company group may have common management and similar information systems
and/or control processes cwre, if the insurer under examination is part of an insurance holding company group, the
domestic state co i
domestic insurer’s fin

atements or internal control procedures.

Depending on h
domestic state on t
documentation.

the examination is coordinated, the extent of documentation required to explain the reliance of a
work of another state varies. There are three general scenarios that may affect the extent of

1) Lead State/Exam Facilitator conducting a fully coordinated group examination — When the group examination is
conducted in this manner, the Lead State/Exam Facilitator is responsible for the overall quality of the work
performed in support of the coordinated exam conclusions. Any work performed that is solely related to an
individual domestic is excluded from the Lead State/Exam Facilitator’s responsibility. For a discussion of specific
responsibilities of the Lead State/Exam Facilitator, refer to the “Responsibilities of the Lead State” and the

© 1976-2018 National Association of Insurance Commissioners 33



Examination Overview FINANCIAL CONDITION EXAMINERS HANDBOOK

“Responsibilities of the Exam Facilitator” sections above. Additionally, Exhibit Z, Part Two — Section A and/or
Exhibit Z, Part Two — Section B should be completed in this scenario.

2) Participating State in a fully coordinated group examination — To demonstrate adequate participation, the
participating state should complete Exhibit Z, Part Two — Section C to assist in documenting compliance with the
responsibilities outlined in the “Responsibilities of States Participating in a Fully Coordinated Exam” section
above. Such documentation may be supplemented by a separate memo, if deemed necessary, to demonstrate
compliance. In addition, the participating state assumes ownership of any state-specific procedures that are
performed and is responsible for the quality of such work.

3) States not participating in a fully coordinated group examination — States in this categor a standalone

examination separate from the fully coordinated group examination. States in this categg responsible for all

work contained in the examination file. If a state is utilizing existing work but wa % ectly involved in the
D

planning, oversight and review of the examination work, this state takes 0 the project and is
n
th

responsible for the overall quality of work performed in support of examifgti usions. This state should
perform a review of the testing state’s work program and conclusions to ork being relied upon is
sufficient to meet the needs of its examination. When determining the ex 0 iew, the state utilizing the
work of another state should consider its comfort and experience with t f work performed by that state.
In addition, the accreditation status of other states may also be consi rmining the level of review to be

the responsibility of the state in which the
ion should be coordinated by the Lead State, if

report on examination into FEETS and ensure each cd insurance department, each company that is a subscriber or
member of the examined organization and theghair of ¢ Financial Condition (E) Committee has access to a copy of the
report. Each state in which an organization4gherates, however, shall have the right to examine the report, and any such
state may commence its own examinationghfit Cgms necessary to do so, upon notice to the Lead State.

Each state is encouraged to reco
duplicative examinations, to esta
violations of law that they disclose.

orts on examination as official state documents, obviating the need for
dures for reviewing these reports and to investigate and act upon any

p

Where explicit regulatory awtho es not exist over an underwriting pool, syndicate or association, each state in which
it operates should negoti the organization itself, or with its subscribing members, to obtain an agreement that the
organization will sCRit\y surance department’s examination and will pay examination fees and charges assessed
against it.

G. Special E Cofggnittee Examinations

1. A special E Committee examination may be called by the NAIC Financial Condition (E) Committee if:

a. Written reports from the non-domestic participating examiners indicate the examination conducted by the
company’s state of domicile is inadequate.

b. The home state is reluctant to schedule an examination when IRIS results or other information indicate
the need.

c. A state in which a company is licensed requests a special E Committee examination.
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d. A report of examination has not been filed within 22 months of the “as-of” date for an exam on a multi-
state insurer and a special E Committee examination is requested by the Examination Oversight (E) Task
Force.

2. Special E Committee examinations are staffed with personnel selected from state insurance departments by the
Financial Condition (E) Committee.

3. Special E Committee examination reports should be addressed directly to the Financial Condition (E) Committee.

H. Limited-Scope Examinations

Often, an insurance department may find it advisable to conduct financial examinations that are

department may utilize the Insurer Profile Summary or changes to the prioritizationgesSse

determination on whether these examinations should be conducted. While the reasonsgfor s %

ordinarily such an examination will be convened in the following circumstances: \
Sy

ited in scope. The
ot in making the
ation are numerous,
1. Unusual values identified through the Insurance Regulatory Information

2. Internal department analysis of NAIC annual and/or quarterly financial st en's identifies an issue.

3. Follow-up from a prior report of examination. @

'aM

4. To address issues identified between coordinated group exa

5. Request from another insurance department regarding a K or Whdicated concern.
6. To provide information regarding a known or ifidic ern that is necessary for the examination of another
insurer.

7. Unusual complaint volume indicates a si ency issue.

8. Transactions disclosed under the NAIC Insura
concern or known issue.

olding Company System Regulatory Act (#440) that indicate a

9. Limited purpose examinations r, tatute.

The NAIC encourages an efficienii{ate on of a company’s financial position, with special emphasis on troubled
companies. Therefore, each financial dition examination is not conducted necessarily in exactly the same degree of
detail or with the same em is on all aspects of a particular insurer’s operations. Limited-scope examinations can be

very effective in focusing ex tion resources quickly on those areas requiring immediate attention. Statutes of some

states may require examig atwiore frequent intervals. In addition, states have discretion to determine the appropriate
audit scope, and t &y independent accountant is engaged by the company does not, by itself, preclude the
necessity for a sepa afpe examination by the state. Although a state may typically participate on a coordinated
group exam, J fy a risk of a company that should be addressed in the interim period between group

examinations. , the state may find it beneficial to perform a limited-scope exam to address the risk while
staying on the exa edule of the coordinated group examination.

If the state of domicile determines a particular insurer is the proper subject of a limited-scope, rather than full-scope
examination, the notice of convening such an examination should clearly indicate its limited nature, the basis for
convening a limited-scope exam, and an identification of the specific areas to be reviewed by the examiners in the Report
of Examination. Should any state desire additional examination procedures, it should communicate such requests directly
to the examining state.
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When a limited-scope exam is convened, the primary responsibility for determining the scope and depth of examination
procedures rests with the examiner-in-charge who, presumably, has been closely connected with the preliminary
determination of the examination focus. The examiner-in-charge must also coordinate the requests from other states for
additional examination procedures. While those requests are to be honored, it is the ultimate responsibility of the
examiner-in-charge to effectively manage the resources available, so that the initial reasons for a limited-scope
examination and its objectives remain intact.

The examiner-in-charge should be able to accommodate reasonable specific requests without causing any disruption of the
schedule. With the assistance of examiners from other states who take an active interest in planning and regularly
evaluating the exam progress with the examiner-in-charge, the important regulatory goals of sol compliance and
fairness should be achieved.

réporting format or
ited objective of the
edures applied, and the
an examination should
ess requirements of the state

The unique nature of each limited-scope examination makes promulgation of a comprg
guideline herein of limited value. Nonetheless, such a report should describe at a mi Nﬁ

examination noting the scope restriction in the Report of Examination, the overall &
s
p

P

U
examiner’s findings from performing those procedures. However, any state co
distribute the examination report upon its completion, subject to any hearing or othe
initiating the exam.

he limited-scope exam is convened.
t would otherwise require notification

N timing and distribution requirements of
ting“e report of examination through the use of

actical or advisable given the circumstances,

The matter of prior notice will depend upon the circumstances LQ o
However, it is NAIC policy that when a limited-scope examination is

to the NAIC and other regulators, such notice should be in accordan
this Handbook, including calling the examination in FEETS and,di
FEETS. If the convening authority determines such notificatio
notice shall be given contemporaneously with the examiner’s 0

L 4

n

I. Interim Work

1. Introduction

In addition to work performed in an interim pe er a limited-scope examination, which is driven by a known
issue, examiners may also encounter situgtions when it is advantageous to the regulatory process to perform work
during the interim period that focuses onfgeas typically considered inherently risky, but for which no known issue has

been identified. This is considered inigg k and is structured in a way so as to be incorporated into the full-scope
examination.
In situations when it is appr nvestigate potential areas of increased risks or those typically considered

inherently risky prior tg the next duled full-scope examination, interim work may be performed and used to
support the conclusions hed in the next scheduled full-scope examination. Interim work is typically driven by a
plan constructed to addsgs higher risk areas on a staggered basis focusing on one or two risk areas in selected
years between full-sfope €gamination years. Examples may include reviewing the insurer’s reinsurance strategy,

elately party agreements. Depending on the results of the interim work, the time spent for that
risk during the finaWgtage of the next full-scope examination may be reduced. Effective planning of this work can lead
to more t of identified risk areas, as well as a more efficient and effective examination process for
regulators anc®gasurers. The following guidance provides a framework for performing interim work and incorporating
it into the full-sC{pe examination. Electing to perform interim work for selected insurers is a decision that should
involve input from department management and other impacted states and is not required for use in risk-focused
examinations.
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2. Conducting Interim Work

Once it is determined that interim work will be performed in support of the full-scope examination, there are
numerous considerations and certain requirements that must be met when formulating an examination plan. The
following guidance outlines the steps involved in performing each round of interim examination work:

Call the Examination

Subject to state laws and regulations, a formal exam call should be issued prior to the first round of interim work
associated with a full-scope examination, thereby providing legal authority granted states to ¢ an examination.
In addition, for multi-state insurers, notification should be provided to all states in which ti&insure®is licensed (or
registered for risk retention groups) or writing business based on Schedule T of the insys al statement. This
notification is in addition to, and therefore does not replace or alter the timing of, the f examination call that
must be made in FEETS. However, for companies that are part of a group with do i jre than one state, it is
expected that the Lead State will primarily assign interim work to its own staff, p 0 delegating work to non-
Lead States Any non-lead state interested in participating in the interim w ulg¥contact the Lead State to
notification should serve as
, any non-lead state shall defer
p. In the event a non-lead state
itiated by the Lead State, the non-lead

a means to prompt non-lead states to contact the Lead State in this regard
to the Lead State to initiate interim work activities for any company
identifies a benefit to conducting interim work when this work h N »

state should reach out to the Lead State prior to taking action. \
In addition, it is recommended that the company be notifi t twG”months prior to the start of each round of
interim work. When multiple rounds of interim work are |de ugh a pre-determined schedule, that schedule
should be communicated to the company to the extent kng e of the initial notification.

L 4

Understanding the Company

Nortant to fully understand the insurer and the potential
risks. The examiner should, therefore, first Oilg sdated copy of the Insurer Profile Summary (IPS) and meet

with the analyst to discuss the potential risks of tfiqgingtrer prior to planning and performing interim work. The annual
analysis and the conclusions presented ingie IPS wiil help prioritize and guide the timing of interim work. Since the
annual analysis will be leveraged in pf@Qaration for interim work, the gathering of additional information by the
examiner in planning interim work i ted to include all elements typically reviewed during Phase 1 of a full-
scope examination.

The information-gathering stage of any exa

Many of the steps associated nning a full-scope examination will not be deemed necessary in planning interim
work and should only bg, performe they pertain to the planned areas of focus. Examples include interviews with
the full range of C-leve ividuals, review of fraud and identification of all key activities. Specific elements of
planning that may var, i
as follows:

erim work from the format followed when performing a full-scope examination are

Consideration ation Technology — A general IT review is not required prior to performing interim work,
d as part of planned interim procedures to reach conclusions for the full-scope examination.
However,Qiace the results of the IT review can affect the reliance placed on IT systems in later phases of the
examination, Wonsideration of prior examination results and any significant changes that have occurred since the
last IT review should be incorporated into planning for each interval of interim work. If widespread changes are
identified, consider including an IT review in your interim procedure plans prior to proceeding with impacted
procedures.

Understanding the Corporate Governance Structure — A review of corporate governance and enterprise risk
management (ERM) is not required prior to performing interim work, but may be performed as part of planned
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interim procedures to reach conclusions for the full-scope examination. If significant changes are identified,
consider including a review of corporate governance in your interim procedure plans.

Assessing the Adequacy of the Audit Function — Since the purpose of interim work is to allow examiners to
interact with the company on a more regular basis in reviewing strategies and controls, utilization of audit work
may be limited. An initial assessment of audit work is, therefore, unnecessary during interim procedures unless it
is expected that this work will be of significant benefit in supplementing the work performed by the examiner.
However, the examiner should consider meeting with the external/internal auditors to become aware of any
significant issues such as control deficiencies or audit adjustments identified by the annual audit and respond
accordingly.

Planning Materiality — The examiner’s preliminary judgment of materiality should b
which interim work includes consideration of financial statement line items and co
of financial reporting misstatements. In the year the full-scope examination is & U eriality will again be
calculated and compared to the interim planning materiality. If materiality cSggla e year of the full-scope
examination is lower than at interim, the examiner should exercise judgme terrvming if interim procedures
should be updated to fully support the conclusions in the full-scope examina

Prepare a Work Plan
Upon obtaining an understanding of the company and determini@@f the interim procedures, a work plan

should be prepared to document the preliminary information ga the planned procedures. The work plan
should be documented in a memorandum and include, but isyno ited he following elements:

Scope of Interim Work — Describe the scope of plan%- ork by identifying the entities included in the
a

d for each year in
in the identification

—

examination and outlining the particular risk ageas be encompassed by the review. Interim work may
encompass areas typically associated with planﬁ corporate governance or IT), an entire key activity,
j ton of the memo should describe at a high level the
geted area(s).

and/or individual risks (current or prospecs T

extent of coverage expected to be obtaine

If the scope of interim procedures is focused Qg apfarea typically associated with full-scope examination planning,
such as corporate governance assessmgnt or IT #eview, the memo should indicate whether the interim procedures
are intended to be a comprehensive @iiew or a more narrowly targeted review (e.g., ERM or cybersecurity).

nat the planned examination procedures are not all inclusive and, therefore,
ation requirement without additional work.

nning Meetings — Summarize the planning meeting that occurred between
ment analyst, which should include review and discussion of the IPS as described above.

internal department personnel (e.g., chief examiner, financial analysts, actuaries, etc.)
, company management, external auditors, etc.) should be summarized to the extent they
are deeme : anning meetings should focus on potential risk areas at the insurer, proposed procedures
er issues relevant to the proposed work plan.

examiners and the d
Additional meeting

performing rim work. The Lead State is expected to take primary responsibility for initiating, overseeing
and/or delegating interim procedures that will be performed in support of the full-scope coordinated examination.
The Lead State should notify other states with a domestic insurer in the group prior to the start of interim planning
procedures to ensure concerns of all entities in the group are addressed as appropriate within the scope of the
interim work. If a non-lead state determines there is a regulatory need to perform interim procedures in support of
the full-scope examination on their domestic entity(ies) outside of the established coordination plan, they should
first contact the Lead State to discuss the work plan.
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Use of Specialist — To fully address certain areas of focus during interim work, the use of a specialist may be
required. The examination team should identify and document the need for and use of specialists, including a
summary of the planned involvement of the specialist. Consideration may be given to utilizing the same specialist
to update or roll-forward the interim work when the full-scope examination is conducted.

Exam Staffing and Budget — Identify and document the names and position titles of team members, including
work assignments and budgeted hours for the examination. Include any specialists or consultants utilized.

Use of Key Activity Matrices/Exhibit VV — Prospective Risk Assessment

For current and prospective risks, the key activity matrices and/or Exhibit V should be used t
performed. For risks placed on Exhibit V, all columns should be completed in accordansa
exhibit. This includes review of mitigation strategies, obtaining corroborating eviden %
procedures. For risks placed on a key activity matrix, each phase should be eval oad co
with the risk-focused approach. Interim work will typically place more em ' review of controls/risk
mitigation strategies because of the relative ease of rolling-forward and relyi hiswork in future periods, as
e a particular point in time.

s are identified, these concerns

Because of the need to effectively roll-forward all interim work, if control

should be communicated to the company with an expectation theyggd
examination. If the control deficiencies are not resolved prior to the
to verify the resolution, the examiner may need to re-perform QK

examination period to ensure adequate coverage of the risk.

Reporting (Internal and External)

Interim work is performed in support of the full-scgpe
report of the full-scope examination. Therefore, no%o

period. If significant issues or concerns arise a
to the department, non-lead states, other reg

nterim work performed, communication of these items
e company should not be delayed.

Examiners should complete an Exhibit AA - 4
document, to summarize the results of eagh round G¥ interim work. Concerns should be summarized by branded risk
classification and shared with the assigighd analyst. Areas typically included on the SRM but not covered by the
interim work, including branded ris tions, can be noted as such without further explanation. The examiner
should indicate if there are a anges to the supervisory plan or prioritization of the insurer and explain
the rationale for remaining c
follow-up of any identified iss

exchange will allow the analyst to use the information provided in the SRM to
update the IPS at the cogclusion o rim work. The updated IPS is the primary tool for sharing information among
states and can be provi other states upon request. The SRM may also be provided upon request to other states
seeking additional details.ab e interim exam work conclusions.

ations noted during the examination should also be communicated to the board and/or
management in a anner. A management letter is considered an examination workpaper and may be used for
i lusion of a round of interim work. Those states not utilizing the management letter should
communicat mments to the board and/or management during the exit conference or other means deemed
appropriate.

3. Utilizing Interim Work in the Full-Scope Examination

When conducting an examination in which interim work was performed in support of the full-scope examination
conclusions, steps must be taken to properly incorporate the work and ensure it remains relevant.
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Roll-Forward of Interim Work

Identifying and assessing significant changes in a company’s processes or procedures that occur between the
performance of interim procedures and the full-scope examination procedures is necessary to ensure conclusions
remain applicable. A high-level review of changes that may have a significant impact on examination conclusions can
be accomplished through Phase 1 planning procedures. Common sources for this information include planning
meetings, interviews and review of documents typically obtained in the planning process. For interim work performed
on areas typically associated with planning (such as corporate governance or IT), the roll-forward should be clearly
documented and include any significant changes (e.g., turnover of management and/or board members, organizational
structure, etc.), the approach used to identify significant changes and the impact of such s on the overall
conclusions for the targeted area.

The examiner’s conclusions regarding a high-level understanding of how identified cha % ay affect examination
conclusions for all interim work—including areas typically associated with planﬁ A - e key activity and/or
individual risk (current or prospective)—should be documented in Exhibit | — N Planning Memorandum.
The planning memo should also summarize interim procedures performed e “htended reliance on such
procedures for the full-scope examination.

When completing a full-scope examination, the conclusions reached s h on work performed during the
examination period. In instances when interim procedures rely on“@s % sessment of changes rather than full
testing procedures (typically in situations of control reliance), corﬁ tegocegires that satisfy the expectations of the
risk-focused approach must be performed at the end of the exam rernatively, if the work at the end of the
period relies on rolling forward interim work, then interim o oul nsist of procedures performed that satisfy
the expectations of the risk-focused approach. Testing from% mination period cannot be used as the primary

support for a full-scope examination.

Key Activity Matrices/Exhibit VV — Prospective Risk’

Interim work may be performed in response
Exhibit V. When this occurs, the work perfor

of risks that will be assessed on a key activity matrix or
im may address some or all of the risks identified for review
in the full-scope examination for a particular ke or on Exhibit V. For identified risks addressed at interim for
a particular key activity or prospective rigk, the examiner should determine whether any updates to the testwork or
conclusions reached at interim are nece§ary. If control deficiencies were identified, the examiner should verify the
deficiencies were appropriately resglggd rder to fully rely on the conclusions reached at interim or perform
substantive procedures at perigd et % es are not resolved. Additional work may also need to be considered if
there have been changes i posiye, key processes, employees, etc. This conclusion should be clearly
documented in the examinati ile @iong with the interim workpapers upon which reliance is placed and any

om interim work (i.e., separate matrix or tab) to make it clear when various risks were
addressed mination and which risks were subject to roll-forward review. In every examination, strong
considerationQgould be given to identifying and addressing additional overarching prospective risks on Exhibit V
beyond those a sed at interim.

Critical Risk Categories

Exhibit DD — Critical Risk Categories is required to be completed for each full-scope examination, but the categories
may be addressed through work performed at interim or at the conclusion of the full-scope examination. In all cases,
the Exhibit must include references to where work addressing related risks is located in the full-scope examination
file, and all interim work related to critical risks must be subject to adequate roll-forward review as discussed above.
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Examination Reports

The examination report is issued upon completion of a full-scope examination and may be supported by procedures
performed at various points during the examination period. In order to accurately represent the information obtained
to support examination conclusions, elements of the report may require modification if reliance is placed on interim
work as follows.

Reference to Interim Work in Full-Scope Examination Report — When interim work is utilized in support of the
full-scope examination conclusions, reference to such work should be made in the scope section of the
examination report. Following is an excerpt from Section 2, Phase 7A.2.c demonstrati ith the underlined
sentence how this reference can be incorporated.

focused examination
ating management’s
Examiners Handbook,
as performed within the
resentation of the financial
is identified, the impact of such
ments.

All accounts and activities of the company were considered in accordance with
process. This may include assessing significant estimates made by manage
compliance with statutory accounting principles. As permitted by the Finand
some of the work performed in support of the conclusions in this examin
reporting period on an interim basis. The examination does not attest to
statements included herein. If, during the course of the examination an ad§
adjustment will be documented separately following the company’s fi

consistent with guidance in Section 2, Phase 7, and should in cant findings of fact for issues identified

Impact of Findings/Exam Adjustments Identified in Interim 9$e of the examination report should be
during the interim period and the full-scope examinatiKFi ings identified as a result of interim work
on

should be identified as such and include a brief discus ether items have been adequately resolved or
remain a concern at the end of the examination period.

L 4
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SECTION 1 - GENERAL EXAMINATION GUIDANCE Examination Personnel
1. EXAMINATION PERSONNEL

This section of the Handbook addresses the following subjects:

Examiner Definitions and Qualifications

Authority and Responsibility of the Examiner-In-Charge

Duties and Responsibilities of Non-Domestic Participating Examiners
Salary and Per Diem Guidelines

A. Examiner Definitions and Qualifications Q
Insurance Company Examiner
An Insurance Company Examiner shall meet and continue to meet the qualifications eﬁ‘ Q
(@) An Insurance Company Examiner shall be: (i) an insurance departm %e, or (ii) self-employed,
exclusively or primarily as an Insurance Company Examiner, on a contract ©¥§sis With an insurance department;
and

OOwm>

(b) An Insurance Company Examiner shall be: certified by t Financial Examiners (SOFE) as an
Accredited Financial Examiner (AFE); or Certified Financial FE). An AFE or CFE must meet and
continue to meet all conditions of SOFE necessary to be eligibfe t e title of AFE or CFE, including but not
limited to SOFE’s experience requirements, successf&tion of required SOFE examinations, SOFE’s

n

continuing education requirements, compliance with S N of Ethical Conduct, and payment of SOFE
fees relating to maintenance of such continuing certifi

Automated Examination Specialist* (Information Technol

*The position of Automated Examination Spegi
SOFE's AES designation.

nonym for IT Examiner and is not necessarily related to

An IT Examiner is an examiner who is respon@ible for cOordinating, directing and implementing the automated portion of
an examination and evaluating the controls insurer’s information technology.

An IT Examiner shall meet and coftinu @ the qualifications set forth below:

(@) An IT Examiner shall be: (i insurance department employee, or (ii) self-employed, exclusively or primarily as

with an insurance department.

an IT Examiner, on @ba

(b) An IT Examiner gif@yh sufficient knowledge, background and experience to perform the IT portion of a
financial exam, ¢ '\ sophistication and complexity of the insurer’s IT environment. This may include, but is
not limited J certifications such as SOFE’s Automated Examination Specialist (AES) or the Certified
Informati s Auditor (CISA), sponsored by the Information Systems Audit and Control Association

Senior Insurance Exariner

A Senior Insurance Examiner shall meet and continue to meet the qualifications set forth below:
(&) A Senior Insurance Examiner shall be: (i) an insurance department employee, or (ii) self-employed, exclusively or

primarily as an Insurance Company Examiner or Senior Insurance Examiner, on a contract basis with an
insurance department; and

© 1976-2018 National Association of Insurance Commissioners 43



Examination Personnel FINANCIAL CONDITION EXAMINERS HANDBOOK

(b) A Senior Insurance Examiner shall be: certified by the Society of Financial Examiners (SOFE) as a Certified
Financial Examiner (CFE). A CFE must meet and continue to meet all conditions of SOFE necessary to be
eligible to hold the title of CFE, including but not limited to SOFE’s experience requirements, successful
completion of required SOFE examinations, SOFE’s continuing education requirements, compliance with SOFE’s
Code of Ethical Conduct, and payment of SOFE fees relating to maintenance of such continuing certification.

Insurance Examiner-In-Charge

An Insurance Examiner-In-Charge is an examiner who is responsible for the report, coordination and direction of the
examination of a domestic insurer, including a non-domestic participating examiner from an ited state, who is
responsible for completing an affidavit of participation, on a non-accredited state’s examination.4t\lote: Epes not include
other non-domestic participating examiners.) See part B below for qualifications.

Supervising or Administrative Examiner ¢

A Supervising Examiner must be a CFE, have a minimum of 10 years experience ex mrance companies and
supervise more than one examination of multi-state insurers concurrently.

B. Authority and Responsibility of the Examiner-in-Charge

A person shall only be eligible to be the examiner-in-charge of an ®am % )f a multi-state insurer if such person
holds the certification of Certified Financial Examiner (CFE) from cieyy of Financial Examiners or be directly
supervised by someone holding the CFE designation. The, exagliner-i§ycharge has the following authority and

responsibilities: \
1. Planning the examination

L 2
a. Oversee the risk-focused surveillance proces

i ifying risks and the company’s processes to assess

those risks.

b. Develop initial written plans.

¢. Update written plans periodically to re avess.

d. Advise all other examiners of all current ex§gfination developments.

e. Confer with all other examiners gffall major examination problems on a current basis.

f. Coordinate with specialists utiliz€§in the examinations (e.g., IT examiners and independent actuaries).

2. Supervision of examinersfncl @ -domestic participating examiners

a. Supervise the conduct of xamination.

b. Allocate work algignments.

c. Review each exe&work plan and revise where necessary.

d. Monitor prog®®ggaiplans regularly and initiate necessary corrective action to ensure the examination is
completed ins and professional manner.

e. Ensure alfconduct of examiners.

f. Rey aminer’s workpapers to see that they support the examiner’s conclusions and findings.

g. Pr iver performance reviews of domestic examination staff and non-domestic participating
exami on a timely basis.

h. Monitor ti%e hours worked vs. the budgeted hours.

3. Report to an appropriate level supervisor regarding a non-domestic participating examiner whose performance
does not meet expectations.

4. Maintain liaison with company management

44 © 1976-2018 National Association of Insurance Commissioners



SECTION 1 - GENERAL EXAMINATION GUIDANCE Examination Personnel

a. Conferences or other communications with company officials, except regarding minor matters, should be
made only with the full knowledge of all non-domestic participating examiners.

b. The hours during which an examination should be conducted shall, except where different hours are
prescribed by the state department in charge of the examination, correspond as closely as possible to the
working hours of the company being examined.

5. Provide for the security of company records and information
6. Prepare examination report

a. Develop report in consultation with all other examiners before completion of fieldwo

b. If a disagreement among the examiners (including the examiner-in-charge) cannot b olved (e.g., by the
procedure established in Part X H. — Coordination and Distribution of the ExgfninagonReport of a Multi-
State Insurer and the Resolution of Report Conflicts of this Handbook @ecti % de in the report the
comments of the dissenter(s) and indicate which are the majority and myi omGns. (If there is an even
split of opinion, so indicate.)

c. The preparation of examination report should be developed in consu
examiner-in-charge or domiciliary state insurance department shall
any examination report on a multi-state insurer without prior advice
domestic participating examiners.)

L 4

7. Maintain summary of actual hours spent on each examination

8. Conduct the examination in a manner consistent with thé&s set out in Letter C. (below), as appropriate.
a

C. Duties and Responsibilities of Non-domestic Participati ers

g

A person shall only be eligible to represent a zone on an e&' of a multi-state insurer if such person has been

ited Financial Examiner (AFE) or a Certified Financial
have the following authority and responsibilities:

certified by the Society of Financial Examiners as e
Examiner (CFE). The non-domestic participatingfe

1. Cooperate with the examiner-in-charge and o Kaminers in the conduct of the examination:

a. Assume responsibility to perforrifghe duties assigned to examiner by the examiner-in-charge.
ion as a whole.

¢xamination developments on a current basis.

examiner-in-charge for carrying out specific instructions given to the
ally requested information.

6. Respect the confidentiality of information developed or received during the course of an examination.

7. In addition to performing duties assigned by the examiner-in-charge, perform such other work as the examiner
deems necessary to obtain assurance that major solvency risk areas, specific concerns expressed by the zone
he/she represents, and other concerns arising during the examination have been addressed in the examination.
This objective can normally be met by reviewing work performed on key activities of the company. (Note that the
non-domestic participating examiner should not duplicate the work of the examiner-in-charge.)
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8. In addition to performing duties assigned by the examiner-in-charge, review other work as the examiner deems
necessary for a fair and complete examination.

9. Prepare dissenting opinions, if any, for inclusion in the examination report with respect to each issue the examiner
deems significant and which is not reflected in the majority report.

10. Upon completion of the examination, the non-domestic participating examiner should proactively communicate
the examination findings and conclusions to the other states within his/her zone.

11. All examiners should comply with the universal confidentiality agreements enforced in thei ective state(s).

12. Typically, the non-domestic participating examiner should remain on the examinati he significant
ressed. However,
ith the examiner-in-

opy of the rough draft

this procedure may be varied for justifiable reasons. Signed signature sheetsgnay (e

charge if the non-domestic participating examiner leaves the engagement prigr Vi
of the report.

13. Any major difference arising during the course of an examination that is not§gsolved after thorough discussion
with the examiner-in-charge and the participating examiners should be rte the examiner’s chief examiner
and zone secretary by the examiner involved.

L 4

be examined and terminating upon completion of the examinati xaminer’s active participation therein and to

D. Salary and Per Diem Guidelines
Salary and per diem charges are to be computed beginning at thejtigne Npoing for duty at the office of the company to
include actual days for travel as certified by his or her commi &

1. Suggested Compensation: N %

The proposed competitive salary schedul€ iners is as follows:
Classification Daily Rate
Insurance Company Examiner, $319.00
Automated Examinati ‘ @ AFE (no AES) $391.00
Senior Insurance Examin FE $391.00
Automated Exa ion Specialist, AES or similar designation $440.00
Automated @ ion Specialist, CFE (no AES) $440.00

iner In-Charge, CFE $471.00
Superviing or Administrative Examiner $500.00
2. Transportation:

The NAIC has adopted the use of CONUS reimbursement rates in relation to per diem payments. The CONUS
rates can be found at: http://www.gsa.gov/portal/content/104877.

Examiners shall not be reimbursed for travel time or travel expenses not actually incurred in connection with an
assignment.
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Air Travel — Only one day of travel time will be authorized.

Land Travel — Travel time is expected to be no more than 400 miles per day.
Actual mileage will be compensated at the rates set forth by CONUS.

Iliness & Holidays

On days which examiners are absent due to sickness or any other cause, no salary charge s e made to the
company, provided the company is open for the normal transaction of business. If the ex er iSWvailable for

work on site or on any national holiday or any other day that the company has option 0S¥l for business, he
or she shall be allowed salary and per diem allowances for that particular day.

L 4
Examiners shall not be reimbursed for dual living expenses while on branch K\ ents.
Maximum Reimbursement
Effective January 1, 2000, the lodging CONUS rates adopted by the Gager ices Administrations (GSA) and

distributed by the NAIC did not reflect the reimbursable room ta
the GSA requirements, these taxes are separately reimbursablé”
several lodging establishments setting their room rates in acco
then adding lodging taxes to that amount. Per the GSA,
diem amount will assure U.S. travelers that they will mo
diem rates for foreign countries continue to include theggim

% .S. and the U.S. territories. Under
iIS@hang’ was made by the GSA as a result of
< the maximum per diem amount and

meth& of having taxes excluded from the per
properly reimbursed for lodging costs. (Per

axgmum per diem amount for lodging of $155.

d be $155 plus the actual room taxes paid. If state and
actual reimbursable amount would be $182.13 ($155
urrently does not have any restrictions on the reimbursable

As an example, the city of Chicago, lllinois may
Therefore, the actual reimbursable amount fgsinglai
local lodging taxes equal 17.5% of the rog
for lodging plus $27.13 for lodging taxes;™#§
lodging taxes.

Lodging expenses should be support@® with actual receipts. A meal allowance should be paid on a basis
consistent with the CONUS rate
mile radius of their offici

o

Qieive a commuting allowance.

Necessary exceptions or cl tIoris to the preceding should be directed by the commissioner of the state

employing the examiner consistefg with the intent of this policy.
Official Domicile ’TK

It is recom @
the lesser of airfare or mileage. This reimbursement is made in lieu of the per diem
rstood that the travel will be done with a minimum amount of work time lost.

All payments covering insurance department examinations shall be made directly to the home state of the
examiner, if consistent with the laws and fiscal procedure of such state.

Statutory Provisions

The foregoing shall be subject to the statutory provisions in any state governing compensation and expenses of
department examiners representing such state.
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I1l. GENERAL EXAMINATION CONSIDERATIONS

This section covers procedures and considerations that are important when conducting financial condition examinations.
The discussion here is divided as follows:

General Information Technology Review

Materiality

Examination Sampling

Business Continuity

Using the Work of a Specialist

Outsourcing of Critical Functions

Use of Independent Contractors on Multi-State Examinations

Considerations for Insurers in Run-Off P
Comments and Grievance Procedures Regarding Compliance with Examinatjon 5\

—TI®MTMUO®>

A. General Information Technology Review

The examination of information technology (IT) utilized by an insurer has bec an Tereasingly important part of the
examination process as companies have placed a greater reliance on IT : eir business. IT general controls
(ITGCs) are policies and procedures that help ensure proper operatiolig m ter systems, including controls over
network operations, software acquisition and maintenance, and access sggulf 75Cs provide a foundation necessary to
a
AN

ensure the completeness, integrity and availability of IT systems a a4 comprise the environment from which

application controls are designed, implemented and operated. Ag.e i eneral control environment can, therefore,
provide examiners with greater assurance regarding the overal iab of a company’s IT systems and the reports
un

generated from those systems. In addition, this allows the op I test and rely on automated application controls
during Phase 3 of the exam. As such, a formalized proggss t te a general IT review has been developed to assist
the IT examiner in completing this important sectio nancial condition examination. In a risk-focused
examination, steps 1-5 of the general IT review pgBce N e performed prior to the completion of planning the
overall financial condition examination. Step 6 aview process should be performed in conjunction with the
remaining portion of the overall examination. Th ¢Jsteps document the process to be followed in completing the
general IT review:

1. Gather Necessary IT Planning Inforrgition

The first step in performing a g iew is to gather the information necessary to plan the IT review of the
insurer. At this time, the i % arge and the IT examiner should work together to request that the insurer
complete the Information orcgy Planning Questionnaire (ITPQ), included in Exhibit C — Part One, to assist
in the planning process. In ad , other relevant information to obtain in planning the IT review might include
prior examination apers, work on IT systems performed by internal/external auditors or consultants, and

information maintai insurance department’s financial analysts.

2. Review In

After
review
reviewed.,

tion obtained to assist in planning and determining the scope of the general IT risks to be
e factors to consider as part of this process include:

e The complexity of the insurer’s information systems and IT risk mitigation strategies;

The extent to which reliance will be placed on those risk mitigation strategies in the financial
examination;

The length of time the existing system has been in place and any significant changes to the system;

The types of subsystems being used and how data is shared among systems;

The hardware and software being used and whether the software was internally or externally developed;
The extent to which the insurer outsources its IT functions;

© 1976-2018 National Association of Insurance Commissioners 49



General Considerations FINANCIAL CONDITION EXAMINERS HANDBOOK

50

Past issues the insurer may have had with its systems;

Answers provided from the insurer via the ITPQ;

Documentation available from other sources, including external and internal auditors;

The insurer’s participation in electronic business and electronic data interchange;

The amount of reliance placed on the work of third parties; and

The type, volume, and external availability of sensitive information that is processed and/or stored by the
company.

The IT examiner should consider which risks included on the Evaluation of Controls in In ation Technology
(IT) Work Program (Exhibit C — Part Two) are applicable to the insurer under examinati termine if there
are additional general IT risks that should be reviewed for this insurer. Additionally, d ofi the review of

fully address specific risks or areas of concern. In this case, the IT examinergmay t in the IT planning
memo their comfort with, and planned reliance on, the specific internal and/qr e 2 work included in the
file. Additionally, the IT examiner need not include these specific risks reasfef concern in the IT work

program.
Request Insurer Control Information and Complete IT Review Planningo

After the initial planning information has been gathered and favie % valuation of Controls in Information
Technology (IT) Work Program (Exhibit C — Part Two) to be n e review should be created. As part of
0

this process, the IT examiner should customize the standar ogram to include only the general IT risks
that are of concern for the insurer under examination. | to providing a list of risks in the work program,
the IT examiner may wish to provide a list of common olsWat indicate how a typical insurer may mitigate
these risks to assist the insurer in developing its resp , the IT examiner may consider prompting the
insurer to include information supporting the I3, co place to mitigate risks by including an information
request in the work program distributed to the insx review team should coordinate with the appropriate

staff at the insurer to request a response. Tk r'&gesponse should indicate their controls in place to mitigate
the risks identified in the work program 4 iner should review the company responses, considering the
adequacy of the controls identified, anc @vidence to test the effectiveness of the insurer’s mitigating
controls. The IT examiner may consider so e examination procedures listed in the Evaluation of Controls
in Information Technology (IT) Wop® Progrant” (Exhibit C — Part Two), and complete the planning of the IT
review.

After the work program hag be diwed, the IT examiner should document the plan to complete the IT review.
The plan should documen 0 be used to complete the review, the scope of work to be performed and a

proposed budget to compl review. The plan should be subject to the review and approval of the EIC and
additional examinatjQn supervisis, as considered appropriate by the state. This plan may be documented through
the use of an IT revi%ng memo, or other workpaper that documents the approval of the EIC.

Conduct IT Revi work

The IT exa d schedule examination fieldwork, with the initial fieldwork to include conducting
i { staff. These interviews should serve as an opportunity to substantiate and clarify some of the
informa provided by the insurer in Exhibit C — Part Two. The IT examiner may also gain additional
informationS§lating to key activities, risks, and risk mitigation strategies for the financial examination. As such,
the IT examiner may want to invite the examiner-in-charge and/or other financial examination staff to participate
in the interview process. Some of the potential candidates for interview include the Chief Information Officer,
Chief Technology Officer, Chief Security Officer, System Architect, Chief System Engineer, and any other
individuals responsible for maintaining, updating and testing the insurer’s business continuity and disaster
recovery plans. Example agenda items for IT interviews, subject to the areas of expertise for the interviewee,
include but are not limited to:

e |T Strategic Planning;

© 1976-2018 National Association of Insurance Commissioners



SECTION 1 - GENERAL EXAMINATION GUIDANCE General Considerations

e |IT Governance;

o Leadership development and succession planning;
o Organizational structure;

¢ Risk management;

e Development and maintenance of policies;

e Budgeting;

e Security;

e E-Business;

e Business continuity;

e Acquisitions and integration;

e Architecture, development and implementation of major programs;
[ ]

[ ]

External environment, and
Any other items necessary to evaluate the insurer’s general IT controls®

After the IT review team has completed the interviews, the team shoul%test the general controls
f

identified by the insurer. This work should be completed with the assistan surer’s IT staff and should
utilize the existing work of others, if deemed appropriate. As noted §
determined that reliance will be placed on all or some of the work perfor
audit function (if deemed independent) to fully address a specif '
{

not be required to include those specific risks or areas of ®once
n
N

ea of concern, the IT examiner would
e work program. However, if the IT
yepartially addresses a risk, but additional
r should include the relevant third-party
the work program.

examiner determines that the work performed by the third-
work would be required to fully address that risk, the |
documentation in the file and map or link it to the respectis r

After considering the utilization of existing work, tegtin eral IT controls and other procedures should be
performed in order to gain an appropriate 1é¥e delstanding of the insurer’s IT environment and the
effectiveness of general IT controls in pl3 N above, the IT examiner may consider performing
examination procedures listed in the E of @pntrols in Information Technology (IT) Work Program
(Exhibit C — Part Two) or any other pré§adures nélessary to conclude upon the effectiveness of the company’s
general controls in mitigating the risks ider§fied.£All testing should be documented appropriately to ensure that
the work may be referenced within the_financiaixamination workpapers, as necessary.

Document Results of IT Review

At the conclusion of th@'IT fieldwork (at or prior to the conclusion of planning of the financial
examination process), th : er should have a completed IT controls work program supported by
documentation and testing a deliverable. In addition, a summary of findings regarding the insurer’s IT
environment and gew:‘)nt Is should be prepared at this time. The findings may be considered prospective

in nature (resulting i mmendations to the company) or current in nature (which may have an impact on the
financial exam). 2% gs should be documented through the use of an IT summary report (or similar
document) i @ include a description of recommendations to the company and/or how the findings may
impact the i liance on general IT controls and approach to application control testing in Phase 3. The

IT su may also include a summary of the insurer’s IT operations, and detail on the IT review work
the impact of the findings, the IT examiner should determine whether the IT general control
environmeilyis generally effective and would, therefore, indicate that IT risks have been sufficiently mitigated to
allow for testivig of application controls in Phase 3. If the IT general control environment is not deemed effective,
the examiner would be required to perform additional testing in later phases of the exam before relying on system

generated reports or controls in place at the insurer.

Whether the IT general control environment is deemed effective ultimately depends on the IT examiner’s
professional judgment. Typically the IT general control environment would be considered effective unless the
specific findings summarized in the IT summary memo would otherwise indicate. Often, even when issues are
identified, the IT examiner may be able to determine that the finding is isolated to a specific system or point in
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time and, therefore, would not impact the overall reliability of the IT general control environment. In this case, the
IT examiner should document in the IT summary memo which key activities or specific applications may be
impacted by IT review findings and how.

In some instances, the overall IT general control environment may be deemed ineffective. In reaching this
conclusion, the IT examiner should consider whether the findings outlined in the IT summary report:

e Are pervasive throughout the IT general control environment.
Significantly impact the systems used in calculating and reporting financial results or the accuracy of
information used in reaching major strategic decisions.

o Indicate deficiencies relating to management involvement and oversight of the IT4grategynd direction.
Are not alleviated by other mitigating factors.

control environment
is ineffective, as such a conclusion could have a significant impact on taken by the financial
examiner on the remainder of the examination. For instance, in Phase 3, t would be required to test
manual or compensating controls for an identified risk if application control e relied upon and, therefore,
may not be able to reach strong controls reliance. If the controls in placyto mitwate an identified risk are highly
dependent on the company’s computer systems, it may not be poss on controls, and could require
additional detail testing in Phase 5 to fully address the identit§g Additionally, the examiner would be

required to test the accuracy and completeness of system gena & prior to those reports being utilized in

The IT examiner is cautioned against defaulting to the conclusion that the ovefBIL IThe
apioa
n

¢ i
n

addressing the identified risk in Phase 5.

The IT review process outlined up to this point, along theQgorresponding documentation of results, may be
performed on each examination, regardless of insurgg s ese documents should also be appropriately
presented and discussed with the examiner-in-cglrg 0 acilitate a general understanding of the IT systems
in place at the insurer and the impact that any fi

%\y ve on the ongoing exam.

Following the completion of the IT review € amination, the IT examiners involved in the IT review should
remain available to assist in the completion G@ne financial portion of the examination. Such assistance could
include data mapping, ACL testi clarification of work performed during the IT review, assistance in
completing the examination report a commendation letter, and additional assistance in testing IT application
controls to mitigate risks identif he®¥inancial examination team.

6. Assist on Financial Examination

Although the identificatioriitnd ent of risk mitigation strategies is the responsibility of the examination
team as a whole, the IT re staff may have additional insight and experience that may be beneficial in
identifying and testifgg! T controlS associated with particular insurer applications. The involvement of IT review
staff in this area o examination may be especially beneficial when examining companies with well
documented inter, tré¥that may allow the examination team to reduce substantive testing.

Cybersecurity Con

As the exami insurer’s operations, he or she may determine that the insurer has significant exposure to
cybersecurity ris he specific risk exposure for the insurer may vary based on volume, type of sensitive information
(e.g. Social Security bers, protected health information, personally identifiable health information, etc.) and the broad
security environment in which the insurer is operating. The examiner should be mindful that the insurer is not required to
use any particular IT security framework, nor are its IT security systems or controls required to include all of the
components of any single or particular IT security framework or the examiner’s work program. The examiner should
broadly consider not only the volume and type of sensitive information obtained, maintained or transmitted by the insurer,
but also the laws and regulations to which the insurer is subject, as well as the size and complexity of the insurer’s
operations and the nature and scope of its activities. All of these factors will influence the cybersecurity policies and

systems and the IT security framework or frameworks that are appropriate for a particular insurer to effectively protect its
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sensitive information. As a result, responding to a particular insurer’s risk will require judgment by the examiner in
tailoring the use of existing Handbook guidance. In these situations, examination teams should review the insurer’s risk
mitigation strategies and/or controls that identify cybersecurity risks to protect against and detect cybersecurity incidents,
and respond to and recover from cybersecurity incidents when they do occur.

When assessing the level of an insurer’s cybersecurity controls/processes, the examiner should take into account the
distinction between the roles of the insurer’s board of directors and its senior management. The examiner should
recognize that, while it is the role of the board to understand and oversee the insurer’s cybersecurity policies, systems and
controls, it is the role of its senior management to implement the insurer’s cybersecurity policies and to ensure the
performance and outcomes of the insurer’s risk mitigation strategies and controls are appropriate. ies and controls
should identify, protect against, and detect cybersecurity incidents, as well as allow the insurer 2\ respclgl/recover from

such incidents. Each of the primary information security functions are described below:

Identify - The identification of cybersecurity risks is important in helping tH® ar understand the best
way to deploy its limited resources. Internal risk assessment is crucial for o ] 0 understand constantly
evolving risks. Participation in information networks, though not required, i ly @@enhance understanding of
risks. In a robust control environment, insurers devote resources to a risk S process that includes some
amount of management/board involvement, appropriate to the distinct rgles o board and senior management,

(=]

as well as a sufficient level of technical expertise to ensure that issLes Il understood and responded to

L 4

appropriately.

Protect - Protection is an important element in the overall str
A robust risk mitigation strategy may include a combinat
controls, and data security protection (e.g. data-at-rest,
appropriate to the broad security environment in which
sensitive information obtained, maintained, or tran
which it is subject, its size and complexity, an®Ptpe
should directly address risks presented by thi N
access by vendors, agents, brokers, thirgfd

Training is also an important part of th
improper execution of controls rather than
not provided adequate training to undegstand the

0 risk and cybersecurity is no exception.
of "Wgong policies, system and network access
in transit, and in storage are protected, etc.), as
is operating, including the volume and type of
e insurer, the security laws and regulations to
d scope of its activities. When applicable, controls
to the insurer’s network, systems and data (including
iffetrators [TPAs] and managing general agents [MGAs]).
sponse to cybersecurity risks as many incidents occur due to
of controls. Control effectiveness is limited if employees are
snjectives and importance of their assigned responsibilities.

Detect - Insurers should also have trong set of detective controls that enable timely identification and
mitigation of threats to t g iofi® These may include anti-virus and anti-malware software as well as
network monitoring an etection related processes and controls. Organizations may perform
vulnerability scans and ests to ensure that weaknesses in the protective/detective controls are
identified and addressed.

Respond and Recov review of the insurer’s incident response plan is an important consideration in the
curity at an insurer. The response to a cybersecurity incident may leverage concepts
er disaster recovery plan, but may also require unigue considerations since recovering
from a cybe ' ident requires a different response than recovering from an environmental incident (e.g.
ado, etc.). The examiner should note, however, that network threats and incidents are not rare
mental incidents. It is also important that people with assigned responsibilities within the
ry plan have the necessary background/training to perform the assigned duties. Insurers should
include in their plan who they are required to contact in the event of a security incident (regulators, affected
parties, etc.) and how public relations will be managed to limit the impact of the incident on the organization’s
reputation. Importantly, response plans should be tested to ensure that the organization is ready to deploy the plan
in the event of an actual incident.

When significant incidents do occur, it is important that the insurer performs a thorough post-remediation analysis
and restores services that were affected as a result of the incident in accordance with the response plan.
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Examination teams may consider reviewing incident reports to consider how the organization has learned and
adapted when security protocols are breached.

Depending on the insurer’s operations, there may be unique risks that the examiner identifies for further review. For
instance, some insurers may leverage controls at service providers to provide assurance over cybersecurity risks. While
this may be appropriate, insurers should be able to confirm that the service provider has appropriate risk mitigations
strategies and controls in place and that appropriate protections are built into their service agreement (e.g. indemnification
clauses, right to audit, technology errors and omissions insurance coverage, etc.) to address the risks presented to the
insurer.

Although uncommon, if the examiner determines that the insurer has significant exposure t
examiner may consider incorporating the use of a cybersecurity expert to assist in performing
The specific risk exposure assessment for the insurer should be based on the IT examiner’gfjudgientand may consider
the insurer’s line of business, the size and complexity of operations, known cyberse@urjty % s; risks presented by
third-party access to the insurer’s network systems and data, recent acquisitions, ¢ pC@¥he controls in place to
protect against, detect, respond and recover from cybersecurity incidents, or any o%e ant risk factors related to
cybersecurity. Note that the decision to use additional expertise to address cybersecCoy rns should be based on the
accumulation of circumstances and not necessarily due to any one situation discugsed a

The following insights may assist regulators and/or cybersecurity expgtt sess the strength of the insurer’s
security program and therefore the risk that cybersecurity eventy the insurer. These insights are for
informational purposes and are not intended to be requirements f u ompanies may be assessed by their
individual risk profile and the organization’s risk strategy.

Events, Incidents and Breaches \

As regulators engage insurers in discussion regardinggpas curity events, it may be useful to understand the
difference between various types of events. A “cybersecuiiysev: can be defined as an event resulting in unauthorized

0 ormation stored on such information system. Insurance
companies may also use terms such as incidentg distinguish between successful and unsuccessful events as they
discuss their cybersecurity program. Regardless, @¥should gain an understanding of how the insurer defines its
events and incidents. Insurers should consider both unSiggfessful cybersecurity events and successful cybersecurity events
(incidents), as appropriate. For instance, whif¢ an unsuccessful event may only access the company’s network without
accessing sensitive information, it may sti resent an event that the insurer should consider, correlate with other
4 s are enhanced, as appropriate. Timely, effective incident response is
cybersecurity incident.

ecurity procedures.

Integration of Cybersecurity Risk into erprise Risk Management

As noted before, an insurer&fdand/or senior management often play a significant role overseeing a cybersecurity
program. As an insurer’sg®Rgar ity risk increases, examination teams may want to scrutinize the integration of
cybersecurity risk dnto m rer’s Enterprise Risk Management. This may include consideration of the level of
information provid bogrd and/or senior management and the appropriateness of the insurer’s risk identification
and assessmen ay be appropriate for board and/or senior management to receive summary level information,
but there sho nated person with cybersecurity expertise that is responsible for developing the insurer’s
response to mitig bersecurity risks. This person should be deemed the insurer’s cybersecurity risk owner and should
receive information ti¥dt is tailored to the insurer’s specific cyber risk exposures. For instance, use of third-party service
providers, integration of acquired companies, legacy systems, etc. may all represent unique exposures that require specific
consideration as mitigation strategies are developed.

Evaluating Employee Training / Security Awareness Programs

Employees often represent the front line of any strong security program. However, without proper training, employees
may also represent vulnerability in the company’s defense program. Therefore, strong security awareness training can
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help in mitigating the risk presented by phishing e-mails and other social engineering attacks. Strong security awareness
training may be characterized by:

o Use of real world examples to help users be able to identify phishing e-mails;

e Use of phishing emails sent to the user community by the insurers internal security specialists or security vendor
to measure effectiveness of user training;

e A clear protocol that provides employees help in identifying and reporting phishing e-mails; and

o Elements of a training that are tailored to the employee’s specific roles, responsibilities, acc ights.

Jp-1Clater training regimen.

% riodic (e.g. annually)
&ts facing the company.

aining is mandatory for all
gevent that the employee has

Since cybersecurity threats are constantly evolving, it is important to have a strong and
Additionally, in a strong cybersecurity program trainings should be performed on a cogiste
basis to ensure the information reaching the employees is commensurate with the mqgle «
As regulators evaluate the appropriateness of the program, they should consider whet
employees and whether it includes procedures and instructions for employees to fol
a good faith, fact-based believe that a breach or cybersecurity event may have ocgurred:

Vulnerability Management

In the most robust information security programs, companies understafgl t all vulnerabilities can be eliminated,
typically due to business needs or time and resources. However, coffipa should have an understanding and should
inventory their identified vulnerabilities as well as have a pl ure Vulnerabilities that can’t be eliminated are
mitigated as much as possible. For instance, if the insurer is unal conwrm that a third-party service provider is able to
secure their own access to the company’s information systg#¥ the pany should ensure they monitor the service
provider’s access to determine if improper activity occgs o pany’s network. As many vulnerabilities originate
with a company’s patching practice, it is important th gu obtain an understanding of the company’s patch
management. Research suggests that in any given iority of breaches have a root in a Common Vulnerability
and Exposure (CVE) that often has been knowgand idersified for several years. An insurer should maintain a strong
practice of patch management, or at least a pradjice offiinderstanding and mitigating existing vulnerabilities as an
important part of a robust security program.

Company Acquisitions

Finally, in situations where a compgny tly acquired/integrated another company, the IT examiner should also pay
special attention to the procedur n integrating company systems. This is often when companies are most
vulnerable to cybersecurity threats ntrois are often in flux and mistakes in integration may create vulnerabilities that
are not easily identified or r ied.

Note that the findingei
communicate i

d through the review of the company’s cybersecurity control environment should be
ial examiner via the IT Summary Memo.

Customization for @all Companies

When conducting an IT review of a small company or a company with a non-complex IT environment, it is acceptable to
limit the extent of test procedures performed. However, the examination must adhere to the six-step process outlined
above. This includes obtaining the ITPQ responses from the insurer, completing a basic work program, and preparing a
summary memo concluding on the results of the IT review and its impact on the rest of the examination.

The most significant area to be customized for small insurers is the IT work program. Regardless of size or complexity,
some level of testing is required to be performed to verify the basic effectiveness of the insurer’s IT environment;
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however, the presentation of such work may vary. It is recommended that IT examiners perform some level of review for
IT general controls in place within each domain of the COBIT Framework. This may be shown using a customized
version of Exhibit C — Part Two, where a limited number of controls applicable to the insurer are populated and reviewed.
In limited circumstances, as described below, IT examiners may bypass the utilization of Exhibit C — Part Two:

1. If the CPAs or the company’s internal audit function (if deemed independent) have performed a review of ITGCs
that sufficiently cover risks within each of the COBIT domains, the IT examiner may rely on such work without
mapping or linking the work to a separate work program. However, the IT examiner must document their comfort
with and planned reliance on the work performed.

2. When the IT environment is simplistic and the insurer utilizes purchased software pr
vendors, IT examiners may choose to summarize, in memo format, the procedures perfo for each domain of
the COBIT Framework. However, before determining that it is appropriate to bypa Qiilizdtion of Exhibit C,
IT examiners should consider whether the company has made significant nﬁd'ifi 0 the software being

used, as modifications may impact the software’s reliability. In situations i ant modifications have
been made and continue to be made, IT examiners should utilize ExhiZiC art Two to document a

consideration of risks relating to change management.
B. Materiality

ation procedures and when evaluating
astvhich the examiner’s perspective of the

the results of those procedures. Materiality is defined as the dollar am
company’s financial position will be influenced. It is determined &
overall level as it relates to the annual statement taken as a w a
item) level.

Considering Planning Materiality ¢

Planning Materiality (PM) is the examiner’s preli
developing the overall scope of the examination

At the conclusion of the examination, the examine uates whether the total effect of misstatements identified is
material to the annual statement. Thus, it is @fecessary Tor the examiner to develop the scope of the procedures with a
materiality consideration in mind. PM is for that purpose. The amount considered material at the end of the
examination may differ from PM since } t Wgglinarily feasible to anticipate all the circumstances that may ultimately
influence the examiner’s judgmengabo eniality used in evaluating the overall effect of misstatements on the annual
statement. If the examiner determiTihf thalya ificantly lower level of materiality is appropriate in evaluating the overall
effect of examination differences, the €§gaminer should reconsider the sufficiency of examination procedures.

The estimate of PM requires essional judgment, based on the examiner’s understanding of the company’s operations.
The examiner needs to coppimige t ) nature of the business, (2) operating results (e.g., stable earnings, consistently near

break-even, volatil %
C (]

surplus is to levels

Some of the factors ®at should be considered in determining PM are discussed below, along with examples of some
measures that might be used. These are not the only measures or percentages that may be used — others may be
appropriate based on professional judgment in particular circumstances. If a combination of measures is considered
appropriate, the examiner should identify a range from which PM can be derived.

(3) financial position. Consideration should also be given to how close the company’s
Jger regulatory action.

Setting Materi

a. PM Based on Capital and Surplus Levels — Typically, fair presentation of capital and surplus levels is of primary
importance in an examination. Generally, an appropriate starting point in computing PM is 1 percent to 5 percent
of capital & surplus. What percentage of surplus to use depends on the circumstances of the examination. For
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example, as a company’s capital and surplus declines toward minimum levels, the percentage used probably
would be at the lower end of the range. Alternatively, for a strong, well-capitalized insurer with no apparent
concerns, the percentage likely would be at the high end.

b. PM Based on Operating Results — Another important financial measure is operating results, often the gain from
operations. An appropriate starting point in computing PM is 5 percent of the pretax gain from operations.
Whether to use current year income or an average of previous years’ income is a judgmental decision based on
current economic conditions and earnings trends. In many situations, it will be appropriate to challenge the
reasonableness of the different methods by computing income several ways.

The examiner should also consider the effective tax rate in setting PM. In some situati the @§fective tax rate
differs from the statutory rate due to a large capital gain, high level of tax credits, g able income. The
starting point for PM assumes that a 5 percent change in pretax income will cause a t Change in taxes and
result in a 5 percent change in net income. Accordingly, PM may be a differ®hta situations where the

effective tax rate is significantly different from the statutory tax rate. x

If the company operates at or near break-even or fluctuates between gain
year, pretax income may not be the most appropriate basis for computi
requires certain items to be reflected directly in surplus, statutory operati

lo

om operations from year to
0, because statutory accounting

c. PM Based on Financial Position — Another measure to const
of total assets. As gains from operations diminish and b e
computing PM also diminishes. In those situations, a_s r
percent) may be the most appropriate base. .

disCgsecmiyove should apply to most examinations. However, in
sqler aliditional factors. In all cases, the estimate of PM requires

ity of factors — as no set of general guidelines can be all

rin rmining PM may be one-half of 1 percent
iimal, their usefulness as a point of reference for
centage of total assets (e.g., one-fourth of 1

d. Other Considerations — The general guideline
special situations the examiner may need
professional judgment and consideratic
encompassing.

Documenting PM

The examiner should document in the Wa Planning Memorandum the reasons underlying the determination of
PM and the amount established a

Tolerable Error

Tolerable Error (TE) is the M for a particular account balance (annual statement line item) affected by a specific
examination objective. It jgoing.a t of monetary error that can exist in a specific account balance without causing the
financial statementsas a @ be materially misstated when added to errors in other account balances.

ing an account balance based on a specified level of materiality, it is possible that some amount
resent, even if no errors are observed. As a result, if PM is used as the materiality level for
tests, no margin is left for the aggregate effect of undetected errors. Thus, it is logical that the
ch annual statement line item should be less than PM.

Setting TE —
of error below

specific examinat
amount of TE set for

a. TE is a planning concept used to determine the amount of error that the examiner’s testing is designed to detect.
When the results of such tests detect an amount of error approaching or exceeding TE in that account, the
examiner should evaluate the cause of the error and consider performing additional procedures to refine the
estimate of acceptable error.
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TE is related to the preliminary estimate of materiality in such a way that, when combined for the entire
examination plan, it does not exceed PM. In other words, TE should be set for each account so the probability is
remote that the total of undetected errors, detected errors, and judgmental differences from all accounts will
exceed PM.

There are various statistical approaches to setting TE. These approaches result in TEs for various accounts that
when simply added together exceed PM. However, when aggregated according to statistical formulas, those
individual TEs result in an overall level of materiality that approximates PM. In other words, not all errors will
move in the same direction. Therefore, the TE assigned to all accounts need not be so low that the sum of all TEs
is less than PM. The appropriate level for setting TE will vary by examination. However, eneral guideline,
TE can be set at fifty percent (50%) of PM for each particular annual statement line item.

b. Considerations in Changing TE from 50% — There are some typical situations wherg
other than 50% of PM. In considering these situations, the examiner should ¥e_a e implicit judgment
made when adjusting TE. As TE is increased, the examiner is implying thgat an be accepted in the
related account. This implication follows from the inverse relationship eenPE and the extent of the
examination procedures (the higher the TE, the smaller the sample size or, er the lower the TE, the larger
the sample size).

apropriate to set TE at

te errors that would result in balance
¢ deposits).

A higher TE also may be appropriate to use when the test’s purpis
sheet reclassifications (e.g., misclassification of investments o#polie

m ion procedures in initial examinations or

educing TE in these situations is appropriate
se expectation of errors.

The examiner may wish to increase the nature or extent of
in examining the recently acquired operations of a ¢
because the examiner would not have any experience on

Passed Adjusting Journal Entry (PAJE) Scope L 4

During the course of the examination, the examing
examination. These errors must be accumulated

ter errors that do not require adjustment in the report of
it BB — Summary of Unadjusted Errors in order to determine
whether the errors are material in aggregate and a t should be made. Some errors which are clearly immaterial
should not be included within this summary. In orde setermine a minimum dollar amount under which errors should
be excluded, the examiner should calculate th@passed adjusting journal entry (PAJE) scope.

Setting PAJE Scope
As a general guideline, the PAJE glope et at 20% of TE. When the examiner encounters errors that are below this
amount, they should be exclude m mmary of Unadjusted Errors. For example, if the PAJE scope is set at
$50,000 and the examiner notes a 000 error and a $30,000 error, the $75,000 error should be included on the
Summary of Unadjusted Err@e 0,000 error, which is below the PAJE scope, does not need to be included.

C. Examination Sampli

Exam sampling is
account balance or cla
3 and 5 of th
controls, attribute
improve efficiency a

in application of examination procedures to less than 100% of the items comprising an

sactions for the purpose of evaluating some characteristic of the balance or class. In Phases
examination process, sampling is frequently used to obtain examination evidence by testing
d account balances. Applying proper examination sampling procedures will allow the examiner to
effectiveness in his or her examination.

Examiners take a risk-focused approach to evaluate the overall solvency of a company but are not required to opine on the
financial statement dollar balances. Therefore, this guidance focuses on both the testing of controls in Phase 3 and the
testing of details, primarily attributes, in Phase 5. The sampling approach outlined herein allows an examiner to gain
comfort in key activity areas but may not always produce a statistically valid sample for purposes of projecting errors
across a population or proposing exam adjustments. In instances where more precision in sample selection is necessary or
this guidance is deemed too general, examiners should exercise professional judgment in utilizing other resources to direct
the use of sampling techniques such as AICPA sampling guidance or electronic sampling tools (e.g. ACL, IDEA,
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TeamMate Analytics, etc.). However, in these instances, examiners are expected to provide a description of the tool or
guidance and the examiner’s rationale for why using the tool or guidance is appropriate. The rationale should include a
brief explanation of how the sample size was generated and justifications for any instances where the tool or guidance
used contradicts concepts set forth by this Handbook.

Sampling worksheets have been developed to assist the examiner in determining, documenting, and concluding on sample
selections. These worksheets can be found in Exhibit O — Examination Sampling Worksheets in Section 4 of this
Handbook.

Sampling for Testing of Controls L 2
Non-Statistical Sampling
Attribute Sampling \
Audit workpapers can be used extensively to enhance the efficie xarl. The Phase 1 guidance in Section

a. Determining Reliance on Audit Procedures
2 of the Handbook assists examiners in developing an undeysta @ he company and offers guidance for
determining whether the work of auditors can be used to reduc revigW of financial reporting risks. If the audit

The remainder of this section is divided as follows:
. Determining Reliance on Audit Procedures
Selection of Testing Methodology O

®o0 o

function is deemed effective, it may be appropriate to elimigaie cerfyin low to moderate financial reporting risks
addressed by the auditor from a detailed review throug exagination process. In these situations, it would not
be necessary for the exam team to document a detailed r ampling techniques utilized by the auditors to
test these risks. However, if the examiner determine ic financial reporting risks tested by the auditor
are significant (moderate to high risks) or will®e.u dress a relevant critical risk category, the examiner
should subject these risks to the full examinatia e placing them on a key activity matrix for review. In

examiner may still choose to place reliance on testwork
¢y, but such work would be subject to detailed review and

n Phase 3 or 5, the examiner should ensure that the audit testing objectives
ished by the examiner. The examiner should also consider the auditor’s
intended level of reliance whe caniring the sufficiency of the sample size. If the examiner intends to place
the same amount or a lo liance on a test than was placed by the auditor, the sampling procedures
employed by the auditor ed sufficient if they meet the examiner’s expectations and are adequately
documented. However, if the iner intends to place more reliance on a test procedure than was placed by the
auditor, additional le selections or alternate procedures may be required to provide sufficient supporting
evidence. In these situc®§ans, the sampling guidance provided below may be used to assist in leveraging audit
work on a key 3 ix level and/or determining the amount of additional sample selections needed to
obtain suffigient idence.

based on the objective of their testing.

Testing Objectives
Testing the operating effectiveness of a control? Testing the accuracy of a dollar balance? Testing the accuracy of a characteristic or attribute?
Sampling for Testing of Controls guidance Non-statistical Sampling guidance Attribute Sampling guidance
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In some instances, it may be appropriate or more efficient for an examiner to perform dual-purpose testing. Dual-
purpose testing occurs when an examiner chooses to use the same sampling selections for both a Phase 3 control
test and a related Phase 5 test. When dual-purpose tests are performed, the examiner should clearly distinguish
which elements of the test relate to Phase 3 and which procedures relate to Phase 5 within the exam workpaper
documentation. Although the selections are the same, the results of the Phase 3 control testing still must be
incorporated into the Phase 5 testing. For example, if an examiner determines that 40 selections is an appropriate
Phase 3 sample size and the appropriate sample size for the related detail test is 55 selections (assuming related
controls will be strong), the examiner should select a sample of 55 items and perform Phase 3 control testing on
40 of the 55 items. If there were no issues identified in the Phase 3 control test, the exami uld then perform
their detail test as planned on all 55 selections. If issues were noted during the Phase 3 rol t€¥, the examiner
should consider increasing the Phase 5 sample size and/or alternative procedures. O

L 4

x must determine the most

tify the control being tested
to determine if the control is

Sampling for Testing of Controls

In Phase 3, when sampling is considered appropriate for control testing, t
efficient and effective way to perform tests of controls. The examiner shoul
and the objective of the test. The most common control testing obj@gti
functioning properly and as designed throughout the testing period.

—~

and these differ from manual controls
. If the examiner has determined that an
neéwand IT general controls were deemed to be

may be able to perform testing by observing
or line of business so examiners should test at

by generally eliminating the potential for human error (beyon
automated control will consistently function in the exactsa
effective (as documented in the IT Summary Memo), th
one instance of the control. Controls can vary by com

least one occurrence of a control for each ur§que

appropriate are application controls that display m
controls that require an authorized person tg r&

Automated controls consist of control processes performed b’&
idi
an

1) Determine the control d. The examiner should gain an understanding and document the design of
the internal control the compa as in place. This information is typically obtained through company control
documentation, audi ontrol documentation, interviews, and/or walkthroughs with company personnel.

2) Describe the e of the test. The objective of a test of controls is to provide the examiner with evidence

about whe are designed properly and operating effectively. For example, to determine whether
investment p cs have been authorized, the examiner could examine investment committee minutes or
paym to determine if the authorized company personnel signed the payment voucher before
processi

3) Define the population and an individual sampling unit. The definition of the population should describe all
possible items that will be included in the selection process. The examiner should also identify and document the
source that the sample will be selected from, including the report name. A sampling unit should describe the type
of item that is available for selection and will be subjected to testing.

4) Define the period covered by the test.
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5) Describe how completeness of the population was considered. The examiner should determine that the
population contains all appropriate items available to select in the sample.

Scheduled or cyclical controls are executed by the company on a routine basis. For example, bank reconciliations
are generally completed by the company on a monthly basis and therefore performed 12 times per year. It is
important to note that controls performed on a cyclical basis do not automatically qualify as “automated controls”.
For a control to be automated, it must be performed by a computer system identically each time. Other controls
are performed as often as a transaction or event occurs. For example, controls over a company’s collections
process may be triggered whenever cash or cash equivalents are received. In general, the examiner will perform
the same testing process for both cyclical and transaction based controls, although the n of test selections
will vary based upon the number of control occurrences. The examiner should de§ftmineS$he number of

occurrences that took place during the defined testing period and use this num ceed with sample
selection and testing. .

6) Define a deviation (error). A deviation or error in a test of controliyi M' re from the sufficient
performance of a control. A deviation could also be defined as a selectio hici?the company is unable to
provide sufficient evidence of proper control performance. If a deviation rré®i1s discovered, the examiner
oprig¥ness. A deviation or error that

sample size. For example, controls that occur monthly (12
three and five items. If any deviations are found that cango
level of risk management should be weak. To assist the
of controls worksheet (Part One of Exhibit O) may be
in determining sample sizes and use profession@l ju
the number of occurrences during the sampling pegod:

2ar) should have a sample size between
d as isolated incidences, the final assessed
in documenting sampling for controls, the test
aminers should follow the chart below to assist
choose the most appropriate sample size based on

7) Determine the sample size. The examiner may utilize th?
i r
xpla

Control f C(_)ntrol .
Frequency esin the Sample Size
g Period

Annual 1 1
Quarterly 4 2
Mont 12 3-5
Week 52 5-12

ailyorm 250+ 25-40

8) Select the sample items should be selected in a manner that gives each item in the population an equal
chance to be selgted™§gontrol procedures are expected to be applied to all transactions subject to that control.
Examiners @v eir professional judgment to determine a sample size from these ranges. As discussed

W¥select a sample that is below the given range if the control is automated and the company’s
effective.

operating effectively, or as prescribed. The examiner should perform the testing of controls and document the
number of deviations found as well as the reasons for those deviations. To aid the examiner’s understanding of a
deviation, the examiner may ask the company to provide an explanation for the deviation. The examiner should
document the nature and extent of the deviations, which should include the examiner’s opinion of the probability
of similar deviations occurring. Deviations which do not have a plausible and verifiable explanation are
considered exceptions.
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10) Conclude on the final assessed level of risk management. If zero deviations are discovered during the
testing of controls, the results of the test can be accepted and the examiner should use professional judgment to
conclude on the final assessed level of risk management achieved from the test. For example, if the examiner
tested a sample size of 40 and had no deviations, the examiner would generally conclude that the final assessed
level of risk management is strong. If deviations are discovered during the testing of controls, the examiner should
use professional judgment to determine the level of reliance that may be placed on the controls.

Non-Statistical Sampling

Non-statistical sampling is a technique designed to assist examiners with Phase 5 detail te dollar balances.
Since this technique involves determining the accuracy of dollar balances, the concept atelvplity applies. A

common example of non-statistical sampling is testing reinsurance recoverable for existence and
collectability.
L 4
C

A step-by-step approach has been provided below to assist examiners with n&\ ampling.

1) Describe the objective of the test. The objective of the test shoul
determining whether an account balance or class of transactions is correcfy stat

ed, which usually includes

sampling unit. The definition of the
2lection process. The examiner should
2d from including the report name. An
election. A specific definition is especially

2) Define the population, population characteristics and g]
population should describe all possible items that will be inc
also identify and document the source that the sample wil
individual sampling unit should describe the type of item,a
important in instances where sub-accounts or sub-totals

d

le fi

<

3) Describe how completeness of the population sidered. The examiner should determine that the
population contains all appropriate items availablgto selectsin the sample. If the examiner is performing a detail
test relating to an asset balance, a simple i \ ical review of the population should be sufficient to
consider completeness.

However, if the examiner is performing a t relating to a liability balance, additional review and testing
for completeness may be necessary. @mpletengss is an examination assertion that confirms that all transactions
and events that should have been4g:corded have been recorded. The completeness assertion is particularly
important for data used in the dgig ation of liabilities because this assertion addresses understatement that
could result from omittedgi % result, the sample used to test completeness cannot be drawn from the
population of recorded it 30 2d. In order to detect omitted items, the examiner should select items from
an independent or recipro ‘
statements, physical file inventories, or other sources noted during procedures within the planning
e company and identify key functional activities. Since insurance companies are often
imer should be careful that the source selected is truly independent and not simply a

process to understan
highly automated,

4) Determine adally significant items. Determining the scope for individually significant items is a two-
i e examiner identifies tolerable error set during the calculation of planning materiality. In the
workshe art Two of Exhibit O), tolerable error is assumed to be 50% of Planning Materiality. Then the
d set a scope for individually significant items at a percentage of tolerable error. The worksheet
automatically sets this scope by taking one-third (1/3) of the tolerable error amount. Any individual items that are
over the calculated scope should be 100% tested and removed from the population. The 50% and 1/3 indicated
above are generally used but may be adjusted by the examiner based on professional judgment. The worksheet
(Part Two of Exhibit O) will automatically calculate the tolerable error and the scope for individually significant
items after the examiner enters the planning materiality in the appropriate box.

Other items may be selected by the examiner for 100% testing based on their characteristics. For example,
related-party transactions may not fall within the scope based on the calculations above but the examiner may
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want to test all related-party transactions. The examiner may also test any unusual balances or transactions
deemed necessary.

After identifying individually significant items, and before proceeding with sampling from the remaining
population, the examiner should use professional judgment to determine whether the individually significant
items give the examiner sufficient evidence to mitigate the risk identified. If the examiner determines that there is
no need to sample from the remaining population, this determination should be adequately documented in the
examination workpapers and the remaining steps in this process would not be completed.

5) Stratify the population (Part 1) and the sample (Part 2). This step is performed in arate parts. The
first part of this step is stratifying the population and can be performed sequentially vigh the &her steps. The
second part of this step involves stratifying the sample and can be performed only lating the sample
size in Step 7.

L 4
Part 1 — Based on the population’s characteristics, the examiner should det '%ﬂ r the population should
be stratified. Stratification is performed by dividing, separating or arrangi ms¥nto subgroups, classes or
buckets (strata). When using non-statistical sampling, every sampling unit rticular stratum should have
a chance of being selected. Stratification of the population would allow er to select more sample items
from the higher dollar stratum. The sampling population should be stiatifi at the sample size can be related
to the dollar size of each stratum. For example, more items %
top 1/3 of the sampling population.

Part 2 — As mentioned above, this part of the step shoul after calculating the sample size in Step 7
has been completed. The examiner must stratify the to size into the strata. Individual items in each
stratum can then be selected randomly, usually up to opCliign of the sample which roughly approximates the
stratum’s proportion of the population. For examplf, i ample is stratified where 70% percent of the total
balance is in Strata A and the remaining 30% of't ncghis in Strata B, approximately 70% of your selections
should be chosen from Strata A and 30% ¢ h

sample size equals 10, then 7 selection
Strata B.

en from Strata B. In this example, if your calculated
tested from Strata A and 3 selections should be tested from

6) Determine the assurance factor. J order tGYaccomplish this step, the examiner must know the assessment of

the residual risk being tested. Th aminer should also identify other Phase 5 exam procedures, such as

analytical review procedures, thaigad vide assurance related to the residual risk identified. If an examiner is

performing additional Phage 5 at ‘have similar testing objectives, the level of reliance may be high or
r

moderate, as long as fe ssues were noted in that testing. Alternatively, if the examiner is not
performing additional sub e testing for the same exam objectives, the degree of reliance would be low, thus

increasing the sample sjze.

Use the followin find the intersection of residual risk and the level of reliance on other exam
procedures to d the assurance factor. The assurance factor will be used in Step 7 to help calculate a
sample siz

Assurance Factor Calculation

Level of Reliance on Other Phase 5 Procedures
Residual Risk Low Moderate High
High 3.0 2.3 1.9
Moderate 2.3 1.9 1.2
Low 1.9 1.2 0.9
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7) Calculate the sample size. The sample size is calculated as follows:

Sampling Population
Tolerable Error

= i
x Assurance Factor = Sample Size

The sampling population is calculated by subtracting (1) Items to be tested 100%, (2) Items tested in other ways,
and (3) Items not to be tested, from the total population amount. The tolerable error (usually 50% of Planning
Materiality) was calculated in Step 4 above. The assurance factor was determined from the chart in Step 6 above.
Use the equation to calculate the sample size based on these pre-determined factors.

Professional judgment should be used by the examiner to determine whether th
sufficient. The examiner should document the reasoning or justification for adju.stin

After the final sample size is calculated, the examiner should allocate the s arriong the sampling strata.
The examiner should describe the basis of allocation and provide the sam akG®wn for each stratum (this
would be performed in Part 2 of Step 5 above).

igfa way that is free from bias and
the method they used to choose their
ed). Once selections have been made,

8) Select the sample and perform testing. The sample should be sgle
representative of the entire population. Examiners should brietiy¢

mp

9) Determine the total error. After the examiner has p m sting, the examiner should determine the total
error. To do this, the examiner will use the errors foundgg th ple and calculate an error rate for each stratum.
This error rate will then be applied to the entire stratufn’ lation to produce a projected error. For example, an
examiner is testing a stratum of $100 and choosesgto mple of $10 worth of these items. Through testing,
the examiner identifies a $1 exception in {8 items tested (generating an error rate of 10%). The
examiner would then apply this 10% errgf'rate toe pSpulation of the strata to estimate a projected error of $10
in the $100 stratum. The examiner calcula¥gs the prdiected error for each stratum with the following equation:

selections and should also explain the stratification of the sa
the examiner can proceed with testing.

$ Amount of Error in Sample X $ Amount of = Projected
$ Amount of Strata’s Sampl Strata’s Population Error

The examiner should su
population. Considering t
guidance before proposing

10) Conclude on theg
should ask the con O
the deviations. T, ainer should also understand how the test results affect other areas of the examination. If
the compal ausible explanations which indicate no chance of the error reoccurring, the examiner
should docum xplanation for why the selection should not be considered as an exception. If the company is
ceptable explanations for the deviations, then the results of the test must be rejected and the
examine uld consider alternative procedures.

11) Perform alternative procedures (when results of a sampling test cannot be accepted). An examiner has
several options when the results of a test cannot be accepted. After documenting the results of the test, the
examiner may consider designing a different test to determine if the residual risk can be addressed through an
alternate manner. The examiner can also ask the company to assist with additional testing. If concern remains
after an examiner has exhausted all alternative options, the examiner should communicate this finding with other
members of the exam team as the failed testing result may affect other areas of the exam. The examiner may also
consider communicating the finding in the exam report or as a management letter comment, as appropriate.
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Attribute Sampling

Attribute sampling is a method to estimate the deviation rate of a certain characteristic or attribute in a larger
population. It is important to note that this deviation rate is not estimated as a monetary amount. Attribute
sampling can be a tool for examiners to test the accuracy of items that are not quantifiable in dollars, such as the
accuracy of non-monetary actuarial data elements (e.g. key dates, policy attributes, etc.). Examiners should use
the following process to assist in detail testing attributes:

1) Determine the objective of the test. The objective of an attribute test is to verify that the desired attributes are
present and accurate within the selected sample. Common objectives for which attrib pling might be
utilized include “Verify the accuracy and completeness of claims data” for P&C cogbani r “Verify the
accuracy and completeness of in-force data used in formulating reserve calculations” foglL i mpanies.

2) Define the period covered by the test. L 4

3) Define the population, population characteristics and a sampling u he¥gfinition of the population

should describe all possible items that will be included in the selection p% aminer should also identify

and document the source that the sample will be selected from, including,the refgrt name. A sampling unit should
describe the type of item that is available for selection and will be subject tgsting.

4) Describe how the completeness of the population was cgnsie @ e examiner should determine that the
population contains all appropriate items available to select i scigete. When possible, the examiner should
confirm the completeness of the database through comparis &r al sources. This can be accomplished by
performing reconciliations to a reciprocal population, procedures, or confirming that samples pulled
from the reciprocal population are included in the datab sted. Developing a test of completeness will
vary from company to company and requires a solid rstanc¥ig of the company and available data. Examiners
should document their rationale and methods us@ to e tompleteness.

5) Define a deviation (error). A deviation aut pling is an improper representation of an attribute from
a sampling unit. A deviation could alse€e definef) as a selection for which the company is unable to provide

considered an exception.

6) Determine Selection Technji
population an equal changg’to b

In particular circumstances’i Dbe appropriate to stratify an attribute sampling population. For example, when
testing the approprigteness of asdumptions and methodologies utilized in determining the reserve amount, the
examining actuary %uest that the population be stratified by different lines of business or experience.
Stratification mayiag.b sidered when a company has multiple computer systems for processing claims that
consolidate,into

@ ny-wide reporting system for all claims. Since attribute sampling is not testing a dollar
a ngiibe appropriate to stratify the population by dollar amount. Instead, the population should
ome other characteristic that differentiates each transaction being tested (e.g. system used to
ctions, line of business, etc.).

7) Determirigpthe Sample Size. The examiner should use the level of residual risk assessed in Phase 4 to
determine the sample size. For example, if the residual risk assessment in Phase 4 is moderate and no other Phase
5 procedures are being performed related to the risk identified, the examiner should use the corresponding column
on the chart below to determine their sample size.

In determining the sample size, an examiner should use professional judgment to consider what reliance will be
placed on audit work. The examiner should evaluate the sample size used by the auditors and determine if the
sample size is reasonable based on the examiner’s professional judgment. The examiner should also consider the
level of evidence selected by the auditors and the assessed level of residual risk. If the auditor’s desired level of
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evidence matches the residual risk level, the examiner may accept the results of the auditor’s testing with no
additional selections or testing required. If the residual risk is higher than the level of evidence used by the
auditors, the examiner may still leverage the audit work; however, the examiner will need to independently test
additional selections so that the total sample size matches the chart below.

For populations with less than 250 items, the examiner should use professional judgment in determining the
sample size and should also include a brief explanation of the rationale used to determine the sample size.
Examiners may use the Test of Controls sampling chart as a reference for determining appropriate sample sizes.

For populations greater than 250 items, examiners may use the following chart to assist ig
attribute sample sizes:

afermining Phase 5

Determining a Sample Size
Use the number of sampling units within the defined population and the desired level of evidence to deterndpe yo
*Assumes zero exceptions

Residual Risk "
Moderate Moderate Hi High
Number of Items |(with reliance on other (no reliance on other (no reliance on other
in Population Phase 5 procedures) Phase 5 procedures) edures) Phase 5 procedures)
Less than 250 Us
250 or more 20 | 4 60 | 80

After selecting the proper sample size, perform the testin Nr ine the number of exceptions identified.

o If 0 exceptions were identified: The results of the cal accepted. No further work is necessary.

e If 1 exception was identified: Additipnal is required. Use the chart below and add the
corresponding number of selections to youlorigi ample.

o If 2 or more exceptions identifie r should discuss the exam findings with the company to

determine the cause of the errors @ gr alternative procedures.

Add the amounts from thég chart to your original sample size if 1 exception was identified.

Moderate Moderate High High
Number of Items no reliance on other (with reliance on other (no reliance on other
in Population Phase 5 procedures) Phase 5 procedures) Phase 5 procedures)
Less than 250 Use Professional Judgment
250 or more +20 +30 +40

Total Sample Size 60 90 120

\:
iz 0 additional selections and determine the number of exceptions identified in the

is necessary.

more exceptions were identified in the additional selections: The examiner should discuss the
exam findings with the company to determine the cause of the errors and consider alternative procedures.

8) Conclude on the acceptability of the results. When exceptions are found, it is important to understand the
nature and cause of the exception. In attribute sampling the concept of materiality is not considered quantitatively.
Examiners should communicate with the company to determine the source of the error and determine if similar
errors are likely to exist. After the company provides an explanation for an exception, the examiner should use
professional judgment to determine the amount of risk that still remains. If plausible and verifiable explanations
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are provided which indicate no chance of the error reoccurring, the examiner should document an explanation for
why the selection should not be considered an exception. If the company is unable to provide acceptable
explanations for the exceptions, the results of the test must be rejected and the examiner should consider
alternative procedures. When the error affects input data for other examination items such as actuarial
calculations, the error should be communicated to any examination team members who had planned to place
reliance on the completeness and accuracy of the data.

9) Perform alternative procedures (when results of a sampling test cannot be accepted). An examiner has
several options when the results of a test cannot be accepted. After documenting the results of the test, the
examiner may consider designing a different test to determine if the residual risk can b essed through an
alternate manner. The examiner can also ask the company to assist with additional tes§
after an examiner has exhausted all alternative options, the examiner should communi
members of the exam team as the failed testing result may affect other areas of the ¢
consider communicating the finding in the exam report or as a management Ietﬁr

D. Business Continuity \

; d need for management to plan for
the prospective risks associated with business continuity including tie r financial solvency of the insurer. As

e examiner may also
As appropriate.

encompass issues such as natural and man-made disasters like ter
losses and new laws and regulations. Therefore, it is importan
throughout all aspects of the examination and not just in the conte [

insurer’s business continuity plan be considered
iew of the insurer’s information systems.

For all insurers, the business continuity process consists®f i i) potential threats to an organization and developing
plans to provide an effective response to ensure contin t% ompany’s operations. The objectives of the business
continuity process are to minimize financial losseg e {OWerve policyholders and financial market participants; and
to mitigate the negative effects disruptions can hé surer’s strategic plans, reputation, operations, liquidity, credit
ratings, market position and ability to remain in aice with laws and regulations. The guidance below provides
examiners additional information about the businessg&ntinuity process a typical insurance company may use. The
guidance does not create additional requiremaénts for insurers to comply with, but should be used by examiners to assess
the appropriateness of the company’s businesS@gntinuity process.

Some of the basic steps all insurer@iw, est to have in their business continuity processes consist of:
1. Understanding the Organizatio

To develop an appr usiness continuity plan, an insurer must first understand its organization and the
urgency with whj ivities and processes will need to be resumed in the event of a disruption. This step

includes pegfor annual business impact analysis and a risk assessment. The business impact analysis
identifies, quclgti qualifies the business impacts of a disruption to determine at what point in time the
disrupsi he maximum allowable recovery time. This point in time is usually determined separately for

assumptions with various threat scenarios. The results of the risk assessment should assist the insurer in refining
its business impact analysis and in developing a business continuity strategy.

2. Determining Business Continuity Strategies
Under this step in the process, the insurer determines and selects business continuity management strategies to be
used to continue the organization’s business activities and processes after an interruption. This step should use the

outputs of step one above to determine what business continuity strategies the insurer will pursue. This includes
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determining how to manage the risks identified in the risk analysis process. The strategies should be determined at
both the corporate and key functional level of the insurer.

3. Developing and Implementing a Business Continuity Plan

The purpose of the business continuity plan is to identify in advance the actions necessary and the resources
required to enable the insurer to manage an interruption regardless of its cause. The plan should be a formal
documentation of the insurer’s business continuity strategy and should be considered a “living document.” Some
basic elements that should be included in a business continuity plan include:

Crisis management and incident response
Roles and responsibilities within the organization

[ ]
[ ]
o Recovery of all critical business functions and supporting systems P O
e Alternate recovery sites
o Communication with policyholders, employees, primary regulators a Nkeholders
The business continuity plan should be written and should include a ste -step framework that is easily

accessible and able to be read in an emergency situation.

4. Testing and Maintenance .Q
A company’s business continuity plan cannot be consideﬁxﬂle until is has been reviewed, tested, and
thgd
0

maintained. The testing should be based on a methodol etermines what should be tested, how often the
tests should be performed, how the tests should be run e tests will be scored. It is recommended that
key aspects of the plan be tested annually and that th t beSWf8ed on clear objectives that will allow the results
of the test to be scored to determine the effectiyen business continuity plan. In addition to testing the
plan, the plan should be maintained and updated lar ensure that the organization remains ready to handle
incidents despite internal and external cha ffect the plan.

Examiner Review of Business Continuity Plans

Reviewing the insurer’s business continuity®plan is a vital part of assessing a company’s prospective risk. When
evaluating the company’s business continuit n, the examiner should first become familiar with the work completed on
the insurer’s business continuity plan gegg review of the company’s information systems, which may include
reviewing the insurer’s business cgfiti @ to determine any of the following:

d on a business impact analysis, tested periodically and developed to address all

e Whether the plan is current,

significant business §gtjvities;
o Whether the busines inuity plan clearly describes senior management’s roles and responsibilities associated

with the declaratig N rgency and implementation of the plan;
o  Whether a li @ omputer application programs, data and files has been included in the plan;
Whether ar ority has been assigned to all significant business activities;

e If current backup copies of programs, essential documents, records and files are stored in an off-premises
location;

e Whether a written agreement or contract exists for use by IT of a specific alternate site and computer hardware to
restore data processing operations after a disaster occurs; and

o Whether the business impact analysis is periodically reviewed to determine the appropriateness of maximum
recovery times.
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After the examiner has become familiar with the work completed on the insurer’s business continuity plan during the
review of the information systems, the examiner should consider what additional work should be performed to determine
whether the insurer has established an appropriate business continuity plan. Examples of additional procedures that may
need to be performed include the following:

o Determine if the board has established an appropriate enterprise-wide business continuity planning process and if
the board reviews and approves the business continuity plan on an annual basis.

o Determine if senior management periodically reviews and prioritizes each business unit, department, and process
for its critical importance and recovery prioritization.

o Determine if senior management has evaluated the adequacy of the business continui s of its service
providers and whether the capabilities of the service provider are sufficient to meet inster’s maximum
recovery times.

o Review the business continuity plan to determine whether the plan takes into aggou
related to information technology such as public relations, human resource mana

e Perform additional procedures as necessary based on the risks of the insurer b

E. Using the Work of a Specialist

1. Decision to Use the Work of a Specialist

Education and experience enable the examiner to be knowleg
examiner is not expected to have the expertise of a person tédin

another profession or occupation. During the examingtipr;
material to the current or prospective solvency of the ins a
art

judgment, require using the work of a specialist. Th

insurance matters in general, but the
or‘or qualified to engage in the practice of
exdaminer may encounter matters potentially
uire special knowledge and, in the examiner’s
should have on staff or be able to contract the
requisite expertise to effectively examine anygins requisite expertise should be determined by the
character and nature of the domestic industry.

Examples of matters that may necessitatg a specialist include, but are not limited to, the following:

a. IT Review and assessment of app
techniques and expert system

aions (e.g., EDP environment and controls, computer audit

b. Valuation of invested 2
complex investmest ho

portfolio analysis (e.g., real estate, restricted securities and other

c. Determination of derived and risks associated with specialized techniques or methods (e.g.,
certain actugrial determidgtions, pricing and liquidity).

nical requirements, regulations, or agreements (e.g., the potential significance of

#1 examination requires the use of a specialist to effectively examine an insurer. These
following:

business or with a substantial amount of business subject to principle-based reserve (PBR) calculations or
exclusion tests require the involvement of a credentialed actuary to perform an evaluation of reserves.
b. Property & Casualty company examinations where the company has a substantial amount of long-tail

lines of business require the involvement of a credentialed actuary to perform an evaluation of loss
reserves.
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In all other situations, the decision to use a specialist is at the discretion of the examination team in consultation
with the chief examiner or designee.

Selecting a Specialist

The department should obtain satisfaction concerning the professional qualifications and reputation of an outside
specialist by inquiry or other procedures, as appropriate. The department should consider the following:

a. The professional certification, license, or other recognition of the competence of the specialist in his/her
field, as appropriate.

b. The reputation and standing of the specialist in the views of his/her peers an %ar with his/her
capability or performance.

L 4
c. The relationship, if any, of the specialist to the company. \
d. Prior experience of the specialist in working on examinations. \
pefialis

Determining the Involvement of and the Work to be Performed by the S

Typically, the use of a specialist should be determined during@(a @ lanning, preferably well in advance of
#J the examiner-in-charge, the company

fieldwork. An understanding should exist among the departmen@yinCiys
and the specialist about the nature of the work to be perforpfed e’specialist. This understanding should be
documented in the Exam Planning Memorandum by covigi following:
a. The specialists’ role in the risk assessment SS
the development of risk statements. ¢

ding interviews, selection of key activities and
ists” work.

b. The planned objectives and scope g

arationship, if any, to the company.

procedures. In these cases, the exangfieam may still elect to involve a specialist by adequately documenting the
rationale for this decision in the e ion workpapers without amending the Exam Planning Memorandum.

Documentation of Work r

The examiner-in-charge shoul municate with the specialist as to the appropriate documentation of the work
alist. It should be determined upfront with the specialist who is responsible for the
ix and supporting documentation. Regardless of who is responsible for completing the
ea, the work performed is required to clearly document a consideration of all seven
d examination process. The work should also be completed in accordance with the
e standard examination procedures regarding examination documentation, including
tion on all conclusions.

Although the appropriateness and reasonableness of the work performed is the responsibility of the specialist, the
examiner-in-charge should obtain an understanding of the worked performed by the specialist to determine
whether the findings are suitable to meet the needs of the examination. This requires the examiner-in-charge to
review the work completed by the specialist and to understand the nature and impact of any findings or exceptions
identified by the specialist. This review should be demonstrated via sign-off on all significant workpapers and
procedure steps completed by the specialist. In addition, the examiner-in-charge is responsible for incorporating
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these findings into the examination report, management letter or ongoing supervisory plan of the insurer, but may
request the assistance of the specialist in developing these items.

Additional Considerations for Commonly Used Specialists

IT Specialist

The use of an IT specialist in performing an IT Review should be considered for all multi-state examinations.
However, examinations of less-complex IT systems or systems where extensive test documentation is already
available (e.g., external audit work, SSAE 16 reports, etc.) may minimize the need to i an IT specialist.
When selecting IT specialists, the examination team should keep in mind designations i

have met specific training and educational requirements, such as CISA, AES, (@

guidance on the use of an IT specialist during an examination, see Section 1£art eneral Information

Technology Review.

Reinsurance Specialist \\

The use of a reinsurance specialist should be considered for exa tion§Wef insurers with complex and
sophisticated reinsurance programs. Scenarios under which it may be ia4 to utilize a reinsurance specialist

include but are not limited to the following: .

e The reinsurance program includes restrictions on levels a M tions of reinsurance that do not appear
normal;

o Excessive bonus or other unusual remuneration or ineZQtive management are tied to the performance of
reinsurance contracts;

e The insurer utilizes off-balance-sheet vehiclgs in
vehicles for reinsurance purposes;

e The entity holds a significant amount Q
policyholder surplus;

e The insurer carries a significant amou glirance balances that demonstrate questionable characteristics
(e.g., overdue, disputed, concentrations, € nd

e For property and casualty insurergthe entity responded affirmatively to General Interrogatories — Part 2: 7.1,
8.1,9.1,9.20r9.4.

ructured investment vehicles and special purpose

Nelated reserves in comparison to its overall reserves and

When selecting reinsurange s the examination team should keep in mind designations indicating that
specialists have met speci and educational requirements, such as ARe, ARA, etc. For more guidance
on specific reinsurance revie cedures during an examination, see Section 1 Part V.

Actuarial Specialist\

involvement of a credentialed actuary is required on all examinations of life and health
al amount of interest-sensitive business, with a substantial amount of business subject to

of long-tail lines of business. Actuarial credentials include Fellow (or Associate) of the
arial Society (FCAS/ACAS) for property and casualty lines as well as Fellow (or Associate) of the
aries (FSA/ASA) or Member of the American Academy of Actuaries (MAAA) for life and health
lines. In addition to situations where the use of a credentialed actuary is required, there are many other situations
in which the use of an actuarial specialist would be appropriate, such as pricing, liquidity, and reinsurance risk.
Therefore, it is recommended that considerations regarding the use of an actuarial specialist be documented on all
multi-state examinations. In addition to the use of credentialed actuaries, other individuals may be considered for
use as actuarial specialists if they have training, experience and education providing them with an appropriate
background for this role. This may include individuals in the process of obtaining actuarial credentials (e.g.,
completed some of the actuarial exams) with degrees in actuarial science, mathematics and statistics. The NAIC’s
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support staff will be available to provide actuarial expertise and/or be consulted as to whether the use of an
actuarial specialist would be appropriate to the circumstances.

Investment Specialist

The use of an investment specialist should be considered for examinations of insurers with complex investment
portfolios. Scenarios under which it may be appropriate to utilize an investment specialist include but are not
limited to the following:

e The insurer maintains a significant position greater than its competitors’ averages in a e following
investment categories:

Bonds with call options and varied payment timing
Foreign investments ¢
Hybrid capital securities \
Mezzanine loans

Affiliated investments \
RMBS, CMBS, ABS CO/CLO or similar bond collateral ty

Structured securities on negative watch

OO0OO0OO0OO0OO0O0

e The insurer participates in derivative trading; ¢
e The insurer participates in securities lending, repurchase Nﬂ epurchase transactions; and
ilit

e The insurer has significant exposure to liquidity and&1 atching risks.
Investment specialists generally have one or more desigationSgidicating they have completed the specific
training and educational requirements, includingy!PI IMA, CFA, etc.

7. Controlling Exam Costs When Utilizing thaf Outside Specialist

When the examiner utilizes the work o becialists, exam costs may rise. The examiner should have
sufficient oversight of the specialist’s work imize the examination costs. As the procedures for utilizing
specialists and independent contractog®are similar, refer to Part 3 of this Handbook section, “Use of Independent
Contractors on Multi-State Examin s,” for more details on how to control costs when utilizing the work of a

specialist.

F. Outsourcing of Critical Fun S

The examiner is faced wi
functions to third-parties.
outsourced are being effect

additionaiehallenges when the insurer under examination outsources critical business
the responsibility of management to determine whether processes which have been

gy efficiently performed and controlled. This oversight may be performed through a
forming site visits to the third-party or through a review of SSAE 16 work that has been
performed. In som mance of site visits may even be mandated by state law. However, regardless of where
the business process 0 who performs it, the examination must conclude whether financial solvency risks to the
insurer have mitigated. Therefore, if the insurer has failed to determine whether a significant outsourced
business process T@functioning appropriately, the examiner may have to perform testing of the outsourced functions to
ensure that all maters®l risks relating to the business process have been appropriately mitigated. The guidance below
provides examiners additional information about the outsourcing of critical functions a typical insurance company may
utilize. The guidance does not create additional requirements for insurers to comply with beyond what is included in state
law, but may assist in outlining existing requirements that may be included in state law and should be used by examiners
to assess the appropriateness of the company’s outsourced functions. Within the guidance, references to relevant NAIC
Model Laws have been included to provide examiners with guidance as to whether compliance in certain areas is required
by law. To assist in determining whether an individual state has adopted the provisions contained within the referenced
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NAIC models, examiners may want to review the state pages provided within the NAIC’s Model Laws, Regulations and
Guidelines publication to understand related legislative or regulatory activity undertaken in their state.

Types of Service Providers

Insurance companies have been known to outsource a wide range of business activities including sales & marketing,
underwriting & policy service, premium billing & collections, claims handling, investment management, reinsurance and
information technology functions. There are a number of different types of entities that accept outsourced business from
insurers including the following:

e Managing General Agent — Person who acts as an agent for such insurer whether kno S a aging general
agent, manager or other similar term, who, with or without the authority, either g or together with
affiliates, produces, directly or indirectly, and underwrites an amount of gross dire premium equal to or
more than five percent (5%) of the policyholder surplus as reported in the Ias? ent of the insurer in
any one quarter or year together with the following activity related to th S roduced adjusts or pays
claims in excess of $10,000 per claim or negotiates reinsurance on behalf of r

e Producer — An insurance broker or brokers or any other person, firm, ciatioh or corporation, when, for any
compensation, commission or other thing of value, the person, firm, or corporation acts or aids in any
manner in soliciting, negotiating or procuring the making ofgn < @ ontract on behalf of an insured other
than the person, firm, association or corporation.

e Controlling Producer — A producer who, directly or indi@o an insurer.
n

e Custodian — A national bank, state bank, trust c roker/dealer which participates in a clearing
corporation. V'S

e Investment Adviser — A person or firm th
recommendations, issuing reports or furg
some investment advisers also manage in
investment advisers include asset managers, |

ation, is engaged in the act of providing advice, making
ses on securities. In addition to providing investment advice,
ortfolios or segments of portfolios. Other common names for
ent managers and portfolio managers.

o Affiliated Service Provider — An ailiated person or firm to which the insurer outsources ongoing business
services, including cost sharing S management services.

e  Other Third-Party Adminisifito er third-party entities that perform business functions of the insurer.

Additional information on of the abOve types of entities has been provided below to assist examiners in reviewing
business activities outsourced:

Managing Gener

procedures for managing general agents (MGAs) to follow are outlined in the NAIC’s
ct (Model #225). The examiner should consider performing the following steps to ensure that
been appropriately mitigated when examining an insurer that utilizes MGAs:

risks in this area h
1. Review the licenses of all MGAs:
a. Note the effective and expiration dates of licenses; and
b. Note if each MGA is licensed to represent the insurer domiciled in this state.

2. Review all contracts between MGAs and insurance companies:
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a. Each contract must contain a clause that the insurance company may cancel the contract for any reason,
upon written notice to the MGA;

b. Note the limitations each contract places on the MGA with respect to amount of risk insured,
geographical location of risk or any other limitations detailed in contract; and

c. The contract should specifically prohibit the MGA from binding the insurance company to any
reinsurance.

3. Sample policies produced by each MGA:

Each policy must fall within the financial and geographical limitations imposed € contract with the
respective insurance companies. .

4. Sample financial accounts submitted by the MGA: \
a. All accounts must be submitted quarterly and within a reasonable & time after the end of each
quarter; and
b. All accounts should be in a format and contain such inf a | enable an insurance company to

use the accounts to properly complete its annual statemgent:

nies and MGAs:

a. All funds collected by the MGA on behalf of@ ce company must be deposited in a separate
fiduciary account in a bank that is a memb th deral Reserve System. This account should be
owned and controlled by the insurance ggmp

5. Review internal controls over cash transactions between insugénce

b. All funds owed to the insurance coz

MGA should be paid on a timely basis; and

c. The MGA may retain no more th
fiduciary account owned and operateGig

ths worth of loss and allocated loss expense payments in the
e insurance company.

6. Review the insurance company’s pr ures for monitoring each MGA'’s activities:

a. The insurance co
business produce
reserves on busine

tain, at least annually, a certified public accountant’s report on the
5A as well as an opinion of an actuary attesting to the adequacy of loss
cd by each MGA;

b. The insuran mpany should periodically conduct an audit of each MGA’s operations; and

c. The insufa smpany should make sure that only an officer of the company, who is not affiliated with
an ARk authority to bind the insurer to any reinsurance on any participation with syndicates.

An insurance pro r sells, solicits or negotiates insurance on behalf of an insurer and receives compensation or
commission. Individuals who are officers, directors, employees and subsidiaries, or affiliates of a company, who do not
receive commission from policies written or sold and perform duties unrelated or only indirectly related to the sale,
solicitation or negotiation of insurance, are not considered to be insurance producers. Individuals or business entities
practicing as insurance producers must maintain a resident or nonresident producer license, when mandated by state law.
In order to receive an insurance producer license, individual applicants must pass a written examination that tests the
following: the lines of authority for which application is made, the duties and responsibilities of insurance producers and
the state’s insurance laws and regulations.
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Insurance producers may receive a license in one or more of the following lines of authority or in any other insurance type
permitted under state law:

Life

Accident and Health or Sickness

Property and Casualty

Variable Life or Variable Annuity Products
Personal Lines

Credit

Once an individual or company receives an insurance producer license, the license will remain in €Wact, uriless revoked or
suspended, as long as the correlating fees are paid and education requirements are met. Lice rs are maintained
on the NAIC’s Producer Database.

L 4
If insurance producers violate the governing provisions in the NAIC’s Producer Li%del Act (Model #218), the
r .

insurance commissioner may terminate, suspend, or non-renew the insurance prod Insurance commissioners
may also levy civil penalties against insurance producers if considered necessary.

Notification should be provided to the commissioner when insurers teggning
insurance producers either with or without cause. The insurer is required
requested, regarding the relationship termination and activity of the prod&

HMO Producers x&

Health Maintenance Organizations (HMOs) are also permitte hav@ghsurance producers if appropriately licensed. To
a

hips (i.e., agency contracts) with
e information to the commissioner, if

receive an HMO insurance producer license, in additign t
producer is required to demonstrate financial responsi

producer usually completes this requirement by isg 3
Like insurance producers, the license of a HMO gfo

ic requirements of insurance producers, the HMO
e reasonable protection of customers. The HMO
eposits or other means as specified by the department.
ah be'denied, suspended or terminated by the state department.

If required by the state, HMO licensed producers be appointed to solicit, negotiate, procure or renew HMO
membership contracts on behalf of a HMO. ificationof HMO producer appointments is required to be communicated
to the state’s insurance department. Termin&§gn of HMO appointments may occur upon written notification to the state
insurance department by either the HM r the HMO.

Controlling Producers and Con

Controlling producers are licensed proGaeers, (see above) who through contracts are able to directly and/or indirectly
influence the direction of t ntrolled insurers management and policies. As with insurance producers, controlling
producers receive compensaiian, mission, or other forms of monetary payment from controlled insurers in return for
% ing insurance contracts on behalf of the insurer. According to the NAIC’s Business
: olled Property/Casualty Insurer Act (Model #325), controlling producers who provide
0 or greater than 5% of the controlled insurers admitted assets as reported on the controlled
insurers quart iled as of September 30 of the prior year, are generally required to maintain compliance with
specific contract Gidelines, obtain requisite commissioner approval, and provide disclosure to the insured prior to the
policy’s effective datdp Failing to comply with the established requirements may result in the commissioner terminating
the relationship between the controlling producer and the controlled insurer and civil action to impose compensatory
damages for the insurer or policyholder.

soliciting, negotiating,
Transacted with P
gross written premium

1. Requirements of Controlling Producers and Controlled Insurers

Contracts between controlling producers and controlled insurers are required to be in writing, contain specific
contract provisions if deemed necessary, and be approved by the insurers board of directors. Furthermore, the
controlled insurer’s audit committee is required to be comprised of independent directors who annually meet with
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management, CPAs, and casualty actuaries and/or loss reserve specialists to review the sufficiency of the insurer’s
loss reserves. The findings of the reserve specialists, with regards to the loss ratios and loss reserves established
for incurred and outstanding losses for business placed by the producer, has to be reported to the controlled
insurer’s commissioner by April 1 every year. In order to verify that the controlling producer is not receiving
unduly high commissions, the commissioner must also receive detail of the commissions paid and the percentage
of the respective paid commissions to the net premiums written, along with comparable data for non-controlling
producers placing the same type of business.

Specific Contract Provisions

Specific contract provisions between the controlling producer and the controlled in
controlling producer meets the 5% written premium threshold as previously indica
contract provisions are not required if the controlling producer does not receive %

quired if the
ever, the specific
sation based on the
from a controlling

amount of premiums written, or the controlled insurer accepts insurance Yusi
producer.

The specific contract provisions are as follows:
a. Upon written notice to the controlling producer, the contrgllad may terminate the contract for

cause. The controlled insurer is entitled to suspend the ¥go producer’s authority to write business
during the duration of any dispute regarding the cause? ation.

b. The controlling producer shall render accounts i#luding®detail of all material transactions to the
controlled insurer. This includes information ne r upport all commissions, charges and other fees
received by, or owed to, the controlling produc

on at least a monthly basis. Additiog or installments collected by the controlling producer
shall be remitted no later than 9 Siter We effective date of a policy placed with the controlled
insurer.

c. The controlling producer shall remit allfupd ugder the terms of the contract to the controlled insurer
NI
e

d. The controlling producer shall hold ali¥znds collected on behalf of the controlled insurer in a fiduciary

capacity, in banks that are bers of the Federal Reserve System, and in appropriately identified bank
accounts.
e. Separate, identifigol @ f business written for the controlled insurer shall be maintained by the

controlling produc

f. The controlwcer hall not assign the contract in whole or in part.

g. nfiicqyinsever shall provide the controlling producer with its underwriting standards, rules and

% als setting forth the rates to be charged, and the conditions for the acceptance or
s. The controlling producer shall adhere to the standards, rules, procedures, rates and

The standards, rules, procedures, rates and conditions shall be the same as those applicable to
business placed with the controlled insurer by a producer other than the controlling producer.

The contract shall specify the rates and terms of the controlling producer’s commissions, charges or other
fees and the purposes for those charges or fees. The rates of the commissions, charges and other fees shall
not be greater than those applicable to non-controlling producers for comparable business (i.e., same
kinds of insurance and risks, similar policy limits, and quality of business) placed with the controlled
insurer.

i.  Controlling producer compensation based on insurer profits shall not be determined or paid until at least
five years after the premiums on liability insurance are earned and at least one year after the premiums are
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earned on any other type of insurance. Commissions shall not be paid until an independent casualty
actuary or loss reserve specialist has confirmed the sufficiency of the controlled insurer’s reserves on
remaining claims, including incurred but not reported (IBNR).

j. The contract shall specify a percentage limit of writings the controlling producer is entitled to make
relative to the controlled insurer’s surplus and total writings. The insurer may establish a different limit
for each line or sub-line of business. Notification by the controlled insurer to the controlling producer is
required when the established limit is approached. Once the limit has been reached, the controlled insurer
is prohibited from accepting business from the controlling producer. The controlling producer shall not
attempt to place business with the controlled insurer if it has been notified that the |4 as been reached.

k. The controlling producer may bind facultative reinsurance contracts pursuag
agreements if the contract with the controlled insurer contains underwritin
ceded business that includes a list of reinsurers with which autoni®ti
coverages and amounts or percentages that may be reinsured, and
business placed by the producer, the controlling producer is entitle
reinsurance on behalf of the controlled insurer.

igatory facultative
\ for assumed and
ants are in effect, the
nedules. Otherwise, for
iate but is unable to bind

Custodial or Safekeeping Agreements

Specific requirements related to an insurance company’s utilization o’s olding and transferring securities are
Cle

included in the NAIC’s Model Act on Custodial Agreements and the ng Corporations (Model # 295) and the
NAIC’s Model Regulation on Custodial Agreements and the usgtlof ring Corporations (Model #298). When
conducting financial examinations, the custodial or safekeeping enw@ts should be considered and evaluated with this
guidance.

permitted by the state of domicile, the custodigg be a broker/dealer that is registered with and subject
to jurisdiction of the Securities and Exgifa sion, maintains membership in the Securities Investor
Protection Corporation, and has a tangity equal to or greater than $250,000,000; or a national bank,
federal home loan bank, or trust compan s adequately capitalized and qualified to accept securities as
determined by the standards adopted by the C. banking regulators and regulated by state banking laws or a
member of the Federal Reserve systgifi. Custodial agreements shall be authorized by a resolution on behalf of the
board of directors or an authorize mittee of the insurance company. The agreement should state that
certificated securities of the i pany shall be held separate from all other securities. Those securities
held indirectly by a custo paring corporation shall be separately identified on the custodian’s official
3fice company. Registered custodial securities shall be registered in the name
of the company, in the name &§,a nominee of the company, in the name of the custodian or its nominee, or

1. An insurance company may, by written agreenﬁxld or the custody of its securities with a custodian. If
) oi

held subject to the instigtions of the insurance company, and shall be withdrawable upon the demand of the
insurance comp fi
electronic

broker/dealer With an account in a clearing corporation, or a member of the Federal Reserve System. A clearing
corporation is a corporation as defined in Article 8 of the Uniform Commercial Code that is organized for the
purpose of effecting transactions in securities by computerized book-entry, including the Treasury/Reserve
Automated Debt Entry Securities System (TRADES) and Treasury Direct book entry securities systems, except
those securities issued under the laws of a foreign country.

a. The custodian is obligated to indemnify the insurance company for any insurance company’s loss of
securities in the custodian’s custody, except that, unless domiciliary state law, regulation or administrative
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action otherwise require a stricter standard (Section 2.b. sets forth an example of such a stricter standard),
the custodian shall not be so obligated to the extent that such loss was caused by other than the negligence
or dishonesty of the custodian;

If domiciliary state law, regulation or administrative action requires a stricter standard of liability for
custodians of insurance company securities than that set forth in Section 2.a., then such stricter standard
shall apply. An example of a stricter standard that may be used is that the custodian is obligated to
indemnify the insurance company for any loss of securities of the insurance company in the custodian’s
custody occasioned by the negligence or dishonesty of the custodian’s officers or employees, or burglary,
robbery, holdup, theft, or mysterious disappearance, including loss by damage or d ion;

In the event of a loss of the securities for which the custodian is obligated tgui nify the insurance
company, the securities shall be promptly replaced or the value of the securj

of rights or privileges resulting from said loss of securities shall be proﬁ i
d

be taken hereunder in the
y war (whether declared or
tion, act of God, accident, fire,

The custodian shall not be liable for any failure to take any action r
event and to the extent that the taking of such action is prevented o
not and including existing wars), revolution, insurrection, riot, c'
explosions, stoppage of labor, strikes or other differences , , ,
other acts of any governmental authority, or any other: e @ er beyond its reasonable control;

In the event that the custodian gains entry in a cleari tion through an agent, there should be a
written agreement between the custodian and the nt tfid the agent shall be subjected to the same
liability for loss of securities as the custodian:9i€ th ent is governed by laws that differ from the
regulation of the custodian, the Commissioner of the state of domicile may accept a standard
of liability applicable to the agent that is’diﬁ e standard liability;

If the custodial agreement has beeg
account have been withdrawn, thg
of termination or withdrawal, to%Qs

N if 100% of the account assets in any one custody
0 shil provide written notification, within three business days
domiciliary commissioner;

During regular business hours, and U@n reasonable notice, an officer or employee of the insurance
company, an independent gatCountant selected by the insurance company and a representative of an
appropriate regulatory bod | be entitled to examine, on the premises of the custodian, its records
relating to securities, if oG¥an is given written instructions to that effect from an authorized officer
of the insurance a

The custodian and its dgents, upon reasonable request, shall be required to send all reports which they

receive fro learing corporation, which the clearing corporation permits to be redistributed including
reports prepare e custodian’s outside auditors, to the insurance company on their respective systems
of intern ;

at certain information maintained by the custodian is relied upon by the insurance
preparation of its annual statement and supporting schedules, the custodian agrees to maintain
icient to determine and verify such information;

The custodian shall provide, upon written request from a regulator or an authorized officer of the
insurance company, the appropriate affidavits, with respect to the insurance company’s securities held by
the custodian;

The custodian shall secure and maintain insurance protection in an adequate amount; and
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I.  The foreign bank acting as a custodian, or a U.S. custodian’s foreign agent, or a foreign clearing
corporation is only holding foreign securities or securities required by the foreign country in order for the
insurer to do business in that country. A U.S. custodian must hold all other securities.

3. Except as provided below, the examiner shall verify such securities by actual inspection and count and whenever
necessary ascertain whether the securities are the specific ones acquired by the company:

a. Securities on deposit with state officials need not be counted (provided) if a certificate of verification is
secured directly from the custodian or insurance commissioner.

e of custodial
is not possible, and

b. Where domiciliary state law, regulation, or administrative action does not prohgti
arrangements under which actual inspection or count of specific securities acaui
the insurance company uses such an arrangement, the examiners shall:

L 4
o Apply the provisions of Sections d. and g. below, in cases where , under the controlling

custodial or safekeeping agreement, is permitted to carry securiti irecly or otherwise

commingled form;
o Apply the provisions of Sections e. and g. below, in case e ustodian, under the controlling
custodial or safekeeping agreement, directly or indirdyg ipates in the Treasury Reserve
eas

Automated Debt Entry Securities System (TRAD#S
computerized programs sponsored by the United
agencies and instrumentalities of the United Stat
United States government and the agencies
Banks through banks which are members
access to such computerized systemg an

e Apply the provisions of Sectio
are used, either directly or ing
safekeeping agreement.

. , in cases where the facilities of a clearing corporation
ugwa custodian, under the controlling custodial or

c. Securities held by a custodia
the discretion of the exami
laws do not require that s

nder ofier custodial or safekeeping arrangements need not be counted, at
in-charge, if the following criteria are met (provided the domiciliary state
ities be counted and inspected during an examination):

e Examiners ar opy of the custodial or safekeeping agreements;
e They arg satisfied sU§h agreement has the necessary safeguards and controls;

o  The segiiti held by a custodian licensed by the United States or any state thereof, and such
custg @ egularly examined by the applicable licensing authority;

o T cUrities so deposited are at all times kept separate and apart from other deposit accounts with
dian, so that at all times they may be identified as belonging solely to the company for which
ey are held;

e If such a deposit is not counted, a verification certificate signed by an authorized signatory of the
custodian holding the deposit shall be secured by the examiners directly;

e Such certificate shall be in sufficient detail to permit adequate identification of the securities; and

e Such certificate may be accepted in lieu of actual count provided it meets the above requirements and
the examiners are satisfied that the representation thus made is in accordance with the facts.
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d. Where not prohibited by domiciliary state law and if permitted by the terms of the controlling custodial or
safekeeping agreement containing satisfactory safeguards and controls, securities held by a custodian that
meets the requirements of Section c¢. above, may be held by the custodian, in bulk as a part of a “jumbo”
certificate, or other system under which there is a commingling of securities held in custody. In such
cases, the examiners shall:

o Obtain directly from the custodian a certified listing of the securities held as of the date of
examination for the account of the insurance company under examination;

o Obtain a copy of the insurance company’s listing of the securities held by th todia® for the
insurance company’s account as of the date of examination; and

e Match the positions shown on the custodian’s listing to the positior%& e company’s listing,

and reconcile any differences. x
e. Custodians which meet the requirements of Section c. above, and whidg,ei are members of the Federal

Reserve System or non member banks redepositing securities a mimber bank, may, when acting as

custodians for insurance companies, use the Treasury/Resengmiu ed Debt Entry Securities System

(TRADES) or the Treasury Direct book entry SGCU&TI @ under a written agreement with the
)

insurance company permitting such utilization. In su St giexaminers shall follow the procedures
set forth in Section c. above. \

f.  Where not prohibited by domiciliary state law, Z&insufgce company may, under a written agreement,
ith jrectly or through a custodian, subject to the

use the facilities of a clearing corporatio
requirements of Section c. above. In su ca%\aminers shall:
o Obtain directly from the deposij ] posit is used, or from the custodian if indirect deposit

is used, a certified listing of held in the clearing corporation as of the date of
examination for the account ¢ Fince company under examination;

o Obtain a copy of the insuggnce company’s listing of its securities held by the clearing corporation as
of the date of examinati

e Match the posgio
on the compa I

=2

on the clearing corporation’s or custodian’s listing to the positions shown
d reconcile any differences; and

Exchang mission, the Federal Reserve System, or the banking authorities in its state of

. Ascerta% secdrities are held by a clearing corporation regulated by the Securities and
domigg

i eir responsibilities under Section d, e, and f above, it is important that the examiners
selves as to the integrity of the accounting controls and verification and security procedures
ian and/or the clearing corporation, as the case may be. This satisfaction may be obtained by
ing the most recent report on the review of the custodian’s system of internal controls pertaining to
custoctan record keeping issued by the respective organization’s independent auditors.

Investment Advisers

As investments and investment strategies grow in complexity, insurers may consider the use of investment advisers to
manage their investment strategy. Investment advisers may operate independently or as part of an investment company.
Investment advisers and companies are subject to regulation by the U.S. Securities and Exchange (SEC) Commission and
by the states in which they operate generally based on the size of their business. In certain situations, insurers may use a
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broker dealer in the capacity of an investment adviser. Broker dealers are subject to regulation by the Financial Industry
Regulatory Authority (FINRA). Regardless, most broker dealers and investment advisers will register with the SEC and
annually update a Form ADV, which provides extensive information about the nature of the organization’s operations. To
locate these forms, the examiner can got to www.adviserinfo.sec.gov and perform a search based on the company name.

Key information provided on a Form ADV includes:

a. Locations in which the adviser/broker is registered
b. Information about the advisory business including size of operations and types of customers Litem 5)

. Information about whether the company provides custodial services (Item 9)

. Information about disciplinary action and/or criminal records (ltem 11)

L 4

It is important to note that the information provided on Form ADV is self-reporte t to limited regulatory
oversight. However, the information may be very valuable to examiners in assessing itadlity of investment advisers
providing advisory services to insurers.

o O

Where not prohibited by domiciliary state law and if permitted by the inyestiigat Zdviser agreement, there may be
situations in which the investment adviser also acts as a custodian. In t ages, Investment advisers are required to
obtain an annual examination by an independent public accountant to®eri % ance with custodial responsibilities as
provided in the federal Investment Advisers Act of 1940 and/or t apnvestment Company Act of 1940. The

accountant’s report is also available on the Form ADV.

In performing risk-focused examinations, examiners should identi I isers utilized by the insurer and take steps to
address any significant risks associated with their use. Thesegte ay include determining whether investment advisers
are suitable for their role (including registered and inQ‘] 0 diflg with the SEC and/or state securities regulators),
performing procedures to ensure investment advisg x S contain appropriate provisions, and performing
procedures to ensure that the adviser is acting in a
performing procedures to determine if managt
relationships in place.

ordardp the agreement. Additionally, the examiner may consider
aent/boarfy oversight of the investment adviser is sufficient for the

In evaluating the provisions of the investrpént advisory/management agreements, examiners should consider whether
there are appropriate provisions to adequatelyfaddress selection of investments, authority for transactions, conflicts of
interest, calculation of fees, etc. Addi ordiderations for use in reviewing the investment advisory/management
agreements are provided as follo

a. Selection of Investments

It should be clear fr e advisory agreement, how the investment adviser will select investments. This should
include specific refgganc e insurer’s investment strategy.

b. Authority ¢ @

ould address the level of the authority that will be given to the investment adviser in

To the extent that any conflicts of interest may be known to the insurer, the advisory agreement should
specifically indicate the manner in which such conflicts will be considered. This is an important protection against
an investment adviser’s biases as a result of business arrangement (e.g. referral relationships, affiliate product
offerings, etc.) that may interfere with the proper execution of the investment strategy. For example, investment
advisers often have affiliates that offer investment options that should be available to the insurer but should not be
given preferential treatment if competitor products are determined to be a better fit for the selected investment
strategy.
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d. Fiduciary Responsibility

Language provided in the investment management agreement should acknowledge the investment adviser’s role
as a fiduciary in advising the insurer. This is an important legal distinction that may help protect the insurer’s
interests in the execution of the company’s investment strategy.

e. Calculation of Fees

It is important that the manner in which fees are calculated is well defined in the management agreement and that
the structure of the fee is considered as management assesses the adviser’s performance. For example, if the
advisory fee is computed based on volume of transactions, it would be important for gement to closely
review the frequency of trades to help avoid excessive charges.

f. Review of Performance

Agreements should include consideration of information that will be proviged t @ pany to permit the
company to perform adequate review of the adviser’s performance and exec ionx0 tment strategy.
e

There may be other terms that examiners consider to be significant and can th r their review based on

judgment and the specifics of the insurer under exam.

Examiners may consider leveraging risk, control and test procedure language pro
determining an appropriate examination response. The examiner may4g
Third-party Administrators (TPAs)” and “Custodial or Safekeeping®Agre
addressed as part of examination fieldwork.

Affiliated Service Providers x
Specific requirements related to an insurance company’s utiéizati cost sharing services and management services

with affiliates are included in the NAIC’s Insurance Hofdin
entering into one of these agreements, an insurer must_ fi {
transaction via the Form D filing. As the receip
Department Analyst, the examiner should leve
obtained and reviewed by the analyst, or if signifiCig
provisions were effective in Model #450), the examiri
provisions listed below:

d_ih the Investment repository when
ider concepts discussed in the “Other
" to ensure that risks are adequately

ce to the State Insurance Department of the proposed
the Form D filing is typically the responsibility of the
iew to the extent possible. If the agreement has not been
ents have not been modified since 12/31/14 (date that new
should obtain and evaluate whether the agreement includes the
Agreements for cost sharing services an nt services shall at a minimum and as applicable:

1. Identify the person providiffgise nd the nature of such services;

2. Set forth the methoo&o(iate osts;
3. Require timely sesficignt, %ot less frequently than on a quarterly basis, and compliance with the requirements in

the Accounging F % and Procedures Manual;

nt of funds by the insurer to the affiliate except to pay for services defined in the agreement;

4. Prohihs

5. State that insurer will maintain oversight for functions provided to the insurer by the affiliate and that the
insurer will monitor services annually for quality assurance;

6. Define books and records of the insurer to include all books and records developed or maintained under or related
to the agreement;

7. Specify that all books and records of the insurer are and remain the property of the insurer and are subject to
control of the insurer;
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8. State that all funds and invested assets of the insurer are the exclusive property of the insurer, held for the benefit
of the insurer and are subject to the control of the insurer;

9. Include standards for termination of the agreement with and without cause;

10. Include provisions for indemnification of the insurer in the event of gross negligence or willful misconduct on the
part of the affiliate providing the services;

11. Specify that, if the insurer is placed in receivership or seized by the commissioner under the State Receivership
Act:

a. all of the rights of the insurer under the agreement extend to the receiver or coRamgi

b. all books and records will immediately be made available to the recelves o
be turned over to the receiver or commissioner immediately upo
request;

12. Specify that the affiliate has no automatic right to terminate the agree if thiNinsurer is placed in receivership

pursuant to the State Receivership Act; and
13. Specify that the affiliate will continue to maintain any system?,@r other infrastructure notwithstanding
m

a seizure by the commissioner under the State Receivership x ake them available to the receiver, for
so long as the affiliate continues to receive timely paymant rvice® rendered.

If certain provisions are missing from affiliate service agr
revisions to include all appropriate provisions, depending ybo
Model #450 at that date. In addition, in accordance with \
o -r
e

e e examination team should encourage/require

ate of the agreement and provisions required by
ed examination process and utilizing guidance from
terms of significant affiliated agreements are fair and

r reviewing individual affiliated transactions is located in

the Related Party Repository, the examiner should
Section 1, Part IV D in this Handbook.

Other Third-Party Administrators (TPAS)

eneral agents, producers, controlling producers, investment advisers,
oviders, third-parties can be used to perform a number of other functions
for the insurer. These functions ayroll processing, claims review, claims processing, premium processing,
investment management, reinsural &M management or general IT processes. Depending upon legislative and/or
regulatory action in each state, TPAsWgrforming these services in connection with life, annuity, health or worker’s
compensation coverage pro by an insurer may be subject to requirements as outlined in the NAIC’s Registration and
Regulation of Third Party ors (Guideline #1090).

It is important that gain a thorough understanding of the business functions being outsourced by the insurer
and the controls that 9¢1 put in place to mitigate risks relating to those business functions. When evaluating the
insurer’s use the examiner should first become familiar with the work completed during the IT review, as
described in EXiWgit C. The examination work completed in these areas is typically performed by an information
technology examin nd may focus on risks related to the IT function of the insurer. However, the work performed in
this area should provide the financial examiner information on the relationship between the insurer and the TPA and on
the overall controls in place over the outsourced function.

Once the financial examiner has performed a detail review of work performed during the IT review, the extent of

additional testing to be performed for each TPA can be determined. This additional testing could include the following
procedures:
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SSAE 16 and Service Organization Controls Reports \K

(a) Overview

84

1. Review the contract between the insurer and the TPA to determine that appropriate provisions have been included

(ownership of data, termination of contract, right to review records, etc.). Those TPAs subject to Guideline #1090
may face specific requirements in these areas including licensure.

Perform a detailed review of any available Service Organization Reports, as described below, to determine that
relevant controls are in place at the TPA and operating effectively (see additional guidance above). The examiner
should note that although a Type 1l SOC 1 report may have been issued for the TPA, the controls tested may not
mitigate the risks that concern the examiner.

If no Service Organization Report has been issued for the TPA, determine whether insurer has taken
appropriate steps to ensure that adequate controls are in place at the TPA and are 0
insurer may take various actions to determine the adequacy and effectiveness of co lace at the service
provider including performing periodic site visits, performing off-site reviews, 3 jaintaining additional
reporting requirements for the TPA. For insurer’s subject to Guideline #
significant TPAs be subject to a semiannual review of operations. At leas
audit of the operations of the TPA.

cview must be an on-site

If the examiner determines that the work performed to determine the a acy operating effectiveness of the
TPA’s controls is insufficient, additional testing should be performggyi ance with the materiality of the
function being outsourced and the specific risks identified. ThiSyg al testing could include requesting the
insurer to perform additional testing of its TPA or having the% t the TPA’s site to perform testing on

the relevant controls.

L 4

As discussed above, many insurance cCompagigg.Us %iated organizations to perform such services as data
processing, payroll processing, claims prg atc.QAs part of the planning process for a financial statement
audit or examination of an insurer tha -party service organization, the auditor or examiner should
consider the internal control environment a ice organization.

The most effective means for gaigihg an understanding of the internal control environment at the service
organization is by reviewing the Servi rganization Controls (SOC) report, if available. There are three types of
SOC reports, each of which ad pitler the Statement on Standards for Attestation Engagements (SSAE) No.
16, Reporting on Control ¢/Organization (SOC 1), or Attestation Standards (AT) No. 101 Attestation
Engagements (SOC 2 an aining an understanding of the internal control environment should be
beneficial to examiners in u tanding the servicing entity’s role and its impact on the insurer’s internal
controls, whether thefifiternal control design and operating effectiveness was considered adequate by the external
auditor, and whether ternal auditors were able to rely on the service entity’s controls. These considerations
should further as Xaminer in determining the extent of individual work necessary to assess the company’s
significant have been outsourced to service providers.

(b) Types i anization Controls (SOC) Reports

SSAE 16 is an attestation standard developed by the American Institute of Certified Public Accountants (AICPA)
to provide guidance to enable an independent auditor to issue an opinion on an organization’s internal controls
over financial reporting (ICFR). SSAE 16 supersedes SAS 70 guidance for reports on ICFR at service
organizations issued on or after June 15, 2011. The report issued under the new guidance of SSAE 16 is called the
Service Organization Controls report 1, or SOC 1 (often referred to as a SSAE 16 Report). SOC 1 engagements
are performed in accordance with SSAE 16 and focus solely on controls at the service organization that are likely
to be relevant to an audit of a client’s financial statements. SSAE 16 does not include pre-determined control
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objectives or control activities that organizations must achieve; rather, it is designed to provide information about
the service organization’s ICFR environment to user organizations and user auditors.

SOC 2 & SOC 3

SOC 2 and SOC 3 engagements do not fall within scope of SSAE 16. These engagements are performed in
accordance with AT 101 — Attestation Engagements, to address system controls based on AICPA Trust Services
Principles, Criteria, and Illustrations.

Unlike SOC 1 engagements, SOC 2 engagements use predefined criteria in the Trust Servi
and Illustrations. In a SOC 2 report, the service auditor would specifically address on
system attributes comprising the Trust Services Principles, Criteria and Illustrati
Processing Integrity, Confidentiality, or Privacy.

inciples, Criteria,
f the five key
rity, Availability,

M st Services Principles,
ST 3 report is a general-use

OC 3 does not provide a
description of the system.

Similar to the SOC 2 report, the SOC 3 report uses the predefined crit
Criteria, and Illustrations. The key difference between these two reports is
report, typically used for branding purposes by the service organizatio
description of the tests performed, results of testing, or the auditor’s opi

In the context of this handbook, the SOC 2 report will generalifgb pater use to examiners than the SOC 3
report, as the SOC 3 report does not provide its users with?& @lail about the design and operation of

controls.

Type 1 vs. Type Il N&

When a CPA performs a SSAE 16/SOC 1 or SOC A aughit of examination of a service organization, the SOC
report that is issued is classified as either Type m\ .

Type | Report
A Type | report describes the organiza

Is at a specific point in time and includes the independent
auditor’s report. The auditor will expres ion on whether the organization’s description of controls
presents the relevant aspects of the organizatioiys actual controls in operation as of a specific date, and whether
the controls were suitably designed tgfachieve specified control objectives.

Type 1l Report

Similar to a Type | rep report includes the organization’s description of controls and auditor’s
opinion. What differentiat e report from the Type Il report is that the Type Il report includes detailed
testing of the organization’s ols for the period specified in the report, typically one year. In addition to

expressing an opini
controls that were test
assurance that th

n the same items noted in a Type | report, the auditor will also indicate whether the
e operating with sufficient effectiveness to provide reasonable, but not absolute,
ectives were achieved during the period specified.

SOC Report tents
Indepe I’s Report (Opinion)
This report@g,typically a one to two page letter from the independent auditors to the management of the service

organization. The language of the opinion generally follows explicit guidelines as determined by the AICPA,
including a description of the auditor’s approach and the scope of the audit. For Type | and Type Il engagements,
the opinion should state whether the organization’s description of controls presents fairly, in all material respects,
the relevant aspects of the organization’s controls that had been placed in operation as of a specific date (Type I)
or during the period covered by the report (Type I1), whether the controls were suitably designed to achieve the
specific control objectives, and for Type Il engagements, whether the tested controls were operating with
sufficient effectiveness to provide reasonable, but not absolute, assurance that the control objectives were
achieved during the period specified.
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Management Assertion

Management of the service organization must provide the service auditor a written assertion that will either
accompany the service auditor’s report or be included within the system description. This written assertion is
much like the management representation letter previously required under SAS 70 guidance. Management must
assert to the fairness of the system description, the suitability of the design of controls and, for Type Il
engagements, the operating effectiveness of the controls. Further, if the service organization uses subservice
organization(s), management of the subservice organization(s) must also provide an assertion to accompany the
auditor’s report.

System Description

Management of the service organization is required to provide a detailed description of t
organization. This description should include, among other things, the nature of servi
how these services are performed, the service organization’s controls over the servj ioed, and the related
control objectives. One key area to note within this section is the User Control ®onsitgratio (UCC). UCCs waork
hand-in-hand with internal controls. Therefore, in order for users to benefit f port, they must ensure

the related UCCs are in place and functioning at the user organization. To i te“Wis point, refer to the UCC
example below:

User aorganizations should have controls in place to restrict acce re web portal
that is used to transmit data to the service organization to ed individuals.
Controls should include notifying the service organizatign w vidual’s access is no

Information Provided by the Service Auditor

This section is optional in a Type | report. Examples
more detailed description of the objectives of a servigf'a
requirements. In a Type Il report, this section ¥f th
operating effectiveness of controls and the re &

description:

on that might be included in this section are a
r's’engagement or information relating to regulatory
port features a description of the auditor’s tests of
sts. The following elements should be included in the

e The controls tested and the objective trols were designed to achieve; and

¢ Anindication of the nature, timing, exté§’and the results of the tests supplied in sufficient detail to enable
user auditors to determine theleffect of such tests on their assessment of control risk. In evaluating these
factors, user auditors shoul 0 keep in mind that, fo