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[bookmark: _heading=h.gjdgxs]RFP XX-XXXX: Name-Based Background Checking Services
Attachment O: Sample Drug and Alcohol Testing Scope of Work
Indiana Department of Administration (IDOA)

1.2 Definitions and Abbreviations
The following are explanations of terms and abbreviations appearing throughout this RFP. Other special terms may be used in the RFP, but they are more localized and defined where they appear, rather than in the following list.                
	Award Recommendation
	IDOA’s summary, typically in letter format, of the solicitation and suggestion on respondent selected for the purposes of beginning contract negotiations.


	BAFO
	Best and Final Offer is an opportunity for short-listed respondents to propose an improved cost for final score consideration.


	Breath Alcohol Technician (BAT)
	A person who instructs and assists employees in the alcohol testing process and operates an evidential breath testing device.


	Contract Award
	The acceptance of IDOA’s Award Recommendation by the agency being supported in conjunction with the public posting of the Award Recommendation.


	Full Time Equivalent (FTE)
	The State defines FTE as a measurement of an employee's productivity when executing the scope of work in this solicitation for a specific project or contract. An FTE of 1 would mean that there is one worker fully engaged on a project. If there are two employees each spending 1/2 of their working time on a project that would also equal 1 FTE.


	IAC
	Indiana Administrative Code


	IC
	Indiana Code


	Medical Review Officer (MRO)
	A licensed physician who is responsible for receiving and reviewing laboratory results of drug tests and evaluating medical explanations for certain drug test results.


	Other Governmental Body
	An agency, a board, a branch, a bureau, a commission, a council, a department, an institution, an office, or another establishment of any of the following:
1) The judicial branch
2) The legislative branch
3) A political subdivision as defined in IC 5-22-2-22 and IC 36-1- 2-13 (includes school corporations, municipal corporations, Legislative body, Taxing district, Town, Township, and Unit)
4) A State educational institution

	Prime Contractor
	As used in Attachments A and A1, refers to the entity responding to the solicitation.


	Proposal
	An offer as defined in IC 5-22-2-17


	Respondent
	An offeror as defined in IC 5-22-2-18; and any entity or person who does business with the State and is registered as same. The State will not consider a proposal responsive if two or more offerors submit a joint or combined proposal. One entity or individual must be clearly identified as the company who will be ultimately responsible for performance of the contract.


	SAMHSA
	Substance Abuse and Mental Health
Services Administration


	Services
	Work to be performed as specified in this solicitation

	State
	The State of Indiana


	State Agency
	As defined in IC 4-13-1, “State Agency” means an authority, board, branch, commission, committee, department, division, or other instrumentality of the executive, including the administrative department of State government

	Screening Test Technician (STT)
	A person who instructs and assists employees in the alcohol testing process and operates an alcohol screening device. 

	Subcontractor
	As used in Attachments A and A1 refers to the entity entering into a contract with the Prime Contractor for a portion of the scope of the solicitation.

	Substance Abuse Professional (SAP)
	A person who evaluates employees who have violated a DOT drug and alcohol regulation and makes recommendations concerning education, treatment, follow-up testing, and aftercare.

	Total Bid Amount
	The amount equivalent to the total historical spend for the product categories (as described in Section 1.4) being offered by the Respondent.

	USDOT 
	United States Department of Transportation


	VSC (Valuable Scope Contribution)
	The benefit the proposed certified subcontractors(s) must provide to the project set forth in the solicitation.

	49 CFR
	Title 49 of the Code of Federal Regulations



[bookmark: _heading=h.30j0zll]1.3 Purpose of the RFP
The purpose of this RFP is to select Respondents that can satisfy the State’s need for Drug and Alcohol Testing Services. It is the intent of the Indiana Department of Administration to contract with Respondents that provide Employment Drug and Alcohol Testing Services for all State Agencies. Respondents are strongly encouraged to carefully review the comprehensive and detailed project requirements outlined in this document, as this attachment provides critical information and guidance that will enable Respondents to submit a thorough and responsive proposal that meets the State’s needs.

[bookmark: _heading=h.1fob9te]1.4 Summary Scope of Work
[bookmark: _heading=h.3znysh7]1.4.1 Introduction
The State of Indiana (“the State”) is seeking proposals for a Statewide Contract for Employment Drug and Alcohol Testing Services. IDOA, on behalf of All State Agencies and Other Governmental Bodies, is establishing a quantity purchase agreement (QPA) for these services. The State is also interested in service offerings that exceed the requirements stipulated in this RFP.

Furthermore, other governmental bodies may utilize the QPA negotiated by the State. Although participation in this contract by the other governmental bodies is not mandatory, it is the State’s goal to continue to encourage all other governmental bodies of the State to use the price agreement(s) resulting from this RFP. Increased utilization by these entities significantly enhances the business opportunity for the winning Respondents without having to participate in additional RFP processes individually with these entities.   

The State, however, is not responsible for the transactions between Awarded Respondents and these entities. All other governmental bodies using State contracts and QPAs are expected to follow the contractual terms and conditions specified in those agreements and within local purchasing requirements. Awarded Respondents are required to provide and extend pricing and discounts for the items listed in this RFP and related services to other governmental bodies of the State. 
  
The State may award all or part of this RFP to one or more Respondents based on the best interests of the State.
[bookmark: _heading=h.2et92p0]
1.4.2 Current Purchasing Profile
This RFP covers the purchases of all Employment Drug and Alcohol Testing Services by the State and State Agencies. Between June 2019 and July 2023, the State spent approximately $1,160,418.13 on Employment Drug and Alcohol Testing Services. The table below represents the total year-by-year spending of the State. 

	Year
	Total Spend

	2019*
	$ 79,263.50

	2020
	$ 388,732.67

	2021
	$ 313,770.96

	2022
	$ 218,724.50

	2023**
	$ 159,926.50

	Total
	$ 1,160,418.13


* Data covers June - December 2019
** Data covers January - July 2023

The following table represents the total quantity of tests ordered by the State by test type over the same period of time.

	Test Type
	Quantity

	5 Panel
	66,381

	10 Panel
	3,004

	Alcohol
	2,100

	Steroid
	210

	Undefined
	142

	Total
	71,837



These figures are only an estimate and are not to be construed as an amount to be offered under this solicitation.

[bookmark: _heading=h.tyjcwt]1.4.3 Federal Requirements and Test Types
1.4.3.1 Federal Requirements
Drug and Alcohol Testing Services include all of the specified services required by the Omnibus Transportation Employees Testing Act (OTETA) of 1991 and the United States Department of Transportation’s (DOT) rule, 49 CFR Parts 40 and 382. 49 CFR Parts 40 and 382 describe required procedures for conducting workplace drug and alcohol testing for the Federally regulated transportation industry, and will also apply to all other employment drug and alcohol testing described in this RFP. 

As of June 1st, 2023, 88 FR 27596 went into effect. This rule amends the U.S. Department of Transportation's regulated industry drug testing program to include oral fluid testing. Awarded Respondents shall either be prepared to provide the option to collect samples via oral fluid or detail their plan to provide oral fluid testing services within one year of contract execution.

1.4.3.2 Test Types
Awarded Respondents shall provide fully inclusive services for the following line items:
a. Breath Alcohol Tests
· A measure of blood alcohol content using an evidential breath testing device (EBT)
b. 5-Panel Urine + Extended Opioids Test
· A urine sample test for marijuana, cocaine, amphetamines (methamphetamine, MDMA, MDA), phencyclidine, benzodiazepines, barbiturates, methadone, propoxyphene, methaqualone as well as the following opioids: codeine, morphine, 6-AM (heroin), hydrocodone, hydromorphone, oxycodone, oxymorphone
c. 10-Panel Urine Tests + Extended Opioids
· A urine sample test for marijuana, cocaine, amphetamines (methamphetamine, MDMA, MDA), phencyclidine, benzodiazepines, barbiturates, methadone, propoxyphene, methaqualone as well as the following opioids: codeine, morphine, 6-AM (heroin), hydrocodone, hydromorphone, oxycodone, oxymorphone
d. Full Anabolic Steroid Tests
· A urine or hair follicle sample test for the presence of anabolic steroids, as well as masking agents and diuretics
e. 5-Panel Oral Tests + Extended Opioids 
· A saliva sample test for marijuana, cocaine, amphetamines (methamphetamine, MDMA, MDA) and phencyclidine, as well as the following opioids: codeine, morphine, 6-AM (heroin), hydrocodone, hydromorphone, oxycodone, oxymorphone
f. 10-Panel Oral + Extended Opioids
· A saliva sample test for marijuana, cocaine, amphetamines (methamphetamine, MDMA, MDA), phencyclidine, benzodiazepines, barbiturates, methadone, propoxyphene, methaqualone as well as the following opioids: codeine, morphine, 6-AM (heroin), hydrocodone, hydromorphone, oxycodone, oxymorphone

Confirmation testing for the above tests shall be included in the cost of the contract.

1.4.3.3 Testing Scenarios & Management
Awarded Respondents shall provide testing services for the following testing scenarios:
a. Pre-employment
b. Post-accident
c. Random
d. Reasonable suspicion
e. Return to duty
f. Follow-up

The State shall maintain the ability to request the inclusion of testing for other drugs outside the
aforementioned list of line item testing. Additionally, Awarded Respondents shall provide insights into any recent drug testing trends to aid the State with best-practice testing procedures upon the State’s request. The State desires that Awarded Respondents provide these insights at a regular interval for the life of the contract.

Awarded Respondents shall design, implement, and manage all aspects of drug and alcohol testing, record keeping, reporting, and compliance with DOT regulations. Awarded Respondents shall provide policy review and guidance to ensure that all participating agencies are in compliance with DOT regulations and advise agencies of any proposed changes to DOT regulations when published.

For random testing, Awarded Respondents shall provide a random selection of employees in accordance with DOT regulations and the specific needs of the agency whose personnel are to be tested. All selection and testing for any pool must be performed under DOT regulations. Awarded Respondents shall establish procedures to be followed in notifying the agencies of the employees selected in the random process and the tests to be performed. These procedures will be adapted to meet the specific needs of the individual agencies. The agency will be responsible for coordinating the time of testing.

[bookmark: _heading=h.3dy6vkm]1.4.4 Staffing Requirements and Expectations 
1.4.4.1 General Staffing Requirements and Expectations
Awarded Respondents shall ensure that they or their subcontractors meet all certification requirements under DOT regulations. Awarded Respondents will provide evidence of this certification and/or training upon request.

Awarded Respondents shall be able to provide qualified personnel to testify as expert witnesses for administrative adjudication, grievance hearings (including arbitration) or other alternative dispute resolution proceedings, and/or court proceedings.

Awarded Respondents shall be capable of providing qualified Substance Abuse Professional (SAP) assistance to all locations within the State. This includes the management of follow-up testing when needed. SAPs shall meet all qualifications defined in 49 CFR Part 40 Section 40.281.

1.4.4.2 Medical Review Officer Requirements and Expectations
Awarded Respondents shall be responsible for the administration of a qualified Medical Review Officer (MRO), and responsible for all requirements relating to the MRO. The Medical Review Officer shall meet all qualifications defined in 49 CFR Part 40 Section 40.1.21. The MRO shall be independent of the laboratories to ensure that there is no conflict of interest.

The MRO shall receive and review all test results from the laboratories for negative and positive
determination and utilize medical information provided by the employee or applicant in issuing a final determination on the status of substance use. The MRO shall provide an individual test report for each test and include the following:

a. Identification of the tested individual
b. Date of collection
c. Date of report
d. Location of the test and location of the employee
e. Verified test result
f. List of drugs with cut-off levels the tested individual is tested for 
g. Name and address of the SAMHSA laboratory
h. Printed name and signature of the MRO

The MRO shall provide business location, hours of operation, and an emergency telephone number for use by any contracting agency in appropriate circumstances.

1.4.5 Collection Sites and Requirements 
Specimen collection will occur at vendor provided collection sites or at State work sites utilizing a mobile collection unit. Collection may be required outside weekday business hours. Awarded Respondents shall be capable of providing on-site service for the urine collections and breath alcohol tests with mobile units meeting US DOT collection standards. Awarded Respondents shall be capable of scheduling all on-site visits with individual contacts at each work location or agency. 

The mobile units shall provide fresh water, private toilets, adequate counter space to complete paperwork, and temperature control. Mobile units must also be compliant with State and Federal accessibility rules and standards. Awarded Respondents shall coordinate testing schedules with each agency to ensure the maintenance of current testing procedures, including 24 hours / 7 days a week coverage.

Awarded Respondents shall provide a minimum of one collection site within each county or, if one is not available in each county, then one in a contiguous county must be provided. Additionally, Awarded Respondents shall provide a minimum of one collection site within a twenty (20) mile radius of each Indiana Department of Correction (IDOC) and Indiana Department of Transportation (INDOT) facility. Respondents shall complete and submit Attachment X: Collection Site Location form, which requests key information regarding all collection sites provided by the Respondent. 

The state has many employees that work non-traditional hours and require access to testing services outside of regular business hours. In order to meet the needs of these employees, Awarded Respondents shall provide at least one collection site that offers testing for both drugs and alcohol on a 24 hours / 7 days a week basis within a forty (40) mile radius of the facilities operated by IDOC, INDOT, the Family and Social Services Administration (FSSA),and the Department of Child Services (DCS) specified in Attachment X: Collection Site Location Form..

Awarded Respondents shall require the collection site to provide overnight transportation of specimens to Substance Abuse and Mental Health Services Administration (SAMHSA) certified laboratories.

Awarded Respondents shall provide collection sites, procedures, and any necessary testing or collection services and personnel for drug testing in post-accident or reasonable suspicion situations outside of normal working hours and on weekends. Awarded Respondents shall supply an emergency number to provide sample collection after regular office hours in areas where collection sites are not available.

Awarded Respondents shall provide emergency contact numbers 24 hours / 7 days a week for collection site personnel to contact Awarded Respondents with collection issues or questions.

Awarded Respondents shall provide and maintain a list of collection sites that details each collection site’s hours of operation, contact number, services provided, and any limitations or conditions that apply to a location. This list shall be accessible online and shall be updated quarterly to reflect changes in hours or service offerings. 

[bookmark: _heading=h.4d34og8]1.4.6 Specimen Collection Services, Storage, and Retention
1.4.6.1 Specimen Collection Services
Awarded Respondents shall ensure that the method for collection and analyzing urine samples for all covered employees must meet the requirements specified in 49 CFR Part 40. All personnel performing collection services, whether urine, breath, or saliva collection, shall be appropriately trained, certified, and meet all criteria set forth in DOT regulations.

Awarded Respondents shall ensure that all collection services are performed by qualified personnel in accordance with DOT regulations and shall provide documentation verifying the qualifications of collection personnel to the contracting agency upon the agency's request. This documentation will include proof of training and applicable certifications such as BAT and STT certifications as well as instrument calibration documentation or any other qualification criteria specified by DOT regulations.

Awarded Respondents shall monitor collection procedures to ensure compliance with DOT regulations.

Awarded Respondents shall provide all collection supplies and technical assistance as needed.

Awarded Respondents shall ensure that Breath Alcohol Technicians (BATs) that operate evidential breathing testing devices and meet DOT regulations are available to perform breath alcohol testing at collection sites.

1.4.6.2 Testing Record Retention 
Awarded Respondents shall maintain pertinent records on behalf of the contracting agency for the appropriate period of time to comply with the DOT regulations.

Awarded Respondents shall follow and provide legally correct chain of custody forms, including proper identification of samples, and all other necessary forms. Awarded Respondents shall retain these forms for three years or the length of time required by DOT regulations, whichever is longer. Upon State request copies of any or all forms shall be provided to the State at no additional cost.

1.4.6.3 Quality Control Testing
The State reserves the right to require Awarded Respondents to arrange for and submit blind specimens to an independent source for quality control testing. The samples shall be submitted in a manner to ensure that the agency is in compliance with DOT regulations. Copies of blind specimen certification results must be provided to the State as requested."

1.4.6.4 Sample Splitting
Awarded Respondents shall provide services regarding the splitting of urine samples. Awarded Respondents shall include retention of fluid samples in accordance with practice and time frames specified by DOT regulations.

1.4.6.5 Specimen Retention
Awarded Respondents shall store all specimens that test confirmed positive for drugs in a secure, locked freezer for a minimum of one (1) year, or a specific duration of time established by federal requirements or pending any litigation. Evidence shall be stored in the original specimen container in which it arrived in order to guard against claims of improperly conducted testing.

Upon written request of the State, Awarded Respondents shall retain any positive test specimens for a longer period, as specified by the state agency. 

Awarded Respondents shall retain negative specimens for at least three (3) business days following the collection of the specimens, in compliance with federal standards.

[bookmark: _heading=h.2s8eyo1]1.4.7 Laboratory Services and Standards 
1.4.7.1 Laboratory Standards
Any laboratories used shall be currently certified by the SAMHSA in accordance with federal requirements and all work performed shall be in accordance with DOT regulations. Awarded Respondents shall provide certification documentation and supporting documentation if and when requested.

The laboratory shall ensure negative results confirmation to the MRO within 24 hours; confirmed positive results reported to MRO within 48 hours, with confirmation done in compliance with DOT regulations. Reporting of test results will be accomplished using confidential protocol and immediately conveyed to the MRO by electronic means which shall be followed by confirming paperwork as required.

Respondents shall complete and submit Attachment X: Certified Laboratory Location Form, which lists and provides key information regarding all SAMHSA certified laboratories utilized by the Respondent.

1.4.7.2 Test Cutoff Levels
Awarded Respondents shall adhere to the DOT drug cutoff concentration levels as stipulated by 49 CFR part 40.85 to establish positive and negative result interpretations.

	Initial test analyte
	Initial test cutoff
	Confirmatory test analyte
	Confirmatory test cutoff concentration

	Marijuana metabolites (THCA)
	50 ng/mL
	THCA
	15 ng/mL.

	Cocaine metabolite (Benzoylecgonine)
	150 ng/mL
	Benzoylecgonine
	100 ng/mL.

	Codeine/
Morphine
	2000 ng/mL
	Codeine
Morphine
	2000 ng/mL.
2000 ng/mL.

	Hydrocodone/
Hydromorphone
	300 ng/mL
	Hydrocodone
Hydromorphone
	100 ng/mL.
100 ng/mL.

	Oxycodone/
Oxymorphone
	100 ng/mL
	Oxycodone
Oxymorphone
	100 ng/mL.
100 ng/mL.

	6-Acetylmorphine
	10 ng/mL
	6-Acetylmorphine
	10 ng/mL.

	Phencyclidine
	25 ng/mL
	Phencyclidine
	25 ng/mL.

	Amphetamine/
Methamphetamine
	500 ng/mL
	Amphetamine
Methamphetamine
	250 ng/mL.
250 ng/mL.

	MDMA/MDA1
	500 ng/mL
	MDMA
MDA
	250 ng/mL.
250 ng/mL.




1. Methylenedioxymethamphetamine (MDMA)/Methylenedioxyamphetamine (MDA).
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1.4.8.1 Results Reporting
The MRO shall report the results of all initial drug tests to Awarded Respondents’ portal within twenty-four (24) hours of pickup of specimen unless testing cannot be initiated until a required Affidavit of Correction is obtained. Following the receipt of an affidavit, results shall be reported within 24 hours. 

The results of confirmatory tests shall be reported within twenty-four (24) to forty-eight (48) hours of pickup of specimen. If the confirmatory test returns a positive result, the MRO shall immediately contact the concerned employee. The concerned employee will have seventy two (72) hours to provide any additional requested information or documentation. 

After following up with the concerned employee, and receiving a satisfactory response, the MRO shall provide a signed, written confirmation report of each test result to the agency within one (1) working day.

Test results will be transmitted by electronic means in a legally accepted format.

The MRO shall document all test results in accordance with applicable agency requirements and DOT regulations.

If an employee requests that their split sample be tested, the MRO will offer the employee a choice of approved laboratories and will direct that the split sample be sent to the selected laboratory. Positive and negative results of the split sample test will be identified by the laboratory and sent to the MRO within five (5) working days from the time the MRO is instructed to send the split sample for testing.

Each test result must have the MRO copy of the custody and control form and the test result certificate, which can be viewed and printed. Test results and the attached documents must remain available to authorized State personnel at all times – either as new results or archived results. 

1.4.8.2 Testing Pool Databases
Awarded Respondents shall be capable of maintaining and managing multiple testing pool databases. The databases must have the capability to be updated daily, per agency request.

INDOT employees holding Commercial Driver’s Licenses (CDLs) require their own testing pool. CDL holding employees of all State Agencies, excluding INDOT, require their own testing pool. A testing pool is required per agency for Employees of that agency in Testing Designated Positions (TDPs). CDL and TDP populations cannot be in the same pool.

The percentage of TDP employees per agency required to be tested annually is set at the agency level.

[bookmark: _heading=h.3rdcrjn]1.4.9 Records Management and Retention
1.4.9.1 Record Retention
Awarded Respondents shall keep full and accurate records and accounts in connection with the contract. All such records shall be retained by Awarded Respondents for three (3) years from the date of final payment and may be audited by the State’s designated representative at any time during regular working hours. Electronic or hard copies shall be furnished at no cost to the State if requested.

1.4.9.2 Statistical Reporting
Awarded Respondents shall provide monthly statistical reports in Microsoft Excel format of all tests by location and type of test with monthly and annual totals and numbers of positive and negative tests in each category. These reports shall be provided on no less than a quarterly basis and annually in compliance with deadlines to meet DOT regulations and agency specifications. Awarded Respondents shall coordinate with each agency to ensure the provision of required data fields. Awarded Respondents shall provide IDOA with similar reports that are absent of personal information. These reports will provide spend details for collection purposes.

The laboratories will provide results reporting and monthly summaries to the MRO and each
contracting agency in accordance with DOT regulations. 

1.4.9.3 Legal Protection Requirements
Awarded Respondents and/or MRO shall provide legal expertise, documentation, and expertise in other relevant adjudication matters should the services in this contract be legally challenged. Such documentation and testimony may include the following:

a. Chain of custody documentation that will accompany the specimen at all times, from
collection through testing.
b. The documentation will include a statement indicating that the specimen was sealed and 
labeled for identification purposes at its collection.
c. The documentation will include spaces for printed names and signatures of the
employee(s) who collect the specimen and for the employee(s) who witness the collection of the specimen.
d. The documentation will include a statement whereby the donor of the urine specimen
certifies that the specimen container was sealed and labeled in his/her presence. The statement of certification will be followed by a space for witness verification.

[bookmark: _heading=h.26in1rg]1.4.10 Online Results and Data Security 
Awarded Respondents must ensure they are electronically linked to each laboratory to accurately and efficiently communicate drug test results. 

Test results must be made available to authorized State personnel via secure password enabled access to the online results reporting system. The State's preference is that this system integrates with the single sign-on authentication mechanism and Identity Provider for online applications for the State of Indiana, known as Access Indiana. More information regarding Access Indiana can be found linked here: IN.gov Program. 

For security purposes, online access to the system shall be password protected and limited to authorized State employees. Information related to the State’s minimum standard of access can be found linked here: IOT Vendor Engagement.

Awarded Respondents must adhere to the Indiana Office of Technology’s (IOT) policies and enterprise standards as defined by the IOT’s Information Security Framework (ISF). More information regarding the ISF can be found here: IOT Vendor Engagement.  
The State desires a description of the Respondent’s online reporting system in Attachment F – Technical Proposal.

1.4.10.1 Cloud Questionnaire
Respondents are required to review and respond to the questions included in Attachment [X], Cloud Questionnaire if the proposed solution is not hosted on the State's infrastructure or managed cloud solutions. In addition to completing the Cloud Questionnaire, a respondent may be requested to provide the following documentation:

· A SOC 2 Type II audit report. SOC (Systems and Organizations Controls) 2 is a security framework that specifies how organizations should protect customer data from unauthorized access, security incidents, and other vulnerabilities. SOC 2 Type I reports evaluate a company’s controls at a single point in time. SOC 2 Type II reports assess how those controls function over a period, generally 3-12 months. We would request the Type II report. 
· Applicable security policies, procedures, or runbooks. A security policy (also called an information security policy or IT security policy) is a document that spells out the rules, expectations, and overall approach that an organization uses to maintain the confidentiality, integrity, and availability of its data. It clearly spells out how compliance is monitored and enforced. We would like samples or snippets of what things a vendor does to protect our State of Indiana data. Could be referred to as an ISF (Information Security Framework)
· A penetration test report. Penetration testing is security testing in which assessors mimic real-world attacks to identify methods for circumventing the security features of an application, system, or network.
· Static code testing results. This is an application testing method in which an application’s source code is examined to detect potential security vulnerabilities.
· Dynamic code testing results. Dynamic testing is the method of debugging an application’s source code in a run-time environment, i.e., when the application is running. It is used to identify security vulnerabilities while the program is running.
· Infrastructure as code scan testing results. Infrastructure as code, also known as software-defined infrastructure, allows the configuration and deployment of infrastructure components faster with consistency by allowing them to be defined as a code and enables repeatable deployments across environments. It is used to identify security vulnerabilities in the deployment process.
· An application or systems diagram. Describes the solution’s architecture, dataflows, and/or topology. As a high-level diagram that shows the information system’s basic structure, software components, relationships to other important services, and their properties. We are seeking clarity on the relationships the vendor solution has with external (cloud) components such as users, databases, and services.

[bookmark: _heading=h.lnxbz9]1.4.11 Customer Service and Account Management
1.4.11.1 Customer Service
The State requires high quality customer service from Awarded Respondents and requires that the quality of customer service remains consistent throughout the life of the resulting contract and is immune to internal staff turnover. Awarded Respondents shall have the ability to collect State feedback and measure satisfaction with the Respondent’s provision of services.

A 24 hour / 7 days a week emergency phone line must be available for all agencies for immediate issue resolution. A 24-48-hour response time window is required for all non-emergency State inquiries, regardless of staff vacation, illness, or turnover.

The Customer Service Team shall be responsible for managing each contracting agency's account. These representatives must manage the account including scheduling of mobile collection units, training, billing questions, resolving service questions or problems from any source, and shall act as liaisons between the agency and any provider or subcontractor should any dispute occur. 

1.4.11.2 Account Management
Awarded Respondents’ Dedicated Account Management Team shall include (but is not limited to) a dedicated Account Manager and a Customer Service Team. This team shall remain in place throughout the full contract term.

The Account Manager shall serve as the Central Point of Contact and have the authority
to negotiate the resulting Contract between the State and Awarded Respondents. In addition,
the Account Manager shall assist with account implementation and maintenance throughout the life of the resulting Contract.

Daily inquiries such as delays in receiving results, service availability, billing errors, and most customer-specific issues can be handled at the Account Manager level. The Account Manager will work directly with State Agencies and Respondents’ representatives to support contract best practices, compliance, training, business reviews, implementation, disaster recovery leads, working with MBE/WBE participation, process mapping, local reporting, issue resolution, and customer satisfaction. The Account Manager has access to information, including, but not limited to on, contracted pricing, service availability, and product information.
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1.4.12.1 Implementation
Awarded Respondents shall connect with the designated point of contact for each participating agency and entity to assist in developing implementation schedules. Respondents shall provide an outline of their contract implementation plan in Attachment F – Technical Proposal.

Respondents shall provide a timeline for their contract implementation plan, which will include key milestones and the expected timing of each step. It is highly desired that implementation take between 60 – 90 days.

1.4.12.2 Training 
Awarded Respondents shall conduct Designated Employer Representative (DER) training sessions at a State designated location on an annual basis, at a minimum, and in accordance with DOT regulations. Awarded Respondents shall provide additional DER training at the request of the State. These training sessions shall be capable of being recorded in a webinar format to be broadcast to other State designated locations. The State desires that such training include, among other topics, instructions relating to completing eCCFs and navigating the portal for results.

All State and Awarded Respondent employee training shall meet the requirements set by 49 CFR 382.601, 382.603 and 655. Training shall include employee and supervisory training and materials for use by any contracting agency for initial program implementation and start-up and for recurrent supervisory training. Awarded Respondents shall continue to provide training as needed after implementation.

1.4.12.3 Educational Material Compliance
Awarded Respondents shall provide educational materials which meet the requirements of 49 CFR 382.601 (b) (11) for on-going distribution to employees. The State strongly desires that these training materials be provided in an LMS format compatible for integration with the State’s human resource management software, SuccessFactors.

[bookmark: _heading=h.1ksv4uv]1.4.13 Billing and Invoicing 
Respondents shall accept the following methods of payment: State credit card, Authorized Users’ personal credit cards, and pre-assigned billing accounts. Respondents shall accept any handling fees associated with the use of any credit cards. 

Invoices shall be submitted by and payment made to the Respondent. Invoices shall be submitted to (and payment remitted from) individual agencies and departments as determined during contract implementation. The State shall not accept a central bill process i.e., a single bill issued to IDOA for all State agencies.

At a minimum, Awarded Respondents’ invoice frequency shall be monthly. The State desires flexibility with increased invoice frequency (biweekly, weekly) as requested by individual agencies or departments. Awarded Respondents shall coordinate with each agency to customize individual billing and invoice cycles that align with agency needs.

1.4.14 Name-Based Background Check Services
The State is concurrently procuring a vendor to provide Name-Based Background Check Services and is interested in whether the Respondent can provide these services in tandem with Alcohol and Drug Testing Services. Interested Respondents may detail their offered services in Section 1.4.14 of the Attachment F – Technical Proposal. If a Respondent cannot offer these services, they are not expected to respond to Section 1.4.14 and may instead respond “N/A” to those questions.




