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Instructions
Please supply all requested information in the areas shaded yellow and indicate any attachments and appendices that have been included to support your responses. Responses in the yellow-shaded areas (the “narrative”) must stand alone from any appendices and attachments – appendices and attachments must not contain vital information not contained in the narrative. Please limit this document and all attachments/appendices to 250 pages and minimum font size of 10. Submissions over 250 pages will not be automatically disqualified, but any content included beyond page 250 will be recognized at IDOE’s discretion.
Please ensure no pricing information is included in this document. All pricing information is to be included in Attachment D Cost Proposal or the noted supplements.
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[bookmark: _Toc114664201][bookmark: _Toc114686763][bookmark: _Toc117701453]1. Background, General Requirements, and Key Definitions
1.1 Please provide a description regarding how it will meet and address the requirements shared in Section 1: Purpose/Background from the Scope of Work document for this RFP.
	



[bookmark: _Toc114664202][bookmark: _Toc114686764][bookmark: _Toc117701454]2. Contractor Responsibilities/Deliverables
[bookmark: _Toc114664203][bookmark: _Toc114686765][bookmark: _Toc117701455](2a) IEP/ILP Technology
2a.1 Please provide a description of how it will meet and address the requirements outlined in the introductory paragraph of Section 2. Please detail a minimum 5 years’ experience implementing the proposed solution as a fully operable electronic statewide solution for at least one other state client with a project of similar size and scope as described in this RFP. 
	



2a.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2a) IEP/ILP Technology from the Scope of Work document for this RFP.
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[bookmark: _Toc114664204][bookmark: _Toc114686766][bookmark: _Toc117701456](2b) System Capabilities
2b.1 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b1) System Capabilities – State Level.
	



2b.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b2) System Capabilities – Local Level.
	



2b.3 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b3) Alerts and Notifications.
	 



2b.4 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b4) Audit Logs.
	 



2b.5 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b5) Data Analysis and Reporting.
	 



2b.6 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b6) Data Validation and Error-checking.
	 



2b.7 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b7) Document Creation.
	 



2b.8 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b8) Document Preview.
	 



2b.9 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b9) Files.
	


 
2b.10 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b10) Student Record Retention, Transfer, Maintenance.
	 



2b.11 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b11) Printing.
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2b.12 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2b12) Academic Standards Bank.
	 



2b.13 Please provide a description regarding how it will meet and address the requirements shared in Section Contractor Responsibilities/Deliverables (2b13) Indiana Administrative Code.
	 


 

[bookmark: _Toc114664205][bookmark: _Toc114686767][bookmark: _Toc117701457](2c) Functionality
2c.1 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2c1) Integration with State and Local Systems.
	 


 
2c.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2c2) Medicaid Administrative Claiming Integration.
	 



2c.3 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2c3) Multi-Tier Functionality.
	 



2c.4 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2c4) Electronic Signatures.
	 


 

[bookmark: _Toc114664206][bookmark: _Toc114686768][bookmark: _Toc117701458](2d) Training and Support
2d.1 Please describe your high-level training strategy/plan for delivering virtual training to the approximately 30,000 end users across the state.
	



2d.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2d1) Online Storage of Training Materials.
	



2d.3 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2d2) Training.
	



2d.4 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2d3) User/Stakeholder Conferences and Webinars.
	



2d.5 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2d4) System Availability.
	



2d.6 The Respondent must provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2d5) Maintenance and Updates.
	




[bookmark: _Toc114664207][bookmark: _Toc114686769][bookmark: _Toc117701459](2e) Required Roles
2e.1 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2e1) IEP User Roles.
	



2e.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2e2) ILP User Roles.
	




[bookmark: _Toc114664208](2f) Implementation Services
2f.1 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f1) Requirements Gathering and Validation.
	




2f.2 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f2) Testing Plan.
	



2f.3 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f3) Training Plan.
	 


 
2f.4 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f4) Communication Plan.
	 



2f.5 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f5) Data Migration Plan.
	 



2f.6 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f6) Implementation Plan.
	 


 
2f.7 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f7) Change Control Plan.
	 


 
2f.8 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f8) Issue Resolution Plan.
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2f.9 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f9) Ongoing Support.
	



2f.10 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f10) Business Continuity and Disaster Recovery.
	



2f.11 Please provide a description regarding how it will meet and address the requirements shared in Section 2: Contractor Responsibilities/Deliverables (2f11) System and Contractor Service Levels.
	



[bookmark: _Toc114664209][bookmark: _Toc114686770][bookmark: _Toc117701460]3. Project Plans and Schedules
3.1 Please provide a description regarding how it will meet and address the requirements shared in Section 3: Project Plans and Schedules and include the key milestones in Section 5: Timeline for Project.
	



3.2 Please provide an example of a high-level project schedule for this project. This should include your company’s tasks, sub-contractor owned tasks (if applicable), and State-owned tasks in an integrated fashion. Include key tasks as part of development, testing, training, data conversion, other key areas of the project.
	



3.3 Please describe your company’s method of creating the schedule and the method and frequency of maintaining the schedule throughout the project.
	



3.4 Please identify and describe the tool(s) your company uses to create and manage the schedule.
	



3.5 Please describe methods your company uses to measure schedule performance and how will you know when to escalate schedule risk?
	



[bookmark: _Toc114664210][bookmark: _Toc114686771][bookmark: _Toc117701461]4. Project Meetings
4.1 Please provide a description regarding how it will meet and address the requirements shared in Section 4: Project Meetings.
	


[bookmark: _Toc114664211][bookmark: _Toc114686772]
[bookmark: _Toc117701462]5. Timeline for Project
*Placeholder to retain number alignment with Scope of Work. Technical question for Scope of Work Section 5 is included in 3. Project Plans and Schedules.

[bookmark: _Toc117701463]6. Staff Qualifications
6.1 Please provide a description regarding how it will meet and address the requirements shared in Section 6: Staff Qualifications (6a) Program Manager and Project Management Team.
	



6.2 Please provide a description regarding how it will meet and address the requirements shared in Section 6: Staff Qualifications (6b) Indiana IEP/ILP Help Desk.
	



6.3 Please provide a description of how customer support is triaged.  Please describe available self-service follow up and case follow up methods.
	



6.4 Please provide a description regarding how it will meet and address the requirements shared in Section 6: Staff Qualifications (6c) Transition Assistance.
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[bookmark: _Toc114664213][bookmark: _Toc114686774][bookmark: _Toc117701465]1. Infrastructure
1.1 Please provide a high-level architectural diagram(s) and associated details of all hardware/infrastructure required for the application to operate.
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1.2 Please provide details regarding the proposed system’s database design.  Please include details of how Local Educational Agencies (LEA) will be set up in the context of database design. Will each LEA have a separate database?
	



1.3 Please provide a high-level description of the required customization of your proposed solution to meet the requirements outlined in the Scope of Work. Respondents must complete Attachment F1 Functionality and Customization Questionnaire.
	



1.4 Please provide your data and document storage strategy in the context of your proposed system.  
	



1.5 How do you store structured and unstructured data?
	



1.6 How do you manage and minimize unstructured data in the system? How will your solution compress data? 
	



1.7 Please describe your company’s strategy/planning/process for infrastructure upgrades.
	



1.8 Are your company’s servers shared among multiple customers or dedicated to one customer?
	



1.9 How is load balancing performed for customers within each data center as well as between the primary and secondary data center?
	



1.10 How does your application handle redundancy and failover?
	



1.11 Does the application conform to the Assistive Technology Standard (Section 508)? If not, is there a plan to migrate the application to conform to the Assistive Technology Standard using a timeline that is agreeable to all parties?
	



1.12 Please provide details of the recommended client hardware and software (including operating systems, plug-ins, libraries, etc.) for optimal application performance.
	


[bookmark: _Toc114664214]
[bookmark: _Toc114686775][bookmark: _Toc117701466]2. Project Management and Staffing
2.1 Please provide a high-level document to describe your company’s project management approach and methodology for this project. 
	



2.2 Complete Attachment F2 Resource Usage Matrix Template to provide the number of hours the Respondent expects to commit to the project and the number of hours estimated for the State resources. These amounts should be based on the functionality the State desires, included in this RFP. Any assumptions related to the number of the Respondent Project Team and the State Team staff, roles of staff, and duration of involvement used in the development of the resource hour estimates should be outlined here.
	



2.3 Please provide an overall project organizational chart that includes roles / responsibilities on your team as well as expected roles / responsibilities at the State to help ensure project success. This should mirror the roles outlined in the Attachment F2 Resource Usage Matrix Template.
	



2.4 Please provide an overall project organizational chart that includes roles/responsibilities on your team as well as expected roles/responsibilities at the State to help ensure project success.
	



2.5 How will requests/requirements from this project be prioritized in comparison to other customers given the importance of timely updates?
	



[bookmark: _Toc114664215][bookmark: _Toc114686776][bookmark: _Toc117701467]3. Developing and Coding
3.1 Please describe your company’s development methodology including roles, responsibilities, activities, and tasks particularly as this relates to realizing the features on the product roadmap.
	



3.2 Please describe your company’s coding strategy /standards used to develop applications.
	



3.3 Please describe secure coding methods used.
	



3.4 Does your company have peer review for coding changes? Describe.
	



3.5 Please describe your company’s application/code versioning strategy and processes. How will code/configuration be “promoted”?
	



3.6 Please describe the process that will ensure the most recent version of the application/code will be placed in escrow and made available to the State if needed?
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4.1 How will the solution integrate and share information with other systems?
	



4.2 Please describe the frequency of integrations (i.e., real time, near real time).
	



4.3 Please describe staff and level of effort expectations on IDOE and Local Education Agencies with the integration process.
	



4.4 IDOE is in the process of selecting a Content Services Platform solution. Please describe your ability and experience to integrate with Content Services Platforms.
	



[bookmark: _Toc114664217][bookmark: _Toc114686778][bookmark: _Toc117701469]5. Hosting (Cloud Preferred)
5.1 On which cloud hosting service does your product run?
	



5.2 Can your cloud hosting service guarantee the State’s data will be maintained within the bounds of the continental U.S.?
	



5.3 How does your company monitor and document activity on the State account(s)?
	



5.4 How specifically does your company encrypt the State’s data?
	



5.5 What protocols are in place to manage an event such as some loss of State data?
	



5.6 Please confirm that any data provided by or for the State remains State property and may not be marketed or sold by the Respondent without the express written State consent.
	



[bookmark: _Toc114664218][bookmark: _Toc114686779][bookmark: _Toc117701470]6. Requirement Validation, Management, and Design
6.1 How will your company define, review, confirm, validate, elaborate, and understand the State’s requirements? Include examples of requirements’ documents generated for similar projects.
	



6.2 Please identify and describe the tool(s) that will be used to capture, track, and manage requirements throughout the project.
	



6.3 Please describe your company’s scope management strategy/processes to include capturing, costing, prioritizing, and approving potential scope changes. 
	



6.4 How will your company conduct solution design planning and associated communication to the State? Provide example design documents generated for similar projects.
	



[bookmark: _Toc114664219][bookmark: _Toc114686780][bookmark: _Toc117701471]7. Organization Change Management (OCM)
7.1 What role will your company expect to play in OCM?
	



7.2 What experience does your company have with OCM activities for similar projects? 
	



7.3 Please describe your company’s expectations and recommendations for OCM for this project.
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8.1 Please describe your company’s overall data migration strategy, plan, and methodology. Include data extraction, cleansing, mapping, and conversion, and testing.
	



8.2 What roles/responsibilities will your company and the State play in data cleansing, mapping, and conversion?
	



8.3 Please identify when data migration will begin and end in relation to the overall project timeline and describe why.
	



8.4 What expectations does your company have on the status/state of the data prior to the start of the project?
	



8.5 Please describe all aspects of data testing that will be used to confirm in-scope data has been completely and accurately migrated.
	



8.6 Please provide examples of the error report(s) your company will provide as part of data conversion. 
	



8.7 What automation will be used as part of the data conversion and potentially data cleansing/correction?
	



8.8 What specific experience does your company have when it comes to converting large quantities of data in different formats and locations?
	



8.9 What are the key risks/issues that your company has faced with previous data conversions, and what mitigation and contingencies did you identify and put in place?
	



8.10 How will the State know if the data migration progress is on track? How will progress be tracked and reported?
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9.1 Please provide a test plan/strategy document that, among other things, describes the overall testing process and the types of testing that may be in scope before application functionality is implemented. 
	



9.2 Please describe and provide the process flow of the defect management process.
	



9.3 Where will test cases/scripts be captured and maintained?
	



9.4 Please provide an example of a Requirements’ Traceability Matrix used on a similar project.
	



9.5 Please identify and describe any automated testing tools that will be used for this project.
	



9.6 What roles/responsibilities do you expect from your company and the State in testing the application? How will you interact with third party testing organizations? What limitations will be associated with interactions with third party testing organizations?
	



9.7 Identify and describe the testing environment(s) recommended by your company as part of the project. Explain why this is the recommended environment(s).
	



9.8 What environments will the vendor maintain and what are access expectations within those environments for the State? How many of each of the environments described will be available to the State?
	



9.9 What communication avenue will be available to the State if defects are found in testing? Will your company use tools to track/manage defects? Please define your distinction between defects, bugs, and new requirements.
	



9.10 What role will the migrated data play in the testing process?
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10.1 Please describe your company’s implementation strategy (pilot, phased rollout, “big bang,” etc.). 
	



10.2 Please provide an example of an implementation plan for this project or a similar project.
	



10.3 Please provide an example of an implementation checklist for this project or a similar project. 
	



10.4 Please provide an example of a back-out strategy/plan if issues are encountered with the new application version post-production release. Include roles/responsibilities for both your company and the State.
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11.1 Please describe your company’s overall release management strategy and processes. 
	



11.2 How frequently will new versions/patches be released? Is there a regular release schedule? 
	



11.3 Will release notes be available? If so, how far in advance will the release notes be disseminated? Provide an example of release notes that the State can expect.
	



11.4 How should the State test and give feedback on existing releases?
	



11.5 What, if any, obligation does the State have to implement a new release?
	



11.6 What is your process of recommending future software changes to the State?
	



11.7 Is there an emergency change/hotfix process? If so, describe the process and associated timing.
	



11.8 How does your company prioritize future changes requested by the State and other customers?
	



11.9 How will training be updated and rolled out as needed for new versions of the software? If so, describe the process.
	



11.10 What authority will the State have to stop a production release if testing reveals an issue deemed critical?
	



11.11 How are updates to testing materials integrated into the release management process?
	


[bookmark: _Toc114664224][bookmark: _Toc114686785]
[bookmark: _Toc117701476]12. Service Level Agreements (SLAs)
12.1 During the last 12 months, what was this application’s uptime (in percentage)? What was the percentage over the past 24-month period?  How do you define “up time”?  Please provide a detailed formula which you propose to use for calculation.
	



12.2 Can you provide high availability systems? How do you define “high availability”?
	



12.3 What are your company’s service levels for hosting, help desk, etc.? 
	



12.4 How often are the service levels reviewed, and will the State be provided with service level results for each period?
	



12.5 Will the service fees be reduced if agreed upon service levels are not met? Describe.
	



12.6 Please provide details and describe SLAs for incident response. Include how incidents will be managed and communicated to the State.
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13.1 Please describe the backup and recovery procedures your company has in place. Please distinguish in your response the difference in procedures for on-prem and cloud environments.
	



13.2 What are examples of the types of issues (e.g., system breach of data, corruption of data) that would drive the need for disaster recovery and the mitigation strategies in place for each type of issue?
	



13.3 When was the last time a disaster recovery was initiated, and what was the outcome?  How much was recovered back to the running state (i.e., the recovery level)?  If the recovery level was not 100%, why not?
	



13.4 Where is the disaster recovery site as compared to the primary site?  Are your disaster recovery sites all within the United States borders?
	


	
13.5 Please describe the high-level disaster recovery activities used to restore the application, the associated timeline, and ownership of those activities.
	



13.6 What system impact (e.g., overall performance, speed, readiness of webpage, additional authentication requirements) will the State experience while utilizing the application at the disaster recovery site until the primary site is restored?
	



13.7 Please describe your disaster recover metrics in the context of average remediation time, recovery time object (RTO), recovery point objective (RPO), and maximum application downtime you have experienced.
	



13.8 How often is a disaster recovery exercise performed for testing purposes, and how will the State participate?  Please describe your disaster recovery testing procedures in the context of thoroughness and frequency of exercises.
	



13.9 What priority, within your current customer base, can the State expect if a disaster recovery is initiated?
	



13.10 How are backups properly encrypted and secured?
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14.1 Please provide your company’s security and risk management policies and include supporting documentation.
	



14.2 Please describe the security and risk posture of your solution?
	



14.3 Please provide a list of security certifications and compliance accreditations for the proposed solution.  For each certification and compliance accreditation, include third party validations and supporting documentation.  For each certification and compliance accreditation detailed, please state the status as in process, interim, or actual.
	


 
14.4 Please describe the logical security measures currently in place.
	



14.5 What physical security measures does your company have in place (i.e., key cards for caged areas)? Are there surveillance cameras at the entrance to your company’s facility?
	



14.6 Are firewalls shared across several customers, or does each customer have its own firewall? If firewalls are shared across several customers, please expand on security measures tied to firewalls.
	



14.7 How is one customer prevented from accessing another customer’s data? What is your company’s client-data isolation scheme?
	



14.8 What application and infrastructure intrusion detection programs are in place? What mechanisms are in place to provide real-time alerts for intrusion detection?
	



14.9 Please describe the procedures currently in place if an intrusion is detected.
	



14.10 What mechanisms are in place to protect against service attacks?
	



14.11 Has the integrity of your company’s network ever been compromised? If so, what happened, what was the downtime and impact (RTO, RPO), and what was the response?
	



14.12 Which roles on the respondent team have access to customer accounts, and what is the purpose of that access?
	



14.13 Are the data centers audited and/or certified? Provide summary details of Server Scans details, etc.
	



14.14 Please characterize your company's most recent security audit results.
	



14.15 What type of application scans (performance, data integrity, data security, etc.) does your company provide and at what frequency?
	



14.16 What is your company’s data encryption strategy for data at rest, data in transit, backup data, and hot or warm archive data?
	



14.17 Please confirm that any data provided by or for the State remains State property and may not be marketed or sold by the respondent without the express written State consent.
	



14.18 Please describe how your company securely handles requests for importing and exporting data in and out of the system (migrations, initial populations of data into a new system, any exporting of data for public record requests).
	



14.19 Please describe how your companies SDLC properly incorporates data archival to avoid performance issues as the application matures and ages.
	



14.20 Please describe your company strategy and process for operating security and middleware security updates and maintenance.
	



14.21 Does your company require background checks to all personnel that develop applications? If yes, please describe what level of background check your company forms on all personnel with access to data or application systems.
	



14.22 Are staff required to use key cards for entry maintenance and support areas?
	



14.23 Are customers allowed in the development areas?
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