12.  Confidentiality of State Information.  
A. The Contractor understands and agrees that data, materials, and information disclosed to the Contractor (hereinafter “DWD Data”) may contain confidential and protected information. The Contractor covenants that data, material, and information gathered, based upon, or disclosed to the Contractor for the purpose of this Contract will not be disclosed to or discussed with third parties without the prior written consent of the State and shall be used only for the purposes of this Contract.

B. The Contractor will abide by all applicable statutes, regulations, directives, and mandates to protect the privacy rights and interests of individuals who apply for employment and training and related services.  The Contractor specifically agrees to adhere to the provisions of IC §22-4-19-6 and IC §4-1-6-1 et seq.  Contractor recognizes that it is subject to the penalties for disclosure of protected information under IC §5-14-3-10.

C. The parties acknowledge that the services to be performed by the Contractor for the State under this Contract may require or allow access to data, materials, and information containing Social Security numbers or other personal information maintained by the State in its computer system or other records.  In addition to the covenant made above in this section and pursuant to 10 IAC §5-3-1(4), the Contractor and the State agree to comply with the provisions of IC §4-1-10 and IC §4-1-11.  If any Social Security number(s)  or personal information (as defined in IC §4-1-11-3) is/are disclosed by the Contractor, the Contractor agrees to pay the cost of the notice of disclosure of a breach of the security of the system in addition to any other claims and expenses for which it is liable under the terms of this Contract.

D. 20 CFR 603 regulates the disclosure of Confidential Unemployment Compensation Information (“CUCI”).  The Parties agree to comply with 20 CFR 603.  Contractor understands and agrees to be bound by the requirements of 20 CFR 603.

E. Pursuant to 20 CFR §603 and IC § 22-4-19-6, the Contractor covenants that it will appropriately safeguard any and all DWD Data pursuant to this Contract and prevent unauthorized disclosure to third parties.  Any DWD Data collected or utilized pursuant to this Contract are confidential records pursuant to IC 22-4-19-6, subject to criminal penalties for unauthorized disclosure.  Contractor further covenants that access to any DWD Data collected or utilized pursuant to this Contract shall be limited to only those who need to access it, and shall not be used for any purposes beyond those expressly contemplated by this Contract. Contractor shall instruct all its personnel with access to DWD Data regarding confidentiality requirements and the provisions contained in this Contract, including safeguards and sanctions imposed by state law for unauthorized disclosure of DWD Data.

F. The Contractor shall submit to DWD an executed copy of Exhibit C1 (“Confidentiality Statement”) for each individual providing services under this Contract before giving that individual access to DWD Data.

G. Any DWD Data transmitted to the Contractor shall be transmitted from DWD to Contractor in an encrypted, secure manner. Contractor shall take precautions to ensure that the DWD Data is used in a physically and electronically secure manner.  For purposes of this Contract, “use” means to receive, to save, to display, to transmit, to process, to store, and to destroy. Contractor shall comply with the National Institute of Standards and Technology’s Recommended Security Controls for Federal Information Systems and Organizations. See  https://nvd.nist.gov/800-53

H. Contractor shall destroy or return to DWD any and all DWD Data in its possession within sixty (60) days of the termination of this Contract.

I. Contractor shall maintain a system to ensure that its compliance with this Contract is capable of being audited, and Contractor shall allow DWD to make on-site inspections to ensure that Contractor is complying with all of the terms of this Contract, including provisions of federal and state law.

J. A “Security Incident” occurs when a Party has reason to believe that there either was or may have been unauthorized access to any of the DWD Data referenced in this Contract, damage caused to any of the DWD Data referenced in this Contract, or theft of any of the DWD Data referenced in this Contract. A security incident includes, but is not limited, to breaches of confidentiality where any use or disclosure of the DWD Data that is not permitted by this Contract or any use or disclosure of the DWD Data that is not permitted by applicable federal and state laws or regulations occurs. If either party has reason to believe that a security incident has occurred, then:

(1) Contractor shall, at its own expense, undertake appropriate mitigating actions as prescribed by applicable federal and state laws and regulations, including providing notice, where required, to the victims, state authorities, and federal authorities.

(2) Contractor shall provide prompt notice of any potential breach to DWD in the manner described below: 

i. Reporting of Security Incident to the State. Contractor shall report to the State any security incident of which Contractor becomes aware. 
1. A security incident shall be reported by the Contractor Privacy & Security Officer to the DWD Security Manager by both calling (317) 232-7596 within two (2) hours of becoming aware of the security incident and in electronic form to PrivacyandSecurityOfficers@DWD.in.gov within twenty-four (24) hours of becoming aware of the security incident. 
2. If the Contractor Privacy & Security Officer is unable to reach the DWD Security Officer at the above phone number, then the Contractor Privacy & Security Officer shall report the security incident to the DWD Chief Information Officer by calling (317) 234-8371 within two (2) hours of becoming aware of the security incident. 
3. In the event a security incident is discovered outside of normal business hours, leaving a voice message at the above-listed telephone numbers shall be considered sufficient oral notification; however in all instances, Contractor shall also complete notification by electronic form to PrivacyandSecurityOfficers@DWD.in.gov within twenty-four (24) hours of becoming aware of the security incident. 
 
(3) The following format should be used when reporting the security incident electronically:

i. Name of Agency
1. Incident # (number assigned by reporting entity)
ii. Type of Incident – 
1. Date and Time of Report 
(Date and time incident was initially reported)
2. Date and Time of Incident 
(Date and time incident occurred)
3. Time potential breach was identified
iii. Name and Title of Person Reporting Incident
1. Contact Information (of person reporting incident)
iv. Summary of Incident 
(Include pertinent information regarding the potential security breach)
v. Description of Personally Identifiable Information Involved 
(Include number of participant records involved)
vi. Action Taken
1. Name of Person(s) Conducting Preliminary Investigation
2. Contact Information (of individual responsible for Issue Analysis)
3. Date Investigation started
4. Action(s) Taken 
(include dates, times, and names of agencies notified of the Incident)
vii. Conclusion
1. Measures taken to address issue and prevent any reoccurrences

K. Contractor shall not publish or disclose in any way any information derived from or relating to DWD Data without the express, written consent of DWD.

L. DWD shall have the right to unilaterally and immediately terminate this Contract and require Contractor to return or destroy all DWD Data in its possession in the event of an unauthorized disclosure of DWD Data.  



EXHIBIT C1


Confidentiality Statement

The undersigned individual, who has been given access to confidential unemployment compensation information (“CUCI”) and/or educational records (together “DWD Data”) of the Indiana Department of Workforce Development (the “DWD”), through the Contract (“Contract”) between the DWD and ID.me (the “Contractor”), understands and agrees with each of the following statements:

1. I understand that information related to the DWD’s unemployment insurance program, as set forth in IC 22-4-19-6 and 20 CFR 603, is confidential. I understand that if I recklessly violate IC 22-4-19-6, I commit a Class B misdemeanor and may be imprisoned for up to 180 days and fined up to $1000 in accordance with IC 35-50-3-2.

1. I understand that some of the DWD Data utilized in the Contract may be “personally identifiable information” under the Family Educational Rights and Privacy Act and that the disclosure of such information may constitute an invasion of privacy of a student or former student, and I agree to ensure the confidentiality of such data and not impermissibly disclose such data to a third party.

1. I agree that DWD Data will only be used pursuant to the terms of the Contract between the DWD and the Contractor. I will only use DWD Data for legitimate purposes as set forth in the Contract.

1. I agree to be bound by the same provisions and restrictions as the Contractor, as found within the Contract.

1. I agree to use care to protect the DWD Data from unauthorized access, misuse, theft, damage, unauthorized destruction, unauthorized modification, and disclosure.

1. I agree to immediately report any instance of unauthorized access, misuse, theft, damage, unauthorized destruction, unauthorized modification, and disclosure with respect to the DWD Data within my knowledge to my direct supervisor.




__________________________________________          __________________________
Signature	Date

__________________________________________
Name (printed)

__________________________________________
Employer


