1. Payment Distribution – multiple option requirement

1.1. Multiple payment alternatives offered – a program branded card is not allowed as an alternative

1. The Vendor shall follow all State and federal laws and regulations in the performance of its duties providing payment distributions.
2. The Vendor shall provide advanced warning of all changes. Minor changes shall require at least thirty (30) days’ notice, while major changes shall require at least ninety (90) days’ notice.
3. The Vendor shall have a minimum of three viable payment distributions options, but no option shall be a program or State of Indiana branded stored value card.

1.2. Background

Current program description: The Indiana Unemployment Insurance (UI) Program provides Indiana residents who have recently lost their job, a temporary weekly stream of income that helps with daily living expenses until they can find a new job.  In Indiana, workers who have lost their job through no fault of their own can qualify for unemployment benefits.  This social safety net helps resident workers who are facing unemployment even though they are able, available, actively seeking full-time employment and lost their job.  During the recent pandemic, this social safety net was expanded to include workers that are normally excluded from receiving benefits because they are self-employed.  As a result, the number or payment recipients increased to record levels and the number of distribution programs increased significantly from five permanent programs - UI, UCX, UCFE, EB, and TRA - to nine programs including add-on benefits such as FPUC, MEUC, and LWA.

Historic usage: The total number of first payments each year was:
2015 – 97,213
2016 – 86,721
2017 – 74,213
2018 – 68,414
2019 – 64,647
2020 – 600,282
2021 – 115,685

Please note: until March 2020, all recipients received a stored value card branded by Indiana for non-needs based payment distributions including Unemployment Insurance, State Payroll, and Child Support.  Cards were issued only when the recipient had a distribution which caused the first payment to be constructively received between 10 and 14 days after the payment was authorized.

Beginning with March 2020, claimants were allowed to pre-select their payment option, i.e. to authorize direct deposit as their primary distribution method, and/or to receive a stored value card in anticipation of a payment being distributed.  Because not all claims are approved for payment, many cards were issued which were not ever funded.

At this time, Department of Workforce Development (“DWD”) wishes to abandon the Unemployment Insurance stored value card option and to partner with a Vendor that has multiple payment distribution methods available and the means to determine which option the claimant has selected.  The Vendor will receive the funds from DWD on behalf of State and Federal UI programs and will distribute funds according to the claimant’s preference without relying on DWD to initiate, maintain, direct, or otherwise administer the selection of the payment method.

DWD is looking for a Vendor who meets the necessary requirements to perform the payment distribution services for Indiana’s UI Program. The Vendor shall be responsible for distributing payments, managing account records, ensuring appropriate security measures and fraud detection methods are employed over the course of the Contract, providing customer service functionalities, and assisting with marketing efforts.  

The Vendor may receive payment from the State for administering these services and they may be entitled to earn interest on undistributed funds to the extent that a claimant has failed to authorize a distribution method.  The Vendor is prohibited from charging fees to claimants related to the distribution of funds to the claimant’s designated payment method.  

The Vendor shall have a default payment method, generally a check or money-order, where the claimant has failed to authorize a payment method within ten business days after DWD authorizes a distribution. 

Where appropriate, the Vendor is expected to assist DWD in recovering any funds which are determined to have been returned to the originating financial institution or put into a claimant's account from the institution due to fraud, misappropriation, or other such acts.

To be clear, DWD does not wish to sponsor, create, or authorize a UI related stored value card as a distribution method under this program.  DWD encourages proposals to include best practices from other states and/or new and innovative ideas to be implemented in Indiana.  

DWD has implemented vigorous fraud and identity-theft prevention practices to assure that the individual authorized to receive benefits is the person that has applied for and been granted such benefits.  DWD is particularly interested in the Vendor’s proposed fraud and identity-theft prevention with regard to verification that the distribution program user is the same individual identified by DWD as the rightful recipient of the distribution.  

DWD also seeks to understand the level of assistance the Vendor will have available in the instances where DWD shall show constructive receipt of funds by an individual, and the level of information that the Vendor will be able to provide to DWD for analysis of certain algorithms used in the detection of benefit fraud schemes.

The Vendor is required to safeguard the funds distributed to them until the funds are distributed to the claimant through an FDIC insured depository or equivalent.

1.3. Transmission Responsibilities

1. DWD shall be responsible for identifying the claimants that are potentially eligible to receive benefits.  Information provided to the Vendor shall include name, address, social security number, and date of birth. If provided by the claimant, DWD shall include the phone number and email address of the claimant.  
a. Ideally, information will be provided to the Vendor via secured API at the time the claimant registers with DWD.
b. The Vendor shall have a payment distribution election mechanism available to the claimant no more than one business day after the information is transmitted and, ideally, in as near to real-time as reasonably possible.
c. The Vendor shall be responsible for re-verification of the claimant’s identity against the information provided by DWD at the time of the claimant’s original payment distribution election and at any time that the claimant changes distribution elections.

2. Each day that the Federal Reserve is open for fund transfers, DWD shall send: 

a. A report, in a format and secure delivery method to be determined, which shall include the amount in that transfer to be made available to the appropriate recipients by unique claimant identification number which is not the SSN; and
b. Funding in the same amount as the total of the file to be deposited into the account provided by the Vendor for holding such funding until distribution to the claimant.

3. DWD shall send funds, via Federal Wire or same day ACH, to the Vendor each day that the Federal Reserve is open for fund transfers as described above.  
a. Vendor shall fund the claimant via their preferred method on the same day that the funding file and funding are provided to the Vendor to the extent that the claimant has elected a payment distribution method.
b. The Vendor shall use the default mechanism for funding in the event that the claimant has not elected a payment distribution method within ten (10) business days of the first distribution by DWD to the Vendor on behalf of the claimant.
c. The Vendor shall have a reconciliation mechanism regarding funds which are returned for any reason to the Vendor after a distribution has been initiated (rejection) which shall include the original funding date, the attempted distribution date, the return reason, the amount returned, and the rejection date.
d. The Vendor shall return funds which could not be distributed to a claimant due to a rejection to DWD two calendar years after the rejection of the distribution in the form and manner to be determined. 

1.4. Reporting

1. Funding Mechanism Report.  The Vendor and DWD shall mutually agree to the content and frequency of a report of the funding mechanism elected by the claimants.
2. Rejection Reconciliation Report.  The Vendor and DWD shall mutually agree to the content and frequency of a report of distribution rejections.
3. Customer Satisfaction Report.  The Vendor and DWD shall mutually agree to the content and frequency of a report showing the number of claimant interactions via contact center, web visits, or other mechanism to assist DWD in determining the level of satisfaction with the payment distribution program. 

1.5. Identification and Remedy of Issues

1. The Vendor shall self-identify any failures, delays, or slow processing of State transmitted files or data.  Such identification shall be conveyed to the State upon discovery and include a plan for timely remedy of the issue.
2. The Vendor shall furnish a point of contact for the State to communicate any issues it discovers.  This knowledgeable contact (which need not be a single individual) shall be available 24 hours a day, seven days a week.  The contact must be able to respond to State inquiries or questions in fewer than 30 minutes, though such a response may necessarily be only an acknowledgement of receipt of the State’s issue.  In the event that the contact’s response is a receipt and acknowledgement (but not answer or resolution), the Vendor shall endeavor to resolve the issue or provide an answer within two (2) hours, and in any case with all deliberate speed. The contact should continue to provide periodic updates regarding the issue until it is remedied.

1.6. System Compatibility

1. The Vendor shall ensure that any website, web portal, browser plug-ins, or provided software for all transactions and functions (e.g., file transfers, reporting, status review, etc.) are compatible with Microsoft Windows 10 and greater, Microsoft Edge and greater, Safari, and the latest version of Google Chrome.  However, if necessary, the State reserves the right to require use of older versions of software in order to be compatible with an Agency that uses an older version of the software.

2. If the Vendor requires the State to have any third-party software including, but not limited to, Adobe Flash, Adobe Acrobat, Java, Microsoft .NET Framework, Microsoft Silverlight, etc., the State must be made aware of these requirements in the Vendor’s proposal and any minimum version of this software.

2. Security and Detection of Fraud and Abuse

2.1. The Vendor shall advise, assist, and appropriately act to aid the State in detection and investigations of abuses by stores, Claimants, or personnel (State, Vendor, or a third party), including but not limited to, reporting unusual activity. 

2.2. The Vendor shall cooperate with various authorities of the State and Federal agencies responsible for compliance with laws and regulations surrounding the distribution of Unemployment Insurance benefits to Claimants.

2.3. Security Document

1. The Security Document shall describe the administrative, physical, technical, and systems controls to be implemented for the payment distribution program.  It shall be finalized, with State approval, within 30 calendar days of the Contract’s Effective Date.

2. The Vendor shall include a description of its security procedures and policies regarding controls and audit logs.  

3. The Document must identify any perceived or real risks to the Vendor’s system.  The analysis of the Vendor’s Payment Distribution Program must include:

a. Vulnerability to:
i. theft and unauthorized use; 
ii. unauthorized creation or altering of household accounts;
iii. unauthorized posting of issuance; 
iv. the tampering of information on ACH transmission or settlement network.

b. Completeness and timeliness of the reconciliation system;

c. Availability of a complete audit trail of all transaction activity or any unauthorized viewing or copying of data.

4. A complete audit trail must be part of the security process.  The audit trail must provide, at a minimum, a complete transaction history of each activity that affects any distribution. 

5. The Vendor may not sell to a third party or use any Claimant account information, including but not limited to names, addresses, social security numbers, and email addresses, for such purposes other than those agreed upon in writing between the State and the Vendor. 

6. If any Claimant account information is compromised or a Vendor/sub-Vendor system containing Claimant account information is compromised, the Vendor is required to notify the State within four (4) hours or as soon as legally and practically possible, upon the discovery of any Adverse Incident that has or could compromise the confidentiality, integrity, or availability of Claimant data and is responsible for any security breach of such Claimant account information.  The Vendor shall adhere to all applicable State and Federal privacy and security breach notification laws. 

a. The Vendor shall update the State Agency at least weekly following a compromise on the status of the investigation and of any law enforcement or forensic data security investigation findings relating to the incident involving Claimant data.

3. Financial Liability

3.1. The Vendor, in the performance of its duties under the Contract, will be entrusted with the transfer and administration of a significant amount of money.  The Vendor’s errors or omissions in the performance of these duties may directly or indirectly cause damages to the State, Claimant, or a third party.  The Vendor will bear all liability, under the law or in equity, for these damages and any associated costs (e.g. legal costs).  Accordingly, the Vendor understands that it is assuming liability for the following, non-exhaustive list of potential damages incurred as a result of the Vendor’s actions:

1. Losses resulting from errors or omissions by the Vendor;
2. Any duplicate or erroneous postings to a Claimant account;
3. Any losses from funds drawn from an account after the Claimant notified the Vendor that an account has been compromised;
4. Any damages or losses suffered by the State Agency due to negligence on the part of the Vendor;
5. Any loss of benefits caused by fraud or abuse by the Vendor or its representatives or sub-Vendors;
6. The Vendor must be willing to float funds until reimbursed by the State Agency.  Transactions are processed nightly, and generally reimbursement by the State Agency occurs the same day, but can take longer in extreme circumstances.


4. 	Protection of Personal or Private Information

4.1 	The Vendor understands and agrees that data, materials, and information disclosed to the Vendor may contain confidential and protected information.  The Vendor covenants that data, materials, and information gathered, based upon, or disclosed to the Vendor for the purposes of this Contract will not be disclosed to or discussed with third parties without the prior consent of the State. 
4.2 	The parties acknowledge that the services to be performed by Vendor for the State under this Contract may require or allow access to data, materials, and information containing Social Security numbers maintained by the State in its computer system or other records.  The Vendor agrees to abide by all relevant Federal laws, restrictions on access, use, and disclosure, and security requirements for the Social Security Administration.  In addition to the covenant made above in this Section and pursuant to 10 IAC 5-3-1(4), the Vendor and the State agree to comply with the provisions of IC §4-1-10 and IC §4-1-11.  If any Social Security number(s) is/are disclosed by Vendor, the Vendor agrees to pay the cost of the notice of disclosure of a breach of the security of the system in addition to any other claims and expenses for which it is liable under the terms of this Contract.
5.Data Breach

5.1 	Vendor shall be solely liable for any unauthorized acquisition or disclosure of data retained on, or any malicious act or attempt to gain unauthorized access to, disrupt, or misuse, Vendor’s servers or data storage facilities, including sub-Vendors’ servers or data storage facilities (“Adverse Incident”).  Vendor agrees to notify the Agency, within four (4) hours or as soon as legally and practically possible, upon the discovery of any Adverse Incident that has or could compromise the confidentiality, integrity, or availability of the Agency’s data.
5.2 	To the extent permitted by law, Agency shall be notified within a reasonable time of any Adverse Incident impacting the Vendor’s or a sub-Vendor’s system or process used for processing of Agency data, whether or not any Agency data has been impacted, if:
1. Notice of the Adverse Incident is required to be provided to any government body, self-regulatory agency, or any other supervisory body; or
2. Vendor has a reasonable belief that the Adverse Incident will be reported publicly; or
3. The Adverse Incident has a reasonable likelihood of materially harming any material part of the normal operations of Vendor.
5.3 	If it is concluded that an Adverse Incident occurred involving Agency data, the Agency shall be the primary point of contact in any communications with its Claimants, unless otherwise mutually agreed by the parties.  To the extent that Vendor itself is required to send any notice or communications to Claimants, any notice or communication to affected Claimants regarding the breach will be subject to approval by the Agency, which will not be unreasonably withheld.  The Vendor will provide the necessary incident response report in a timely manner to determine the characteristics and severity of the Adverse Incident and perform a root-cause analysis, including forensic review, if applicable, of the Adverse Incident.
5.4 	To the extent necessary, Agency’s data shall be maintained by Vendor and sub-Vendors in storage facilities located within the continental United States. 

