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1 [bookmark: _Toc116388594]INTRODUCTION

1.1 [bookmark: _Toc116388595]Overview

In accordance with Indiana statute, including IC 5-22-9, the Indiana Department of Administration (IDOA), acting on behalf of the Indiana Bureau of Motor Vehicles (BMV) (https://www.in.gov/bmv/index.html),
is seeking to establish a contract for Maintenance and Operations (M&O) services for STARS, the primary customer, credential and motor vehicle transaction system for the Indiana BMV. The Contractor shall also execute “Project-Based Work”, which refers to services to implement a defined scope with a start and end date in adherence to an approved Project Change Request. The projected Contract start date is July 1, 2023, and the base contract term is four (4) years. There will be a transition period for the first few months of the Contract. 

BMV seeks to partner with a Contractor that has low staff turnover, a deep bench to support sudden changes in resource needs, access to Contractor subject matter experts for strategic advisory services, strong training and development for their staff, and robust experience with systems M&O and SDLC best practices (e.g., disciplined approach to documentation). 

It is strongly preferred that the Contractor has experience working with similar systems that perform 10,000,000+ transactions per year and have 1,000+ concurrent active users.

The scope excludes software quality assurance and as well as all testing (manual and automated) other than unit testing, as the current Quality vendor will retain such services for all Quality initiatives. 

It is important to the State that services to clients and workers are not interrupted by changes to the STARS solution. As such, the Contractor shall ensure that end users are not adversely impacted by the Contractor’s work such as implementation of system change requests. 

1.2 [bookmark: _Toc116388596]Minimum Qualifications to Bid/Exclusions

The following minimum qualifications apply to vendors submitting a proposal for this RFP:
· Any vendor currently providing quality assurance services to the BMV for the STARS solution shall not respond to this RFP or be listed as a subcontractor in a response to this RFP; doing so may result in disqualification. 
· Respondent shall have at least 5 years of experience providing systems M&O and project-based work support for a system comparable to size and complexity as STARS for a federal or state client. Part of this engagement must have occurred in the last 5 years.

1.3 [bookmark: _Toc116388597]Staffing Approach

The Contractor is expected to use individual staff to cover multiple M&O services and Project-Based Work efforts to the greatest extent possible, while not sacrificing quality of service, including compliance with service level agreements (SLAs). These services are not anticipated to be provided in “silos”, and the Contractor should find efficiencies in staffing. 

The State has policy, operations, legal and business SMEs who are Managers, Business Analysts, System Analysts, Product Owners, and other related staff. Some of these staff members may come from partner systems, agencies, or other applicable interfacing partners. These individuals must be consulted with for design, defect triage, system operational issues, and system direction. These specific individuals will be identified and made clear to the Contractor upon engagement. In terms of governance, the State is the ultimate decision maker on all aspects of solution management, including Change Management.

All work products are tracked in Azure DevOps (ADO). The Contractor is expected to be knowledgeable on the proper use of ADO and use ADO to continue the process of capturing all work products.

1.4 [bookmark: _heading=h.tg3hpc6d77dj][bookmark: _Toc116388598]Pricing Structure

The Contractor shall be paid a monthly M&O rate calculated based on contractual hourly rates and number of hours worked for each position. Additionally, the Contractor will invoice for any Project-Base Work according to the approved Project-Based Work pricing schedule (hourly, fixed fee, or another approach).

All invoices will clearly indicate the monthly hours breakdown for each individual, with clear differentiation between M&O work and Project-Based Work. Upon request, the State will be granted access to the STARS solution and contract-related cost records of the Contractor and subcontractors. 

2 [bookmark: _Toc116388599]BACKGROUND

2.1 [bookmark: _Toc116388600]About BMV

The BMV serves all Hoosiers as the State of Indiana’s motor vehicle agency. The BMV’s core functions are processing licenses, registration, and titles, for both personal and commercial customers, as well as a variety of services such as drivers' education, driver ability testing, and more. The BMV is headed by a commissioner who is supported by an executive leadership team as well as the Bureau of Motor Vehicles Commission (BMVC). The BMVC is required by Indiana Code 9-14-9 and exists as a public facing entity that deliberates and gathers approval for BMV related activities as required. 
 
The BMV is guided by its mission to provide best-in-class driver and vehicle services in a timely and accurate manner while ensuring security and transparency. The agency is guided by its values of Proactivity, Accountability, Integrity, Efficiency, and Innovation, and seeks the same from its partners.  
 
Across 124 branches within 92 counties and its Central Office team, the BMV employs over 1,400 team members. In addition to supporting operations in its branches, the BMV operates an online transaction service, myBMV and a kiosk service, BMV Connect. This online service provides customers the ability to complete select services in an online environment. The BMV’s contact center receives and processes over 2,000,000 calls from residents annually. A representative but not exhaustive list of BMV activities and the environments in which they take place follows:

	Activity
	myBMV
	BMV Connect
	In Branches

	Renew Credential
	Y
	Y
	Y

	Request a replacement Credential
	Y
	Y
	Y

	Schedule a driving test
	Y
	Y
	Y

	Register a new vehicle
	Y
	Y
	Y

	Renew vehicle registration 
	Y
	Y
	Y

	Estimate plate cost
	Y
	
	Y

	Renew registrations for friends or family
	Y
	
	Y

	Order replacement registration
	Y
	Y
	Y

	Print replacement registration
	Y
	
	

	View registration renewal notice(s)
	Y
	
	

	View past registration transactions
	Y
	
	

	Track recent renewal(s)
	Y
	
	

	View vehicle title(s)
	Y
	
	

	Order replacement vehicle title(s)
	Y
	Y
	Y

	See viewable driving record
	Y
	
	

	Purchase official driving record
	Y
	Y
	Y

	Pay reinstatement fees
	Y
	Y
	Y

	Update mailing address
	Y
	Y
	Y

	Update email address
	Y
	Y
	Y

	Update insurance information
	Y
	Y
	Y

	Unsubscribe from email reminders
	Y
	
	

	Register to vote
	Y
	Y
	Y

	Schedule a branch appointment
	Y
	
	Y

	View current visit times at BMV branches
	Y
	
	

	Attend a driving test
	
	
	Y


Table 1: Activities by BMV Environment

The BMV also provides the opportunity for customers to complete transactions by phone and through regular US mail. These options representative a small portion of total transactions compared to the other mediums.

2.2 [bookmark: _Toc116388601]STARS Background

STARS was implemented through a series of phased rollouts beginning in 2000 and concluding with full production rollout in 2006.  The system was introduced to support standardization and improved operational processes, while also giving clients access to a self-service portal and improved document processing.  Throughout the years, solution components have improved and evolved significantly to accommodate client and worker needs, and State requirements for business, policy, information technology (IT), security, and privacy expectations.  

[bookmark: _Int_TmkXo8QZ]The front end of the STARS system is written in VB.NET.  The business logic layer is written in both VB and C# with a 5 TB Microsoft SQL back-end database.  Most solution components are hosted by the Indiana Office of Technology (IOT) in the State of Indiana on-premise data center.   

STARS consists of many legacy applications and components that are still being maintained and enhanced through an ALM framework. Several new .NET API microservices, Document Storage and source code control are all cloud hosted.
· ASP.NET MVC / Web API
· REST Services
· JSON
· OAUTH
· Cloud-hosted

2.3 [bookmark: _Toc116388602]Current State and Vendor Roles
[bookmark: _heading=h.zcb6d7o23ei6]
STARS is currently managed by BMV staff and supported by a mix of BMV staff and staff from three (3) vendors:
· Data management support vendor (approximately 6 FTEs)
· Technical staff augmentation vendor (approximately 10 FTEs)
· Quality assurance services vendor (approximately 10 FTEs). 

Please see the organization chart below that depicts how the STARS support team is organized today. The BMV staff currently provides the majority of the system visioning, road mapping, and project management for STARS and the Project-Based Work.  The Director of Product Management manages the team that includes Product Owners, the Release Manager, and the Scrum Master. This team develops user stories and requirements and provides them to the incumbent vendor teams to develop and implement under the direction of the BMV Product Owners and the BMV Scrum Master. The State is interested in potentially using Contractor staff to serve as Product Owners, UI/UX design/engineering staff, Business Intelligence (BI) team, and architects and participate in system visioning and road mapping as the State’s needs expand.

Current STARS Support 
[image: ]
Figure 1: Current STARS Support Organization Chart

Note: The scope of this RFP only includes the data management support and general technical staff augmentation support. Quality assurance services are not in scope. 

The incumbent data management support and general technical staff augmentation support vendors (“incumbent vendors”) have individual staff dedicated to multiple maintenance and Project-Based Work efforts. The incumbent vendors’ staffing varies in response to BMV’s M&O and project needs. The vendors bill monthly based on hours worked using a contractual hourly rate card. 

2.4 [bookmark: _Toc116388603]Historical Volumes of Vendor Hours

Today, M&O is being supported by approximately 16 FTEs across the two incumbent vendors. The incumbent vendors have provided this quantity of staff to the BMV over the recent years, with some growth but with minimal variance. It is not anticipated that the Contractor will provide this exact FTE count. The State is receptive to consideration of a different staffing model than the incumbent vendors’ resource mix in order to meet the State’s needs. Provided below in Figure 2 are the total hours for the two incumbent vendors. The data, which spans a sixteen-month period shows some variability in the total hours worked per month (M&O Hours + Project-Based Work Hours) as seen below. In general, however, the hours have stayed above 2,000 hours per month.

[image: ]
Figure 2: Total Combined Hours

Figure 3 below shows the breakdown of the total hours between M&O and Project-Based Work over a recent ten-month period. There is a higher variance in monthly Project-Based Work hours than there is in monthly M&O hours, which can be attributed to the variability in the State’s Project-Based Work needs. Please note that there have been some projects executed under other system enhancements and implementation contracts that the State believes would qualify as Project-Based Work under the new contract resulting from this RFP (example: Contract 58556 for the implementation of the E-Lien system), which would drive up the volume of Project-Based Work considerably. As such, the State has included a significant pool of Project-Based Work hours to accommodate this potentially large need for Project-Based Work currently not covered by the incumbent vendors.

[image: ]
Figure 3: Total Hours Breakdown


2.5 [bookmark: _heading=h.ahy9pxlab4cy][bookmark: _Toc116388604]Major Partners

The most significant interfacing systems and corresponding vendor partners to STARS include:
· American Association of Motor Vehicle Administrators (AAMVA) - A non-profit organization with a focus on motor vehicle administration. AAMVA provides services the BMV relies on for verification purposes amongst other states. The following are active AAMVA programs that integrate with STARS: 
· Commercial Driver’s License Information system (CDLIS) - A nationwide computer system that allows state driver’s license agencies to ensure that each commercial driver has only one driver’s license and one complete driver record.
· Help America Vote Verification (HAVV): The Help America Vote Verification (HAVV) transaction allows jurisdiction motor vehicle agencies (MVAs) to verify voter registration and identity information with the Social Security Administration (SSA). The MVA submits an inquiry to the SSA and the SSA attempts to verify the information and responds back to the MVA with the results.
· National Motor Vehicle Title Information System (NMVTIS) - The National Motor Vehicle Title Information system allows titling agencies to instantly and reliably verify the information on a paper title against the electronic data from the state that issued the title.
· Problem Driver Pointer System (PDPS) - The Problem Driver Pointer System is a system that allows jurisdictions and other organizations to search the National Driver Register data. Based on this data, the system points the inquiring jurisdiction to the state of record (SOR), where an individual's information is stored. Based on this information, it is determined whether the applicant is eligible to receive a new or renewed license.
· Social Security Online Verification (SSOLV) - The U.S. Social Security Administration (SSA) allows jurisdiction motor vehicle agencies (MVAs) to verify SSNs interactively using the Social Security Number Online Verification (SSOLV) transaction. Online support allows a jurisdiction to immediately verify an individual's SSN during the driver's license issuance or renewal process, while an applicant is still at a motor vehicle agency (MVA) service center counter.
· State to State - (State to state verification service): A means for a state to electronically check with all other participating states to determine if the applicant currently holds a driver license or identification card in another state.
· US Passport Verification Service (USPVS) - The U.S. Passport Verification Service (USPVS) provides a means for driver license agencies (DLAs) to verify U.S. passport document data against the Department of Homeland Security’s (DHS) back-end systems. The service assists states in issuing more secure driver’s licenses and identification (ID) cards.
· Verification of Lawful Status (VLS) - Program that identifies whether forms of identification are authentic and match the ID user by comparing them with an electronic record.
· Experian Marketing Services - A marketing company with focus on communication with customers through use of clean data. The BMV is partnered with Experian for their data cleansing software used for address verification within transactions.
· IDEMIA- An identity technology company who is the BMV's credential vendor. They provide front-end photo capture software and hardware, along with the back-end equipment for biometrics and credential manufacturing.
· Intellectual Technology Inc. (ITI) - A technology company whose priority is to help motor vehicle agencies with efficiency gains. The BMV partners with them for our Kiosk services as well as our knowledge testing program.
· Irwin Hodson Group (IHG) - A private company focusing on license plate manufacturing. They are the BMV's plate, registration, and fulfillment partner.
· NIC, Inc. - NIC, Inc. focuses on assisting governments with providing innovation and efficiency improvements for their citizens. The BMV is in partnership with NIC, Inc. to provide services on the IN.gov website as well as manages our payment processing hosts infrastructure for myBMV Expedia Server Farm. A list of all ongoing NIC Data Exchanges through STARS is as follows: 
· Point to Point API (PTP) 
· IRecords 
· Parking and Tollway 
· IDEL (Commercial Driver Employment Notification)
· BMV Validate
· Instant Access
· Insurance 
· DWD Validate

A list of all ongoing Commercial Data Exchanges through STARS is below: 
· Vintelligence – VIN Validation
· Trustees of Indiana – Traffic & Collision
· Penton – Price Digest
· Opus VTR – Partial Service Provider
· Opex – Central Processing Machines
· MVS – Partial Service Provider
· ITI – Kiosk
· IOPO – Organ Donation
· IHG – License Plates
· Idemia – Credentials
· Fairfax – Partial Service Provider
· Experian – Address Verification
· Donate Life – Organ Donation
· Dealertrack – Partial Service Provider
· DDI – Partial Service Provider
· CVR – Partial Service Provider

 The Indiana State entities that share data and have the most significant interaction with STARS include:  
· Indiana State Police (ISP) - ISP communicates with STARS through the Fusion Center and IDACS for driver and vehicle look-up, they provide accident reports, disposition data, etc. 
· Indiana Department of Child Services (DCS) - Child support suspensions and liens are added to an individual’s STARS record.
· Indiana Office of Technology (IOT) - They work with the BMV to provide hardware, software, and other technology services the BMV depends on. 
· Indiana Department of Revenue (DOR) - Handles carrier plates and liens through the STARS application. 
· Indiana Secretary of State (SOS) - Dealer plates are uploaded to STARS as well as voter registration data is sent to SOS daily.
· A list of all ongoing Governmental Data Exchanges through STARS is below: 
· Court Technologies (JTAC – Judicial Technology and Automation Committee) - Driver Record Search and Ticket
· Court Technologies (JTAC - Judicial Technology and Automation Committee) - OJA Incite
· DCS (Department of Child Services)– Child Support Suspensions and Liens
· DOC (Department of Corrections) – Forbearance
· DOH (Department of Health)– Birth Certificate Verification
· DOR (Department of Revenue) - Carrier License Plates
· DOR – International Registration Plan
· DOR – Liens
· IDEM (Indiana Department of Environmental Management) – Emissions Data
· INDOT (Indiana Department of Transportation) - Original Driver Verification System
· IOT (Indiana Office of Technology) – BMV Data Subscriber Services - https://www.in.gov/accounts/ 
· ISP (Indiana State Police) – Crash Reports
· ISP (Indiana State Police)– Dispositions Data
· ISP (Indiana State Police)– Fusion Center
· ISP (Indiana State Police) – Indiana Data and Communications System (IDACS)
· ISP (Indiana State Police)– Sex Offender Registry
· SOS (Secretary of State) – License Plates
· SOS – Voter Registration

2.6 [bookmark: _Toc116388605]Future Vision for the STARS
In line with the BMV’s values of Proactivity and Innovation, the BMV is committed to advancing technology and expanding its services. The BMV/C seeks to modernize through technical and business upgrades to facilitate modern, business operations. The BMV desires to be a pioneer in product innovation and seeks a vendor that can partner with them to reach this goal.

In 2019, the BMV/C began systematically modernizing STARS core systems as well as STARS data exchanges and ancillary system/services through a multi-phased modernization effort.  This staged approach is designed to mitigate risk to current operations, prevent system downtime and improve functionality over time. A successful BMV/C modernization effort will achieve: 
· Accurate and secure data
· Consistent and accurate processing
· Limited impact to internal and external customers
· Seamless transition
· Real time reporting
· Ongoing maintenance primarily through configuration rather than customization
· Full compliance with all business and technical requirements
· Incorporation of private and public industry best practices. 

Respondents shall explain in their Technical Proposal how they can partner with the BMV to advance the Bureau’s vision. As discussed in Section 2.3, though the incumbent vendors currently are minimally or not at all involved in system visioning and road mapping, the State is open to involving the Contractor more in this way under the new Contract.

3 [bookmark: _Toc116388606]STARS OVERVIEW

3.1 [bookmark: _Toc116388607]System Components

The diagram below in Figure 4 represents the current high-level components of the STARS solution:

[image: ]
Figure 4: STARS Big Picture

The STARS solution is comprised of 50-60 supporting applications (230+ total applications inclusive of ADO solutions) for internal use, external parties or devices that have interrelationships due to interfaces or shared platforms:

	 Component
	Description
	Technology

	Self-Service constituent facing Portal Interface (myBMV)
	· http://mybmv.com 
· Constituent facing web site that enables Hoosiers to perform the following transactions online:
· Order Official Driver Record
· Register a New Vehicle
· Renew Registration for Other Owner
· Renew Registration
· Replace Registration
· Duplicate Title
· Replace Credential
· Renew Credential
· Amend Motorcycle Endorsement
· Driver Training School/Instructor Application
· Pay Reinstatement Fee
· CDL Self-Certify Driver Type
· Estimate Plate Costs
· Schedule Driving Skills Exam
· Track Registration Renewals
· Track Titles
· Update Insurance Information
· View Registration Renewal History
· View Transaction History
· Print Interim License
· Ride Safe Indiana – Class Results Submission
· Track Recent Credential Renewals
· View Driver Notices
· Update Contact/Emergency Contact Information
· View Driver Record
· Voter Registration
	· ASP.NET 
· CSS
· jQuery
· JavaScript
· Crystal Reports
· MS SQL
· Monolithic architecture\
· VB.NET
· tiered environment with a front-end UI and backend webservice (SOAP) that communicates with a SQL Server database  
· Hosted on 8 servers in an expedient data center - 4 for UI and 4 for backend webservice
· Crystal reports




	Self-Service Kiosk Interface
	· Constituent facing kiosk that enables Hoosiers to perform the following transactions from a touch screen terminal: 
· Order Official Driver Record
· Register a New Vehicle
· Renew Registration
· Replace Registration
· Update Contact Information
· Schedule Driving Skills Exam
· Renew Credential
· Replace Credential
· Duplicate Title
· Pay Reinstatement Fee
· Voter Registration
	· Backend webservice maintained by BMV
· VB.NET (SOAP webservice)
· SQL Server
· Crystal reports
· NOTE: The hardware vendor handles the kiosks, but the Contractor supports the software interface that connects to STARS/MyBMV

	Internal Front-End Interface
	· Used by 1,100 BMV employees daily to conduct the following transactions:
· Issue Credential
· Renew Credential
· Replace Credential
· Amend Credential
· Voter Registration
· Register a New Vehicle
· Renew Registration
· Replace Registration
· Amend Registration
· Issue a New Title
· Transfer Title
· Amend Title
· Duplicate Title
· Issue Placard
· Duplicate Placard
· Create Customer Record
· Amend Customer Record
· Add Citation
· Add Driver Suspension
· Refund Payment
· Reconcile Trial Balance
	


	Document Management
	· Used by 1,400 BMV employees daily to store and manage documents
	· Kofax
· Planet Press
· DocuWare
· Ricoh multi-purpose printers

	Real Time IVR
	· Used by constituents to perform the following transactions through an interactive voice response system that interfaces with STARS: 
· Renew motor vehicle
· Renew watercraft
· Pay reinstatement fee

	· Genesys
· VB.NET soap service
· SQL Server database
· NOTE: Backend webservice maintained by BMV. The Contractor would only support one integration point for call-ins regarding driver's licenses.

	Batch Processing
	· Several console applications and windows services. See Attachment 2 for a complete listing of all batch processes and services
	· MS SQL
· Crystal Reports
· Windows 2019 server
· Single server

	Distributions
	· Daily ACH of funds to counties and municipalities
	· Console application
· SSIS jobs
· MS SQL
· SQL reporting 

	3rd Party Integrations
	· AAMVA – PDPS (Problem Driver Pointer System)
· AAMVA – CDLIS (Commercial Driver License Information System)    
· AAMVA – VLS (Verification of Lawful Status)        
· AAMVA – NMVTIS (National Motor Vehicle Title Information System)             
· AAMVA - SSOLV (Social Security Online Verification)                  
· AAMVA - US Pass (Passport Verification)        
· AAMVA – SPEX (State to State)    
· AAMVA – CSTIMS (Commercial Skills Test Information Management System)
· Idemia – Facial Recognition
· Idemia – Credential Production
· Idemia – Image Capture
· Idemia – High Volume Image Return
· Experian – Address Verification
· IHG – License plate and registration production
· IDACS - Indiana Data and Communications System for State Police
	· AAMVA UNI webservice and UNI website hosted on BMV servers
· UNI Inbound message service developed by BMV
· VB.NET
· MS SQL



Table 2: STARS Components

3.2 [bookmark: _Toc116388608]Solution Technologies and Tools
The State of Indiana mandates the use of State-approved technologies. The high-level technologies and tools used in support of STARS are shown in the tables in Section 3.2.1; however, those identified do not represent an exhaustive list.  

In addition to the Tools and Technologies listed below are other unlisted open-source technologies, development libraries, and associated tools that exist as part of, or in supplement to, the items identified in the table. The versions listed in the table may be subject to change during the time from RFP issuance to the start of the Contract Term, depending upon the timing of patching or upgrades. A detailed list of all servers with installations included on those servers, as well as baseline configuration details surrounding the components, will be provided to the Contractor(s) at the beginning of the Contract.  

The BMV has adopted Azure DevOps for CI/CD and Source Code Control. It is expected that the Contractor(s) will maintain this modern architecture while also providing additional architecture and infrastructure solutions with modern approaches throughout the term of this agreement to continually improve BMV systems and solutions. BMV is further expecting that solutions will be easily supported, cost effective, and uncomplicatedly replaceable when components must be upgraded or substituted. Respondents shall detail improvements and approaches regarding this topic in their Technical Proposal Response. 

3.2.1 [bookmark: _Toc116388609]Server Technologies and Tools
The following table identifies the various Server Tools and Technologies that make up the STARS solution: 

	Server Software
	Tool / Technology
	Version
	Brief Description of the Purpose
	Contractor Responsibility
	State Responsibility

	Agency Portal

	Windows Server
	Windows Server Operating System (OS)
	Server 2016
	Hosting Agency Portal application
	Understanding of middleware, database, and other application components’ interaction with the OS. Monitor Security Scanning results from IOT. Support the State in identifying Application/software vulnerabilities and mitigations. Support the State in managing baseline secure configuration.
	Licensure, 
Infrastructure Support

	SQL
	SQL Server
	SQL Server
	Database server to support application data
	Database configuration and support.
	Administrative DBA Support, Licensure, and 
Infrastructure Support

	Crystal Reports
	Crystal Reports/ Crystal Runtime
	All
	Transactional reports are created through Crystal Reporting (Transaction receipts, forms, etc.)
	Application development, maintenance, and support.
	Licensure, Oversight,
Infrastructure Support

	.Net
	Vb.net/ C#.net
	4.5-Most recent
	All solutions are developed using these languages
	Application development, maintenance, and support.
	Licensure, Oversight,
Infrastructure Support

	Microsoft Azure
	DevOps
	Most recent
	Requirements and testing tracking tool for SDLC purposes.
	[bookmark: _Int_m7ceFtSI]Maintain up-to-date SDLC requirements, design, testing, and other related artifacts.
	Licensure, Infrastructure, Support, Administrative Configuration.  Provide role-based access.

	Microsoft Office 365 SharePoint
	Microsoft Office 365 SharePoint
	Most recent
	Document repository to support all Aspects of Contractor’s artifact management
	Maintain PM and SDLC artifacts. Clarify access changes to State so that State SharePoint administrator can provide, delete, or modify permissions for Contractor staff. (No PII/PHI data to be stored.)
	Licensure, Infrastructure Support.  (No PII/PHI data to be stored.)

Collaborate with Contractor on artifacts applicable.  Administer role-based access.  

	KTA
	Kofax Total Agility
	7.6
	Intelligent Process Automation
	Part of the Document Management solution used to move documents through different systems. 
	Licensure, Infrastructure Support

	DocuWare
	DocuWare
	Most 
recent
	Document repository for all BMV customer transactions
	Document repository for all BMV customer transactions.

	Licensure, Infrastructure Support

	SSIS 
(SQL Server Integration Service)
	SSDT (SQL Server data tools)
	Server 2016

	ETL
	Managing current SSIS Packages and creating new based on the requirement.
	Licensure, 
Infrastructure Support


	SSRS 
	SSRS
	Server 2016
	Reporting
	Creating and Managing Reports.
	Licensure, 
Infrastructure Support

	Tableau
	Tableau
	2021.2
	Build data visualizations
	Creating and Managing dashboards.
	Licensure, Infrastructure, Support, Administrative Configuration.  Provide role-based access.


Table 3: Server Technology

3.2.2 [bookmark: _Toc116388610]Workstation Technologies and Tools
Unless noted below, the Contractor is responsible for their own workstations, applicable workstation hardware/software licensure, and applicable infrastructure support.  The State is responsible for the licensure of State-owned components, but the Contractor is responsible for components functioning correctly with applicable State-owned components. The Contractor will connect to State resources through a Virtual Desktop session.  

	PC / workstation Software
	Tool / Technology
	Version
	Brief Description of the Purpose
	Contractor Responsibility
	State Responsibility

	Windows
	Windows Operating System
	Windows 10
	Operating system to support agency applications.
	Licensure and infrastructure support for Contractor workstations
	None

	Browser
	Firefox, Chrome, Edge, or Internet Explorer (IE 11 and on), and Mobile OS browsers (Android Chrome, iOS Safari)
	Latest version of the browsers supported
	Internet browsers needed to access the Agency Portal; system is browser agnostic
	Licensure and infrastructure support for Contractor workstations
	None

	Java
	Spring Framework
	N/A
	Java framework for developing, building, and deploying web-based enterprise applications online
	Licensure and infrastructure support for Contractor workstations
	None

	OPEX Scanners
	OPEX Scanner
	Falcon and Falcon RED
	High volume scanners used to process all documents submitted to BMV Document Center.  Jobs on these scanners interact with Captiva.
	Ensure OPEX Scanners jobs are supported, including the interaction with Captiva.  Support Document Center staff with technical issues, applicable
	Licensure,
Infrastructure Support

	Multifunction Printers (MFPs)
	Ricoh
	N/A
	MFPs set up in State Local Offices (LOs) used by workers and clients to scan in documents, including barcoded documents
	Support, with Ricoh, the assurance of documents routed to the Document Center correctly to applicable processing queues, including indexing to cases
	Licensure, Infrastructure Support / Agreement with Ricoh

	SQL Server Studio
	Microsoft SQL Server Management Studio

	17.8
	Database access tool for configuring, managing, and administering components within Microsoft SQL Server
	Configuration and administration.  Licensing and support.
	None

	Adobe
	Adobe Acrobat and / or Adobe Reader / Adobe DC / Adobe Pro
	Latest version available
	Support workers’ access to PDFs, including the manipulation of PDFs and other documents (e.g., TIFFs, Word documents) in preparation of documents that are loaded to CDMS and other systems, applicable
	Understand the use of Adobe tools in the environment to generate PDFs uploaded to CDMS.  Contractor to provide licensure and support to Contractor staff, applicable
	Licensure, infrastructure support for State-owned workstations


 Table 4: Workstation Technology

3.2.3 [bookmark: _Toc116388611]Server Specifications
As of August 2022, there are approximately 218 servers being managed under the current contract. The total quantity and breakdown of quantities have been summarized below but are subject to change before Contract execution and during the term of the Contract. All the following infrastructure is hosted by IOT either on premise or in the cloud. 

Server Count by Environment
	Environment
	Count

	Development
	20

	Disaster Recovery
	2

	Production
	137

	Quality Assurance
	59



Server Count by Supplier
	Supplier
	Count

	HP
	5

	HPE
	8

	VMWare
	205



Server Count by Operating System
	Supplier
	Count

	Other (AWS, etc.)
	3

	Windows Server 2012 R2 Standard
	38

	Windows Server 2016 Standard
	151

	Windows Server 2019 Standard
	26



3.3 [bookmark: _Toc116388612]IOT Datacenter Infrastructure for the Solution

The IOT Datacenters (cloud and on premise) support all solution component hosting and will support the Contractor’s secure access to servers and other applicable solution components.  

There is one Production datacenter in Indianapolis, IN and the Disaster Recovery (DR) datacenter is in Bloomington, Indiana.   The Contractor is required to support all DR solution using the infrastructure at the Bloomington DR site and/or AWS or Azure cloud redundancies where applicable.
  
3.4 [bookmark: _Toc116388613]System Size/Volumes

STARS transacts approximately 6 million plate and vehicle registrations and 1.5 million credential transactions worth $1.3 billion dollars annually. Plate and vehicles registrations are estimated to stay around 6 million for the next few years. The following chart shows a prediction specific to credential transactions with our largest renewal year coming in 2024:
	Year
	Transaction Volume

	2021
	1.86 M

	2022
	1.64 M

	2023
	1.93 M

	2024
	2.57 M

	2025
	1.95 M

	2026
	1.67 M

	2027
	2.04 M



3.5 [bookmark: _Toc116388614]System Users

The STARS system is separated into multiple interfaces. The Internal Front-End Interface, also known as Branch View, is used by roughly 1,200 BMV employees. This is where all transactions can be processed while during a branch visit. The Internal Back-End Interface, also known as Central Office view, is used by about 200 employees for record-keeping, and their everyday operations.

4 [bookmark: _Toc116388615]STAFFING

The State is seeking a Contractor with low staff turnover, a deep bench to support sudden changes in resource needs, access to Contractor subject matter experts for strategic advisory services, strong training and development for their staff, and robust experience with systems M&O and SDLC best practices (e.g., disciplined approach to documentation). At the request of the State, the Contractor will be required to provide technical resources that have the experience and skillset outlined in this section and can fulfill the duties outlined by the State in Sections 5-10 of this Scope of Work. The Contractor is expected to use individual staff to cover multiple M&O Services and Project-Based Work efforts to the greatest extent possible, while not sacrificing quality of service. These services are not anticipated to be provided in “silos,” and efficiencies in staffing are expected. Please see Section 2.4 for additional information on historical staffing hours and the potential for increased Project-Based Work that falls under this Contract.

4.1 [bookmark: _Toc116388616]General Staffing Requirements
     
As a part of the general staffing responsibilities, the Contractor shall:
· Provide a designated Contract Manager at no additional cost to the State. The Contact Manager shall be responsible for all staffing duties and reporting requirements. The Contract Manager shall attend any meetings to discuss future staffing needs and changes and any performance issues.
· Perform criminal background checks for Contractor staff at no additional cost to the State. Submit for review results of criminal background checks for Contractor staff to the State.
· Identify and immediately dismiss any employee with a background unacceptable to the State.
· Identify, report, and resolve performance issues for its entire project staff including but not limited to employees and subcontractors.
· Onboard all assigned Contractor staff expeditiously and comprehensively. 
· Provide any necessary training for all Contractor staff assigned to this project on the technologies and methodologies (e.g., SDLC, Project Management, Security) used on STARS at no cost to the State. The State expects assigned staff to have the experience and expertise on the technologies as required for each position. 

4.2 [bookmark: _Toc116388617]Staffing Positions

The table below provides the positions (and associated strongly preferred skills and technology expertise for each position) that the Contractor is expected to fill based on the State’s needs. When the State requests a position, they will specify one of the following skill levels being sought for that position: 
· Associate <5 Years of experience)
· Specialist (5+ years of experience in their technical position, 5+ years of B/DMV experience) 
· Intermediate (5 – 12 Years of experience)
· Senior (12+ Years of experience) 

	Position
	Strongly Preferred Skills and Technology Expertise

	Associate BI Analyst
	Tableau, SSRS, SSIS, SQL, Business Metrics, Power BI


	Intermediate BI Analyst
	

	Senior BI Analyst
	

	Intermediate BI Manager
	Tableau, SSRS, SSIS, SQL, Business Metrics, Power BI

	Senior BI Manager
	

	Associate DBA
	SQL, Version Control Systems

	Intermediate DBA
	

	Senior DBA
	

	Associate Dev Ops Engineer
	Cloud Certification(s), Azure DevOps, Git, Docker, Kubernetes, Mulesoft

	Intermediate Dev Ops Engineer
	

	Senior Dev Ops Engineer
	

	Associate Developer
	Git, Java, C#, VB.Net, SQL, Crystal Reports, NuGet Packages, Software Engineering, Mulesoft

	Intermediate Developer
	

	Senior Developer
	

	Specialist Developer
	

	Intermediate Development Manager
	Project Management, Resource Management, Version Control Systems, Git, Java, C#, Crystal Reports, NuGet Packages, Software Engineering, VB.Net, SQL, Mulesoft

	Senior Development Manager
	

	Intermediate Enterprise Architect
	Application Design, Architecture Design, Cloud Design, Version Control Systems, NuGet Packages, Security Standards, Solutions Modeling, Software Engineering, Systems Integration

	Senior Enterprise Architect
	

	Intermediate Data Manager
	Project Management, Resource Management, SQL, Version Control Systems, SSRS, Business Metrics

	Senior Data Manager
	

	Associate Data Warehouse Administrator
	SSRS, SSIS, SQL, Enterprise Transform and Load packages (ETL)

	Intermediate Data Warehouse Administrator
	

	Senior Data Warehouse Administrator
	

	Associate Technical Writer
	Technical documentation, process diagrams, user story creation, release documentation

	Intermediate Technical Writer
	

	Associate UI/UX Designer
	User persona definition, wire frames, prototyping, user research and usability testing

	Intermediate UI/UX Designer
	

	Associate Project Manager
	PMBOK certification, road mapping, written and oral communication, meeting facilitation

	Intermediate Project Manager
	

	Senior Project Manager
	

	Specialist Project Manager
	


Table 5: Contract Positions
 
4.3 [bookmark: _Toc116388618]Staff Allocation, Utilization, and Replacement  

Core M&O Team. The Contractor shall staff a Core M&O Team with 16 resources. The Contractor shall utilize the same resources for the Core M&O Team throughout the contract duration unless otherwise directed by the State. The State reserves the right to increase or reduce the Core M&O Team size and/or adjust the mix of positions to meet changing State needs. The State encourages the use of incumbent staff as a knowledge retention lever and expects a detailed plan describing the efforts the Contractor will make to hire incumbent staff.
 
The Core M&O Team (displayed in Figure 5) will consist of the following positions unless otherwise adjusted by the State:
· 1 Senior Enterprise Architect
· 1 Intermediate DevOps Engineer
· 1 Intermediate Development Manager
· 1 Intermediate Data Manager
· 1 Associate BI Analyst
· 8 Intermediate Developers
· 3 Intermediate DBAs



M&O Functional Organization Chart
[image: ]Figure 5: M&O Functional Organization Chart

Note: Figure 5 displays how the Contractor will collaborate and integrate with State employees and the QA team. The Maintenance group is responsible for sprint work and the development within STARS, where the Operations group is responsible for ensuring STARS is functioning as expected.  

In monthly meetings, the State and Contractor will review upcoming responsibilities and tasks and the State will inform the Contractor of anticipated upcoming changes to (a) the responsibilities for the Contractor’s staff and (b) the M&O staff size and mix of positions. The State will strive to provide 30 days’ notice of any substantial changes to responsibilities. It is anticipated that the Core M&O Team will remain the same size and mix of resources, with an occasional adjustment for a minor enhancement or temporary increase in volumes. All changes to monthly fees must be approved by the State before going into effect.
 
Staffing Plan. The Contractor shall develop and adhere to a State-approved Staffing Plan that addresses their general resource plans during the entire Contract term, with a rolling 3-month resource plan that is adjusted weekly to meet changes to the State’s needs for the Contractor’s services. Specifically, the Staffing Plan shall include the following:
· Number, type, and categories of staff proposed
· Staff qualifications
· Staff work location
· Plan for new or reassigned staff that includes:
· Recruitment of new staff
· Staff transition 
· Retention of incumbent staff, including H1-B visa staff
 
Replacements. The State must be informed of all resignations, departures, or terminations of any Contractor team member within 24 hours of their occurrence (including non-business days). Further, the Contractor will provide the State a reasonable explanation as to why any Contractor team member has departed from their role. If directed by the State, the Contractor must recruit for and fill all vacancies within thirty (30) calendar days after the position is vacant, unless a longer period is approved by the State. 

During the Contract term, the State reserves the right to require replacement of any Contractor or subcontractor employee found unacceptable to the State. Reasons for unacceptability include, but are not limited to, the inability of the individual to carry out work assignments or unsatisfactory job performance determined by the State. The individual must be removed within two (2) weeks of the request for removal, or sooner if requested by the State. If directed by the State, the individual must be replaced within thirty (30) calendar days after the position is vacant, unless a longer period is approved by the State.
 
The State must review and approve each individual before they are assigned any BMV-related work; this includes individuals who are transferred internally from different areas of the Contractor’s enterprise. The State reserves the right to request an interview with the proposed new individual prior to providing approval or disapproval. 

4.3.1 [bookmark: _Toc116388619]Vital Positions 

Vital Positions are Contractor staff members deemed by the State as being both instrumental and essential to the Contractor’s satisfactory performance of all contract requirements. The Vital Positions for this Contract are:  

· 1 Intermediate Data Manager
· 1 Intermediate Development Manager
· 1 Senior Enterprise Architect
· 1 Intermediate DevOps Engineer
 
The following general provisions apply to Vital Positions: 
· Employed full-time for the BMV and have their primary workplace location within the greater Indianapolis area
· Be available for meetings during Indiana business hours, Monday to Friday
· Staffed by only one specific individual at any given point in time. That is, it is not permissible to have multiple Contractor staff perform one Vital Position’s responsibilities unless approved by the State
· Unless an exception is approved by the State, the Contractor’s Vital Positions shall be solely dedicated to STARS M&O and Project-Based Work, as well as any additional work stipulated by this Contract
· Vital Positions are subject to approval by the State.  As part of their Staffing Plan, the Contractor shall have named backup Vital Positions in the event of a prolonged illness or unexpected absence/departure who can take over the vacated role within two (2) weeks of Vital Position’s absence or departure. The Contractor shall receive State approval before replacing any Key Personnel or backup Vital Positions. The Contractor may not make any temporary or permanent changes to Vital Positions or backup Vital Positions without at least four (4) weeks prior notice to the State and the State's prior written approval unless the replacement is due to termination, death, or resignation. The Contractor shall replace Vital Positions with personnel of equal or greater ability and qualifications, subject to approval by the State, regardless of the reason for replacement.

4.4 [bookmark: _Toc116388620]Meetings and On-site Work

Contractor staff shall attend meetings or events on-site at BMV as needed for activities such as training and team building at no additional cost to the State. This is expected to be at a frequency of at least once a month. Accordingly, Contractor staff will be provided state badges that grant access to the parking garage at no cost to staff members. The State will provide designated office space for the Contractor’s staff on days when on-site work takes place.

4.5 [bookmark: _Toc116388621]Subcontractors

The Contractor shall be fully responsible for managing all subcontractors used to execute the services of the Contract. The subcontractor(s)’s compliance with all requirements, terms, and conditions shall be the responsibility of the Contractor.

4.6 [bookmark: _Toc116388622]Hardware, Software, Accessories, and Peripherals

The Contractor shall supply all hardware, software, accessories, and peripherals for their staff (including any subcontractor staff) that will be necessary to complete the requirements of the Contract.  The Contractor shall not invoice the State for these costs. The Contractor is responsible for ensuring use and management of all hardware, software, accessories, and peripherals are compliant with IOT policies, BMV policies, applicable Indiana policies. 
The only exceptions will be:
· Virtual Private Network (VPN) access to the State network. This expense will be covered by the State
· The Contractor shall manage network infrastructure at the site and support the site’s network connecting to the State’s VPN.
· Host access will be based upon access-lists in the VPN appliance maintained by the State.  
· The Contractor is free to provision, manage, and control any device at the site, but within IOT and BMV policies. See Clause 12 of the Contract for all the confidentiality, security, and privacy of personal information requirements to which the Contractor must adhere. 
 
The Contractor should provide the necessary workstations, firewalls, switches and routers to connect to the State’s trusted network from their facility.

4.7 [bookmark: _Toc116388623]Credentials and Background Checks

The Contractor must use State of Indiana-issued credentials to conduct STARS support cited in the Contract. The State-issued email is used for correspondence with the State and with its STARS partners (e.g., interface partners, other agency users, and other related entities). Further, the State-issued ID supported via the IOT-maintained Microsoft Azure AD LDAP is used for access to the State network and all systems owned by the State. To ensure that State credentials remain active, users will be required to complete State-issued regular trainings (e.g., security). The training portal will be made available to users following the issuance of State credentials. The Contractor must provide accurate and timely user information to receive State credentials. It may take several days for the user to receive their credentials. Contractor resources cannot be staffed on any activities relating to this contract until they have met the background check requirement, unless specifically exempted by the State. This process is especially important during the Initial Transition Period of the Contract. 

Background Check Documentation.

· As a condition of employment and for purposes of determining a person's qualifications for employment, the Contractor shall, at their own expense: undertake a criminal history record background check for all Contractor and subcontractor personnel assigned to work on the contract. For all Contractor and subcontractor personnel assigned to work on the contract on Day 1 of the Contract, the fingerprints required to complete the criminal history record background check shall be submitted by the 90th day of the Contract.
· All Contractor staff must be in good standing with the State and not fall in the "Not Eligible for Rehire" (NEFR) category or in any comparable category code given to Contractor staff which relates to poor work performance, disciplinary concerns or violation of BMV standard policies or practices. Contractor is charged with verification of eligibility of rehire status with the State of Indiana prior to assignment to BMV.
· The Contractor shall submit to the Indiana State Police Bureau of Identification (SBI) an "application" fingerprint card, a request for criminal history record information form, and the appropriate fee for all Contractor and subcontractor personnel it may assign to work on the contract.
· The Contractor shall not permit any newly hired, re-hired, or transferred personnel to work on this contract until the SBI has furnished the results of the criminal history record background check to the Contractor and the Contractor has verified that the resulting report has no convictions that represent a nexus to the duties assigned to contractor staff.
· The criminal background check shall encompass the following areas:
· Convictions of any State or Federal crimes shall be considered if they are deemed to demonstrate a nexus to the work duties assigned to the Contractor staff
· Referenced under: IC 10-13-3-33.5; IC 4-13-2-14.7; IC 4-15-22-10; IC 4-15-22-30; IC 12-24-3-2; IC 22-5-1.7; IRS Pub. 1075; HEA1079-2017; Arrests & Convictions Policy
· Exclusions by the US Office of Inspector General
· The Contractor shall be required to retain the results of an individual's criminal history background check so long as that person is assigned to the Contract. If a currently assigned individual is promoted to a role having increased responsibility, the Contractor shall, at its own expense, perform a new background check. The results of the criminal history background check shall be made available to BMV upon request. If a conviction has been found in the subsequent background check to be related to the new role of increased responsibility, then the Contractor employee shall be removed from the assignment.
· If the Contractor has had a State Police background, criminal, and fingerprinting check performed for the employee that meets the exact criteria specified above, the check may be accepted by BMV at the State's sole discretion. Any such reference checks must have been done within six months of the contract start date.
· The Contractor is fully responsible for the conduct of its employees and its subcontractor's employees. If there is any need for intervention by BMV or other State personnel because of behavior, security breaches, or general misconduct, the Contractor shall immediately remove the employee from the contract work and replace this employee on a permanent basis. Further occurrences may result in the termination of the contract.
· Contractor staff applying for employment with BMV who have been found to have not successfully completed the background check due to convictions determined to have a nexus to the applied for position or due to the confirmed falsification of the application, shall be removed from the assignment immediately.
· Civil or administrative judgments that may adversely affect the employee's integrity (a professional license, etc.) may cause, at the discretion of the Contractor and/or BMV, removal from the assignment.
· Contractor shall require that its employees are responsible for reporting to their supervisor any arrests or convictions within five (5) calendar days from the date of the arrest or conviction. Contractor shall ensure the enforcement and administration of this provision and shall notify the State, via email to BMVHR@bmv.in.gov within two (2) business days of being made aware of such arrest(s) and/or conviction(s).
· Contractor staff may not work in the direct line of supervision of a relative who is employed by the State. "Relative" means any of the following: a spouse, parent or stepparent, child or stepchild, brother, sister, stepbrother or stepsister, niece or nephew, aunt or uncle, and daughter-in-law or son-in-law. An adopted child of an individual is treated the same as a natural child of the individual. "Brother" and "sister" include a brother or sister by the half blood. Contractor will require contractor staff to report to Contractor if they work in the direct line of supervision of a relative who is employed by the State.

[bookmark: _Toc116388624]

5 M&O SERVICES

	Please note: The broad range of M&O responsibilities that can be assigned to the Contractor are written in this section as requirements (e.g., “the Contractor shall…”) but the State will provide direction on which responsibilities the Contractor shall provide at the start of the contract. Additionally, the responsibilities will be confirmed in each Monthly Planning Meeting (see Section 7.4 for additional details) and adjusted based on the State’s needs (availability of State staff, quality of Contractor staff, and other factors).



The following are possible M&O responsibilities of the Contractor. Further details for each service are provided in the remainder of this Section. For the SDLC responsibilities that pertain to conducting M&O services please see Section 8.
1. Architecture Services 
2. Artifact Management 
3. Software/Hardware Management 
4. Batch Processing 
5. Business and Operations Reporting 
6. Release Management Support (e.g., deployments)
7. Incident Management 
8. Business Continuity and Disaster Recovery 
9. Privacy and Security Standards Compliance

5.1 [bookmark: _Toc116388625]Architecture Services 

The Contractor shall provide Architecture expertise and support when requested by the State. Currently one incumbent vendor provides a part-time Architect to support the BMV team. 

The Contractor shall maintain existing architecture artifacts. Additionally, they shall update these artifacts and generate new architecture artifacts, as applicable, throughout the SDLC process. The Contractor shall use best practices for system architecture while complying with applicable State and Federal requirements.

5.2 [bookmark: _Toc116388626]Artifact Management 

The Contractor shall maintain existing artifacts for STARS, update these artifacts, and generate new artifacts, as applicable.  The State will make available an ALM tool (Azure DevOps) for these purposes.

5.3 [bookmark: _Toc116388627]Software/Hardware Management

While IOT is responsible for managing server hosting, BMV is expected to maintain an understanding of the solution components and its underlying infrastructure.  Because of this framework, the Contractor shall support BMV by maintaining a detailed compilation of all hardware and software supporting solution components.  This detailed listing includes all solution components they support. It shall include component types, versions, descriptions of what they provide, their interrelationship to other software/hardware components, and other related information. A complete set of fields will be determined by the State after contract execution. 

The State will own all purchased hardware and software. Leases, agreements, and contracts for all hardware, software, network connections, network lines, and facilities will be transferable to the State at the conclusion of the contract.

5.3.1 [bookmark: _Toc116388628]Infrastructure Management
The Contractor shall work with IOT to manage overall server strategy, maintenance, and monitoring for the solution. While IOT manages the infrastructure, including all servers and the tools to monitor them, they will make CPU, memory, hard drive utilization, outage information, and security incident information available to the BMV and the Contractor to monitor or address, as applicable.  The Contractor shall work with BMV and IOT on maintaining infrastructure architecture and tool sets (the State is responsible for licensure on servers) for all applicable non-production and production users.  The Contractor will be responsible for working with IOT on ensuring operating system and software patches are applied with no regression impact to STARS.

Additionally, the Contractor shall support current and forecasted utilization “counting” of licensure in non-production and production environments.  While BMV and IOT manage the licensure agreements, the Contractor supports the State in ensuring that BMV maintains licensure agreements with applicable parties.  The Contractor shall plan and execute tasks required to ensure solution components stay relevant and usable. This support includes resolution of functional issues, application of patches, preventative maintenance, planning/execution of upgrades, and regular performance monitoring and performance reporting. The State expects the Contractor will conduct relevant SDLC procedures necessary for all Infrastructure Management activities.  

When information becomes known, or at least on a semi-annual basis, the Contractor will communicate to the State updated information on product roadmaps, planned upgrades and Project-Based Work, and will seek the State’s input on decisions and direction.

Further, the Contractor shall be responsible for the following tasks: 
· Configure automated notifications and alerts, consisting of emails, to monitor application outages and threshold violations
· Maintain and create dashboards and reports for application availability, Page/Transaction response times, SLA dashboards, and application exceptions 
· Create incidents/defects for any issues identified as part of monitoring 
· Collaborate with IOT and BMV during the process of making changes to the server configuration 
· Collaborate with IOT and BMV to troubleshoot infrastructure related issues 
· Facilitate regular meetings with the State to identify any upcoming infrastructure changes that will impact system availability 
· Facilitate meeting with State to discuss the middleware patches and upgrades 
· Facilitate meeting with State to discuss capacity planning 
· Troubleshoot and create incidents/defects for application slowness, application issues pertaining to infrastructure, and build failures 
· Work closely with the State to review the hardware and software inventory on a quarterly basis and identify the potential patches and upgrades 

The Contractor shall maintain all COTS products within two (2) releases of the current, vendor-published release unless a more recent release is necessary to mitigate a critical or high or moderate vulnerability as identified by: 
· MS-ISAC (Multi-State Information Sharing & Analysis Center);
· The vendor for the COTS product;
· The National Vulnerability Database (National Institute of Standards and Technology) as defined by the applicable CVE or CVSS scores;
· Application code vulnerability scores similar to CVE or CVSS, but particular to the code scanning tools employed; or 
· Similar authoritative sources (e.g., Symantec, FireEye, Proofpoint, etc.). 

The Contractor agrees to test and implement vendor release updates, including security updates and patches (whether security updates or patches are identified as a release) designed to resolve critical and high and moderate vulnerabilities expeditiously. The Contractor shall maintain STARS and supporting COTS products with timely patching of supporting operating systems (e.g., Windows, Linux) such that operating system patches employed are within one patch cycle (typically monthly). IOT is responsible for the application of operating system patches and the Contractor shall be responsible for coordinating with IOT to the extent necessary of identifying patch necessity, patch testing, implementation timing, and validation of production patching success. 

The Contractor shall maintain STARS and supporting COTS products with timely operating system upgrades such that operating systems employed are within one (1) upgrade release of the latest release supported by IOT, unless otherwise approved by the State; provided however, if the current operating system release employed is within twelve (12) months of end-of-life as identified by the operating system vendor, the Contractor will undertake the efforts necessary to employ the most current release of the operating system in advance of the end-of-life date. 

The Contractor shall maintain the security settings and profiles of STARS and supporting COTS products such that the security settings and profiles are up-to-date and consistent with current industry best practices, not deprecated or in danger of near-term deprecation, do not represent a substantive security risk, and as otherwise reasonably required by the State. 

5.3.2 [bookmark: _Toc116388629]Application Lifecycle Management
While the State maintains the platform, overall configuration, and role-based access approval, the Contractor shall maintain code, requirements, design artifacts, testing artifacts, and build management/configuration within BMV’s ALM solution, Azure DevOps. 

5.3.3 [bookmark: _Toc116388630]Database Management

The Contractor shall provide the following services.

Database Management and Administration
· Schedule and conduct regular reviews of SQL Logs for Errors and SQL Activity for Deadlocks
· Continual system settings optimization
· Performance management
· Proactive health checks
· Continuous operational improvements
· Ongoing Change Requests for design and implementations
· SQL configuration management
· Performance tuning, high availability testing
· Implementation of SQL security best practices
· Administration of SQL database and instances logins, passwords, users and permissions
· Query and index tuning
· Manage log file growth
· ETL process design
· Data Warehouse report design

Database Support and Monitoring
· Proactive support
· On-call DBA
· Business and after-hours support
· Monitoring, problem resolution, and root-cause analysis
· Application release/development support

Database Consulting
· Technology selection based on budget and desired outcomes
· Capacity planning
· Upgrade and migration planning
· Capacity, performance, and security audits
· Conduct capacity, performance, and security audits, generate reports on these items in a format agreed to by the State, and present findings and recommendations to the State on a quarterly basis during the contract term

5.3.4 [bookmark: _Toc116388631]Application Monitoring
The Contractor must monitor all solution components to ensure that they are available per State requirements and in alignment with meeting and exceeding applicable SLAs. While IOT monitors infrastructure components that they host and can make information available to the Contractor from the mechanisms they use to monitor (i.e., SOC and NOC tools that monitor CPU, memory, hard drive utilization, malware issues, DLP, network traffic, and server logs), the Contractor is responsible for monitoring all solution components.  

Additionally, the Contractor is expected to identify potential risks that are identified through the information garnered from Application Monitoring tools and activities. The Contractor must identify risk mitigation strategies, recommendations for architecture or software/hardware adjustments, or other possible solutions that could minimize operational risk.

5.4 [bookmark: _Toc116388632]Batch Processing 

The State is responsible for reviewing and approving the batch schedule as it is updated. They will facilitate communications and changes to batch cycle as needed with interface partners. They will facilitate communication of other agencies’ maintenance activities, as applicable. They will also review and work with the Contractor to determine how to handle batch job failures and exceptions that impact the business. For context, the below chart outlines the frequency and number of batch jobs. 

	Frequency
	Number of Batch Jobs

	Daily
	58

	Weekly
	46

	Monthly
	7

	On Demand
	4



The Contractor shall:
· Create and maintain the Batch Schedule 
· Lead and manage STARS batch coordination across all interface partners. Communicate and confirm with partners on batch files (incoming and outgoing). Coordinate and resolve batch files related issues (delays and corruption). Coordinate with partners to enable/disable ports 
· Lead and manage batch cycle execution. Resolve batch failures, triage and log incidents. Coordinate with functional teams to resolve issues. Monitor batch execution cycle. 
· Monitor batch execution. Forecast and verify batch schedule. Execute special request for inclusion/exclusion of jobs in batch cycle. Communicate, coordinate and adjust batch cycle for any planned/unplanned outages. Escalate issues based on severity of the batch job. 
· Lead and manage special batch execution cycles. Coordinate special batch cycles schedule. Execute special batch cycles. Coordinate and communicate with BMV on batch exceptions. 
· Set up, manage batch environments and execution 
· Set up tool used for mocking batches in non-production on each environment that needs batch capabilities

5.5 [bookmark: _Toc116388633]Business and Operations Reporting 

The Contractor shall support reporting needed for their respective scope in Tableau, Crystal Reports and Power BI. The Contractor is expected to maintain existing reporting artifacts.  Additionally, they must update these artifacts and generate new artifacts, applicable, throughout the SDLC process.    

As part of the reporting responsibilities, the Contractor shall:
· Maintain existing reports and data extracts. For context, the below chart outlines the current number of reports, broken out by type. 
	Type of Report
	Number of Reports

	Tableau Reports
	12

	SSRS Reports
	1,100

	Crystal Reports
	347



· Develop, test, implement, and manage new recurring reports in a timely and accurate way in accordance with the SDLC.  Develop ad hoc reports when requested.
· Adhere to State, Federal, or business area-defined format and distribution methodology.
· Ensure that report requests are documented and validate that the delivered report meets the requester’s requirements for content, format, quality, and timeliness.
· Notify the requester when report timeliness or quality standards cannot be met.
· Store production reports based on State’s existing protocol.
· Provide historic reports and extracts to STARS in accordance with State retention schedules.
· Revise existing measures, reports, and extracts when requested.
· Maintain detailed documentation for reporting/extract logic and design.

5.5.1 [bookmark: _Toc116388634]Data Analytics
Solution components have analytic capabilities that allow for quantitative and qualitative analysis of BMV data. As part of data analytics responsibilities, the Contractor shall:
· Manage the development and maintenance of the data analytic capabilities currently facilitated within solution components.
· Maintain analytic capabilities that include, but are not limited to, the following: data summarization, data comparison, forecasting, trending, and statistical analysis.
· Conduct modeling and analysis activities to manipulate and review what-if scenarios, identify impact of potential changes, and analyze potential program additions, modification, or deletions for fiscal impact.
· Manage required program monitoring, provide quality and management reports per business area need, and support mechanisms that will track activity and effectiveness at all levels of monitoring.

5.5.2 [bookmark: _Toc116388635]Data Presentation
As part of data presentation responsibilities, the Contractor shall:
· Maintain the methodology for the development and maintenance of the data visualization and presentation capabilities.
· Support data presentation that includes but is not limited to: dashboarding and the ability to support a variety of formats and output options, such Word, Excel, HTML, or PDF.

5.5.3 [bookmark: _Toc116388636]Data Extracts
Per existing requirements and design, data extracts from solution components are provided via Microsoft SQL Server Integration Services (SSIS) to the BMV’s enterprise data warehouse. The Contractor staff must be familiar with using SSIS for this purpose.  

5.6 [bookmark: _Toc116388637]Release Management Support

[bookmark: _heading=h.3fwokq0][bookmark: _heading=h.60vomjyi2s83][bookmark: _heading=h.8owwkkb6tj6n]The State will employ periodic Maintenance Releases (MR) and Production Updates (PUN) for promotion of configuration and development artifacts to production.  Each MR is a collection of Change Requests (CRs) (Project-Based Work, changes, and configuration updates) and defect fixes, with indexed reference numbers tracked by the State’s ALM tool, Azure DevOps. Please see Attachment O Bidders’ Library, Exhibit 1 for 2021-2022 Release Calendars, with the dates for Development Iterations, Regression Iteration Releases, Iteration Planning/Release Retrospectives, and Knowledge Days. The Contractor shall support the State in release management when requested (e.g., with deployments).

5.7 [bookmark: _Toc116388638]Incident Management 

The BMV IT team operates the help desk and provides Level 1 support. They will route incoming tickets to either IOT, other BMV team members, or the Contractor for resolution. The Contractor shall triage and resolve all Level 2 and Level 3 incidents routed to them. 

5.8 [bookmark: _Toc116388639]Business Continuity and Disaster Recovery 

The Contractor is required to comply with and maintain the existing Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) and support BMV and IOT in updating these plans, as applicable, based on evolution of data, infrastructure/architecture, and tools. 

Business Continuity: The Business Continuity Plan must provide adequate backup and recovery for all operations, both manual and automated, including all functions required to meet the backup and recovery standards: Recovery Time Objective (RTO) and Recovery Point Objective (RPO). The Contractor shall support ongoing testing and validation of the BCP at a minimum, when requested. Current State BCP artifacts will be presented to the Contractor at the beginning of the Contract term.

Disaster Recovery: The Disaster Recovery Plan shall address what to do if a computer system and/or the data files are lost, damaged, or inaccessible. The Disaster Recovery Plan must present actions taken before, during, and after a disruptive event as well as procedures required to respond to an emergency and provide back-up operations during a disaster. The Contractor shall support ongoing testing and validation of the DRP. The Contractor shall help the State ensure all solution(s), system(s), and database(s) have backup and disaster recovery capabilities and that it complies with all State backup and disaster recovery requirements, when requested. In case of a disaster, the Contractor shall carry out responsibilities assigned to the Contractor in the plan both prior to and during a disaster. 

The Contractor shall update these plans (or support the State), if requested, based on the evolution of data, system functionality, infrastructure/architecture, and tools. 

5.9 [bookmark: _Toc116388640]Privacy and Security Standards Compliance

The State of Indiana requires that all vendors comply with current and future privacy rules as well as other State and Federal laws and regulations they relate to protecting the privacy of and security over citizen information in the Contractor’s safekeeping. Additionally, the Contractor shall comply with relevant security and privacy policies and requirements, including, but not limited, to the following:
· State of Indiana Code (IC) Title 4
· The State’s Information Security Framework
· State of Indiana security requirements found in IC 4-1-6
· BMV’s security standards found in RFP Attachment B1 
· IOT’s Information Resources Use Agreement (IRUA) found at: https://www.in.gov/iot/IRUA.htm
· IOT standards regarding encryption of all communications (FIPS 140-2). Encrypt all data stores to the FIPS 140-2 standard

With regards to privacy and security standards, in addition to compliance with the above policies and requirements, the Contractor shall:
· Uphold the State’s privacy guarantees documented in Indiana Code 5-14-3: http://www.in.gov/legislative/ic/code/title5/ar14/ch3.html.
· Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of PII that the Contractor creates, receives, maintains, or transmits on behalf of the State of Indiana.
· Mitigate, to the extent practicable, any harmful effect that is known to the Contractor PII obtained under this contract in a manner not provided for by this Contract or by applicable law of which the Contractor becomes aware,
· Ensure that any subcontractors or agents to whom the Contractor provides PII received from, or created or received by the Contractor, and subcontractors or agents on behalf of the State, agree to the same restrictions, conditions, and obligations applicable to such parties regarding PII.
· Report to the State any security and/or privacy incident of which the Contractor becomes aware. 
· Train all staff on the privacy rules and requirements (The Contractor shall develop and provide to its staff applicable training with the successful completion of such training on no less than an annual basis; in addition, Contractor staff will need to undergo specific State-provided privacy and security training upon first hire and then on no less than an annual basis.)
· Use available Security Architecture assets in constructing solutions.
· Perform access authentication against the IOT-managed Active Directory (LDAP) service for all access (user and service accounts).
· Apply all security patches to the software and hardware it controls on a timely basis. Ensure that all hardware has relevant anti-virus and anti-spyware software to ensure a safe operating environment.
· Work with IOT, and BMV Security to secure all non-production and production environments (e.g., development, integration testing, performance testing, user acceptance testing, production staging, and production) according to all required security standards. 

6 [bookmark: _Toc116388641]PROJECT-BASED WORK

In addition to providing M&O services, the Contractor will also be responsible for fulfilling Project-Based Work at the State’s direction throughout the Contract term. Project-Based Work is defined by a specific Project Scope of Work and has a set start and end date that spans multiple months. In order to complete a Project-Based Work task, the Contractor shall bring in additional staffing beyond the Core M&O Team. 

There will be a Project-Based Work pool of 40,000 hours for use on an annual basis. Please note that the State may choose not to use up all the Project-Based Work pool of hours covered by the Contract. Any unused hours from any given year shall roll over to the subsequent year. If the remaining Project-Based Work hours are not enough to cover a Project, it is at the State’s discretion to approve additional hours to cover the Project-Based Work. Please note that the State currently anticipates any Project-Based Work will begin after the Transition Period.

The State will attempt to determine Project-Based Work responsibilities during the Monthly Planning Meetings; however, the State reserves the right to assign Project-Based Work at any period during the Contract. Project-Based Work may be required for any of the components under M&O or a new solution component. If there is any uncertainty regarding whether a task is considered an M&O service or Project-Based Work (for the purposes of activities like time-tracking), the State shall make the determination as to which category the task falls under. The number of Contractor Project staff and type of Project services the Contractor provides at any given time will depend on the State’s Project needs and rollout schedule. In certain instances, the State may request a full Contractor team to complete a Project. In other instances, the State may request specific individuals from the Contractor to complete a Project. This determination is at the sole discretion of the State.

It is important to the State that STARS users are not interrupted or adversely affected by Project-Based Work related to STARS. As such, the Contractor shall help ensure that users are not unfavorably impacted by any STARS Project-Based Work. 

Project-Based Work shall follow the Software Development Life Cycle requirements and process outlined in Section 8, and the Software Warranty requirements outlined in Section 9, unless otherwise specified by the State. The Contractor must also adhere to the Project-Based Work task and hours tracking requirements outlined in Section 7.6. 

The Contractor shall proactively work with the State in Monthly Planning Meetings, Weekly Status Updates and through other notification opportunities to identify upcoming Project-Based Work needs so that the Contractor is prepared to take on the additional work. Any staffing constraints shall be discussed with the State as soon as the Contractor is notified about the Project-Based Work need.  

The Contractor and the State will work collaboratively to develop Project Scope of Work template that can be used to define Projects. Each Project Scope of Work will include an overview of the Project, specific functional or technical requirements of the Project (if applicable), a timeline, cost schedule, staffing plan, required SDLC approach, key milestones and/or deliverables, invoicing structure, and Service Level Agreements. The State may develop additional Service Level Agreements (beyond those listed in Section 11) for Project-Based Work based on the magnitude of the project. Those Service Level Agreements will be determined when a Scope of Work is created for a Project. 

6.1 [bookmark: _Toc116388642]Change Management for Project-Based Work
For all Project-Based Work, the Contractor shall use the following State-approved change management process unless otherwise waived by the State:

Any Contractor requests for changes to approved deliverables, requirements, tools and other artifacts will follow the following Change Management process: 
· The State shall issue a Change Request (CR) that the Contractor shall perform. 
· Within fifteen (15) days (or such longer period as the Contractor and the State may mutually agree) following receipt of a CR, the Contractor shall prepare and deliver to the State a written Change Impact Analysis. It must include the following, at a minimum:
· Description of the proposed Change
· Justification of the proposed Change
· What type of release the Change is part of 
· Staffing plan (organization chart, staff names and position) and forecasted hours and cost breakdown by position
· Scope of the Project-Based work
· Performance standards
· Security impacts and how they will be addressed
· Any other matter reasonably requested by the State or reasonably considered by the Contractor to be relevant
· A list of work products or deliverables that the Contractor will submit to implement the proposed Change
· A schedule for implementation of the proposed Change
· An assessment of the added value of a proposed Change to the State
· Anticipated work location(s) and non-standard work hours, if applicable
· Any other CR-specific requirements requested by the State
· [bookmark: _Int_LEfeq1L8]The State will review estimates and either approve or disapprove changes based on estimates, priority, and other factors (especially in the event that more than one CR is pending concurrently). The State reserves the right to condition the approval of any CR on the review, input, and approval of any governmental body that the State deems appropriate with respect to the CR.
· The Change Impact Analysis will be modified until the State provides approval. Upon approval, the Change Impact Analysis shall be deemed an approved CR. The Contractor shall not begin work on any CR prior to receiving this State approval.

6.2 [bookmark: _Toc116388643]Right to Contract with Other Service Providers

Notwithstanding any other provision of this Agreement, the State retains the right to contract with one or more other service providers for Project-Based Work or components of Project-Based Work (e.g., Change Requests).

6.3 [bookmark: _Toc116388644]Sample Project-Based Work 

The below paragraphs highlight example Project-Based Work tasks that the State may ask the Contractor to be partially or fully responsible for executing. Precise responsibilities will be determined prior to the start of each project and/or during the Monthly Planning Meetings outlined in Section 7.4. Please note that the State reserves the right to contract (e.g., through an RFP) separately for these sample projects or any projects related to STARS.

Sample Project 1: Mobile Driver’s License Program 
The BMV is exploring the development of a Mobile Driver’s License (mDL) program. The goal of the mDL program is to allow Indiana residents to maintain a digital representation of the information contained in a physical Driver’s License, on a device owned and controlled by the Driver License holder (e.g., cell phone, tablet). The mDL would be used in the same circumstances a physical driver’s license is currently used. The mDL will be utilized to confirm an individual’s identify and driving privileges. However, rather than just acting as a virtual image of a credential, the mDL is a dataset on a user’s mobile device containing a digital record of their personal information, which could be updated in real time at any time. The information from an mDL is transferred to an mDL verifier (through an electronic reader device), who cryptographically authenticates the information using an issuing authority’s public key in real-time. Additional benefits of the mDL include reduced capability for counterfeiting, lack of wear or damage issues, and virtual safeguards in case of loss or theft as benefits of an mDL system.

If the BMV chooses to adopt a mDL program, the agency foresees a 12-to-18-month timeline to develop a base mDL. The BMV is currently weighing considerations for planning, functional requirements, provisioning details, deployment paths, integrations, maintenance and updates, fees and revenue, legislative regulations, and project risks internally. The BMV’s plan will continue to be developed over the course of the year.  The Contractor’s potential scope of work would include planning, discovery, design, development, and implementation (please see Section 6 for SDLC expectations). The BMV intends to having timing, scope, and cost discussions with the Contractor to determine a best course of action and what the Contractor’s involvement would entail before proceeding with any Project-Based work.

Sample Project 2: eTitle Discovery Project
In November 2021, AAMVA published a new framework for the process of electronic titling. This framework laid out clear definitions for what electronic titling is, and what elements should be in place to promote a standard system of operation between agencies. The new conditions for an electronic titling system focus on principles of interoperability and reciprocity between various agencies. 

In accordance with the guidelines outlined in the framework, the BMV may seek the Contractor’s partnership to assist in the planning and discovery phase of bringing the current titling system up to date. If requested to do this project, the Contractor shall leverage their understanding of industry stakeholders and key players to deliver a successful solution. In order to successfully complete this project, the Contractor should have experience working on D/BMV engagements, including prior E-Lien work in a different jurisdiction. As part of the work for this project, the Contractor may be asked to provide the following services:
· Gathering requirements 
· Addressing considerations outlined in the Jurisdiction Considerations for Electronic Titling whitepaper (see Exhibit 2 of the Attachment O Bidders’ Library) 
· Delivering the following deliverables: Technical Requirements, Functional Requirements, Stakeholder Analysis, Scope of Work for the DDI work

The considerations the BMV and the Contractor must contemplate for the new system fall into the following categories:
· Standardization of data
· Interoperability of systems 
· Defined application and identification policies 
· Defined jurisdictional operational policies
· Straightforward and intuitive title transaction systems
· Project Funding Strategy
· Resulting agency impact from project
· Cohesive and complete database design

7 [bookmark: _Toc116388645]PROJECT MANAGEMENT 

The following sections identify the Contractor expectations for STARS Project Management support.

7.1 [bookmark: _Toc116388646]Project Management Standards

Overall decision governance structure and prioritization of tasks, issue resolutions, and risk mitigations will be set and managed by BMV; however, the Contractor is expected to support the State in maintaining an efficient and effective decision governance structure by providing best practices and/or insights from previous experience maintaining and operating a solution similar in size and scope as the solution. 

7.2 [bookmark: _Toc116388647]Project Management Plan

The Contractor must develop an overall Project Management Plan (PMP) that addresses the approach to and execution of the Contractor’s duties. The PMP must be delivered within 30 days after the Contract begins. The PMP shall be developed according to industry standards and best practices including the Project Management Institute’s (PMI) latest Project Management Body of Knowledge (PMBOK). Once the PMP is approved by the State, the Contractor shall maintain and modify the approved PMP throughout the project by updating it to reflect the evolving schedule, priorities, and resources (i.e., it is a living document). 
At a minimum, the PMP shall include: 
· Project Organization and Resource and Staffing Plan. 
· This includes all Core M&O Team members by name, position, location, and whether the personnel are Contractor or subcontractor employees. 
· Quality Management Plan
· For any Project-Based Work assignments: 
· SDLC Management Plan 
· Change Management Plan 
· Issue Management Plan 
· Project Roadmaps 
Following required State approval of the PMP, the Contractor must review the PMP at a cadence set by the State to determine if any updates are required. The State or the Contractor may request changes at any time to the PMP, but the Contractor and the State must mutually agree upon any updates.

7.3 [bookmark: _Toc116388648]Quality Management

The Contractor shall employ quality management to monitor and control project quality to achieve a high level of customer satisfaction with delivered products and services. The Contractor’s quality management approach shall serve several purposes:
· Defines the approach to verify that project methods, processes, templates, and tools are being used by the project team properly and are effective. 
· Defines the approach to verify that deliverables are meeting project standards and quality expectations.
· Defines what additional groups outside the Core M&O Team will be supporting the project to help achieve these quality objectives. 
 
Quality Objectives and Standards. The Contractor shall employ quality standards that measure the quality of their services and alert the State when the Contractor may be at risk of not meeting requirements. Examples of quality standards include measuring the number of software bugs per component and measuring the length of time it takes to complete a document review. 

Quality Management Planning. The Contractor shall conduct the following to enable Quality Management:
· Quality Planning – Identify quality standards and measurements that are relevant to the Contract, and if not incorporated will result in low quality results. Determine how to satisfy each quality standard via resourcing and internal procedures. Develop a Quality Management Plan (as part of the Project Management Plan) and continually update it throughout the Contract to incorporate lessons learned and modified standards and/or processes. 
· Quality Assurance - Perform activities to verify that the project is using the proper methods, templates, standards, and guidelines, as well as practicing the right processes to produce high-quality deliverables that satisfy project requirements.
· Quality Control – Review Contract results to determine whether they meet expected standards and requirements and implement corrective actions or improvements when they do not. Have Contractor leadership address delinquencies and negative trends.
 
Implementing the Quality Management Plan. Each Contractor team member shall be familiar with the quality processes using the methods listed below:
· Quality Assurance / Quality Management Plan Walkthrough – Upon approval of the Quality Management Plan, the Contractor will conduct a training session for all Contractor and State team members to provide an overview of the Quality Management Plan and will emphasize the importance of quality processes. Additionally, the Quality Management Plan will be included as one of the onboarding documents for new Contractor team members. 
· Project Standards – An onboarding packet will be provided to each Contractor team member and will include, but is not limited to, the following standards as appropriate for their role:
· Documentation standards
· Document control standards
· SDLC standards
· Requirements standards
· Coding standards
· Testing standards
· Configuration standards
· M&O standards
 
Deliverable Management. The Contractor shall employ deliverable management activities to draft, review and obtain appropriate levels of State approval for Contract deliverables. Deliverables are required outputs for Contract work, such as management reports (see Section 7.5).
· The Contractor will submit electronic copies of all deliverables at the State’s direction. Each deliverable submitted to the State for review and approval will have a formal transmittal letter from the Contractor. 
· The Contractor is responsible for validating that Contractor staff uses the appropriate, approved templates and project tools for deliverables. 
· The Contractor shall submit deliverables that are complete, meet all requirements, and on time in accordance with the approved deadline.  
 
The deliverable management process is detailed below:
· Develop Deliverable Expectations Document (DED) Review – The Contractor shall create the DED to define expectations and content for each deliverable. Note: The State may choose to waive the requirement for a DED and DED review for any specific deliverable.
· Develop Draft Deliverable - The Contractor shall create the draft deliverable after approval of the DED (including any applicable review criteria).
· Submit Deliverable - The Contractor shall submit the deliverable by the approved deadline. The deliverable will comply with agreed upon standards and include the content described in the DED.
· Review Deliverable - The State will conduct deliverable review(s) and document the feedback gathered and track the follow-up required to resolve any defects.
· Attain Deliverable Acceptance and Approval - Each final deliverable review will result in a written notice, via the of a decision indicating deliverable acceptance or non-acceptance.

7.4 [bookmark: _Toc116388649]Meetings

Monthly Planning Meetings. The Contractor shall participate in monthly planning meetings with the State to determine M&O and Project-Based Work responsibilities and assignments for the Contractor’s staff. The Monthly Planning Meetings shall serve two purposes: the first is to plan Contractor staff responsibilities for the upcoming months and the second is to review applicable project management reports (e.g., the reports detailed in Section 7.5). The State reserves the right to adjust the Contractor’s staff responsibilities and assignments outside of these Monthly Planning Meetings (e.g., the Weekly Status Updates).  

Weekly Status Updates. In addition to the Monthly Planning Meetings, the Contractor shall meet with the State weekly to provide project updates. In these meetings, the Contractor’s M&O and Project-Based Work responsibilities will be confirmed and/or adjusted based on the State’s needs (availability of State staff, quality of Contractor staff, and other factors). In addition, the Contractor shall submit and review Weekly Status Reports that include updated risk logs with risk mitigation strategies, issues logs, and the latest approved Project Schedule and status updates. 

Quarterly Business Reviews. The Contractor shall provide the State with Quarterly Business Reviews no later than 10 business days after the end of each calendar quarter. The Contractor shall be prepared to present the Quarterly Business Review after it is submitted to the State. The Quarterly Business Review shall contain a detailed and comprehensive review of all work conducted by Contractor staff in the preceding three months. It shall also include the Contractor’s strategy for the following months, including how the Contractor will continue or improve upon their current performance. The Contractor must ensure the Quarterly Business Reviews contain detailed written analyses, narratives, and corresponding graphics (e.g., charts, graphs, and/or tables) where applicable. Specifically, the Quarterly Business Reviews must include the below details. 
· Accomplishments from the previous quarter
· Team Distribution and Key Resources summary
· Activities completed by each staff member on a per week basis
· New Developments related to staff work assignments
· Current Challenges related to staff work assignments
· Roadmaps for current staff work assignments
· Applicable metrics and key performance indicators
· Budget burndown
· A summary of all documentation delivered to the State during the past quarter
· Future opportunities and upcoming initiatives

The State reserves the right to modify what is requested as part of the Quarterly Business Reviews.

Ad Hoc Meetings. The Contractor shall attend any ad hoc meetings requested by the State.  If on-site attendance is necessary, the State will provide three (3) business days’ advance notice. If presentation material is necessary, the Contractor shall develop the materials.

7.5 [bookmark: _Toc116388650]Management Reporting

The Contractor shall submit the following management reports addressing the status of maintenance releases and non-maintenance (PUN) releases.  These can be broken down by Sprint status, if the SDLC process includes this approach. Structure and details of the report will be determined by the State.
· Security Status Report. Security status for all solution components, with updates on assessments, defect fixes, security testing, and mitigation activities for all scope. 
· [bookmark: _Int_b55MVCiF]Key Performance Metrics Report. The number of items resolved and remaining open items in a given monthly period, the amount of time each item has been open, and the amount of time originally estimated for each item’s resolution.
· Operations Backlog (total Volume) by Month
· Art Backlog (total Volume) by Month 
· Code Reds by Month 
· Unplanned Outages by Month 
· Points delivered Last Iteration by Team/Developer/Analyst 
· Points planned Current Iteration by Team/Developer/Analyst 
· QA kickback count by Team/Developer/Analyst 
· Completed Features per Release 
· Code Commits per day per Developer 
· Test Plans written per Iteration per Analyst
· Velocity by team and by iteration 
· # Stories Working- By team and by Average per team 
· # Stories Completed- By team and by Average per team 
· Closed User Stories- By team 
· Closed User Story Points- By team 
· Points % of user stories- By team 
· User Story % by team
· Total Defects by Developer/Team
· Pipeline Efficiency (Analyzing, Backlog, Implementing, Validation on Staging, Deploying to Prod, Releasing) 
· Deploys and Releases per Iteration 
· Task and Hours Reports. See section 7.6 below

In addition, the Contractor shall develop ad hoc reports at the request of the State. Deadlines for ad hoc reports shall be determined by the State according to a scale of urgency. 
· Type 1: 24 business hours turnaround time
· Type 2: Two (2) business days turnaround time
· Type 3: Five (5) business days turnaround time

7.6 [bookmark: _Toc116388651]Task and Hours Tracking

The Contractor shall track the time spent by each Contractor team member in a BMV-approved tool. Time Tracking fields shall include:
· Type of Work (M&O Services or Project-Based Work)
· Staff member Name
· Task / Justification of Hours Expended/ADO #
· Hours per Day
· Paid Time Off/Sick Leave Utilized

The Contractor shall use a BMV-approved tool to track this information and work with the State to finalize the reporting format and content shortly after the Contract starts. The State will allow the Contractor to determine the best tool to generate the required content.  For example, the tool may be an Excel file, or it can be a module within a time tracking/HR tool.  The State may audit the Contractor’s compliance with the Contract, including these Task and Hours Tracking requirements.  Consequently, using and maintaining a tool for these tracking purposes can streamline audit assessment activities if the process and system are well maintained.

Within five (5) days of the end of each month, the Contractor shall provide an electronic report of the previous month’s actual hours worked per day by resource, position, and with description of activities worked on for M&O services and separately for Project-Based Work. After the completion of a Project, the Contractor will provide a Project-specific report of actual hours worked by position and activity within fifteen (15) days of the completion of the Project. 

Should an element of the Contractor’s time keeping report communicate any falsehood, exaggeration, or misrepresentation of hours worked or activities completed, the State reserves the right to reject the Contractor’s invoice and/or place the Contractor on a Corrective Action Plan (CAP). 

7.7 [bookmark: _Toc116388652]Invoicing

The State will verify invoice details prior to approval for invoice submission. The Contractor shall submit Time Tracking information in a clear report with each invoice.  Failure to associate expenses or activity with the correct invoice period may result in the State rejecting an invoice. Any misrepresentation of hours worked, or activities completed may result in the State rejecting an invoice. For example, if the Contractor invoices the State for hours worked by an employee when the employee is instead utilizing Paid Time Off, the State will reject the Contractor’s invoice for that given month. In any situation where the State rejects the Contractor’s invoice, the Contractor shall be solely responsible for correcting invoices and resubmitting them to the State.

[bookmark: _Toc116388653]

8 SOFTWARE DEVELOPMENT LIFECYCLE – REQUIREMENTS AND PROCESS

The Contractor shall follow industry standard Systems Development Life Cycle (SDLC) process to deliver Project-Based Work and any enhancements that fall under M&O.  The Contractor shall use Hybrid Agile methodologies for each Project or enhancement unless otherwise approved by the State. The Contractor must use an approach that incorporates all the industry standard Agile deliverables and artifacts with emphasis on communication, collaboration, and iteration. The Contractor’s approach must incorporate iterative methods for development and testing of software and training. The Contractor shall provide the following services and deliverables for each enhancement, unless otherwise approved by the State. Deliverables shall be on time, on budget, consistent in formatting and content, and meet the user-defined request. The State and/or the QA Contractor will monitor compliance with these standards and address consistently poor performance. 

For each meeting with program areas and other stakeholders, the Contractor will be responsible for coordinating logistics, preparing meeting agenda, and documenting and publishing meeting notes and action items.

The repository for all artifacts is the State’s maintained ALM – Azure DevOps.  The State maintains permissions, hosting, templates, and overall operations of the repository.  The Contractor is responsible for organizing and maintaining all artifacts within the State’s ALM. The Contractor is also responsible for configurations of build and deployment components within the ALM.

8.1 [bookmark: _Toc116388654]SDLC Services 

The SDLC process begins when work comes through as requests from the BMV agency.  Each request goes through an intake process to determine size, scope, risks, stakeholders and an initial WSJF score. Once intake has processed and prioritized the request, the Contractor meets to groom and refine the request and a prioritized backlog is created. The Contractor also pulls from the prioritized backlog as follows: 
· Feature is pulled from priority backlog 
· Requirements are gathered and user stories are created	 
· Development activities commence	 
· Dual Code Review is conducted	 
· Development demos the solution
· Check into source control / UAT	 
· QA members execute test plans 	 
· QA hold demonstrations and receives Business Approval	 
· Product Owner marks user story as “Closed” 	 
· During hardening sprint (last sprint of iteration), all changes are merged to Parallel environment and regression testing is completed 	 
· Code is released based on the STARS Release Schedule. See Exhibit 1 of the Bidders’ Library for the 2021-2022 STARS Release Schedule. 

Any Contractor requests for changes to approved deliverables, hardware, software, processing, procedures, manuals, forms, reports, and other artifacts will follow the Change Management process. 

8.2 [bookmark: _Toc116388655]Requirements 

Through data gathering efforts with the State, the Contractor shall develop requirements documents including the product roadmap, the product backlog with user stories, non-functional requirements, the release plan, and sprint backlog. Additional supporting documentation shall also be included as deemed necessary by the Contractor or the State. The Contractor shall also cover stakeholders, business need, project estimates and completion date, and testing needs. The Contractor will conduct requirements validation to confirm the completeness and accuracy of all requirements.
 
Additionally, the Contractor shall develop a list of deliverables for the remainder of the SDLC work and accompanying brief descriptions of each deliverable. The State will review the list and provide feedback. The Contractor must receive approval on the deliverables list before beginning design activities.
 
Deliverables: Requirements documents relevant to the SDLC methodology used and list of remaining SDLC deliverables. All of these deliverables must be approved by the State before development begins.

8.3 [bookmark: _Toc116388656]Design

Design documents for each sprint should be based on approved requirements documents. The Contractor shall be responsible for the following activities: 
· Lead architecture, design, and development discussions. Factor in user experience (UX) considerations for each user type into the design process and outputs. 
· Organize and conduct design sessions with subject matter experts to develop the detailed System design.
· Provide input and conform to the direction of the State IT standards.
· Facilitate design sessions required to support system development and interfaces to external and internal data sources.
· Develop the architectural system design, interface design, database design and any other applicable design documents
· Produce forms and reports design according to stakeholder requirements.
· Develop detailed functional design, including business rules documentation.
· Develop/update the technical environment specifications for the System, including all necessary hardware, software, and tools requested or required to implement the System without adversely impacting existing systems and to support STARS.
· Submit with design documents any updated project schedules and any needs for new hardware, network, storage, or software. For smaller Projects, the State may waive the need for some of the design documents. 
 
Deliverables: 
· Design documents as required by the State
· Sign-off must be obtained from designated approvers prior to commencement of development/configuration.

8.4 [bookmark: _Toc116388657]Development and Testing

The Contractor shall conduct all development/configuration work for each sprint. Development responsibilities include, but are not limited to:
· Apply consistent development standards in alignment with industry standards.
· Perform necessary configuration, development, and testing required to implement the functional and technical design. 
· Provide application lifecycle management processes to manage requirements
· Maintain the product backlog

The Contractor shall conduct unit testing as well as facilitate/coordinate user acceptance testing per policy and procedures approved by the State. Testing responsibilities include, but are not limited to:
· Comply with industry standard SDLC testing standards.
· For User Acceptance Testing (UAT), the QA vendor shall schedule and facilitate State-selected users to complete UAT, track their results, and present results to the State for review prior to requesting authorization for production releases.
· Conduct testing and ensure that modifications or enhancements are completed with 100% positive results and receive approval from State designee(s) before activating any modifications or enhancements. If there are minor issues (i.e., resulting in less than 100% positive results), the State may choose to approve the modification or enhancement release. In those situations, the Contractor shall be responsible for resolving issues on a State-approved timeline post release.
· Be responsible for the maintenance of their scope-specific configuration documents. Documents will be updated by the Contractor when configurations are approved and migrated to the production environment. The Contractor shall be responsible for document version control. 
· Be responsible for the maintenance of scope-specific user manuals, training materials, and process documents. Manuals will be updated to reflect changes or additions to functionality as they are approved and migrated to production. The Contractor will be responsible for updating the training content and for maintaining version control of all subject documents.
· Conduct formal production readiness reviews prior to production releases to ensure releases are ready for deployments (e.g., pass test cases, documents are updated, etc.). Formal review process must be agreed upon by the State.
 
Deliverables: 
· Documentation, that must contain traceability to requirements, identify environments being used,  and identify defects with plans for correction. BMV must provide a formal ‘Go’ Decision for the change to be promoted to the production environment.
· Release notes and standard release schedules
· Updated configuration documents.
· Updated user manuals, training materials, and process documents.
· Updated product backlog
 
8.5 [bookmark: _Toc116388658]Defect Management

Defects are discrepancies between the documented expected system behavior and the actual system behavior encountered during testing. The discovery of a defect will result in either documentation update(s) and/or development resolution(s), and upon resolution, the Contractor, the State testing team, and/or interface partners will be engaged to verify the fixes.  Defect management requirements are highlighted in this section, but the full details of defect management will be developed in the Defect Management Plan, which will be finalized with the Contractor upon project initiation. 

When a tester finds a defect, the tester will enter the defect into Azure DevOps and assign the Severity and Priority levels. The lifecycle of a defect is detailed below:

	Stage
	Status
	Description

	1
	New
	A defect is new when it is first created

	2
	Active
	The defect is being analyzed by the Developer

	3
	Resolved
	A fix for the defect is complete

	4
	Closed
	A defect has been retested successfully and closed


Table 6: Defect Lifecycle

The defects have the following Priority and Severity Levels. The Severity level is defaulted to "2", in ADO, and is normally not changed. At the State’s direction, the Contractor may have to collaborate with the State to evaluate defects and assess workarounds. The following are factors that may impact workaround assessments and help determine the proper timing for the execution of a bug fix or change: 
· Is there a workaround?  
· How many steps are in the workaround?
· How many handoffs and owners are a part of the workaround?
· What level of effort can be expected as part of the workaround?
· How long will the workaround take?  Is that duration acceptable?  
· What impact will the workaround have on testing as part of the project?
· What impact will the workaround have on training as part of the project?
· How complex is the workaround?
· What could be the risk to the data, system, workflow, services, security, etc. if the workaround is:
· not done at all?
· delayed? (How much delay would be problematic? Is there a maximum time when the workaround must be completed?)
· done incorrectly?
· Transaction Volumes:
· How many transactions/instances per day, week, or month would require the workaround at go-live?
· How much will transactions/instances increase post go-live and when?
· What would be the maximum number of transactions/instances per day, week, or month where the workaround would not be feasible?  
· When is that maximum level of transactions/instance expected?

	Defect Priority

	Priority Level
	Definition

	1 - High
	The defect must be fixed prior to go-live. Additionally, the defect is preventing the team from accomplishing a major milestone. For example, Functional Test Execution Completion.

	2 - Medium
	The defect must be fixed prior to go-live but is not affecting test progress; a work around exists.

	3 - Low
	A fix for the defect is desired prior to go-live, though not required.

	Defect Severity

	Severity Level
	Definition

	1 – Critical
	Functionality causes critical downstream impact, fall out or system failure. Total system crash (application freeze, user logged out, browser closes)
Any defect that causes major system problem or interface issues is not acceptable for production.
Main menu item failure (Unable to access any sub-menu item under a single main menu item)

	2 – Major
	Major functions are/would be disabled; no workaround 
Clicking on a button generates an error
Button that adds, modifies, or deletes data does not perform expected action

	3 – Moderate
	Major functions are/would be disabled; workaround available and acceptable to the State
Boundary condition checks fail (field length, number format, date format, required field)
Data is correct in database, but displayed incorrectly on screen
Screen does not refresh correctly when data in screen header changes
Incorrect error message
Navigation button or hyperlink does not flow to expected screen

	4 – Minor/ Cosmetic
	Cosmetic issue (screen color, field alignment)
Spelling or grammar error
Field navigation (tab order)
Data sorting in list boxes not working
Problem with on-line help
Enhancement request


Table 7: Defect Severity and Priority Levels

8.5.1 [bookmark: _Toc116388659]Defect Management
For the defects where any clarification is required, the tester and/or SMEs (from State and/or the Contractor) will discuss in daily standups. BMV leadership will be kept informed on defect status through dashboards within ADO.

8.5.2 [bookmark: _Toc116388660]UAT Defect Remediation Schedule  
Defects identified during UAT testing must be fixed during the current sprint they are found. 

8.5.3 [bookmark: _Toc116388661]Post Go-Live Defect Escalation  
The escalation timeframe for defects is generally handled by our Production Maintenance team and come in as a ticket, call, email, etc. If not urgent, the defect will go in as a PUN (Production Update Notice) on a Sunday or Wednesday evening (during our normal maintenance window) of the following the Release. 

[bookmark: _Toc116388662]

8.6 Implementation 

The Contractor shall deliver on the approved implementation approach (e.g., pilot). At a minimum, the Contractor must fulfill the following responsibilities, regardless of approach:

· Provide guidance regarding the implementation and develop the Implementation Plan, including identifying the scope, participants, timeline, risks, and mitigation strategies.
· Conduct a pre-implementation readiness assessment.
· Develop the Release Plan, which shall also include both pre-production and production releases. It shall include, but is not limited to, the following processes and activities:
· Establishment and implementation of plans and procedures for the Release Management function
· Rollout Planning – Plan for and schedule rollout of new services or sites
· Release Planning – Plan for, coordinate, and schedule releases of new versions of the software, data, procedures, and training
· Rollout Management – Deliver services to new sites or existing sites
· Release Control – Monitor the release process and adhere to release schedules
· Migration Control – Coordinate the promotion of new releases from development to test to production
· Release Testing – Coordinate the actual testing of releases/updates
· Software and Data Distribution – Verify delivery of the correct versions of the software, data, or configuration releases to all locations, regardless of hardware type (server, workstation, laptop, etc.)
· Address and fix all findings and work with the State to gain formal written acceptance before Implementation.
· Develop all necessary user guides
· Develop a Training Plan and Organizational Change Management Plan if the State believes they are needed.
· Execute the Training Plan and Organizational Change Management Plan.
· Roll out the Implementation according to the approved plan and without any disruptions to the normal operations.
· Lead check-point meetings and provide relevant information to help the State make informed decisions.
· If employing a Pilot Implementation approach, document the lessons learned from Pilot Implementation and incorporate lessons into Statewide Implementation.
· Update all documentation. 
· Verify that the post-implementation production functionality meets approved requirements and provide the materials to support this verification to the QA Contractor if requested. Any post-implementation defects shall be identified, corrected, and closed by the applicable Contractor. All documentation will be stored in a repository. 
 
The State retains formal and final authority to accept and approve the Contractor’s deliverables.
 
Deliverables: 
· Completed training
· Completed organizational change management
· Completed implementation
· Bug/defect correction updated system documentation.

9 [bookmark: _Toc116388663]SOFTWARE WARRANTY FOR PROJECT-BASED WORK

The State requires a 90-day warranty for all Project-Based Work, unless otherwise specified by the State. The Contractor shall fix at no additional cost to the State (1) any post-production defects discovered during the 90-day warranty period and (2) any defects discovered during the 90-day warranty period that arise in a previously working component due to the rollout of a new change. Fit functionality in relation to user requests and agreed to specifications will be tracked by the State. Action may be taken to address consistently poor performance.

10 [bookmark: _Toc116388664]TRANSITION AND TURNOVER

10.1 [bookmark: _Toc116388665]Initial Transition 

Prior to taking over the scope noted in this RFP, the Contractor shall work with the State to develop and manage an Initial Transition Plan for transferring services from the incumbent vendors. The Contractor shall oversee the successful implementation of the Initial Transition Plan. The initial transition is expected to last two (2) to three (3) months after the Contract has been fully executed. The schedule and activities will depend on the winning Respondent’s proposal and any adjustments made with the State.

As part of the Initial Transition Period, the incumbent vendors will leave behind all solution and training documentation as well as requirements, configuration, build configuration, and other related information within a State-designated repository. This strategy is true for both the items within the scope of M&O as well as any Project-based in-progress artifacts and solution components, per the State’s instruction. 

The Contractor will complete the following tasks during the Initial Transition Period:
1. Initial Transition Plan finalized, subject to State approval, including a detailed schedule and resources (quantity, type, and role) who will be available for all months of the Initial Transition.
2. Evidence of participation in and completion of all training provided by the incumbent vendor in STARS operations and procedures
3. Shadow the incumbent vendor and State on all aspects of current workflows, releases, and assignments
4. Creation of transition meetings with the incumbent vendors, BMV, and IOT to execute the Initial Transition Plan
5. If applicable, work with the incumbent vendors on the timing of any change of employment of incumbent vendor staff.
6. Conduct reverse-shadowing for the incumbent vendor on all aspects of current workflows, releases, and assignments
7. Ensure complete turnover of all in-progress artifacts and solution components. 
8. Confirm full administrative edit access to all environments for appropriate staff. 
9. Ensure role in promotion of releases to production, as well as maintenance of the production and non-production environments, is fully transferred to the Contractor
10. Complete all activities in the Initial Transition Plan.

All Initial Transition Period work will be invoiced according to the contractual hourly rates, and in alignment with the approved Initial Transition Plan,

10.2 [bookmark: _Toc116388666]End of Contract Turnover 

The State seeks to ensure that program stakeholders experience no adverse impact from the transfer of scope to either the State or to the successor contractor(s) when the Contract is complete or terminated early.  The Contractor shall oversee the successful implementation of the Turnover Plan. The Turnover Plan is expected to take four (4) months and shall be broken up into the four (4) phases listed below. The timing of the phases may vary at the State’s discretion. In addition to the requirements in Continuity of Services, the following end of Contract turnover requirements apply:

	Phase
	Tasks

	Phase 1
	· Develop and implement a State-approved Turnover Plan covering the possible turnover of the solution or operational activities to either the State or the successor contractor(s).  
· The Turnover Plan must be a comprehensive document detailing the proposed schedule and activities associated with the turnover tasks.    
· The requirements in the remainder of this table do not limit or restrict the State's ability to require additional information from the Contractor or modify the turnover schedule as necessary.

	Phase 2
	· Begin training State staff or successor contractor(s) staff, in the operations and procedures performed by Contractor staff.  
· Begin shadowing and training activities for the State and successor contractor(s)

	Phase 3
	· Complete shadowing and training activities for the State and successor contractor(s)
· Transfer the following information to the State or its agent on a medium acceptable to the State:
· A copy of components or database(s) developed and used for M&O or Projects work:
· Internal logs and balancing procedures used during the contract to ensure compliance with operational requirements 
· All SDLC artifacts and documentation created, maintained, and updated throughout the Contract term on State-designated repository
· Other documentation including, but not limited to, user, provider, and operations manuals; training materials; and documentation of any interfaces developed to support business activities between contractors
· All in-progress artifacts and solution components

	Phase 4
	· The State and/or successor contractor(s) will be responsible for promotion of releases to production. 
· Participate in reverse shadowing for the State and/or successor contractor(s) staff on all aspects of workflows, releases, and assignments as requested by the State
· Be available to provide support as requested by the State.  This support will be invoiced according to the contractual hourly rates. 
· By the end date of the Contract, the Contractor must turn over all State property to the State, and Contractor’s access to all State infrastructure and facilities will be terminated.
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11 [bookmark: _Toc116388667]SERVICE LEVEL AGREEMENTS AND CORRECTIVE ACTION PLANS

11.1 [bookmark: _Toc116388668]Service Level Agreements
The following are service levels for this Contract. All service levels will be reported to the State in a monthly report and shall be submitted within five (5) days of the end of each month. The Contractor shall provide full transparency to access all materials and associated work products included in this Contract (e.g., task and hour tracking report, management reports, etc.).

Service Level Agreements
	SLA #
	Key Service Level Agreement
	Threshold for Compliance (Measured Monthly)

	1
	Work Product Compliance: Ensure work products comply with all standards identified in the Contract and any approved Change Requests for Project-Based Work. (Any unapproved deviation from standards will be corrected within ten (10) calendar days of detection by the Contractor or State).
	100% compliance, unless otherwise approved by the State.

	2
	Staff Replacement: Provide a replacement for a vacant position within thirty (30) calendar days of vacancy, unless otherwise directed by the State.
	100% compliance, unless otherwise approved by the State  

	3
	Staff Departure Notification: Inform the State of all resignations, departures, or terminations of any Contractor team member within 24 hours of their occurrence (including non-business days).
	100% compliance, unless otherwise approved by the State  

	4
	Staff Removal: Remove any Contractor or subcontractor employee found unacceptable to the State within two (2) weeks of the request for removal, or sooner if requested by the State.
	100% compliance, unless otherwise approved by the State

	5
	Vital Position Changes: For any temporary or permanent changes to Vital Positions or backup Vital Positions, provide four (4) weeks prior notice to the State and receive the State's prior written approval unless the replacement is due to termination, death, or resignation.
	100% compliance, unless otherwise approved by the State

	6
	Report Accuracy and Timeliness: Produce recurring and ad hoc reports listed in Section 7 in accordance with approved requirements accurately and on time, including but not limited to:
· Provide a Quarterly Business Review that meets the requirements stipulated in Section 7.4 within ten (10) calendar days of the end of each calendar quarter.
· Provide a report of the previous month’s actual hours worked per day by resource, position, and with description of activities worked on for M&O services and separately for Project-Based Work within five (5) days of the end of each month.
· Provide a Service Level Agreement report within five (5) days of the end of each month.
· After the completion of Project-Based Work, provide a Project-specific report of actual hours worked by position and activity within fifteen (15) days of the completion of the Project-Based work.

(Any unapproved deviation from timeliness and accuracy standards will be corrected on a schedule based on critical nature of the deviation determined by the State.)
	100% compliance, unless otherwise approved by the State  

	7
	Project-Based Work Estimates Timeliness. Provide Project-Based Work cost and time estimates within one (1) week from request submission.
	95% compliance, unless otherwise approved by the State

	8
	Project-Based Work Completion Timeliness. Complete requested Project-Based Work within timeframes approved by the State.
	100% compliance, unless otherwise approved by the State

	9
	Defect Correction Timeliness. Correct defects found during User Acceptance Testing per the timeframes stipulated in Section 8.5.2. 
	Correct 100% of Severity Level 1 and 2 defects and 95% of Severity Level 3 and 4 defects within the sprint cycle they are found.



11.2 Corrective Action Plans

The State may require corrective action(s) when the Contractor has failed to provide the requested services in accordance with the requirements and/or SLAs of this Scope of Work. The nature of the corrective action(s) will depend upon the nature, severity and duration of the deficiency and repeated nature of the non-compliance. Severity shall be determined by the State, in its sole discretion. The written notice of corrective actions may be instituted in any sequence and include, but are not limited to, any of the following:
· Written Warning: The State may issue a written warning and solicit a response regarding the Contractor’s corrective action.
· Formal Corrective Action Plan: The State may require the Contractor to develop a formal corrective action plan to remedy the breach.  The Corrective Action Plan must be submitted under the signature of the Contractor’s chief executive and must be approved by the State. If the Corrective Action Plan is not acceptable, the State may provide suggestions and direction to bring the Contractor into compliance.  
 
If written warning is issued, the Contractor shall provide a written response regarding their proposed remedies within five (5) business days of the occurrence or State request. 
 
If a formal Corrective Action Plan is requested, the Contractor shall submit, within ten (10) business days of the occurrence or State request a formal Corrective Action Plan that addresses the causes of the deficiency, the impacts and the measures being taken and/or recommended to remedy the deficiency, and whether the solution is permanent or temporary. It shall also include a schedule showing when the deficiency shall be remedied, and for when the permanent solution shall be implemented, if appropriate. Upon State’s approval of the Corrective Action Plan, the Contractor shall execute the Corrective Action Plan. The Contractor shall complete all necessary corrective measures within thirty (30) calendar days of discovery of an issue prompting a Corrective Action Plan unless an alternative schedule is agreed to by the State.
 
The Contractor shall seek the State’s written release from the obligations of the Corrective Action Plan upon successful completion of the Corrective Action Plan and correction of performance.
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[bookmark: _Toc116388670]1. Definitions and Abbreviations

The following acronyms, abbreviations and explanations are referenced throughout this RFP.
	 Acronym
	Meaning / Explanation

	AAMVA
	American Association of Motor Vehicle Administrators. 3rd Party Integration / Major Interface Partner

	ACH
	Automated Clearing House. Network for electronically moving funds to counties and municipalities

	ADO
	Azure DevOps

	ALM
	Application Lifecycle Management

	API
	Application Programming Interface. Interfaces used within the Application Layer of STARS for Real Time Business Service interaction with 3rd Party Systems

	ASP.NET
	Cross-platform framework and programming language licensed through Visual Studio and used for the STARS UI and MyBMV Web Applications 

	BCP
	Business Continuity Plan

	BMV
	Indiana Bureau of Motor Vehicles

	BMVC
	Bureau of Motor Vehicles Commission

	CAP
	Corrective Action Plan

	CDL
	Commercial Driver's License

	CDLIS
	Commercial Driver's License Information System. AAMVA, 3rd Party System Integration 

	CI/CD
	Continuous Integration / Continuous Delivery. The software development life cycle process implemented for STARS 

	COTS
	Commercial off-the-shelf

	CR
	Change Request

	CSTIMS
	Commercial Skills Test Information Management System. AAMVA, 3rd Party System Integration

	DBA
	Database Analyst / Database Administrator

	DCS
	Department of Child Services Interface for exchange of data

	DDD
	Decision Dealer Dynamics Service Provider for Electronic Vehicle Title and Registration

	DDI
	Design, Development, and Implementation services conducted by the Contractor for new IT services or modified / enhanced IT system solutions

	DED
	Deliverable Expectation Document

	DLP
	Data Loss Prevention

	DOR
	Interface with Indiana Department of Revenue for exchange of data

	DR
	Disaster Recovery solution and datacenter for the STARS system and servers

	DRP
	Disaster Recovery Plan

	ETL
	Extract, Transform, Load process for data. Interface for STARS external Batch Job processing that combines data from multiple sources into the STARS MS SQL Database

	Experian
	3rd Party Integration / Major Interface Vendor Partner utilized for user Address Verification

	FIPS
	The United States' Federal Information Processing Standards

	FTE
	Full Time Equivalent. The State defines FTE as a measurement of an employee’s productivity when executing the scope of work in this RFP for a specific project or contract. An FTE of 1 would mean that there is one worker fully engaged on this project. If there are two employees each spending ½ of their working time on a project, that would also equal 1 FTE

	HAVV
	Help America Vote Verification: System allowing for voter verification using SSN

	IC
	State of Indiana Code

	IDACS
	Indiana Data and Communications System for the Indiana State Police

	Idemia
	3rd Party Integration / Major Interface Vendor Partner providing augmented identity for Facial Recognition, Credential Production, Image Capture, and High-Volume Image Return functionality

	IDOA
	Indiana Department of Administration

	IHG
	The Irwin Hodson Group. 3rd Party Integration / Major Interface Vendor Partner for License Plate manufacturing and Registration production

	IOT
	Indiana State Office of Technology. State agency that hosts the bulk of the STARS on-premise servers and data center

	IRUA
	IOT's Information Resources Use Agreement

	ISP
	Indiana State Police

	ITI
	Intellectual Technology, Inc. Major Interface Partner for the BMV Connect Self-Service Kiosk Program

	IVR
	Interactive Voice Response System utilized for multiple STARS processes 

	KTA
	Kofax Total Agility

	LDAP
	Lightweight Directory Access Protocol. Microsoft's Active Directory. NOTE: Possible replacement of LDAP with Azure AD

	LDS
	Microsoft's Lightweight Directory Services

	LO
	Local Office

	mDL
	Mobile Driver’s License Program

	M&O
	Maintenance and Operations for IT services, systems, and solutions for the BMV STARS solution

	MFPs
	Multifunctional Printers

	MR
	Maintenance Releases

	MS-ISAC
	Multi-State Information Sharing and Analysis Center

	NMVTIS
	National Motor Vehicle Title Information System. AAMVA, 3rd Party System Integration providing information nationally for vehicle titles

	NOC
	Network Operations Center

	OS
	Operating System

	PDPS
	AAMVA, 3rd Party System Integration for Problem Driver Pointer System

	PHI
	Protected Health Information. Confidential Personal Data

	PII
	Personal Identifiable Information. Confidential Personal Data

	PMP
	Project Management Plan

	PUN
	Production Update Notice. Change control used for Maintenance and non-maintenance releases

	QA
	Quality Assurance

	RPO
	Recovery Point Objective

	RTM
	Requirements Traceability Matrix

	RTO
	Recovery Time Objective

	SBIA
	Indiana State Police Bureau of Identification

	SDLC
	Software Development Life Cycle

	SLA
	Service Level Agreement

	SME
	Subject Matter Expert

	SOAP
	Simple Object Access Protocol XML-based protocol used to exchange information over HTTP

	SOC
	Security Operations Center

	SOS
	Indiana Secretary of State

	SPEX
	AAMVA, 3rd Party Integration for State-to-State user information and verification

	SQL
	Structured Query Language

	SSDT
	SQL Server Data Tools

	SSIS
	Microsoft SQL Server Integration Services. The platform used for data migration / integration and workflow applications

	SSOLV
	AAMVA, 3rd Party System Integration for Social Security Number Online Verification

	SSRS
	SQL Server Reporting Services

	STARS
	System Tracking and Record Support System. The primary customer, credential, and motor vehicle transaction system for the IN BMV

	TIFF
	Tag Image File Format

	UAT
	User Acceptance Testing

	UI/UX
	User Interface / User Experience

	UNI
	Unified Network Interface. Interface utilized by STARS to interact with 3rd Party Systems, like the AAMVA systems, via a web service and/or website 

	US Pass
	AAMVA, 3rd Party System Integration for Passport Verification

	USPVS
	US Passport Verification System

	VLS
	AAMVA, 3rd Party System Integration for Verification of Lawful Status

	VPN
	Virtual Private Network

	Web Service
	Software system that enables STARS to interact with other 3rd Party Systems over a network

	WSJF
	Weighted Shortest Job First


Table 8: Definitions
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