	
	
	



[bookmark: _Toc388515160][bookmark: _Toc388617759][bookmark: _Toc388623321][bookmark: _Toc388625033]SECURITY INCIDENT REPORT FORM (FTI & PII)
	DO NOT INCLUDE ANY FTI / PII IN THE INCIDENT REPORT

	Name of 
Agency / Office:
	     
	Address of 
Agency / Office:
	     

	Point of Contact Name:
	     
	Point of Contact
Work  Number:
	     

	Point of Contact Fax Number:
	     
	Point of Contact
Mobile Number:
	     

	INCIDENT DETAILS

	Date/Time of Incident:
	     
	Date/Time Incident was Discovered:
	     

	Actual or Suspected Incident?
	     
	Address of Incident:
	     

	FTI / PII Involved?
	Electronic      

Paper            
	Number of FTI / PII Records Involved 
if Known:
	     

	Is there an adverse or disciplinary action for the responsible       Yes             
individual pending or under consideration?                                     No              
Adverse or disciplinary actions should be interpreted to , but are not limited to, admonishments, written reprimands, suspensions, reduction of job responsibilities, job reassignments, reductions in pay, and terminations.
 

	Description of Incident, how it was discovered, and the Data Involved: (Include specific details)
Add more pages if necessary.

	     


Note: Timely notification is the most important factor, not the completeness of the Data Incident Report. 
All reports emailed should contain “Data Incident Report” as the subject, be encrypted via IRS approved encryption techniques, password sent in separate email. 
Complete the information above and promptly contact:
      ALL INCIDENTS - FTI, SSA-PROVIDED PII AND OTHER CONFIDENTIAL INFORMATION
· Prepare and email the encrypted Security Incident Report to: CSBSecurity@dcs.in.gov and 
· privacyandsecurityofficers@dwd.in.gov

· CSB Security will confirm receipt with original sender and will forward completed form to iotciso@iot.in.gov
· US-CERT, https://www.us-cert.gov/forms/report to report a confirmed breach, which is a compromise of network, data systems, or data.  
· If you do not receive a reply from CSB Security Team within one hour, please follow the directions below
IF FTI DATA IS INVOLVED – REPORT WITHIN 24 HOURS
· Treasury Inspector General for Tax Administration (TIGTA)
· Email the encrypted Security Incident Report to Erik.Kim@tigta.treas.gov
· Phone: 317-226-0485, if no answer, call TIGTA Hotline during business hrs. 800-366-4484                         
(after hrs): 800-589-3718
· IRS Office of Safeguards: 
· Email the encrypted Security Incident Report to the SafeguardReports@irs.gov mailbox. 
· If the county security incident involving FTI is confirmed and adverse action or discipline is planned against an employee it is the responsibility of the county office to notify the impacted individual(s) of this disclosure or breach. This notification is not required to be made within 24 hours after the security incident, but should be made as soon as practical, after the adverse action or discipline against the employee is determined.
IF SSA-PROVIDED PII DATA IS INVOLVED – REPORT WITHIN ONE HOUR
· Call Latrice Ivy: phone: 312-575-4693
· If no answer, leave voicemail and call the SSA NNSC hotline at phone: 877-697-4889 
· Email the encrypted report to: Latrice.Ivy@ssa.gov
IF OCSE (including FPLS) DATA IS INVOLVED – REPORT WITHIN ONE HOUR
· Call Linda Boyer (FPLS Information System Security Office) at: 202-401-5410
· If no answer, leave a voicemail and send a fax of this form to: 202-401-5558
· Email the encrypted report to: ocsesecurity@acf.hhs.gov
       IF SSN, Certain PII – REPORT AS SOON AS POSSIBLE, WITHOUT UNREASONABLE DELAY:
· Breaches involving SSNs or certain combinations of PII, as described in the Information Security chapter of the Title IV-D Security Policy Manual
· Breach notification form faxed to the Indiana Attorney General’s office 
· Attorney General on-line Breach Notification form: http://www.in.gov/attorneygeneral/3037.htm
· Attorney General fax number provided on form
· If the county security incident involving PII is confirmed it is the responsibility of the county office to notify the impacted individual(s) of this disclosure or breach. In the case of a CSB involved incident then CSB will contact the individual(s).


Security Incident Reporting Check List
Do not send this page to Federal agencies, please include to State agencies.

Notification Action							Date	Time	Notes
								
Email the encrypted Incident form to: CSBSecurity@dcs.in.gov and 
· privacyandsecurityofficers@dwd.in.gov
                                                     				___________________________
US-CERTon-line form at https://www.us-cert.gov/forms/report                    ___________________________

IF FTI DATA IS INVOLVED – REPORT WITHIN 24 HOURS:
Treasury Inspector General for Tax Administration (TIGTA):  		
Email the encrypted Incident Report to Erik.Kim@tigta.treas.gov		___________________________________
Phone: 317-226-0485	☐ Voicemail				___________________________________ if no answer, call TIGTA Hotline: during business hrs. 800-366-4484 (after hrs) 800-589-3718
IRS Office of Safeguards:  	
Email the encrypted Incident Report to SafeguardReports@irs.gov 	___________________________________

IF SSA-PROVIDED PII DATA IS INVOLVED – REPORT WITHIN ONE HOUR:
Call Latrice Ivy: phone: 312-575-4693	☐ Voicemail							
Email the encrypted report to Latrice.Ivy@ssa.gov								
If no answer, leave voicemail and call SSA NNSC hotline phone: 877-697-4889
	
IF OCSE (including FPLS) DATA IS INVOLVED – REPORT WITHIN ONE HOUR:
Call Linda Boyer (FPLS Information System Security Office) 
Phone: 202-401-5410		☐Voicemail							
Email the encrypted report to: ocsesecurity@acf.hhs.gov						
If no answer, leave voicemail and send a fax of this form to 202-401-5558									
			
IF SSN, PII – Indiana Attorney General’s office - REPORT WITHIN TWO DAYS:
Complete the On-line Breach Notification form
at http://www.in.gov/attorneygeneral/3037.htm								
And fax to number provided on form									
								

Revised 07/13/2022

