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[bookmark: _Toc117608267]1	Background
The Indiana Statewide 911 Board is a quasi-state government agency established by IC-36-8-16.7 consisting of a 15-member Board with the State Treasurer serving as the chair. The Board's primary responsibilities include collecting surcharges from communication service providers and delivering funds to local government units. The Statewide 911 Board office consists of the Executive Director, Deputy Director, and the Program Manager/Executive Assistant supported by an Accountant, Treasurer's office, technical consultants, and Board attorney.

Over the past 60 years, Indiana has been an innovator and leader in 911 services. The buildout of the network is a result of decades of collaborative efforts by stakeholders, consultants, and legislators striving for the best, most reliable network by implementing cutting-edge technology.

The history of 911 in the United States began in 1967 when Indiana Congressman J Edward Roush recommended a single nationwide telephone number for reporting fires. Later that year, a national three-digit emergency number was established. On March 1, 1968, Indiana's first call was just a few days after the first 911 call in Haleyville, Alabama, when AT&T implemented Basic 911 in Huntington, Indiana.

INdigital built the original IN911 network in 2006, and over the past 16 years, they have delivered more than 48 million wireless 911 calls on the ESInet for the entire state. Indiana has seen a 2.5% average increase in call volumes every year since the IN911 network was implemented.

In 2012, the Indiana Senators and House of Representatives passed legislation that transformed the Wireless E911 Advisory Board into the Statewide 911 Board and replaced county E911 fees with a uniform statewide fee collected and administered at the state level. As a result, the state collects $1.00 for all devices, including landline, wireless, VoIP, lifeline phones, and prepaid cards per purchase. This revenue supports approximately 40% of the local government's PSAP operations.

[bookmark: _Toc117608268]2	RFS Methodology Considerations
The RFS will be developed with the consideration of Mandatory, General and Optional Requirements.
“Mandatory” means, a requirement labeled as such, must be present in the proposed solution exactly as stated or the solution will not be considered by the State of Indiana.
EXAMPLE – Project Management
“General” means, a requirement labeled as such, must be fully described by the vendor for evaluation of compliance with the requirement for the State of Indiana.
EXAMPLE – Company Background
“Network and Technical” means, a requirement labeled as such, must be present in the proposed solution and the approach to meeting the requirement will be fully described by the vendor for evaluation of compliance with the requirement for the State of Indiana.
EXAMPLE – NG911 Functional Elements
“Service” means, a requirement labeled as such, must be present in the proposed solution and the approach to meeting the requirement will be fully described by the vendor for evaluation of compliance with the requirement for the State of Indiana.
EXAMPLE – NG911 Functional Element Operations
“Optional” means, a requirement labeled as such, may be included if it can enhance the proposed solution or if it could increase the long-term relationship between the contractor and the State of Indiana.

EXAMPLE – Alternative method of delivering a service that may offer additional features and benefits which will require additional explanation by Responder.

Designated Response Area


[bookmark: _Toc117608269]3	Project Overview
[bookmark: _Toc117608270]3.1		Scope of Services
IN911 is seeking to procure services from qualified respondents that include the highest degree of resiliency, reliability, and redundancy to ensure NG911 service availability in keeping with industry standard and best practices. 
Solutions proposed to this RFS will be contracted for the purposes of delivering mission critical voice, data and information related to 911 calls from the public in Indiana to the Public Safety Answering Points (PSAPs) in Indiana. 
The services sought by this RFS will aid the state in achieving the following goals:
1. Expand the capabilities of IN911 beyond current services including:
1.1 Full adoption of NENA-STA-010.3b-2021 a.k.a the NENA i3 NG911 standard
1.2 Route all forms of emergency communication requests including voice, text and multimedia 
1.3 Direct termination of all Originating Service Providers, including landline service providers, to the IN911 system for all forms of emergency communications
1.4 Full compliance with the technical requirements established herein
2. Minimize any potential impacts from a transition or change in service providers
3. Follows a process which is open, transparent, fair and defensible
This overview of the scope of services is meant to provide a high-level understanding of the Board objectives. The RFS provides greater detail of the specific NG911 system requirements in the following sections.
This procurement will result in the selection of a service provider or a combination of service providers whose proposed solution(s) and services as sought by this RFS will at a minimum, provide the existing level of service as provided by the current IN911 system service providers to include all existing capabilities, functions, components and ancillary services to all Indiana PSAPs either directly or in collaboration with other systems, services and providers both in Indiana and in adjoining states (IL, KY, MI and OH).

This RFS does not include PSAP CPE, PSAP call taking equipment, furniture, computers or other operational systems required by PSAPs. It is focused only on the services required for the operation of the IN911 Network and the services it provides to Indiana PSAPs.

The solution(s) and services sought through this RFS may be proposed as an integrated, comprehensive solution, or as a stand-alone component representing a best in class service offering capable of being integrated with other components that will comprise the IN911 ecosystem.

The Board may, at its discretion, integrate proposed solutions or components of proposed solutions in order to achieve an enterprise-wide, state-wide, best in class system that benefits all Indiana PSAPs and best serves the Board in fulfilling its duties under the law.

The Board would prefer an integrated solution with a designated primary vendor contractually responsible for providing the services as specified in this RFS.  

The Board may, at its discretion, designate a contractual prime vendor and require contractual relationships, cooperative agreements, interconnection to and interaction with other system service providers or third parties as required or necessary for the operation of IN911.



[bookmark: _Toc117608271]4	General Requirements
[bookmark: _Toc117608272]4.1		Structure of Response
Respondents must provide a comprehensive response to each primary section and describe via narrative and/or diagram the key components of their proposed solution. All responses to the requirements shall be framed by the respondent to demonstrate their ability to implement the capabilities of their solution – to enable the functions, standards, and requirements of the RFS.
This RFS provides a description of how the current system delivers the requirement followed by a statement of standard requirements and thresholds. The respondent shall provide a narrative that describes how they will meet the requirements either through augmenting the existing system or deploying their own solution that will not decrease the existing services in any way.
To that end, all respondents are required to submit their responses that focus on the delivery of IP traffic across the system. While each requirement may have demarcation points or boundaries that influence the traffic flow; these should only be referenced as it pertains to the traffic delivery.
The application of use cases for proposing solutions, or multiple functions, is strongly encouraged because the use case can describe the traffic flow from beginning to end.
These items are listed in no particular order but are designed from the perspective that the solution must be built to deliver all traffic from ingress, to core, to egress.
· End-to-end service implementation and operation (ingress, core, egress of all traffic types)
· Respondents must discuss how the traffic enters their proposed solution, how that traffic is handled within the core, and how the traffic leaves the network at an egress point. 
· NG integration at OSPs (Originating Service Providers) and PSAPs
· Respondents must propose how the integration of all OSPs (Legacy and NG) and PSAPs (NG) will be handled in the context of ingress, core, and egress.
· Carrier Transition
· Respondents must provide the ability to transition carriers and OSPs onto the ESInet and discuss how the traffic enters the ESInet and NG core.
· Traffic Migration
· Respondents must provide details on their proposed migration of 9-1-1 traffic onto the ESInet once the transition has occurred.
· ESInet System and Sizing
· Respondents must provide the system sizing and bandwidth from three perspectives: ingress, core, egress and be able to provide a justification for their proposed size.
· Availability and Reliability
· Respondents must provide details regarding the availability and reliability at all points of the traffic flow including ingress, core, and egress.
· Redundancy and Diversity
· Respondents must provide details regarding the diversity and redundancy at all points of the traffic flow including ingress, core, and egress.
· Fail-over
· Respondents must consider fail-over at all points that the traffic follows – including ingress, core, and egress.
· Continuity and Disaster Recovery
· Respondents must offer a method for continuity of operations of the system which also includes the traffic flow (ingress, core, and egress) as well as their disaster recovery options to maintain traffic flow across their proposed solution.

Designated Response Area


[bookmark: _Toc117608273]4.2	Applicable Standards
Respondents shall demonstrate their industry knowledge and describe their commitment to proposing standards based NG911 solutions and services.
The Board may disqualify or reject non-standard or proprietary systems that may hinder NG911 implementation, limit interoperability, or that might restrict the State from interconnecting to a regional or national 911 system in the future.
Throughout the duration of the project, respondents shall maintain compliance with all standards and ensure that the products, solutions and services provided for the State of Indiana evolve and adapt as the standards evolve.
Follow this link for a listing of current and applicable technical standards that apply to this solicitation.
Respondents shall describe in detail in the responses below how they shall meet such standards in their solution.
Federal Communications Commission Rules 
All equipment must conform to Federal Communications Commission (FCC) Rules Part 15, Class A (commercial, non-residential radiation and conduction limits) for electromagnetic interference (EMI).
Other Industry Standards 
Where applicable, all equipment proposed to support or operate in the State of Indiana NG911 System, must comply with applicable industry standards, such as:
· Underwriters Laboratories (UL)
· International Organization of Standards (ISO)
· Open System Interconnection (OSI)
· Institute of Electrical and Electronics Engineers (IEEE)
· American National Standards Institute (ANSI)
· Electronic Industries Alliance (EIA)
· Telecommunications Industry Association (TIA), (including ANSI/EIA/TIA-568 Commercial Building Telecommunications Wiring Standards), etc.

Respondents shall propose a system that utilizes an Open Standards methodology.
· The proposed system shall be subject to standards that enhance open standards and increase interoperability such as ITU, IEEE 802 at ISO Layer-2, and IP and TCP, as defined by the IETF in the applicable RFCs, at ISO Layer-3 and above.
· If proprietary standards or protocols are used within a proposed solution, respondents shall disclose the proprietary nature and discuss any limitations that may result.

Designated Response Area


[bookmark: _Toc117608274]4.3	 	Conformance to Standards
The Board requires conformance to NENA-STA-010.2 and the standards normatively referenced by it.  The Board understands that NENA-STA0-010.3 was recently issued, and vendors have not had sufficient time to upgrade their systems to meet this version. The State takes conformance to this standard as paramount importance of this RFS and expressly requires all of it to be implemented by the end of the 2nd year of any contract resulting from this RFS process.

Respondents must complete and submit Attachment F1 – NENA i3.V3 Compliance Matrix as part of their response. 





[bookmark: _Toc117608275]5	Existing IN911 Configuration
[bookmark: _Toc117608276]5.1	Current Environment
The IN911 system has origins going back to 2004 when the Indiana Wireless 911 Board at the time sought to minimize carrier cost recovery for multiple duplicate legacy connections needed to route wireless 911 calls in the state of Indiana. 

At the onset, IN911 consolidated wireless 911 call traffic from 17 different selective routing sources and multiple telephone companies. This effort was concurrent with early NG911 standards development and IN911 has allowed Indiana to maintain a national leadership role in the operation of statewide NG911 systems, managed by state programs in concert with industry.

In 2015 the Indiana Statewide 911 Board initiated a procurement to build out a NG911 network that would provide an equal level of service to all PSAPs to meet or exceed the level of service offered by the IN911 network at the time. The Board awarded bids to both INdigital and AT&T for separate NG911 ESInet, NGCS, Service and Support services with a the third contract awarded to ECaTs for the statewide data analytics and reporting system.

Indiana is a leader in the deployment and adoption of Text to 911 and especially in Text FROM 911 statewide. by June 2016, all 92 Indiana Counties could process inbound and outbound text messages. This system known as Texty has proven to be a valuable tool for telecommunicators across the state. In March 2022, INdigital upgraded the text platform to provide translation services for 108 languages. The Board, vis a vis the IN911 system, also provides voice translation services to 121 PSAPs through the Language Line system.

AT&T completed cutovers of the 42 PSAPs served by ATT to the ATT National ESInet System in August 2021. Full Location Based Routing (LBR) via a Network to Network Interface (NNI) is being deployed between the systems. This system design allows each system to serve as a backup to the other in times of service disruption.

IN911 service interconnects with and extends into the surrounding states of Ohio, Michigan, Illinois and Kentucky.

[bookmark: _Toc117608277]5.1.1	Current PSAP Environment
IN911 connects many end points together operationally. Currently there are 99 Primary PSAPs, 17 Secondary PSAPs, 15 backup PSAPs, 6 Indiana State Police post PSAPs and 4 EMS transfer point connections served by IN911. 141 ESInet connections in all. The PSAPs of Indiana are directly served by a NG911 system operated under contract with either ATT or INdigital as follows.
[image: ]

[bookmark: _Toc117608278]5.1.2	IN911 Dual ESInets
IN911 is operated as two distinct ESInets.
· A NGCS system provided by INdigital to 60 primary and 13 secondary PSAPs, plus the 6 ISP posts, 4 EMS transfer points and 9 backup centers
· A NGCS system provided by ATT to 39 primary PSAPs, 4 secondary PSAPs, and 6 Backup PSAPs. 

There is a Network to Network Interface (NNI) that operates between the two systems to facilitate primary wireless 911 call routing and call transfers between PSAPs in the state.

[bookmark: _Toc117608279]5.1.3	Dual NG911 Call Delivery Services
Next Generation Core Services are delivered to all PSAPs via IN911 with primary service provided to specific PSAPs as indicated above. Full NENA STA.010.03 compliant cores have been implemented and deployed. Full PSAP implementation of location based routing is possible but dependent on local PSAP data priorities. 

[bookmark: _Toc117608280]5.1.4	Systemwide Call Records Management System
ECaTS is the current statewide call records management system accessible to all PSAPs and Board staff. The following information related to IN911 call volumes is provided here for estimating and sizing purposes.

2021 Call Counts
The following Call Count numbers were taken from the Statewide 911 Board’s analytics; ECaTS (Emergency Call Tracking System) for calls, and INdigital Toolkit for text sessions. 

In 2021, 3,847,934 911 calls were tracked. 

· 3,378,796- Wireless
· Includes 247,776-NSI (Non-Service Initialized)
· 242,168-Wireline
· 226,970-VOIP  911 CALL TYPES


In 2021, 222,108 911 text sessions were tracked.

· Text sessions to 911: 15,255 
· Text sessions from 911: 206,853




[bookmark: _Toc117608281]6	IN911 Network Technical Requirements
[bookmark: _Toc117608282]6.1		ESInet Requirements
The Board requires respondents to supply an ESInet meeting in all respects, the requirements in NENA-STA-010.3, and conforming to the recommendations in NENA-ESIND. The ESInet shall interconnect all elements of the NG911 system to be supplied by the respondent and all PSAPs and all origination service providers (OSPs) who desire to connect to IN911’s NG911 system. The ESInet design shall support the ability to automatically reroute traffic to alternate routes or systems in order to bypass network outages and system failures.

Preference is for the proposed solutions to not roll back to legacy connections for any reason including transition from the current solution.

All proposals must include a detailed description of all single points of failure or specific locations that lack diversity and redundancy present within their proposed ESInet solution. This includes locations within the proposed ESInet where redundant components, network resources and physical connections do not exist.

The requirement for ESInet architecture includes development, implementation operation, monitoring, and maintenance of the proposed ESInet:

· Design, installation, testing, interconnection, and operation of ESInet components required to operate or support the operation of a Statewide ESInet.
· Maintenance and repair of those elements of the ESInet and interconnections owned, operated, installed, or controlled by respondents as part of their solution.
· Completion of as built drawings, sketches and/or schematic materials related to the ESInet.
· A data collection and reporting system for all ESInet elements that monitor, report, and analyze the operational metrics of the ESInet.

Respondents must describe their proposed ESInet interconnection points with the OSPs and the PSAPs from ingress and egress.  Network designs that consist solely of two connections to a PSAP, one from each data center, is not acceptable. The network should look like a graph, not a series of stars.

Respondents must discuss their ESInet core capabilities that offer the ability to transmit all traffic via IP while providing the functionality for NG911.

Designated Response Area


[bookmark: _Toc117608283]6.2		ESInet Diagrams
The proposal will contain relevant network diagrams to support the network design requirements that accurately display how their proposed ESInet will be configured and deployed. A narrative that includes how traffic flow is handled from ingress to egress utilizing the ESInet is requested.

The network diagrams must display information about the core ESInet design, the configuration, the interconnections, and the access network links. The ESInet diagram is an important component for evaluation and understanding and should be treated as a guide for the remainder of the proposal.

ESInet diagrams submitted shall depict, where appropriate, the following aspects of the proposed ESInet solution:
· Network map(s)/Diagram(s)
· Logical topologies
· Physical topologies
· Physical and logical path diversity
· One-time network elements
· Transitional network elements
· Network ingress and egress points
· Connections
· Transport type (i.e., MPLS, Ethernet)
· Port speed (1Mbps, 10Mbps etc.)
· Capacities/estimated bandwidth at Ingress, Core and Egress
· Interconnection locations:
· Node locations
· Data centers
· Aggregation points
· Additional technologies and interfaces as necessary

Responders shall provide a guide with the diagram in narrative fashion that will demonstrate how traffic flows through their proposed system. This narrative shall provide the basis for the evaluation team as the functional and technical requirements are proposed throughout the rest of the RFS. 

Designated Response Area


[bookmark: _Toc117608284]6.3		ESInet Interconnection
The proposed ESInet must allow interconnection to any neighboring ESInet at the time of deployment.  The present ESInet utilizes a Network to Network Interface (NNI) to operate as a gateway between the two ESInets.  If an NNI is not proposed, respondents shall describe their ability to configure the proposed ESInet to operate in a manner similar to an NNI and discuss the advantages of their alternative.

Any new ESInet deployed by a cooperating neighbor state shall be interconnected to the Indiana ESInet within 90 days of the new ESInet deployment. If a neighbor state does not wish to interconnect, the contractor is not required to do so. Interconnection should be accomplished at a minimum of two mutually agreeable points. Sufficient bandwidth to maintain at least 200% of the expected call volume should be provisioned. As much as practical, interconnect locations and methods should balance costs equally between the partners.

If the neighbor ESInet does not conform to the IN911’s DSCPs, the IN911’s routers shall remap DSCPs as appropriate. A BCF between the IN911 ESInet and the neighboring ESInet is desirable.

Respondents must describe how their proposed system will enable interconnection and what steps may be necessary. If any documentation, specific parameters, or requirements that are used by the Responder to certify an interconnection must be described. For instance, if a site survey or interconnect agreement is required it shall be explained and the expected timeline for completing the authorization should be discussed.

Designated Response Area


[bookmark: _Toc117608285]6.4		ESInet Diversity
The proposed solution must implement an IP network that has geographic, technology (including software) and supplier diversity to the greatest extent practical. Recognizing that cost is a significant inhibitor to such diversity, the respondent shall indicate where such diversity may be limited or provide options to their ESInet architecture.

Recognizing that cost is a significant inhibitor to such diversity, the respondent shall indicate where such diversity may be limited or provide options to their proposed ESInet architecture.

The Board expects all network nodes within the ESInet to have at least two routers with different manufacturers and a minimum of 5-7 connections. Remote nodes may have fewer, and some central nodes may have more.

In no circumstances can any node or nodes in the network (Ingress, Core, Egress) be severed from the network by a single “backhoe incident.”

Additional requirements for the reliability design of the ESInet shall be guided by the FCC Report and Order FCC 13-158 – Improving 911 Reliability and Reliability and Continuity of Communications Networks, Including Broadband Technologies.

Designated Response Area


[bookmark: _Toc117608286]6.5		ESInet Maintenance Window
The proposed ESInet shall have no scheduled down time. If maintenance is required, which would temporarily cause the network to have lower than 99.999% availability while the maintenance activity is underway, the contractor must complete the maintenance under the terms of Section 11.12 below. No maintenance activity which, if improperly completed, could cause an outage of any part of the network, shall be permitted outside the terms of Section 11.12.

All maintenance activity shall be preceded by a Maintenance Operation Plan (MOP) required at least 14 days prior to the maintenance. The MOP shall include the provisional operating configuration to ensure that performance continually meets the 99.999% service level as the maintenance is being performed.

Responders shall describe:

1. How the requirement of no downtime is handled
2. How any ESInet maintenance activity will be planned and conducted in a manner that will not impact the 99.999% requirement
3. Discuss the MOP process and explain how the MOP will be used to guide the maintenance activity

Designated Response Area


[bookmark: _Toc117608287]6.6		ESInet Bandwidth 
Respondents must propose and implement a solution that can deliver adequate bandwidth to handle all 911 traffic from end-to-end. Bandwidth must be sized appropriately to each PSAP to accommodate any type or method used by a caller to 911 and include a sufficient surge factor. The solution must also include consideration for an annual growth factor of 10% per PSAP in bandwidth expansion.

The core of the ESInet must be capable of expanding as needed throughout the duration of the contract period. Respondents must describe how the proposed ESInet solution will facilitate bandwidth expansion on an as needed basis.

Bandwidth sharing with other networks and services is permitted and encouraged, especially as a secondary or tertiary path, provided that the ESInet operation cannot be degraded by such bandwidth sharing arrangements beyond the requirements in this RFS. Where bandwidth sharing is proposed, the respondent must detail how this requirement is achieved.

Responders shall describe:

1. The proposed bandwidth for the ESInet, and the bandwidth proposed at each PSAP.
2. How the bandwidth expansion is handled, how it is requested, how quickly it is updated, and any roles or responsibilities of The Board or PSAPs.
3. Discuss the ability of sharing bandwidth and how that may be documented, implemented, and monitored. 

Designated Response Area


[bookmark: _Toc117608288]6.7		OSP Connection
The proposed solution must identify Ingress demarcation points in the ESInet where originating service providers may connect to the ESInet via IP. The Respondent must identify where demarcation points would be physically located. Demarcation points for legacy connections are addressed in Section 7.7 (LNG).

The Board desires the ESInet to use BGP as the sole Exterior Gateway Protocol.

Responders must ensure ALL connections between the ESInet and outside entities to connect via BGP such that, if the state’s ESInet experiences a large-scale DDoS or TDoS attack, all traffic directed to the ESInet can be routed to a mitigation service which can effectively mitigate terabit scale attacks. NIST SP 800-54 must be followed (specifically rPKI and ROV) and full BGPsec is desirable. BGP convergence time shall be under 3 minutes.

The ESInet must be connected to the global Internet and emergency calls must be accepted over the public Internet (via the BCF) although access can be suspended if the network is under attack, mitigation is unable to maintain access for legitimate emergency calls and no other reasonable alternatives are available.

The Board desires Internet connectivity to be provided by two suppliers which are, or have as their upstream provider, different Tier 1 ISPs.

The proposed services and providers of services shall be responsible for all connectivity required to establish the capability for traffic (regardless of type e.g., voice, video, text, other media) to flow from the OSP into the ESInet and to the PSAP. 
The design should optimize OSPs delivering calls to the ESInet using i3 interfaces and particularly, mobile networks using evolving ATIS standards.  The ESInet shall offer OSPs multiple “meet me” points within the state to connect to the ESInet with SIP call signaling.  OSPs are required to connect to the ESInet in at least two of these interconnect points.  
The ESInet must, at system acceptance, have sufficient bandwidth to accommodate the traffic from the OSP’s regardless of method of ingress connection. The OSP connection must be implemented to support:
a. Traffic aggregation and delivery to the ESInet core
b. Redundancy and diversity in the event of a loss of traffic, or disruptions from an OSP
c. Methods of connecting to an LNG, LSRG or directly to the BCF depending upon OSP capabilities
Respondents must describe how their system will continually monitor the bandwidth at the aggregation points to determine if the ingress points are being overwhelmed; and increase the bandwidth when appropriate. 
Responders shall describe:
1. The methodology for handling all traffic from an OSP to a PSAP and discuss any limitations that may not be available at the present time (e.g., video). 
2. How aggregation is handled at a point of interconnection, aggregation point, or data center within their proposed system.
3. Redundancy of their OSP interconnection and ingress system and any demarcation points that limit full redundancy.
4. The utilization and location of the LNG, LSRG and BCF depending on the capabilities of the OSP.
5. Monitoring, Logging, notification, and alerting of any bandwidth of other issues that arise between the ESInet and an OSP.

Designated Response Area


The Board desires that the ESInet have multiple IP connections at mutually agreeable demarcation points for OSPs. The Board further desires that connections be established to PSAPs directly connected to that infrastructure. 
OSP connections must be capable of being redirected to a DDoS/TDoS mitigation center provided that the OSP is capable of achieving that. This implies that the addresses on BCFs (Border Control Function) receiving traffic be globally routable IP addresses. The proposal shall describe the demarcation points and the physical connection requirements for other operators to connect to the designated demarcation point of the proposed ESInet.

Proposals shall include a high-level description of the requirements the contractor would place on OSPs (including legacy OSPs) in order to maintain the stated 99.999% availability requirement above as well as a 99.99% and 99.9% availability with respect to that OSP.

These requirements must be reasonable and will be included in the eventual contract. The contractor will not be responsible for failures in the OSP’s network, but if the OSP meets the stated requirements, and delivers a call to a demarcation point, the availability of the network provided by the contractors shall meet the level of requirement conformance achieved by the OSP. The proposed system must account for how the following items will be handled with the OSP:

1. Service Order Address Validation
2. Service Order Error checking
3. Service Order history available/viewable for every telephone number.
4. Coordination with Telcos
a. TSPs will be able to manage/make updates to their records directly in the database without having to submit SOI.
b. TSPs will be able to run performance/statistical reports on their NRF/Discrepancy and SOI processing.
c. TSPs will be able to view discrepancies and NRFs directly from the web interface in real time.
5. Data import / export
6. Data integrity and availability
7. ALI updates
a. TSP’s have the ability to manually update their own records.
b. TSP’s have the ability to lock and unlock their own records.
c. All manual updates be tracked in history.
8. Customer access to data
9. Telco access to data
10. Bulk modifications
11. PSALI functionality
12. Database reports
13. No Record Found (NRF) process
14. ALI discrepancies
a. Tracking, reporting and timestamp for discrepancies and NRFs.

The contractor must support the following interfaces for OSPs
1. Legacy interfaces via the LSRG and LNG
2. SIP interface with legacy location (VPC query)
3. SIP interface with contractor provided LIS location
4. Full i3 SIP interface

Designated Response Area


[bookmark: _Toc117608289]6.8		PSAP connection
The ESInet must, at acceptance, have sufficient bandwidth to accommodate 2M per PSAP + 2M per position under normal conditions, and 1M per PSAP and 1M per position under each of the following conditions:
a. When the largest bandwidth link to each PSAP fails simultaneously
b. When any single ISP/service provider's entire network fails
c. When a software fault in a single vendor causes all the routers/switches from that vendor to fail

Respondents must describe their method for continually monitoring the bandwidth for the duration of the contract and dynamically increasing the bandwidth when appropriate. The solution must include consideration for an annual growth factor of 10% per PSAP in bandwidth expansion plus the concomitant increase in NGCS and core network bandwidth.

The proposed solution must be designed to allow for interconnection to PSAP systems (CAD, logging recorders, etc.), criminal justice networks, other 911 networks or other secure public safety technologies as may be designated by the PSAP and Board. The proposed solution must ensure Open Standards and describe provisions to collaborate with potential interconnected solutions.

The ESInet shall be configured in a manner that allows IN911 approved edge site Local Area Networks (LANs), such as computer aided dispatch (CAD) systems and/or other Public Safety systems to be connected. In addition, the ESInet must utilize the connectivity created while not impacting the SIP call flow paths established for 911 call delivery of the system.

Responders shall describe:
1. How the proposed services meet the bandwidth requirements as stated, and if not what the justification is for assessing a different measure.
2. How aggregation is handled at a point of interconnection, aggregation point, or data center within their proposed system.
3. Redundancy of their OSP interconnection and ingress system and any demarcation points that limit full redundancy.
4. The utilization and location of the LNG, LSRG and BCF depend on the capabilities of the OSP.
5. Monitoring, logging, notification, and alerting of any bandwidth of other issues that arise between the ESInet and an OSP.

Designated Response Area


Getting reliable connections to PSAPs, especially remote PSAPs, is challenging and the Board understands that. Nevertheless, the Board requires all PSAPs to have as many geographically, technology and vendor diverse links as possible within reasonable cost constraints. 
Where fiber is available, a link must be provisioned on each fiber available (dual entrance). Different providers for at least one of the fiber connections must be provisioned when more than one is possible. Where copper connections are still available, both bonded T1 and DSL shall be provided. If more than one copper connection that is geographically diverse is available, all diverse paths shall be used. Where a cable modem connection is feasible, business class cable service shall be provided and where possible, cable access should be on separate poles than other data links. Data connections to all wireless networks in range of the PSAP shall be provided. When dual fiber is not available, and where feasible, microwave, radio or laser connections to nearby structures that have fiber connections that would be geospatially and/or vendor diverse to the connections in the PSAP should be considered. VPN (Virtual Private Network) connections on non-dedicated circuits are acceptable. 
One link from one of the NGCS data centers to a PSAP is required. A connection to another core router in the ESInet is required. At least one, and ideally two connections to other PSAPs and/or other core routers is required. 
Proposals shall include a high-level description of the requirements the contractor would place on a PSAP (including legacy PSAP) in order to maintain the stated 99.999% availability requirement above as well as a 99.99% and 99.9% availability with respect to that PSAP. These requirements must be reasonable and will be included in the eventual contract. The network design shall maximize the ability of each PSAP in the State to achieve the highest feasible availability and the network is required to meet the availability the PSAP conforms to.
The proposal shall describe any provided or required termination devices that PSAPs must have on premises. It must also describe the requirements for any routers that are not provided under the contract that PSAPs may require.
Responders shall describe:
1. How the current PSAP connectivity will be integrated into the proposed solution as much as possible. This includes power upgrades that have been performed by the State of Indiana with the current solution.
2. Discuss how redundancy is implemented from the ESInet out to the PSAPs including the type of communications deployed to ensure that multiple paths exist.
3. Identify how the NGCS connectivity between the Data Center and the ESInet maintains redundancy from end to end.
4. Discuss how 99.999% is maintained and provide details where and what segments are not 99.999%.
5. Any requirements or responsibilities that would be placed upon the PSAP before the contractor will approve the PSAP for service.  

Designated Response Area


[bookmark: _Toc117608290]6.9		IP Routing
The proposed IP network must comply with appropriate ESInet, NENA, National and Open Standards described in this proposal or as may be current at the time of deployment.

The Board does not require any specific “sub-IP” technology underlying the ESInet, but if one is proposed the respondent must describe the usage and function. MPLS is desirable as one link to each router but may not be available for some remote routers. It is desirable that no link shall be provisioned with more than 50% of the physical limit of that link to allow for expansion without physical changes to the link, router, or switch to which it connects. The Board generally values more links with somewhat less reliability per link over fewer links with somewhat more reliability per link.

The network must have at least two brands of core routers and routers must be selected and configured such that a software fault in one brand would still maintain all the Service Level Agreements for the entire system.

The entire network, and every element proposed must support both IPv4 and IPv6 (dual stack). The Board does not consider NAT and private address space to provide any form of security and it desires that all elements in the network have globally routable IP IPv4 and IPv6 addresses.

The Board does not require any specific Interior Gateway Protocol (IGP) within the network, but they do desire the network to use one IGP throughout and prefer that no routers use RIP.

The Board desires that there be no static routes. Where the design mandates static routes, the proposal must indicate where all static routes are needed and supply a sufficiently detailed technical explanation of why no alternatives are feasible. An inventory of static routes must be maintained, current, and available to Board staff online.

The overall network address plan must be documented, updated as changes in the network are completed, and accessible online by Board staff.

DiffServ must be implemented throughout the ESInet. Packet marking shall be implemented as specified in NENA STA-010.3. Initial Per Hop Behaviors (PHBs) must be specified in the proposal and any deviation from the recommended starting PHBs in NENA STA-010.3 must be explained.

Responders shall describe:
1. Provide documentation on any sub-IP technology utilized in the proposed solution.
2. Discuss how multiple links are used within the proposed solution and define how those links are monitored and managed.
3. Identify the brand and functions of the routers used to connect the PSAP.
4. Document any limitations that may require additional PSAP support for interconnection (e.g., Power, space, wiring, backup etc.).
5. Provide a narrative that identifies where static routes are and how the inventory is maintained within a configuration management database.
6. Network address plan for the IP communications from end-to-end and documentation of how the PHBs are implemented.
7. Describe how DiffServ is implemented to remain consistent with NENA STA-010.3.

Designated Response Area


[bookmark: _Toc117608291]6.10		Port Mapping
Port block/mapping/forwarding restrictions must be documented, updated as changes in the network are completed, and accessible online by the Board and PSAP staff. The Board and PSAPs shall have the ability to request traffic on a specific port be allowed from outside the ESInet to specific points in the network. See Section 7.3 (BCF) on further requirements for restrictions and permission for external access.

Responders shall describe:
1. How the port maps are maintained, documented, and changed if necessary, during the operation of the system.
2. Discuss any authorization required by the Board to obtain information about the port maps.

Designated Response Area


[bookmark: _Toc117608292]6.11		QoS
The entire network must achieve a packet loss of no more than .5%, jitter of less than 15 ms, and (one way) latency of less than 25 ms, worst case, when not under active attack, between any ingress and egress points.

The ESInet must allow the measurement of these characteristics on at least a standby basis. The Board shall have the ability to request that measurements be enabled for any particular node or set of nodes in the ESInet.

The Board shall have the ability to receive reports of the results of these measurements over a 72 hour period, with the report showing average, worst case second, and worst case call over the measurement period. The ESInet must be designed to meet the QoS parameters described in Section 7.1 below.

Responders shall describe:
1. Discuss the adherence to the defined QoS measurements and describe the methodology for notification to the Board if a deviation to the threshold has occurred.
2. Describe the reporting process of the QoS measurements within the parameters defined above.

Designated Response Area


[bookmark: _Toc117608293]6.12		Traffic Flow Requirements
Respondents must describe how traffic will flow from end-to-end across the network in a fashion that is compliant with applicable standards. ESInet and NG Core Services functions should be described to allow the evaluator to clearly identify where specific operations on the traffic occur. If necessary, diagrams may be used to assist the visualization of traffic flow through the proposed solution.

The ESInet and NGCS must operate in concert with one another to establish the flow of traffic from the caller to the PSAP. This flow of traffic utilizes physical and logical connections to the resources required for call delivery. Traffic flow shall include a description of traffic flow under NORMAL operating conditions and traffic flow under ABNORMAL operating conditions.

In addition, the traffic flow should be explained in the context of how the system handles different traffic sources and destinations and performs functions that meet (at a minimum) the following use cases:

Traffic use cases scenarios
· Traffic from a legacy OSP to an NG PSAP
· Traffic from an NG OSP to an NG PSAP
· Traffic from the Internet to an NG PSAP
· Text traffic flow
· ALI (Automatic Location Identification) traffic flow
· GIS traffic flow
· Traffic flow to virtual PSAPs
· BCF to ECRF traffic flow
· ECRF to SI traffic flow
· ECRF to ESRP traffic flow
· ESRP to PSAP traffic flow
· ESRP to LPG traffic flow
· LSRG to OSP traffic flow
· OSP to LNG traffic flow
· Logging and recording traffic flow
· Monitoring and management traffic flow

If there are additional use cases, or modifications to these use cases that are specific to the proposed solution, Respondents are encouraged to expand on those to allow adequate evaluation of the system.

Designated Response Area


[bookmark: _Toc117608294]6.13		Traffic Shaping
The Board understands that traffic shaping may be advisable in some circumstances within the proposed solution. The respondent must provide details of any traffic shaping to be enabled in the ESInet. The Respondent must describe where and what traffic shaping is happening once inside the ESInet. A traffic-shaping policy document must be created as part of the ESInet design, updated regularly and made available to Board staff as updates are made.

Responders shall describe:
1. Identify where traffic shaping is implemented and provide details of how the shaping is used within the ESInet.
2. Discuss the traffic shaping policy and how the Board will have the ability to review updates and changes regularly.

Designated Response Area


[bookmark: _Toc117608295]6.14		ESInet Monitoring and Management
The ESInet must be continually monitored by a 24/7/365 NOC. All ESInet links must be monitored for congestion and sustained congestion must be promptly mitigated by the contractor. A failure of ANY link or network element in the network shall be detected and reported within one minute of failure to the Board and the PSAP as defined in the Service Level Agreement (SLA).

The proposal must state the thresholds that would trigger mitigation and when triggered, the contractor shall notify the Board and affected PSAP(s), propose a mitigation plan, with times and dates. The contractor must report progress on mitigation efforts to the Board and PSAP on a regular basis until the system is fully recovered.

Responders shall describe:
1. The capability of the NOC to monitor the ESInet facilities and functional components that serve as the backbone for the NGCS operation.
2. Discuss the tools and techniques used within a help desk or trouble ticketing system specifically with respect to the ESInet operation.
3. Identify how failures are recognized by the monitoring system and the detection triggers a notification from the NOC to the affected entities.
4. Provide thresholds that would alert the NOC that an ESInet issue has occurred, what information would be provided and how quickly that notification would be delivered to the affected entity.

Designated Response Area


[bookmark: _Toc117608296]6.15		ESInet Network Time
[bookmark: _Toc109044663][bookmark: _Toc109295737]Network Time Protocol servers must be provided. The NTP servers must provide service to all elements in the ESInet including all PSAPs and other agencies on the ESInet. Time service must permit every system and every agency to maintain time within 1 ms of absolute time with 4 nines availability. A hardware clock may be provided, and IN911 prefers the network to have a hardware clock. However, in no circumstances, including failure of the hardware clock, shall time as maintained by the time server(s) vary by more than 20 ms from absolute time.

Responders shall describe:
1. How the NTP servers provide service to all elements in the ESInet including all PSAPs and other agencies on the ESInet.
2. Confirm that the Time service permits every system and every agency to maintain time within 1 ms of absolute time with 4 nines availability.
3. Discuss the ability to meet the 20ms variance threshold.

Designated Response Area


[bookmark: _Toc117608297]7	IN911 Next Generation Core Services Requirements
The proposal shall include a Next Generation Core Services (NGCS) implementation. The NGCS shall be deployed in multiple redundant data centers. The Board desires there to be at least 3 data centers, with at least one data center in-state and at least one data center geographically distant from Indiana, such that it would not be subject to the same severe weather event or potential localized incident that an in-state data center may experience.
The Board is willing to share a data center with other NGCS instances but prefers that it have a separate instance (different Virtual Machines) than other NGCS instances. Each component (physical and virtual) in the NGCS shall be redundantly deployed in each data center, with no single point of failure. Furthermore, the NGCS must be resistant to potential threats from external sources and from issues that may arise from elsewhere inside the ecosystem.
All NGCS elements which use policies must retrieve policies from a NENA STA-010.3 compliant policy server and must be provisional with the host name of the policy server it uses. See Section 7.11 for the NGCS Policy Server requirements.
1. The Board desires redundant functional elements, including all databases to be deployed active-active such that all redundant elements are actually serving traffic at all times.
2. The Responder shall state which functional elements and databases are not actually serving traffic at all times and for each such element the mechanism for failover that will reliably guarantee the 99.999% availability requirement of the entire system, shall be described.
1. For active-active elements, the Responder shall describe how the client determines an element has failed, and how it recovers (typically via retry), noting what the worst-case timing for the detection and retry is, and how the appropriate Service Level Objective within that Service Level Agreement is maintained.
2. For each database, and each call-state data object, the Responder shall describe how state is reliably maintained, and failover within the 99.999% availability is assured, including any retry operations required at the client.
3. For databases that are updated at call time, the Responder must describe the replication strategy, specify a maximum data sync time, and describe how it is achieved. Note that the Board requires the ability to update a service boundary polygon in the ECRF dynamically, and replication/data sync of that operation must be described in the proposal.

Designated Response Area


[bookmark: _Toc106810591][bookmark: _Toc106811199][bookmark: _Toc106811610][bookmark: _Toc117608298]7.1		Media QoS
The Board requires that a very high level of call quality be maintained throughout. The audio requirement is a MOS-equivalent POLQA (Perceptual Objective Listening Quality Analysis) score of 4 worst cases, and average of 4.5, measured from the edge of the ESInet facing an OSP to the edge of the ESInet facing the PSAP. 
The Board desires POLQA measurements to be made on a continuous sampling basis, with >1% of calls, randomly distributed throughout the ESInet. The Board requires that POLQA measurements between any two points in the ESInet be “enableable,” at the Board’s request to continuously monitor 100% of calls between those points for a period not less than 5 days.
The Responder shall describe:
1. Identify how the entire media path is always being measured from end to end.
2. How they will monitor and measure the MOS MOS-equivalent POLQA score outlined in the requirements above. 
3. Discuss how the measurements will be logged and reported.

Designated Response Area


[bookmark: _Toc106810592][bookmark: _Toc106811200][bookmark: _Toc106811611][bookmark: _Toc117608299]7.1.1	Video
The Board requires a MOS-equivalent PEVQ (Perceptual Evaluation of Video Quality) or PEVQ-like score of 4 worst case, 4.5 average measured from the edge of the ESInet facing an OSP to the edge of the ESInet facing the PSAP. 
The Board desires PEVQ measurements to be made on a continuous sampling basis, with >1% of calls, randomly distributed throughout the ESInet. 
The Board requires that PEVQ measurements between any two points in the ESInet be “enableable,” at the Board’s request to continuously monitor 100% of video calls between those points for a period not less than 5 days.
The Responder shall describe:
1. Identify how the entire video path is always being measured from end to end.
2. How they will monitor and measure the MOS MOS-equivalent PEVQ score outlined in the requirements above. 
3. Discuss how the measurements will be logged and reported.

Designated Response Area


[bookmark: _Toc117608300]7.1.2	Text 
The Board requires that 100% of text be correctly delivered end-to-end 99.99% of the time. The respondent shall describe how it will monitor this requirement.
The Board also requires foreign language translation on all texts. The respondent shall describe how it will monitor this requirement.
The proposal must describe the monitoring mechanisms to be employed, the reporting mechanisms available and what processes will be put in place to address Media QoS failures should they occur.
The Responder shall describe:
1. Identify how the entire text path is always being measured from end to end.
2. Provide details on how foreign language translation is delivered and displayed.
3. How they will monitor and measure the text path to 99.99% availability outlined in the requirements above. 
4. Discuss how the measurements will be logged and reported.

Designated Response Area


[bookmark: _Toc106810593][bookmark: _Toc106811201][bookmark: _Toc106811612][bookmark: _Toc117608301]7.2		Security Mechanisms
The Board requires that the entire NGCS conform to all security mechanisms specified in NENA-STA-010.3.
Every entity on the ESInet must have a credential traceable to the trusted root. The Board requires that the PSAP Certificate Authority (PCA) be the trusted root. The contractor must obtain certs traceable to the PCA for every element, every service, and every PSAP. The proposal must state how private keys will be managed for these entities to assure appropriate security. Every TCP transaction on the ESInet must use TLS with mutual authentication and the identity corresponding to the credential traceable to the trusted root. The minimum accepted cipher suite for all transactions shall be that specified in NENA-STA-010.3 at acceptance and shall be upgraded as needed as industry practice evolves. Support for TLS 1.3 is required for all systems and must be used when any system communicates with any other system provider by the contractor. Server Name Indication support is required in all systems.
[bookmark: _Int_PE481tZu]Every SIP “hop” within the ESInet shall use TLS with mutual authentication and the identity corresponding to the credential traceable to the trusted root. The minimum accepted cipher suite for all sip transactions within the ESInet shall be that specified for TCP in NENA-STA-010.3 at acceptance and shall be upgraded as needed as industry practice evolves. SIP transactions from OSPs at the BCF shall have an appropriately strong minimum cipher suite. The contractor shall notify the Board if an OSP cannot support a cipher suite minimally acceptable to the contractor.
Every access to data within the NGCS shall conform to the Data Rights Management policy of the data owner, as specified in NENA-STA-010.3. The policies must be fetched from a provisioned policy store conforming to NENA-STA-010.3
Authentication of users throughout the NGCS shall use a contractor provided Single Sign On (SSO) mechanism and the SSO shall support Security Assertion Markup Language (SAML) authorization as specified in NENA-STA-010.3. 
No sharing of credentials shall be permitted anywhere in the system. Specifically, technicians and system administrators shall have individual credentials and those credentials shall be used to authorize their activities.
[bookmark: _Int_iRE6B0DJ]All publicly accessible connections to the system require additional protection against security attacks from internal and external sources. All network interfaces to the system that utilize a public Internet connection must be documented and provided to the Board. The IP address, protocol operation and system function must be included in the documentation to allow for administration and operational control if threats are detected. 
· If any firewalls are implemented in conjunction with the system, the configuration of the firewall and routing tables must be provided to the Board 
· Additional methods for threat detection will require review by the Board 
· Deliver real-time logs of activity to the Board 
Respondents shall describe the ability to detect threats to the System system and the method for preventing threats from occurring.  
JWS (JSON Web Signature) signatures for policies and log events shall be supported as described in NENA-STA-010.3
The Responder shall describe:
1. Identify how the PSAP Certificate Authority (PCA) is implemented as the trusted root within their proposed system.
2. How the PCA is traceable for every element and event. 
3. Discuss how every TCP transaction on the ESInet uses TLS with mutual authentication and the identity corresponding to the credential traceable to the trusted root. 
4. Identify how they meet the minimum accepted cipher suite for all transactions specified in NENA-STA-010.3 at acceptance and shall be upgraded as needed. 
5. Confirm support for TLS 1.3 for all systems.
6. Describe Server Name Indication support for all systems.
7. Discuss how every SIP “hop” within the ESInet uses TLS with mutual authentication and the identity corresponding to the credential traceable to the trusted root. 

Designated Response Area


[bookmark: _Toc106810594][bookmark: _Toc106811202][bookmark: _Toc106811613][bookmark: _Toc117608302]7.3		Border Control Function (BCF)
The Board requires a Border Control Function conforming to NENA-STA-010.3. The Board desires, as NENA-STA-010.3 describes, the BCF be constructed from a commercial Session Border Controller (SBC), a Firewall, and some NG911 specific capability.
The BCF shall process all calls from all OSPs on the ingress side. The Board desires a BCF between the ESInet and any interconnected ESInets for external interconnection. A BCF to control egress communications may be proposed between the ESInet and a PSAP but is not specifically required.
The BCF must support the Bad Actor and Call Suspicion mechanisms as defined in NENA-STA-010.3.
The Board is very concerned about Distributed Denial of Service (DDoS) and Telephony Denial of Service (TDoS) attacks on its ESInet. The NGCS must be able to mitigate attacks up to the size observed on the public Internet, regardless of target. As of this date, that means terabits of mitigation capacity, which is well in excess of the physical limits of typical Firewalls and Session Border controllers, and the access network for the ESInet. While any practical solution can be proposed, the Board assumes that a commercially available DDoS/TDoS mitigation service will be needed. 
The proposal must state the mitigation capacity of the proposed DDoS/TDoS mitigation solution as of the date of the proposal and describe how mitigation capacity will be increased during the period of the contract to maintain the ability to mitigate the largest practical attacks.
The BCF must be configured so that, unless under active attack, calls directed to the ESInet be accepted, regardless of source, unless that source has been marked as a Bad Actor and delivered to the appropriate PSAP.
The BCF shall implement a Back-to-Back User Agent (B2BUA (Back-to-Back User Agent) (Back-to-Back User Agent)) if the call does not indicate the ability to support REFER. Implementing a B2BUA in other circumstances is optional. 
[bookmark: _Int_rpQbsLYC]The Board desires that the BCF not anchor media. The BCF may anchor media, but if a call is transferred to another ESInet, “tromboning” of media must be avoided. If the BCF anchors media, it must implement ICE, STUN and TURN and use those mechanisms to traverse Network Address Translation (NAT) if the caller supports them. The BCF must be able to record media using the NENA-STA-010.3 mechanisms and the NGCS Logging Service. Logging of media can be normally disabled, as long as, it can be enabled easily to diagnose QoS and other media issues.
The BCF must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Responder shall describe the BCF and functions:
1. Identify the location of the BCF on the ingress side, and any BCF’s located at egress points.
2. Describe the BCF Bad Actor and Call suspicion mechanisms and how they are utilized to provide secure traffic flow. 
3. Discuss the proposed DDoS / TDoS mitigation capacity, features, and performance. 
4. Describe the B2BUA implementation.
5. Discuss how tromboning is avoided.
6. Identify how ICE, STUN and TURN are implemented.
7. Discuss BCF recording of media.
8. Identify the support for ElementState and ServiceState. 

Designated Response Area


[bookmark: _Toc106810595][bookmark: _Toc106811203][bookmark: _Toc106811614][bookmark: _Toc117608303]7.4		Emergency Services Routing Proxy (ESRP)
The Board requires an ESRP conforming to NENA-STA-010.3. There shall be one ESRP service which is both an originating and, by default, is a terminating ESRP. 100% of calls accepted into the ESInet must be location routed. The Board requires that ALI/MSAG based routing NOT be used, and that calls from legacy networks be converted to i3 signaling and location transport so that all calls are location routed by the ESRP and ECRF.
The ESRP must have a Policy Routing Rule function (PRF) conforming to NENA-STA-010.3 in all material respects, including the syntax and semantics specified therein. All conditions and actions defined in NENA-STA-010.3 shall be supported. The ESRP shall retrieve rule sets from a Policy Store using the NENA-STA-010.3 proscribed web service. The ESRP must be capable of being provisioned to use any Policy Store conforming to NENA-STA-010.3. Policies must be able to be changed dynamically with routing changes occurring within 10 seconds of the modified policy being updated in the Policy Store. The ESRP shall implement the test call condition modifications described in NENA-STA-010.3 to enable automated testing of policy routing rules.
1. The ESRP shall be capable of handling at least 100 calls per second.
2. The ESRP shall be capable of handling admin calls per NENA-STA-010.3.
3. The ESRP shall be able to query any ECRF meeting the NENA-STA-010.3 requirements. The ESRP shall be able to query any Location Information Servers using either HELD or SIP Presence. 
4. The ESRP shall support routing of calls and EIDOs (Emergency Incident Data Object) for any responder agency (including PSAPs) as specified in STA-010.3
5. The ESRP shall support the outbound proxy functions described in STA-010.3
6. The ESRP shall support the QueueState and DequeueRegistration mechanisms for all queues it operates. It must support QueueState clients for queues for all PSAPs in the State.
7. NENA-STA-010.3 describes mechanisms for handling overload and diversion when queues become full. The ESRP must implement those mechanisms and be able to divert calls to any available PSAP who registers to handle such calls. The ESRP must support diversion from interconnected ESInets to PSAPs in Indiana.
8. The ESRP must support the Additional Data mechanisms for allowing calls to be routed based on the content of Additional Data that comes with the call or a location. The ESRP must be able to connect to all ADRs (Additional Data Repository) in the Registry and any additional ADRs as directed by the Board (to a maximum of 5 beyond those in the Registry).
9. The ESRP must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Board requires that all calls traversing the ESInet be routed by location using the ECRF, including calls from legacy OSPs. The Board desires that the ESRP have no legacy functions, and no awareness of ALI, MSAG or ESNs (Emergency Service Numbers). Where the proposal includes some legacy functions in the ESRP, they must not be involved with a call from an i3 Origination to an i3 PSAP.
The proposal shall describe the ESRP in detail.

Designated Response Area


[bookmark: _Toc106810596][bookmark: _Toc106811204][bookmark: _Toc106811615][bookmark: _Toc117608304]7.5		Emergency Call Routing Function / Location Validation Function (ECRF/LVF)
[bookmark: _Int_1IkmWX1d]The Board requires an ECRF and an LVF. There shall be two independent, redundantly implemented ECRFs (Emergency Call Routing Function) and two LVFs (Location Validation Function) (Location Validation Function), one outside the ESInet and one inside. Both ECRFs and both LVFs shall have identical data and provide identical outputs for a given input with the exception that the external ECRF/LVF need only have entries for URNs beginning with urn:service:sos. 
1. The external ECRF/LVF shall be capable of being queried from the public Internet and by any i3 OSP.
2. The ECRF/LVF must support both iterative and recursive queries. If the query is outside the area served by the ECRF/LVF, the ECRF/LVF shall recursively query the National Forest Guide or one of up to 5 ECRFs/LVFs from interconnected ESInets.
3. The ECRF and LVF shall support 20 responder types and all the service urns in the urn:service:sos and urn:nena:service urns (except for the limitation of 20 responder types regardless of how many types are defined in the registries).
4. The ECRF/LVF shall support a LoST sync interface to the National Forest Guide, and to and from any interconnected ESInets.
5. The ECRF/LVF must support the extensions to LoST defined in NENA-STA-010.3, and the similar-location and planned-changes extensions defined in draft-ietf-ecrit-similar-location and draft-ietf-ecrit-lost-planned-changes (or RFCs issued based on those drafts).
6. The internal ECRF and LVF are covered by the system’s 99.999% availability standard. The external ECRF must have a 99.999% availability. The external LVF must have a 99.9% availability. 
7. The internal ECRF and the internal LVF may be combined. The external ECRF and the external LVF may be combined. If the external ECRF and the external LVF are combined, the combination must meet a 99.999% availability standard. The Board desires that ECRFs and LVFs be combined.
8. The ECRFs and LVFs must support a Spatial Interface (SI) as described in NENA-STA-010.3. Other provisioning mechanisms are permitted in addition to the standardized SI. The ECRFs and LVFs must be capable of being provisioned from an SI conforming to NENA-STA-010.3; although, it is expected that the contractor’s SI would normally be used. Routing/validation must change within a few seconds of an update via the SI. The Board requires that if another provisioning mechanism in addition to the SI is provided, that the additional provisioning mechanism must support a change in routing/validation within one minute of receipt of new GIS data from a GIS operator.
9. The internal ECRF/LVF shall be capable of handling 500 queries per second with any mix of civic or geo points. The internal ECRF/LVF shall be capable of handling 100 queries per second for any valid Location Information shape as specified in OGC 06-142r1. 
10. The external ECRF/LVF shall be capable of handling an aggregate of 5000 queries per second with any mix of civic or geo points. The external ECRF/LVF shall be capable of handling an aggregate 500 queries per second. The external ECRF/LVF shall limit transactions from the same querier to at most 10 per second and fewer if it is under a sustained excessive load. If the ECRF and LVFs are combined, the combination must meet the 5000/500 rate (not twice the rate of a single service).
The contractor shall support the ability of an OSP to maintain a local ECRF and/or LVF by providing it a Spatial Interface (SI) feed identical to that used to provision the external ECRF/LVFs. The Board desires that the contractor offer to provide an ECRF/LVF replica to any OSP that wants one in the OSP’s network. 
The ECRF/LVF must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Board desires that the ECRF/LVF have no legacy functions, and no awareness of ALI, MSAG or ESNs. Where the proposal includes some legacy functions in the ECRF/LVF, they must not be involved with a call from an i3 Origination to an i3 PSAP.
The proposal shall describe the ECRF/LVF in detail.

Designated Response Area


[bookmark: _Toc106810597][bookmark: _Toc106811205][bookmark: _Toc106811616][bookmark: _Toc117608305]7.6		Forest Guide Issues
The NGCS shall correctly handle calls transferred between and among interconnected ESInets. The contractor shall cause an entry to be put in the Forest Guide reflecting the Board ECRF and LVF. Any normal queries to any of the Board ECRF or LVF services that have a location not in the service area of the State, shall be recursively queried to the Forest Guide and resolved as described in RFC5222 and RFC5582. The ECRF and LVF must accept queries recurred from other ESInets whose entries are in the Forest Guide. 
Frequent queries from the same entity that create large volumes of Forest Guide referrals are not considered normal and the contractor is not obligated to complete such queries in the absence of a reasonable commercial relationship with the querying party. The Board must approve such arrangements, but they are encouraged.

Designated Response Area


[bookmark: _Toc106810598][bookmark: _Toc106811206][bookmark: _Toc106811617][bookmark: _Toc117608306]7.7		Legacy Network Gateway for OSP Connections
The Board requires LNGs (Legacy Network Gateway) and/or LSRGs (Legacy Selective Router Gateway) (Legacy Selective Router Gateway) to conform to NENA-STA-010.3. The LNGs must provide termination for all existing legacy OSPs until they migrate to i3 origination.
The current solution in the State of Indiana utilizes a LSRG that combines the functions of the LNG and LSRG. Respondents shall consider how this current solution will be deployed in a similar manner for their proposed services.
If separate LNGs are proposed:
The LNGs must maintain interfaces identical to, or very similar to, those provided by the current incumbent system service provider. Some variation in Service Order Activation (SOA) provisioning is acceptable provided that OSP systems do not need code updates in their Operating System Software (OSS) and customer provisioning systems to handle such differences. 
The proposal shall include a description of where LNGs will be located, and where OSPs will be able to connect to the LNG (aggregation points). OSPs should not incur costs significantly different than their existing costs to connect to existing Selective Routers, provided that the incumbent SSP will see costs comparable to other wireline OSPs rather than internal costs it saw before cut-over.
1. The LNG must support TTY to RTT conversion per NENA-STA-010.3. 
2. The LNG must provide E2 connections to all MLCs (Mobile Location Centers), GMLCs (Gateway Mobile Location Centers) and VPCs (VoIP Positioning Centers) serving the State. Each MLC (Mobile Location Centers), GMLC (Gateway Mobile Location Centers) and VPC (VoIP Positioning Centers) shall be able to have its own E2 connection using any of the existing communications options. 
3. The LNG must be positioned outside the ESInet, before the BCF, so that all calls from the LNG pass through the BCF.
4. The LNG must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010. The Board must be able to subscribe to ServiceState and receive the standard state changes.
5. The Board desires that the LNG, LPG and MCS be the only element that supports legacy functions. This means that the LNG supports the SOA interface towards the legacy OSP, stores data in the Location Database in LVF-valid form and converts to and from the legacy data formats using the MCS. 
The proposal shall describe the LNG in detail.

Designated Response Area


[bookmark: _Toc106810599][bookmark: _Toc106811207][bookmark: _Toc106811618][bookmark: _Toc117608307]7.8		Legacy Selective Router Gateway (LSRG)
The primary function of an LSRG is to allow traffic from legacy Selective Router based networks to ESInets.
A Legacy Selective Router Gateway (LSRG) shall serve as the interface for legacy selective routers to terminate ISUP SS7 trunks utilizing an inter-tandem trunk group method of termination. 
The LSRG shall convert the call signaling to SIP/RTP, query the existing ALI data management system to retrieve location information for the call and then route the call to the next nominal HOP based on a LoST query to an ECRF.
Additionally, the LSRG shall be able to facilitate bi-directional communications with the legacy selective routers for both voice and data (star codes) transactions. 
If Respondents utilize an LSRG for their proposed solution, they must include a timeline and plan for removing the LSRG during the contract period. The LSRG is to be only a temporary solution that can be used to gateway OSP traffic initially.

Designated Response Area


[bookmark: _Toc106810600][bookmark: _Toc106811208][bookmark: _Toc106811619][bookmark: _Toc117608308]7.9		Bridge
The Board requires a multimedia bridge conforming to NENA-STA-010.3. The Board expressly requires the bridge to handle audio, video, MSRP and RTT.
1. The Board has no preference on which model (ad hoc or answer all calls at a conference aware UA), but the bridge must be able to transfer calls to and from ESInets using either model as specified in NENA-STA-010.3.
2. The bridge must have capacity to maintain 20 simultaneous 3-way video calls or 100 simultaneous 3-way audio calls or a mix thereof. 
3. The bridge must be capable of supporting up to 6 parties (caller, call taker and up to four other parties) in any conference, with any mix of media
4. The bridge must have a mechanism to support RTT mixing when the end points do not support multiple RTT streams conforming to RFC9071, as specified in NENA-STA-010.3 
5. The bridge must support logging of media using the NENA-STA-010.3 specified mechanisms.
6. The bridge must support the RFC4575 Conference Event Package.
7. The bridge must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes. The proposal shall describe the bridge in detail.

Designated Response Area


[bookmark: _Toc106810601][bookmark: _Toc106811209][bookmark: _Toc106811620][bookmark: _Toc117608309]7.10		Service/Agency Locator
The Board requires a Service/Agency Locator function as described in NENA-STA-010.3. 
1. The S/AL must support at least 1000 entries.
2. The S/AL must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The State must be able to subscribe to ServiceState and receive the standard state changes.
3. The proposal shall describe how agency entries are provisioned in the S/AL.
The proposal shall describe the S/AL in detail.

Designated Response Area


[bookmark: _Toc106810602][bookmark: _Toc106811210][bookmark: _Toc106811621][bookmark: _Toc117608310]7.11		Policy Store
The Board requires a Policy Store conforming to NENA-STA-010.3. The Policy Store must be capable of being the sole source of policies for the NGCS. 
1. The Board desires a flexible policy editor that can create and modify policies conforming to NENA-STA-010.3 with an easy-to-use Graphical User Interface. 
2. The Policy Store must have the capacity to support policies for all PSAPs and all elements in the NGCS at the peak call rates specified in this RFS.
3. Storage and retrieval of policies must be limited by the NENA-STA-010.3 Data Rights Management mechanism.
4. The Policy Store must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The proposal shall describe the Policy Store in detail.

Designated Response Area


[bookmark: _Toc106810603][bookmark: _Toc106811211][bookmark: _Toc106811622][bookmark: _Toc117608311]7.12		Interactive Multimedia Response Service
The Board desires an IMR conforming to NENA-STA-010.2. 

Designated Response Area


[bookmark: _Toc106810604][bookmark: _Toc106811212][bookmark: _Toc106811623][bookmark: _Toc117608312]7.13		Location Information Server
The Board utilizes a Location Information Server (LIS) provided by the existing service provider. Respondents must provide a description of their LIS solution in conformance with NENA STA-010.3. 
1. The LIS must supply location in the form of a PIDF-LO (location by value) or a location URI (location by reference). 
2. The LIS must also provide a dereference service for a location URI it supplies given the URI, the LIS provides the location value as a PIDF-LO. 
3. A LIS MAY be a database, or MAY be a protocol interworking function to an access network-specific protocol. 
4. If the LIS supply's location by reference, it MUST also provide dereferencing service for that location URI. 
5. Elements in the ESInet, including the ESRP, and the PSAP may dereference a location URI as part of processing a call. 
6. The LIS must support HELD), HELD Dereferencing and/or SIP Presence Event Package. 
7. The SIP Presence SUBSCRIBE/NOTIFY mechanism can control repeated dereferencing, especially when tracking of the caller is needed. However, HELD is acceptable on any location URI. 
8. The LIS must support location filters and event rate control. 
The LIS MAY support SIP Presence to provide location-by-reference as defined by. Using SIP Presence, the entity desiring location subscribes to the SIP Presence Event Package at the location URI provided containing a PIDF (Presence Information Data Format) document that will include the location in the Location Object (LO) part, forming the PIDF-LO. 
1. The LIS MUST validate locations prior to entering them into the LIS using the LVF. 
2. The LIS MAY support the validation of location around planned changes as defined by draft- ecrit-lost-planned-changes. 
3. [bookmark: _Int_NtxkNSRH]The LIS MUST accept credentials traceable to the PCA for authenticating queries for a location dereference. Since calls may be diverted to any available PSAP, the LIS cannot rely on any other credential source to authorize location dereferencing. 
4. Storage and Retrieval of location data must be controlled by the NENA-STA-010.3 Data Rights Management mechanism
[bookmark: _Int_TFUjyo86]When location is provided by reference there is a need for the reference to be valid, at least for the length of the call. Since the call may be transferred to a transfer-to PSAP for handling, the transfer-to PSAP must have the ability to dereference the location reference provided with the call. It is therefore critical that the location URI does not expire before the transfer-to PSAP has the opportunity to dereference it. 
Any LIS that provides a dereferencing service for a location MUST provide an expiration time associated with that URI set at a minimum of 30 minutes, with a maximum of 24 hours. 

Designated Response Area


[bookmark: _Toc106810605][bookmark: _Toc106811213][bookmark: _Toc106811624][bookmark: _Toc117608313]7.14		Outgoing Call Interface Function (OCIF)
The Board requires an OCIF conforming to NENA-STA-010.3. The OCIF shall be capable of directing a call- back of an emergency call to the OSP that originated the emergency call, offering at least the same media streams negotiated in the emergency call. The contractor must obtain appropriate identities (for example, telephone numbers) for calls sent to other service providers. Use of those identities must be controlled by the Data Rights Management system specified in NENA-STA-010.3.
The Responder must describe how their proposed solution can utilize OCIF to direct call backs across the system when necessary. 

Designated Response Area


[bookmark: _Toc106810606][bookmark: _Toc106811214][bookmark: _Toc106811625][bookmark: _Toc117608314]7.15		STIR/SHAKEN Support
The Board requires that incoming calls be validated, and the attestation results be supplied to PSAPs as specified in NENA-STA-010.3. Additionally, calls placed through the OCIF must be signed and receive A-level attestation when validated by the terminating service provider.
The Responder shall explain how their proposed services implement and utilize STIR/SHAKEN support and describe their compliance of STIR/SHAKEN as required by NENA STA-010.3. 

Designated Response Area


[bookmark: _Toc106810607][bookmark: _Toc106811215][bookmark: _Toc106811626][bookmark: _Toc117608315]7.16		Additional Data Repository (ADR)
The Board requires an Additional Data Repository (ADR) database function. 
URIs pointing to the ADR may be passed in a call, in an EIDO, or by other mechanisms. The ADR shall return an XML data structure in response to an HTTPS GET of the URI. 
The ADR provided by the contractor must:
1. Supply ProviderInfo and ServiceInfo for all calls handled by the LNG, and any OSP that does not provide its own ADR or AdditionalData by value when it sends a call to the ESInet
2. Supply any of the valid AdditionalData blocks for any location, where the URI for the AdditionalData blocks would be returned from the ECRF when searched with an urn of urn:emergency:service: additionalData
The proposal must detail how ADR (Additional Data Repository) records are provisioned into the repository. Storage and retrieval of S/AL records must be controlled by the NENA-STA-010.3 Data Rights Management mechanism.
A call-stateful ADR may limit the length of time that it will serve data after the end of the associated emergency call. Such a time limit shall be at least five minutes. ADRs may not have the data themselves but may know where the data can be found. The response to a dereference request can be redirected to another ADR with an HTTPS 333 response (Iterative Refer).

Designated Response Area


[bookmark: _Toc108515687][bookmark: _Toc117608316]7.17		Spares
Respondents shall describe their spares program including stocking levels and locations and the time required for an on-site field technician to access a spare. The role of Board, if any, in spare stocking or access shall be explained.
A sufficient supply of spare parts shall be maintained at various locations to allow immediate restoration of operation of the system. This requirement is directly tied to the MTTR value of availability defined in Section 8.2.5.  Multiple connections require multiple spare units in multiple locations. 
Within the response the proposal must state how the sparing of the system maintains the MTBF and MTTR required to meet the 99.999% availability. 
· The Contractor shall maintain a level of spare inventory that is consistent with the needs of MTTR.
· Once a spare has been used, the replacement stock shall be refreshed within twenty-four (24) hours.
· Stocking of spare parts shall remain the sole responsibility of the Contractor
· The Contractor shall track and report monthly on equipment failures that require a replacement from spare inventory.  
· The Contractor shall adjust the inventory as needed.  Analysis shall be documented and provided to the Board upon request.  
· The Contractor shall identify where the spares are located and maintained. 
· The Contractor shall use the spare inventory to support the entire proposed system and shall be adjusted and add to the inventory on an as needed basis. 
The Contractor also shall use the inventory to replenish the remote parts depots when their stock becomes depleted due to repairs.  If there is a repeated malfunction or failure, the Board may require the Contractor to increase its spare parts inventory to ensure sufficient inventory is available to address this repeated malfunction.

Designated Response Area


[bookmark: _Toc108515688][bookmark: _Toc117608317]7.18		Spare Inventory at Data Centers
In addition to the spare inventory that will be maintained at the Contractor locations, the Contractor shall maintain critical spare inventory on-site at each data center location. The Contractor shall identify and provide documentation of critical spare inventory that is maintained on-site at each data center.  The Contractor shall add equipment to this list based on the frequency and type of repair so as to ensure that critical spare inventory is maintained on-site at the data centers at all times.  If there is a repeated malfunction or failure, the Board may require the Contractor to replenish spare parts inventory.

Designated Response Area


[bookmark: _Toc117608318]8	Security
[bookmark: _Toc106810625][bookmark: _Toc106811251][bookmark: _Toc106811662][bookmark: _Toc117608319]8.1		Information Assurance
Respondents must provide details of how the entire system is protected from a cybersecurity event. This includes physical and logical network facilities. All devices, resources, data, and databases that are utilized at any time in the network must be included in the information assurance and security planning. This includes services provided by another third party on or off the network. 
All administrative access accounts and guest accounts will be disabled unless specifically documented in writing by the Board and the contractor.

Designated Response Area


[bookmark: _Toc106810626][bookmark: _Toc106811252][bookmark: _Toc106811663][bookmark: _Toc117608320]8.1.1	Identity
Each agency and each agent in an agency shall be issued credentials that allow them to be identified to all services in the ESInet. Agency Identifiers must be used per the NENA-STA-010.3 standard to ensure a unique string with the identity for an agent “nancy@erie.psap.ny.us”.
The Responder shall describe how they will document and manage a Certificate Policy and Practice Statement. Other agencies such as police, fire, and EMS agencies may require similar Public Key Infrastructure (PKI), and it may include a county level agency that provides the Certificate Authority for all agents in the county.
Responders must describe how private keys are protected, and how keys are stored as defined in FIPS-140-2. All agency keys must be protected with at least LEVEL 2, and LEVEL 3 is highly recommended. Any CA (Certificate Authorities) keys for agency CAs (Certificate Authorities) MUST meet LEVEL 3 requirements. State and National CA keys MUST be stored in a LEVEL 4 device. 
The identities, and the credentials, MUST be presented to gain access to ALL services and data in the ESInet.
Responders shall describe:
1. The implementation of a PCA for the State of Indiana.
2. How the PCA certificate policies are managed.
3. How the PCA keys are protected.

Designated Response Area


[bookmark: _Toc106810627][bookmark: _Toc106811253][bookmark: _Toc106811664][bookmark: _Toc117608321]8.1.2	Passwords
A password/passphrase of 16 characters consisting of upper-case and lower-case letters is required for all login to the system. The password should be designed from the following:
· Users should have a unique passphrase for any other account they may have
· Passphrases must consist of 16 or more characters
· Passphrases must consist of a minimum of three different words or word segments. These should be words that do not typically go together
· A passphrase must consist, at a minimum, of upper-case and lower-case letters. Numbers and symbols may remain optional
· Passphrases must not consist of sequential characters or words that repeat three or more times  
· Passphrases must be changed if they are expected to have been compromised
· Multi-factor authentication is required to gain access to any password manager 
Responders must describe their password management capabilities.

Designated Response Area


[bookmark: _Toc106810628][bookmark: _Toc106811254][bookmark: _Toc106811665][bookmark: _Toc117608322]8.1.3	Password Manager
[bookmark: _Int_M16vjuib]Password managers help users maintain and manage multiple passwords. When using a password manager, users only have to remember the password to their password manager. The password for the password manager should be a unique passphrase of 20 or more characters. Password managers should be periodically backed up in accordance with a NG911 Entities backup plan. 
· Only password managers approved by the Security Manager shall be used.
· Multi-factor authentication shall be required to gain access to any password manager.
· A user’s password manager shall not be shared with another user.
· Users shall report the loss or suspected compromise of a password manager within one working day of discovery. 
· All passwords stored on a lost or potentially compromised password manager, or password manager’s database, shall be changed within one working day of discovery. 
Responders shall describe:
1. Their implementation of a password manager or similar tool that can manage the passwords for all system resources.
2. Discuss how the password manager is protected.
3. [bookmark: _Int_aIbX7fOP]Identify how the password manager is used to manage rights and privileges of users.

Designated Response Area


[bookmark: _Toc106810629][bookmark: _Toc106811255][bookmark: _Toc106811666][bookmark: _Toc117608323]8.1.4	Least Privilege
Responders must describe how least privilege is deployed. Access to the system must utilize the principle of least privilege with respect to access and administration of all features, functions, and the performance of the system. Contractors will certify that privileges are reviewed at least annually. Updates, changes, and deletions of privileges will happen immediately upon notification of the change to ensure that vulnerabilities are controlled. 

Designated Response Area


[bookmark: _Toc106810630][bookmark: _Toc106811256][bookmark: _Toc106811667][bookmark: _Toc117608324]8.1.5	Monitoring malicious activity 
The Board requires a zero-trust architecture that follows a trust no one and verify everything configuration. Nothing is trusted automatically and all transactions across the system must be monitored and logged. 
Utilizing this configuration, the contractor will ensure that malicious activity - assumed or real - will be closely monitored, logged, and reported as soon as it is discovered. Mitigation will begin immediately and serve to safeguard the entire system. Isolation techniques may be implemented as necessary but must be configured to allow call traffic to remain unaffected.
· All data sources and computing services are considered resources.
· There is no trusted network or part of a network that is trusted any more than the open Internet
· All communication is secured regardless of network location.
· Access to individual enterprise resources is granted on a per-session basis.
· Access to resources is determined by dynamic policy – including the observable state of client identity, application/service, and the requesting asset – and may include other behavioral and environmental attributes. 
· The enterprise monitors and measures the integrity and security posture of all owned and associated assets. 
· All resources authentication and authorization are dynamic and strictly enforced before access is allowed.
· The contractor must collect as much information as possible about the current state of assets, network infrastructure, and communications and use it to improve its security posture. 
Responders shall describe their ability to create a zero-trust architecture while performing monitoring and logging of any malicious activity. 

Designated Response Area


[bookmark: _Toc106810631][bookmark: _Toc106811257][bookmark: _Toc106811668][bookmark: _Toc117608325]8.1.6	Malware Protection
The Board requires that Malware protections are implemented in the system. Responders shall describe how the system is scanned for malware and any malware that is found is removed as quickly as possible.

Designated Response Area


[bookmark: _Toc106810632][bookmark: _Toc106811258][bookmark: _Toc106811669][bookmark: _Toc117608326]8.1.7	External Access
The BCF must be capable of mapping SIP signaling and associated media streams between the external and internal interfaces, including mapping between different IP address spaces, mapping between different SIP-URI / dial plan schemes, and dereferencing SIP location-by-reference URIs from the inside to the outside interface.
Responders shall describe:
1. The BCF operation and mapping of internal and external signaling.
2. Management of URIs that are referenced and dereferenced by the NGCS.

Designated Response Area


[bookmark: _Toc106810633][bookmark: _Toc106811259][bookmark: _Toc106811670][bookmark: _Toc117608327]8.1.8	Data Protection
The contractor is responsible for the protection of all data transactions within the proposed system. This includes data that is stored and data in transit. Responders must describe how they will support data protection in the context of securing the system and ensuring that data cannot be accessed or corrupted by internal or external actors.

Designated Response Area


[bookmark: _Toc106810634][bookmark: _Toc106811260][bookmark: _Toc106811671][bookmark: _Toc117608328]8.2		PSAP Credentialing Agency
The NGCS must be integrated into the Public Key Infrastructure (PKI) rooted in the NENA PSAP Credentialing Agency. The Contractor shall provide an Indiana intermediate CA, whose cert is signed directly by the PCA. The contractor may operate this CA if it can demonstrate experience in operating similar CAs for other customers. Otherwise, the Contracts shall subcontract the operation of the ICA to a qualified entity such as the operator of the PCA). 
The NGCS must be integrated into the Public Key Infrastructure (PKI) rooted in the NENA PSAP Credentialing Agency. The Contractor shall provide an Indiana intermediate CA, whose cert is signed directly by the PCA. The contractor may operate this CA if it can demonstrate experience in operating similar CAs for other customers. Otherwise, the Contracts shall subcontract the operation of the ICA to a qualified entity such as the operator of the PCA). 
The Contractor shall provide and operate (either directly or subcontracted to a qualified entity with significant experience operating Certificate Authorities) one or more tertiary CAs whose certs are signed by the ICA that issue certs to elements, agencies and agents within the State. Agent certs shall be issued by a CA within Microsoft Active Directory.  Agency certs may be issued by the PCA, the ICA or a tertiary CA operated by the Contractor (or a qualified subcontractor) for that purpose. Element certs shall be signed by a tertiary CA operated by the contractor (or qualified subcontractor) which may be the same CA as that issuing agency certs. Each PSAP shall be issued agency cert which shall be used by the system for securing communications and signing objects as described in STA-010.3
All CAs provided under the Contract shall conform to the PCA Certificate Policy, and the Certificate Practice Statement shall be derived from the PCA's CPS and contain only those changes required to provide the services described in this section.

Designated Response Area


[bookmark: _Toc106810635][bookmark: _Toc106811261][bookmark: _Toc106811672][bookmark: _Toc117608329]8.2.1	Roles
Authentication by an agent or agency shall be based upon one or more roles. The roles which an agent or agency may assume must be limited by the policy of the immediate superior agency. The Role shall be contained in the X.509 certificate of the agency or agent. 
Responders shall describe:
1. The authentication strategy that complies with NENA STA-010.3 that will be implemented for the Board
2. How the Roles defined in NENE-STA-010.3 are established and used in their proposed system

Designated Response Area


[bookmark: _Toc106810636][bookmark: _Toc106811262][bookmark: _Toc106811673][bookmark: _Toc117608330]8.3		Authentication
Authentication of Agents accessing elements described in this document MUST be implemented with a universal Single Sign On (SSO). OASIS SAML (Security Assertion Markup Language) is required for establishing the SSO. SAML must be used by a Relying Party to ask if a user should be permitted to perform an operation. 
Agents in PSAPs and Responder Agencies, as well as other service agencies with agents are required to use the SSO for all operations requiring agent authorization.
For establishment of TLS sessions between agents and elements, the SSO mechanism is required to authenticate the agent, which is then used to unlock the private key for that agent, and the key is used (together with its accompanying X.509 certificate) to establish the TLS session.
For applications that depend upon interactions with Agents, several profiles of the Security Assertion Markup Language Version 2 (SAMLv2) shall be used. 
For HTTP-bound NG911 web applications, the following existing SAMLv2 profiles must be supported:
· Web Browser SSO Profile.
· Identity Provider Discovery Profile.
· Single Logout Profile.
In addition, the following profiles MAY be supported:
· Enhanced Client or Proxy (ECP) Profile.
· Artifact Resolution Profile.
All agents, agencies and elements must have credentials with certificates traceable to the PCA which can be used with mutual authentication methods. Mutual Authentication must be used for TLS and SIP session establishment using a certificate traceable to the PCA.
Responders shall describe:
1. Their implementation of SAML for establishing SSO functionality.
2. How the establishment of TLS sessions are tied to their SSO authentication methods.
3. Discuss the operation of the SSO in the proposed system.
4. The linkage of certificates that are traceable to the PCA.

Designated Response Area


[bookmark: _Toc106810637][bookmark: _Toc106811263][bookmark: _Toc106811674][bookmark: _Toc117608331]8.3.1	Trusting Asserting and Relying parties
Each entity shall be aggregated into a single XML instance using the <EntitiesDescriptor> container. This aggregated metadata document must be signed (via XML Signature) by an identified administrative body, using a well-known signing certificate. Thus, any entity (and the encryption and signing keys) contained within the <EntityDescriptor> element is identified as an authorized party to the infrastructure. 
Within this framework, each identity provider MUST insist on two-factor authentication of agents. The factors defined are:
· Passwords, which must conform to local password policy.
· Tokens (RSA SecurID).
· Smart Cards conforming to ISO/IEC-7816 (1-15).
· Biometrics, including fingerprints, palm prints, retina scans, facial recognition, and voice recognition.
It is required that all authentication services enroll agents with as many factors as practical and allow any specific authentication to use any two. 
[bookmark: _Int_9WpjSFtu]All elements in the ESInet must accept RSA-2048 with a certificate rooted in the PCA. They may accept alternate authentication cryptosystems as long as they are at least as strong as RSA-2048. RSA-2048 must be supported by all implementations. All protocol exchanges across the ESInet should be authenticated. 
Responders shall describe:
1. Their implementation of two-factor authentication using 1 RSA factor, and another as defined in NENA-STA-010.3.
2. How all elements in their proposed solution will utilize the same method of authentication.

Designated Response Area


[bookmark: _Toc106810638][bookmark: _Toc106811264][bookmark: _Toc106811675][bookmark: _Toc117608332]8.4		Authorization and Data Rights Management
Authorization and Data Rights Management in the proposed system is required to be based on XACML 2.0. Access is defined to mean some combination of:
· Read – the ability to retrieve a data object
· Update – the ability to modify an existing data object
· Create – the ability to create a new data object
· Delete – the ability to remove an existing data object
· Execute – the ability to execute one or more functions from a service
XACML policies are stored in a Policy Store. Policies have names. The names come from a registry or from the ServiceNames Registry. Provisioning data is owned by the agency operating an element, or the agency contracting with the agency operating the element, and thus is subject to data rights management. 
A default rule must be included in every policy rule set. The XACML document is a JWS that must be signed by the owner of the Policy and must include the certificate and signing chain by value or by reference.
· Note: Occasionally data becomes orphaned and must come under new ownership to provide updates. A mechanism to re-home orphaned data will be provided in a future version of this document.
Responders shall describe:
1. The implementation of XACML for the Board.
2. Discuss how the XACML operates with the policy store.
3. Identify any limitations with their integration with the policy store.

Designated Response Area


[bookmark: _Toc106810639][bookmark: _Toc106811265][bookmark: _Toc106811676][bookmark: _Toc117608333]8.4.1	Integrity Protection
All protocol operations must be integrity-protected with TLS, using SHA-256 or stronger. SHA-256 must be supported by all implementations. 

Designated Response Area


[bookmark: _Toc106810640][bookmark: _Toc106811266][bookmark: _Toc106811677][bookmark: _Toc117608334]8.5		Privacy
All protocol operations must be privacy protected via TLS, preferably using Advanced Encryption Standard (AES) with a minimum key length of 256 bits (AES-256). Systems currently using Data Encryption Standard (DES), or triple-DES MUST be upgraded to at least AES-256. Alternate encryption algorithms are acceptable as long as they are at least as strong as AES.
Stored data which contains confidential information must be stored encrypted, using AES-256 or an equivalently strong algorithm. Access to encryption keys must be defined by a management policy that is strictly adhered to. Keys must not be stored in clear text.
Access to keys must be secured by at least a passphrase, and a two-factor authentication system for key access is recommended. Alternate privacy protection algorithms are acceptable as long as they are at least as strong as AES as long as both sides can implement it. AES-256 MUST be supported by all implementations.

Designated Response Area


[bookmark: _Toc106810641][bookmark: _Toc106811267][bookmark: _Toc106811678][bookmark: _Toc117608335]8.5.1	Algorithm Upgrades
Responders must support the upgrade to algorithms that are required. The mandatory algorithms detailed in the requirements (RSA-1024, SHA-256, and AES-256) may need to be upgraded as new threats emerge. 

Designated Response Area


[bookmark: _Toc106810642][bookmark: _Toc106811268][bookmark: _Toc106811679][bookmark: _Toc117608336]8.6		JSON Web Signatures
As specified in NENA-STA-010.3 the JSON Web Signature (JWS) mechanism is used to provide this protection. A JWS must use the Flat JSON serialization format (not JWS Compact Serialization and not General JWS JSON Serialization Syntax), and only the Edwards-curve Digital Signature Algorithm (ECDSA) with Curve448 (algorithm “Edda”) signature method is used.
Implementations that access JWSs must support certificates (and chains) both by reference and by value; implementations that generate JWSs may use either. 
· The JWS Protected Header MUST contain exactly one “alg” field. The “alg” field MUST have a value acceptable to the Web Service.
· An unsigned (unprotected) JWS is indicated by an “alg” field set to the value “none.”
· For signed LogEvents, and all other uses of JWS requiring signatures (e.g., policy documents), the JWS Protected Header must have its “alg” field set to a value acceptable to the Web Service that must not be “none” and must specify the signing entity’s X.509 certificate and all intermediate certificates up to one signed by the trusted root.
Responders shall describe:
1. Details of how they will implement the JWS mechanism.
2. Discuss how their proposed system will remain in compliance with NENA-STA-010.3

Designated Response Area


[bookmark: _Toc106810643][bookmark: _Toc106811269][bookmark: _Toc106811680][bookmark: _Toc117608337]8.7		Intrusion Detection/Prevention
Intrusion Detection and Prevention (IDS/IPS) shall be performed but the contractor. The IDS/IPS must be implemented to perform automated responses that can change, alter, or block connections. Intrusion Prevention technologies should be carefully deployed and implemented due to their automated response capability. 
· If a signature-based IDS/IPS is used the signatures shall be updated at least weekly. More frequent updates are recommended. 
· If an anomaly-based IDS/IPS is used the profiles shall be updated at least annually. More frequent updates are recommended as needed. 
· Alerts SHALL be reviewed at least weekly. 
· Configurations SHALL be reviewed at least annually. 
Responders shall describe:
1. Their proposed IDS/IPS solution 
2. How the IDS/IPS are managed.

Designated Response Area


[bookmark: _Toc106810644][bookmark: _Toc106811270][bookmark: _Toc106811681][bookmark: _Toc117608338]8.8	Domain Name Service (DNS)
The Board requires DNS services on the ESInet. All elements provided under the contract must have host names that are resolved by DNS. 
The Board is concerned about DDoS against authoritative name servers for hosts that are used to address elements in the ESInet from outside the ESInet. The authoritative name servers for these hosts must have DDoS mitigation capacity larger than the largest known DNS attacks on the Internet. The Board understands that this probably means the authoritative DNS name servers will be operated by a service with significant DDoS mitigation capacity. It is desirable that DNS resolution within the ESInet to entities within the ESInet not require access to a name server outside the ESInet if the outside authoritative nameservers are unreachable.
The Board does not consider address obscuring or hiding as an effective security measure and prefers that host names be simply and straightforwardly resolved.
The proposal shall describe the DNS service proposed in detail and how it meets these requirements.
Responders shall describe:
1. How DNS is implemented within their ESInet, including the handling of DNS based DDoS attacks that may arise outside the ESInet. 
2. Document how DNS resolution is handled.
3. Confirm that address obscuring is not implemented.

Designated Response Area


[bookmark: _Toc106810645][bookmark: _Toc106811271][bookmark: _Toc106811682][bookmark: _Toc117608339]8.9	Distributed Denial of Service / Telephony Denial of Service Mitigation
It is required that all respondents provide a description of their mitigation plan for Distributed Denial of Service (DDoS) and Telephony Denial of Service (TDoS). The description shall include the proposed methodology for proactively monitoring and for the recognition of suspicious DDoS / TDoS activity and to define a procedure for isolating or the blocking of the suspected port, protocol, or interface. 
The process must include the ability for any ingress or egress interface to create a DDoS / TDoS alert. For example, a PSAP notices activity that they fear is a DDoS / TDoS event. The PSAP shall be able to alert the respondent of the activity for further monitoring or implement isolation based on the severity of the event. This service should include any connected service partner, OSP, or interconnected system.
Respondents must describe the process for DDoS / TDoS mitigation and include the methodology for accepting trouble tickets from multiple partners and systems.

Designated Response Area


[bookmark: _Toc117608340]9	GEOGRAPHIC INFORMATION SYSTEMS (GIS) AND DATABASE SERVICES REQUIREMENTS
[bookmark: _Toc106810647][bookmark: _Toc106811273][bookmark: _Toc108515751]Responders must describe the GIS and database services that are included within their proposed solution to allow transition to the new NG911 core. These must include a method to acquire and utilize the GIS information that is available from the Board to establish a geographic database used for traffic routing to the correct PSAP. This requirement includes the fundamental GIS operations utilized as described in NENA-STA-010.3 and includes the Spatial Interface function to be implemented.
[bookmark: _Toc117608341]9.1	GIS and database management functionality
The contractor will utilize the data supplied as the primary source of geospatial routing from the caller to the PSAP. The Board will be responsible for providing all GIS data used in the location routing, validation, and mapping services. PSAPs will utilize the same GIS data set but they will not require individual update capability or SI connection. Management, coalescing and updating of the data will be the responsibility of the Board.
Responders must describe their process for secondary quality assurance (QA)of GIS data that has been initially checked by the Board. Within the description the responder shall identify any specific requirements or custom tools they may place on the Board to coordinate GIS management.
The Board requires a web interface and/or automated method to provision Board data and retrieve post-QA data for the use of maps and/or transformation of the maps into the computer-aided dispatch (CAD) system. The Board requires that an update to its GIS system will be reflected in a change in routes (where the change does affect routes) within 5 minutes of such a change, assuming no errors are detected (online, real time update capability).
All data associated with call routing and plotting will be provided in compliance with NENA Data Model standards (NENA STA-015.10-2018) standard format. The Board expects to be in compliance with the upcoming NENA STA-015.2-2022 standard within 9 months of the release of that standard.
Originating call network operators will be expected to verify civic address location information against the NG911 GIS data using the LVF provisioned as required by this RFS.
The Contractor will be required to work with the Board to ensure all GIS data elements required by both the Offeror and Board are provisioned in the system and to arrange appropriate automated procedures for exchanging GIS data, system performance data, and for resolving detected errors by either party.
The preferred data exchange shall be in Environmental System Research Institute’s (ESRI) Structured Query Language (SQL) Spatial Database Engine (SDE). The Board can provide Geodatabase formats but is concerned Geodatabase will not support an online, real time update capability.
The resulting GIS operation and map data shall replace the traditional MSAG database as the primary database for location-based call routing and location validation (ECRF/LVF) functions within the NG911 system. Neither the Board, nor the PSAPs will provide an MSAG, although an MSAG can be derived directly from the GIS data the Board maintains.
The maintenance of this GIS dataset will be completed by the Board staff. It is a requirement that the contractor provide for reporting discrepancies of the data to the Board for remediation.
The contractor will be utilizing all existing and available source data and the management and coordination necessary.
· The Board will be responsible for providing all GIS data used in the location routing, validation, mapping services, and maintenance of such data that are part of the Provider’s system.
· The GIS data used for call routing and call locations will be provided in a NENA STA-015.10-2018 standard format.
· The Provider shall be required to establish a working relationship with the Board and to work out mutually acceptable procedures for the maintenance of these databases.
GIS Data Provisioning
GIS data management for the Indiana NG911 system shall be controlled by the Board. This office is the authoritative source of GIS information to be utilized by the NG911 services.
· All data associated with call routing and plotting will be provided in a NENA NG standard format.
· Originating call network operators will be expected to verify civic address location information against the NG911 GIS data using the LVF provisioned as required by this RFP. Legacy originating network providers will be expected to use contractor interfaces that use the MCS and LNG LDB capabilities to simulate ALI provisioning processes.
· The Provider will be required to work with Board data to ensure all GIS data elements required by both the Provider and Indiana are provisioned in the system and to arrange appropriate automated procedures for exchanging GIS data, system performance data, and for resolving detected errors by either party.

Designated Response Area


[bookmark: _Toc106810648][bookmark: _Toc106811274][bookmark: _Toc108515752][bookmark: _Toc117608342]9.2	Spatial Interface (SI) functionality
Respondents must describe the Spatial Interface and discuss how the following capabilities are implemented:
1. GIS data provisioned by the spatial interface (SI) shall undergo data-quality and data-integrity checks to ensure that the data complies with all applicable requirements of NENA-STA-015.10-2018, NENA 02-014, and NENA-STA-010.3.2021 while maintaining the online, real time update capability.
2. The SI shall convert the GIS data meeting these requirements into the format (data structure and projection) used by the ECRF and LVF, in real-time or near real-time, using a Web feature service. 
3. The SI shall be able to provision and perform incremental updates, in near real-time, to the ECRF, LVF, the map viewer service, the PSAP map display and similar applications that consume GIS data.
4. Describe the validation of GIS data and data updates prior to their provisioning into the ECRF and LVF, along with the means of online real-time provisioning of updates to the GIS data provisioned to the ECRF and LVF.
5. Describe how it will be used by Board provided GIS data and align with the Board data maintenance processes with minimal impact to existing operations.
6. Define the processes and methods to receive and incorporate the SI datasets that have been prepared by the state as previously described.
7. Describe the proposed workflow for receiving GIS updates from the Board to allow for a smooth transition from the existing processes that have been implemented with the current service provider.
8. Describe all security and monitoring aspects, and any additional features supported by the proposed SI.
9. [bookmark: _Int_EBSzIdI7]Web interface tool for viewing and submitting incident and change tickets
10. Web interface tool for viewing policy-routing plans
The Contractor must be able to test, and then apply updates to the operating ECRF by a secure and reliable method that does not create operational problems. 
[bookmark: _Int_xcEfMu2u]The Contractor’s proposed GIS functions shall be able to perform database audits for common problems and errors, such as gaps, overlaps or number range conflicts, which if encountered, shall be referred back to the Board for resolution.
[bookmark: _Int_knheChxJ]Responders shall describe how they will ensure that all originating service provider provisioning functions remain operational during the transition to the new ESInet. Description of any additional solutions proposed are required.

Designated Response Area


[bookmark: _Toc106810649][bookmark: _Toc106811275][bookmark: _Toc108515753][bookmark: _Toc117608343]9.3		Mapping Data Service
The Board requires a Mapping Data Service conforming to NENA-STA-010.3. The MDS need not be delivered with the initial NGCS but must be available within 18 months of acceptance. The MDS shall be capable of providing maps for all calls for all entities inside the ESInet and for calls handled out of area in other ESInets.
1. The MDS must support both images and features as described in NENA-STA-010.3
2. The MDS must support all layers defined in NENA-STA-006.1 and must support all layers defined in NENA STA-006.2 within 12 months of the release of that version. Additional layers may be supported, and the proposal shall describe what additional layers the MDS will support
3. Retrieval of map data must be controlled by the NENA-STA-010.3 Data Rights Management mechanism
4. The MDS must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Responder shall provide a description of how their proposed services implement and operate the MDS per NENA STA-010.3. 

Designated Response Area


[bookmark: _Toc106810650][bookmark: _Toc106811276][bookmark: _Toc108515754][bookmark: _Toc117608344]9.4		MSAG Conversion Service
The Board requires an MSAG Conversion Service conforming to NENA-STA-010.3. 
1. The MCS must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3.
2. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Board desires that the LPG, LNG and MCS be the only element that supports legacy functions. This means that the LNG supports the SOA interface towards the legacy OSP, stores data in the Location Database in LVF-valid form and converts to and from the legacy data formats using the MCS and it means that the LPG supports the MF/ALI interface towards the legacy PSAP, retrieves location from a LIS in LVF-valid form and converts to and from the legacy data formats using the MCS. 
The Responder shall provide a description of how their proposed services implement and operate the MCS per NENA STA-010.3. 

Designated Response Area


[bookmark: _Toc117608345]9.5		Geocode Conversion Service
The Board requires a Geocode Conversion Service conforming to NENA-STA-010.3. While the GCS must support the standard SI interface for provisioning, the proposal may include additional options that would lessen the burden on PSAPs upgrading their GIS systems to NG standards.
1. [bookmark: _Int_cXJIRzgA]The GCS must return the same location that the ECRF uses for routing when given a civic address.
2. The GCS must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3.
3. The Board must be able to subscribe to ServiceState and receive the standard state changes.
The Responder shall provide a description of how their proposed services implement and operate the GCS per NENA STA-010.3. 

Designated Response Area


[bookmark: _Toc106810653][bookmark: _Toc106811279][bookmark: _Toc108515756][bookmark: _Toc117608346]9.6		PSAP Mapping service
The Board requires that all PSAP locations have access to the same geo-data and mapping tools that coincide with i3 requirements and the requirements of this RFP. Respondents shall describe their configuration and document how the PSAP mapping service operates.
The services required must enable the PSAP mapping system and ECRF/LVF system to support multiple methods for reporting location errors. They include: 
1. ECRF civic location geocoding errors are automatically captured by the data management application utilized by the Board.
2. LVF failures are automatically captured by the LVF and forwarded to the data management application utilized by the Board.
3. 911 call mapping failures (calls that could not be mapped automatically) are captured by the system and forwarded to the data management application utilized by the Board.
4. 911 call takers and dispatchers may manually generate a discrepancy report and the system can automatically forward the reports to the data management application utilized by the Board.
The proposed solution must be provisioned with NENA compliant CAD ports which transfer ANI/location information and the position number in a NENA-compliant format.

Designated Response Area


[bookmark: _Toc106810662][bookmark: _Toc106811288][bookmark: _Toc108515765][bookmark: _Toc117608347]9.6.1	Map Discrepancy Reporting
The Board requires that all discrepancies in Geospatial data be referred to the Board and to the PSAP for remediation. 

Designated Response Area


[bookmark: _Toc106810663][bookmark: _Toc106811289][bookmark: _Toc108515766][bookmark: _Toc117608348]9.6.2	Rapid SOS Integration
The State utilizes RapidSOS for additional location information for all PSAPs.  The proposed system must include the ability to integrate with RapidSOS and provide for functionality to all PSAPs in the same manner they are presently utilizing.

Designated Response Area


[bookmark: _Toc117608349]10	REPORTING SERVICES REQUIREMENTS
[bookmark: _Toc106810666][bookmark: _Toc106811292][bookmark: _Toc106811703][bookmark: _Toc117608350]10.1		Reporting and Data Collection Requirements
The Board requires enterprise-wide reporting and data collection capabilities on all aspects of the proposed NG911 system. 
This capability must be agnostic to provider, system or technology and must be able to collect reportable data on the operation, configuration, and maintenance of the NG911 system. This includes both the NG911 systemwide/statewide/enterprise wide and local/PSAP specific data collection, logging and reporting necessary for the processing and documentation of 911 calls in Indiana.

Designated Response Area


[bookmark: _Toc106810667][bookmark: _Toc106811293][bookmark: _Toc106811704][bookmark: _Toc117608351]10.2		Monitoring, Outages, Failover, Trouble Tickets and Escalation
[bookmark: _Int_XgFhYrIR]The Board requires that there be a Network Operation Center (NOC) that monitors the ESInet, the NGCS, the gateways, and all of the other elements provided under the Contract. Each element must be continuously monitored for correct operation and any faults must cause alerts to the NOC. 
[bookmark: _Int_HfqHwOHZ]Any element failure must be treated as an outage. Any service failure must be treated as a serious outage. The proposal shall include a description of outage classifications with escalation processes and notification processes. A system outage must have an escalation process that escalates to the highest non-executive level within the committed SLA. For example, a service outage on a service with a 5 nines SLA must escalate to the highest non-executive level within 5 minutes of the outage. In this context, non-executive means all of the contractor and appropriate subcontractor technical staff is committed at the highest level, but not necessarily senior executives who could monitor, but not actually contribute to problem resolution. A single person must be designated the owner of such an outage, and that owner shall be empowered to direct any available resources to assess, diagnose and repair the cause or effect of the outage. The owner of the outage must be reported to the Board promptly. 
Any outage visible to any PSAP must be reported to that PSAP and to the Board. The proposal must include the available notification methods and timing of reports of outage, progress, and restoration. 
Any outage which causes an SLA failure for the month in which the outage occurred must be investigated, the root cause(s) must be determined, and corrective actions must be undertaken. The Board and affected PSAPs must receive a report with the root causes, corrective actions and with committed dates. Follow-up reports noting progress against the committed dates must be provided quarterly. The Board expressly reserves the right to question the root cause determination and, if it determines that the proposed corrective action plan is deficient, the contractor and the Board will negotiate in good faith to amend the root cause and form a corrective action plan that is mutually agreeable.
The Board requires that the contractor provide a help desk, which may be the NOC or maybe a different group. The help desk must be staffed 24/7/365 by staff qualified to solve the most common issues encountered by PSAPs. The help desk must have a ticketing system that accepts tickets submitted by website or telephone call. The help desk must be the exclusive mechanism used to report problems by PSAPs or Board staff. Every problem report must generate a ticket. 
For problem reports received by telephone, the call must be answered by a qualified technician within 60 seconds 90% of the time. For website entered tickets, an initial automated email must be generated immediately, and a follow up email or telephone call must be sent within 5 minutes 99% of the time. The technician first encountering a new issue must be able to solve the problem by taking whatever actions are required to close the ticket themselves 50% of the time. 
The help desk must take ownership of all reported problems. Sustained effort must be maintained until the problem is solved and the ticket is cleared. 
The Board requires that the contractor integrate or “bond” the ticketing systems of each supplier or subcontractor which may be engaged by a ticket, so that the help desk is able to have full visibility and follow up as necessary with such suppliers and subcontractors. The help desk shall maintain ownership of issues even if suppliers or subcontractors ultimately must solve all or part of the reported problems. However, while the help desk must maintain ownership of the issue, the Board prefers that the reporting entity be able to converse with the people who can solve the problem, so if a contractor is solving the problem, the Board desires the help desk to keep abreast, but not be in the middle of solving the problem.
When sustained outages (more than 15 minutes) occur, the contractor must investigate and initiate workarounds to bring the system back to at least partial operational state. Even if the actual problem source has been found, and repairs underway, workarounds must be devised to ameliorate the problem if the work arounds can be completed faster than the actual problem repair.

Designated Response Area


[bookmark: _Toc106810668][bookmark: _Toc106811294][bookmark: _Toc106811705][bookmark: _Toc117608352]10.3		Logging Service
The Board requires that there be a Logging Service conforming to NENA-STA-010.3. The logging service must be capable of logging all LogEvents defined in NENA-STA-010.3, including media, and all Functional Elements provided under the contract must generate such LogEvents and send them to the logging service.
The Board desires the Logging Service to be capable of providing logging for any PSAPs which wish it to do so and have i3 logging service interfaces to use it.
The Logging Service must support the query, retrieval, and log event replicator mechanisms described in STA-010.3.
The Logging Service must support ElementState and ServiceState SUBSCRIBE/NOTIFY per NENA-STA-010.3 The Board must be able to subscribe to ServiceState and receive the standard state changes.
The proposal shall describe the Logging Service in detail.

Designated Response Area


[bookmark: _Toc106810669][bookmark: _Toc106811295][bookmark: _Toc106811706][bookmark: _Toc117608353]10.4		i3 Logging and Reporting Requirements
The NG911 system logging and reporting system shall conform with NENA STA-010.3 i3 logging which establishes functional element logging, data collection and reporting. Examples include:
[bookmark: _Toc106810670][bookmark: _Toc106811296][bookmark: _Toc106811707][bookmark: _Toc117608354]10.4.1	Functional Element Reporting
· ESInet to PSAP Call Delivery transactions
· SIP Conference metrics
· PSAP Routing Duration Report
· Concurrent Calls
[bookmark: _Toc106810671][bookmark: _Toc106811297][bookmark: _Toc106811708][bookmark: _Toc117608355]10.4.2	Functional Element Reporting
· BCF Session Reporting
· ESRP Session Reporting
· ESRP Queue State
[bookmark: _Toc106810672][bookmark: _Toc106811298][bookmark: _Toc106811709][bookmark: _Toc117608356]10.4.3	ECRF Reporting
· ECRF Session Reporting
· LVF Reporting
[bookmark: _Toc106810673][bookmark: _Toc106811299][bookmark: _Toc106811710][bookmark: _Toc117608357]10.4.4	LNG Reporting
· LNG Session Reporting
Respondents shall describe the proposed enterprise wide NG911 logging, data collection and reporting system and the elements provided above.

Designated Response Area


[bookmark: _Toc106810674][bookmark: _Toc106811300][bookmark: _Toc106811711][bookmark: _Toc117608358]10.5	System Specific Requirements 
The system must allow administrative access to the Board or designated staff to assess real-time activity. The proposed reporting and data collection system must allow for the scheduling of automatic report generation and custom report generation with delivery by email as attachments to one or more recipients in a format selected by the recipient.
The proposed reporting and data collection system must support:
· Allowing approved users to have access to reports for the entire State.
· Allowing approved users to have access to specific PSAP(s) report information only (I.e., DPS’s)
· Allowing other approved users and guests to have both PSAP administrator and supervisor level access to report information. 
· [bookmark: _Int_srgGnkBw]Allowing functionality/data to be available to only to certain approved users. 

Designated Response Area


[bookmark: _Toc106810675][bookmark: _Toc106811301][bookmark: _Toc106811712][bookmark: _Toc117608359]10.6	Data Capture Requirements
The proposed reporting and data collection system must provide the following:
· Ability to integrate with the CHE solution and electronically capture and buffer legacy Call Detail Records (CDR) for each individual PSAP.
· Ability to integrate with the CHE solution and securely capture call, text and operational data using a reliable capture method.
· Ability to integrate with the CHE solution and a buffering device to batch CDR payload, time stamp it, encrypt it, and deliver the CDR data using a secure and encrypted methodology.
· Ability to provide multi-level reporting including: PSAP or Statewide level. 
· Ability to seamlessly report PSAP, and State’s 911 call statistics from one web-based location regardless of the CHE installed at PSAPs or other hosted locations.
· Ability to export reports in PDF, HTML, CSV, TXT, and Excel formats.
· Ability to generate universal reports from anywhere with an Internet connection and accessible on any devices with an internet browser, i.e., iPad, iPhones, iOS, Android or Windows based systems, laptops, and desktops.
· Ability to analyze the overall NG911 system/service performance. 
· Ability to provide a color-coded map view of the State’s System Health for all PSAPs in the State to be able to display or view. 

Designated Response Area


[bookmark: _Toc106810676][bookmark: _Toc106811302][bookmark: _Toc106811713][bookmark: _Toc117608360]10.7	Ad-Hoc Reporting System
The reporting system must provide the ability for ad-hoc and customizable reporting functionality.
The interface must provide drop-down list boxes, check boxes, print preview, page selection and other easy to use interface options for the selection and generation of ad-hoc reports.
[bookmark: _Int_LZBK6x86]The interface must provide users with access to all major fields in the system with help functions that clearly explain the value stored in each field.  The system must include the ability for IN911 to manage reports of all PSAPs through the use of a filter or query statement.
The user must have the ability to save and share ad-hoc reports with other users in the system.

Designated Response Area


[bookmark: _Toc106810677][bookmark: _Toc106811303][bookmark: _Toc106811714][bookmark: _Toc117608361]10.8	System Dashboard
The reporting system shall provide or support by interface a web based “Dashboard” that is based on User Role. Summary data on the Dashboard will provide “drill down” capabilities.

Designated Response Area


[bookmark: _Toc106810678][bookmark: _Toc106811304][bookmark: _Toc106811715][bookmark: _Toc117608362]10.9	Operational Reporting
At a minimum, the following data elements shall be readily available for reporting purposes at the system level and at the Board/PSAP level:
· Payload Processing Times
· Answer Time
· Disconnect Time 
· Incoming IP Address 
· Pre-Defined Reports – restricted to PSAP(s) based on user role
· Total Count of Payloads by Type
· Average Event Waiting Report
· Average Event Duration 
· Total Abandoned Events 
· Events by Incoming IP Address
· Events by Hour of Day 
· Events Answered by User ID
· Events by Day of the Week
· Events Transferred
· Event Transferred to PSAP
· Position Answered 
· Events Answered by Position
· Events Answered by All Positions 
· Agent Availability Report
· Call Volumes
· Individual Call Detail Information
· Collection of Calls
· Summary of Call Loads
· Caller Ring time
· Events by Month
· All legs of call
· Overflows
· Transfer origin
· Transfer destination
· County field 
· Rapid SOS populated fields (Lat/Lon)
Respondents shall provide examples of operational reports and describe the ability of the system to capture, store and report on these data elements. Respondents shall also include a manual that describes all fields and examples of the data for each type of report that may be accessed.  A sample report must be provided.

Designated Response Area


[bookmark: _Toc106810679][bookmark: _Toc106811305][bookmark: _Toc106811716][bookmark: _Toc117608363]10.10	Maintenance and Configuration Reports
Respondents shall provide maintenance and configuration reports once a maintenance issue has been completed or an issue requiring maintenance is resolved. This report shall include a description of the event and the corrective or preventative action taken.
·  Lists events by date/time range
· Provides drill down to specific events

Designated Response Area


[bookmark: _Toc117608364]11	Service and Support Requirements
[bookmark: _Toc106810681][bookmark: _Toc106811307][bookmark: _Toc106811718][bookmark: _Toc117608365]11.1		Availability
Availability is a crucial feature of the system. It is defined as the ability of the services provided to maintain emergency calls / traffic and processing of emergency calls / traffic at the peak rates specified in this document at any point across all components providing traffic flow from a caller to the PSAP. Availability is measured on the delivery of IP traffic from entry to destination. For all services provided the system must be designed to maintain all calls and processes 99.999% of the time. 
The entire IP path, and call-related services, data transactions, and associated services shall be available 99.999% of the time, end to end, with the appropriate caveat for PSAPs that do not have the necessary redundancy to maintain 99.999%. Provisioning services not related to call time, such as provisioning the location database in the LNG by legacy OSPs, shall be available 99.9% of the time. 
 Availability is defined as:
MTBF / (MTBF+MTTR)
Proposals shall detail:
1.  How physical device uptime is calculated (predicted) or measured (actual) with statistically valid assumptions.  Detail what physical equipment must be available to maintain the services, what the MTBF for each of them is, and the calculations for serial and parallel MTBF.  A statement of “designed to meet” is unacceptable; a calculation or actual in-field experience must be provided.  While the effect of software bugs on availability is very significant, for this specific calculation, that effect can be ignored.  The overall availability SLA will include software defects.
2. The sparing plan for all spares and all sites.  
3. Technician response time for all sites.  If technician does not arrive with all spares other than those stored on-site, then worst case spare retrieval time must be added to this and detailed in the proposal.  Worst case time assumes all, but one redundant subsystem has failed (so if the system has four-way redundancy, assume 3 spares have been used, and the 4th spare worst case retrieval must be assumed.
4. Assumed worst, best and average case diagnose/repair time.  
5. The MTTR resulting from 2 - 4 above
6. The overall availability from the MTBF from 1, and the MTTR from 5 above

Designated Response Area


[bookmark: _Toc106810682][bookmark: _Toc106811308][bookmark: _Toc106811719][bookmark: _Toc117608366]11.2		Customer Support Services
The ongoing operation of the Board NG911 system will require that customer support services be provided as a component of any service contract. The preference is that all contractors will follow best practices such as ISO, ITIL and PMI among other industry-related performance-based standards.
Customer support services will be required at various levels including the Board, PSAPs, and other system service providers as may be necessary or as designated by the Board.
Anticipated customer support services would include:
· Service Level Agreement (SLA) management
· Performance measurement and monitoring
· Guaranteed delivery
· SLA reporting and review
· Event management
· Incident management
· Diagnostics and reporting
· Problem resolution/trouble handling
· Network fault monitoring 
· Request fulfillment
· Access management
· Remote diagnostics
· Environmental requirements
· Capacity management
· Change management
· Configuration management
· Transition management
· Training arrangements
· Commercial availability
Each of the items listed above are tied to Service Level Objectives (SLO) that the Board will use to structure the elements of the Service Level Agreement (SLA). 
Responders shall describe:
1. [bookmark: _Int_QbbWFNQt]Their proposed methodology for delivering customer service and support that fulfills the requirements listed.
2. Provide confirmation that SLAs will be negotiated, based upon the final contract negotiations.
3. Discuss the reporting frequency and documentation provided during regular review cycles.

Designated Response Area


[bookmark: _Toc106810683][bookmark: _Toc106811309][bookmark: _Toc106811720][bookmark: _Toc117608367]11.3		Software development process
The Board desires that the contractor and its subcontractors maintain modern software development processes that produce high quality code with a minimum of delay. The Board desires a continuous integration process with a highly automated and very extensive automated test process. 
The contractor and all subcontractors supplying software components directly in the call path must have a process to release and install critical security patches within 72 hours of availability of such patches. The process must be rehearsed, and the results shared with the State.
Where a trouble ticket or outage results in bug reports, discrepancy reports that are software related, or required system changes to avoid recurrence, the contractor must maintain a log of such bugs and changes, with the current estimated fix release dates and make that log available to the Board on-line. This log shall also include updates required to bring the current system into conformance with standards such as the NENA-STA-010.3 Discrepancy Reporting function.
The proposal must describe, in detail, the software development process for any entity providing software components directly in the emergency call path. This description must include the methods used to manage the backlog/bug reports, typical release process, the automated test coverage goals, and the mechanisms whereby Board systems would be updated.

Designated Response Area


[bookmark: _Toc106810684][bookmark: _Toc106811310][bookmark: _Toc106811721][bookmark: _Toc117608368]11.4		Disaster Recovery 
The goal of the Disaster Recovery plan is to create and document a playbook that includes procedures for a single source of management and a process for the mitigation and recovery from an event experienced by the Vendor or vendors supplying the NG911 system and services, or incident that causes a disruption of a PSAP from using the system or service. It shall document the process for rapid escalation, triage, problem management, and communications. 
The Disaster Recovery Plan must include the procedures for:
· Activation procedures of the Disaster Recovery plan and process
· Recovery team identification
· Roles and responsibilities    
· Recovery strategies and response
· Recovery management procedures
· Recovery cost procedures
· Recovery resources
· Recovery communications
· Stakeholder management
· Subcontractor, Supplier, Partner communication and coordination

A narrative of the disaster recovery plan shall focus on alert, notification, response, restoration activities and the management of any event identified as a disaster that may cause harm to the system. Responders shall describe:
1. Features of their NG911 system and service disaster recovery plan.
2. Identify how the proposed NG911-NGCS system tactically recovers from a disaster, outage, event, or situation that compromises the performance of the entire NG911 system and 911 services. 

Designated Response Area


[bookmark: _Toc106810685][bookmark: _Toc106811311][bookmark: _Toc106811722][bookmark: _Toc117608369]11.5		Continuity of Operations Plan
The Continuity of Operations plan must include measures to account for common cyber security threats and “sunny day” outage vulnerabilities that could affect the normal operation of the NG911 system and cause an outage. 
The Responders shall describe:
1. Their Continuity of Operations plan for the proposed NG911 system. 
2. Discuss how the proposed Continuity of Operations Plan is augmented or modified to support the Board and the individual PSAPs attached to the network.
3. Identify any limitations or boundaries of their Continuity of Operations plan.
4. Describe how all critical NG911 services and functions can provide similar functions using alternative means in the wake of a disruption and after a disruption has been recognized. 

Designated Response Area


[bookmark: _Toc106810686][bookmark: _Toc106811312][bookmark: _Toc106811723][bookmark: _Toc117608370]11.6		Malicious Activity Support and Mitigation 
Responders shall provide a description of their features and functions for avoiding, minimizing, and limiting malicious activity that may occur at any point within the proposed system. The description shall provide the methodology for protection of a 911 call from ingress to egress of the NG911 system and serve as an operational best practice for the NG911 system.
The methodology shall consider
· Alert and notification of activity noticed to the Board/designated staff and the affected PSAPs
· Options for isolation of activity to limit impacts and vulnerabilities 
· Any limitations that may result through executing the avoidance measures
Alerts and Notifications must include suspicious events such as:
· Malware activity
· Ransomware activity
· Port and protocol exploitation
The Responders shall include their narrative:
1. How their malicious activity monitoring, management and reporting is integrated with all supplied NG911 services regardless of hardware, network or software being used to deliver the traffic.
2. How the proposed malicious activity support is integrated into the NOC/SOC, help desk, notification process and trouble ticketing system.

Designated Response Area


[bookmark: _Toc106810687][bookmark: _Toc106811313][bookmark: _Toc106811724][bookmark: _Toc117608371]11.7		Help Desk 
Responders shall provide help desk services as a component of their proposed solution. The help desk(s) shall operate on a 24x7x365 basis and be adequately staffed by resources who are trained and qualified in help desk and customer support services.
The help desk shall serve as a single point of contact for all NG911 system and service matters, including without limitation, the NG911 system, all components of the NG911 system, and any additional system service providers delivering services or components for the NG911 ecosystem.
Only a fully staffed help desk will be considered. The help desk must not use an automated attendant or other automated means of answering a call. 
The help desk must be accessible via various methods including voice, text, email, and other means as deemed appropriate or as directed by the Board.
The help desk shall have the ability to communicate directly and immediately with maintenance and support services for the proposed NG911 system and all components of the proposed system, including without limitation, network troubles. This includes partner providers who are performing or supplying services within the proposed system.
The proposed solution requires there be at least one backup help desk located where a severe natural disaster would not affect both the primary and (all) backup help desks(s). The backup help desk must be capable of accepting requests for assistance within one hour of the unavailability of the primary help desk. Testing of the failover and operation of the backup help desk(s) must occur annually.
Responders shall describe and explain their proposed help desk services.

Designated Response Area


[bookmark: _Toc106810688][bookmark: _Toc106811314][bookmark: _Toc106811725][bookmark: _Toc117608372]11.7.1	Trouble Handling and Ticketing Requirements 
Trouble handling, and trouble ticket tracking services will be required for the successful operation of the NG911 system and services.
To ensure that all trouble tickets are resolved in a timely manner, Responders shall propose an escalation guideline document that describes the escalation procedure.
Following any critical event or major outage, the Board/designated Board Staff must receive a root cause analysis within five (5) business days.
Responders shall describe:
1. Discuss their root cause analysis process and what documentation is provided upon the conclusion of the analysis.
2. Detail how trouble tickets are generated, documented, resolved, and reported.
3. Identify how ticketing systems are bonded with any partner supplying services or equipment.
4. Describe their trouble management and ticketing process. 
5. Identify access methods.
6. Provide an escalation framework to describe how a trouble ticket is addressed within their system and how the ticket will be resolved through multiple levels.

Designated Response Area


[bookmark: _Toc106810689][bookmark: _Toc106811315][bookmark: _Toc106811726][bookmark: _Toc117608373]11.7.2	Monitoring of Applications and Equipment
Proposed solutions will require proactive monitoring of all NG911 system components for operation, performance, and fault conditions.
The proposed solution shall ensure that all alarms including environmental status alarms are received and monitored in a Network Operations Center (NOC).
Responders shall describe:
1. Tools, methods, and procedures that will be used for monitoring.
2. Include a matrix of components that will be proactively monitored, managed, and administered.

Designated Response Area


[bookmark: _Toc108515793][bookmark: _Toc117608374]11.7.3	Root Cause Analysis
The Contractor is required to provide a complete Root Cause Analysis (RCA) for any trouble on the system.  The RCA process shall follow a process similar to the following:
1) Immediately after a trouble has been identified, the Contractor will begin documenting the information as they complete the RCA.  This documentation will be made available do the State via a shared online platform that will allow for constant tracking by the State as more information becomes available.
2) The RCA format shall include dates, times, and discoveries by the contractor as they investigate the trouble
3) Once the investigation has concluded the RCA must be submitted to the State for acceptance and approval that the trouble has been resolved.

Designated Response Area


[bookmark: _Toc106810690][bookmark: _Toc106811316][bookmark: _Toc106811727][bookmark: _Toc117608375]11.8		Network Operations Center (NOC)
The proposed solution requires the services of a Network Operations Center (NOC). The NOC must operate on a 24x7x365 basis for the duration of the contract. In addition, the NOC shall include the capability to perform remote maintenance and restoration of alarms, as necessary.
The NOC shall be the single point that performs continuous monitoring, maintenance, and network support services of the NG911 System. The NOC shall interface with the help desk and the PSAPs or designated staff. The NOC shall be staffed with appropriate technical resources to aid troubleshooting, diagnosis and recovery from issues related to the operation of the NG911 system.
The NOC shall perform monitoring of the entire ESInet, all connections and functional components used in the routing of 911 calls. The NOC shall be equipped with a Network Management System (NMS) that monitors the performance of the network and infrastructure of the NG911 system.
· The NMS shall continuously monitor the performance and availability of all devices.
· The NMS shall monitor network performance, including throughput, latency, jitter, packet loss and other parameters deemed necessary by the Board.
· The NMS shall monitor the network for network intrusion attempts or security breaches and be capable of issuing security alerts when an event is recognized.
· The NMS shall create alarms based on thresholds and parameters and distribute alarm notifications appropriately.
· The NMS shall monitor the environment at all data centers or points of presence where critical network components are housed to ensure functionality.
· The NMS shall monitor ancillary network components such as power utilization and backup power systems.
The proposed solution requires there be at least one backup NOC located where a severe natural disaster would not affect both the primary and (all) backup NOC(s). The backup NOC must be capable of monitoring the ESInet and services within one hour of the unavailability of the primary NOC. Testing of the failover and operation of the backup NOC(s) must occur annually.
Responders shall describe:
1. Include a matrix of components that will be proactively monitored, managed, and administered.
2. Describe the capabilities of their proposed NOC, including the proposed NMS system and provide details regarding its operation and the ability of the NOC to interface with other providers and systems.

Designated Response Area


[bookmark: _Toc106810691][bookmark: _Toc106811317][bookmark: _Toc106811728][bookmark: _Toc117608376]11.9		Security Operations Center (SOC)
The proposed solution requires the services of a Security Operations Center (NOC). The SOC (Security Operations Center) may be combined with the NOC and share the overall requirements. 
· 24x7x365 operation.
· Capability to perform remote maintenance and restoration of security events.
· Single point that performs continuous monitoring, maintenance and network support services of the NG911 System and identifies security faults.
· Interfaces with the help desk and the PSAPs or designated staff.
· Staffed with appropriate technical resources to aid troubleshooting, diagnosis and recovery from security issues.
· Perform security monitoring of the entire NG911 system, all connections and functional components used in the routing of 911 calls.
The proposed solution requires there be at least one backup SOC located where a severe natural disaster would not affect both the primary and (all) backup SOC(s). The backup SOC must be capable of monitoring security issues within one hour of the unavailability of the primary SOC.
Responders shall describe:
1. Tools, methods, and procedures that will be used for monitoring Security, assessing risks and threats and notification of a security event.
2. Include a matrix of components that will be proactively monitored, managed, and administered by the SOC.
3. Confirm the SOC features that align with NENA-STA-010.3 and NENA NG-SEC. 
4. Discuss the SOC role and responsibilities for DDoS and TDoS mitigation.

Designated Response Area


[bookmark: _Toc106810692][bookmark: _Toc106811318][bookmark: _Toc106811729][bookmark: _Toc117608377]11.10		Alarm Categories
The proposed solution shall provide categories of alarms by event types depending on the criticality of the event (i.e., critical, major, etc.). Dynamic configuration of notification thresholds shall be utilized to allow new alarm categories to be defined, as necessary.
The system shall provide for the automatic notification of the NOC when alarm conditions are detected. Different notification and escalation procedures may apply depending on the alarm category.
Responders shall describe:
1. How alarms are received and specify what types of alarms are available for viewing/receiving and how and when they are generated.

Designated Response Area


[bookmark: _Toc106810693][bookmark: _Toc106811319][bookmark: _Toc106811730][bookmark: _Toc117608378]11.11		Discrepancy Reporting 
Errors and discrepancies may occur in any set of data, including databases, configurations, etc. The functional elements and service required by this RFS must support the NENA-STA-010.3 discrepancy report (DR) function. The discrepancy report function is intended to be generated by any entity that is using the data and finds a problem.
· The Board requires that a Discrepancy Reporting web service is used by a reporting entity to initiate a Discrepancy Report per NENA-STA-010.3.
· The Board requires that Discrepancy Resolution follow the NENA-STA-010.3 standard to request the resolution to the DR and sends the resolution to the ResolutionUri parameter in the report request.
· The Board requires that entities have access to discrepancy status updates. The Responder must describe how their system supports the responding entity and continuously tracks the status of Discrepancy Reports that it has received (including those it has recently resolved) and can respond to the Status Update immediately.
[bookmark: _Int_WdHZMGSh]The Board requires that the Discrepancy Report (DR) function support a phased response similar to the following:  
· The reporting entity creates the DR and submits it to the responding entity.
· The responding entity acknowledges the DR and provides an estimate of when it will be resolved.
· The reporting entity may request a status update and receive a response.
· The responding entity resolves the DR and reports its resolution to the reporting.
All DRs MUST contain common data elements (a prolog) that include:
· Time Stamp of Discrepancy Submittal
· Discrepancy Report ID (a unique value generated by the reporting entity)
· Discrepancy reporting entity FQDN
· Discrepancy reporting agent user ID
· Discrepancy reporting contact info
· Service or Instance in which the discrepancy exists
· Discrepancy Report type (from the list of DRs in this section)
· Additional notes/comments
· Reporting entity’s assessment of severity
For each type of Discrepancy Report there is a specific database or service where the discrepancy originated or occurred, and a defined block of data specific to the Discrepancy Report type. This DR-specific block includes:
· Query that generated the discrepancy
· Full response to the query that generated the discrepancy (Message ID, Result Code, etc.)
· What the reporting entity thinks is wrong
· What the reporting entity thinks is the correct response, if available
FEs creating Discrepancy Reports shall limit the rate of similar reports to avoid having the DR service become a denial-of-service attack.

Designated Response Area


[bookmark: _Toc106810694][bookmark: _Toc106811320][bookmark: _Toc106811731][bookmark: _Toc117608379]11.11.1	Policy Store Discrepancy Report
[bookmark: _Int_bSh1Wwku]The Responder must include the NENA-STA-010.3 Policy Store Discrepancy Reporting capability. The most commonly expected report is that a Policy Query returned an invalid Policy from the Policy Store. A Policy Owner may retrieve a policy it previously stored to verify that the returned policy is valid and an exact match of that stored, and if not, file a discrepancy report against the Policy Store. A Policy Store shall also be capable of filing a discrepancy report against itself to raise an issue to be addressed.

Designated Response Area


[bookmark: _Toc106810695][bookmark: _Toc106811321][bookmark: _Toc106811732][bookmark: _Toc117608380]11.11.2	LoST Discrepancy Report
The Responder must include a mechanism for any client of an LVF/ECRF/LoST server to report a discrepancy per NENA-STA-010.3. 
The expected reports are:
· The LoST server reports a location as invalid when the client believes it is valid;
· A LIS MAY report a discrepancy against an LVF (as well as against an Originating Service Provider) if a civic address provisioned by an Originating Service Provider for a fixed device is reported invalid by an LVF;
· The LoST server returned an incorrect route in a findServiceResponse;
· The LoST server returned an incorrect error or warning regarding the location;
· The getServiceBoundaryResponse is incorrect;
· The listServicesResponse is incorrect;
· The listServicesByLocationResponse is incorrect.
Other discrepancies may be reported but are expected to be less common. These include:
· A client received an address reported as valid that it considers invalid;
· Multiple mappings were returned when only one was expected;
· Incorrect service number(s) returned;
· Expired data returned;
· An incorrect <Uri> element was returned.
A DR against a LoST server must also support the ability of the LoST server to report a discrepancy against the GIS data.

Designated Response Area


[bookmark: _Toc106810696][bookmark: _Toc106811322][bookmark: _Toc106811733][bookmark: _Toc117608381]11.11.3	BCF Discrepancy Report
The Responder must provide the BCF Discrepancy Report function as defined in NENA-STA-010.3. This function allows for an entity routing traffic through (to or from) a BCF to report a discrepancy. 
The expected reports are:
· [bookmark: _Int_tsXYWeG1]Traffic was incorrectly blocked before a dialog has been established (e.g., an INVITE, MESSAGE, or OPTIONS request, or response blocked).
· Traffic was incorrectly blocked during a dialog;
· SIP signaling was inappropriately modified or dropped;
· SDP was incorrectly regenerated during B2BUA/media anchoring;
· Media was relayed with loss;
· Traffic was permitted that should have been blocked because it was generated by a designated bad actor.
· Traffic was permitted that should have been blocked for some other reason;
· QoS inconsistency;
· Invalid or improper Call Detail Recording;
· TTY to RTT transcoding errors.
· Firewall (non-SIP) errors.

Designated Response Area


[bookmark: _Toc106810697][bookmark: _Toc106811323][bookmark: _Toc106811734][bookmark: _Toc117608382]11.11.4	Logging Service Discrepancy Report
The Responder must provide a Session Recording Client (SRC) or any entity generating logging events to, or retrieving logging records from, a Logging Service that may report a discrepancy. 
The expected reports are:
· An SRC encountered an error inviting the SRS;
· LogEvent returned an error when it should not have;
· RetrieveLogEvent returned an error when it should not have.

Designated Response Area


[bookmark: _Toc106810698][bookmark: _Toc106811324][bookmark: _Toc106811735][bookmark: _Toc117608383]11.11.5	PSAP Call Taker Discrepancy Report
The Responder must include the ability for a PSAP, downstream agency, or other entity to report a discrepancy against a PSAP Call Taker when a call is received that should not have been transferred to the reporting entity. 
The resolution parameter in a DiscrepancyResolution report per NENA-STA-010.3 requires one of the following tokens:
· CallTakerAdvised (the call taker who transferred the call has been advised that the transfer was in error)
· TransferCorrect (the transfer was correct)
· NoDiscrepancy
· OtherResponse

Designated Response Area


[bookmark: _Toc106810699][bookmark: _Toc106811325][bookmark: _Toc106811736][bookmark: _Toc117608384]11.11.6	SIP Discrepancy Report
The Responder must provide a NENA-STA-010.3 SIP Discrepancy Report function. Entities that encounter an error communicating with another entity via SIP (such as a PSAP) shall be able to report a discrepancy. 
The expected reports are:
· An initial INVITE request failed;
· A MESSAGE request failed.
· An OPTIONS request failed.
· A SIP request sent within a dialog (e.g., a re-INVITE or INFO) failed;
· Required media stream (audio, text, video) failed to be accepted;
· Media problems during a dialog.
· Signaling failure.

Designated Response Area


[bookmark: _Toc106810700][bookmark: _Toc106811326][bookmark: _Toc106811737][bookmark: _Toc117608385]11.11.7	Permissions/Security/Authentication Discrepancy Report
The Responder must provide a Permissions/Security/Authentication Discrepancy Report function as defined by NENE-STA-010.3. Entities that identify a security issue or a permissions or authentication error that is believed to be incorrect, shall be capable of reporting a discrepancy using the DR interface of the entity or element believed to be responsible for the discrepancy.
The expected reports are:
· Unable to authenticate;
· Unable to SUBSCRIBE to an event package;
· Permitted to SUBSCRIBE to an event package when it should have been denied;
· Unable to read a resource;
· Unable to write/modify a resource;
· Unable to delete a resource;
· Able to read a resource when it should have been denied;
· Able to write/modify a resource when it should have been denied;
· Able to delete a resource when it should have been denied;
· Unable to establish secure communication (e.g., TLS certificate invalid or TLS failure)
· Unable to verify digital signature of a resource (e.g., a routing policy signature verification failed, or the certificate chain is invalid or contains an untrusted authority).

Designated Response Area


[bookmark: _Toc106810701][bookmark: _Toc106811327][bookmark: _Toc106811738][bookmark: _Toc117608386]11.11.8	GIS Discrepancy Report
The Responder must include a GIS Discrepancy Report function per NENA-STA-010.3. With this mechanism, the LoST server or other entity shall be able to report a discrepancy report against GIS data. 
· Expected reports include:
· A gap or overlap discovered when data is coalesced
· Incorrect information (such as the LoST server to query for information about an area)
· Bad GIS data (such as bad geometry, duplicate attributes, omitted mandatory information, incorrect data type, an address range issue on centerline, a general provisioning failure, or a malformed URI).

Designated Response Area


[bookmark: _Toc106810702][bookmark: _Toc106811328][bookmark: _Toc106811739][bookmark: _Toc117608387]11.11.9	LIS Discrepancy Report
The Responder must include a LIS Discrepancy Report function per NENA-STA-010.3. Any client of a LIS shall be able to report a discrepancy. 
Examples include:
· A service provider that finds a discrepancy in the LIS’ provisioning records
· A client (such as an originating device) unable to obtain its own location value or reference
· A client (such as an ESRP or PSAP) unable to resolve a location reference or receiving a badly formed PIDF-LO
· A PSAP call taker receiving an incorrect civic address (as verified by the call taker with the caller).

Designated Response Area


[bookmark: _Toc106810703][bookmark: _Toc106811329][bookmark: _Toc106811740][bookmark: _Toc117608388]11.11.10	Policy Discrepancy Report
The Board requires that a Policy Discrepancy Report function be implemented per NENA-STA-010.3. Any entity (such as an ESRP) using a policy (such as a routing policy) shall be able to report a discrepancy against the owner of the policy (e.g., a PSAP or an ESRP). 
For example: 
· An ESRP or ECRF may need to report a routing policy that results in an invalid route URN, or routes to an unknown PSAP, or where the route conflicts with other policies. 
· A PSAP receiving an incorrectly routed call may need to report that a policy is causing calls to be routed to it in error.
· A Policy Store may need to report a policy that is malformed or creates a loop or that fails signature verification. 
· Any Policy Enforcement Point may need to report a policy that is malformed or conflicting or that fails signature verification.

Designated Response Area


[bookmark: _Toc106810704][bookmark: _Toc106811330][bookmark: _Toc106811741][bookmark: _Toc117608389]11.11.11	Originating Service Provider Discrepancy Report
The Board requires that a mechanism for Originating Service Providers to file Discrepancy Reports follow NENA-STA-010.3. Responders must describe how their service allows an entity to create a discrepancy against an Originating Service Provider when a location provided by the Originating Service Provider fails validation. 
· An ECRF or ESRP or PRF or PSAP may report a discrepancy when a default location is used for routing because the location is missing or not usable. 
· An LNG or other entity may report a call received without ANI. 
· An LNG or ESRP or other entity may report that a badly formed PIDF-LO was received, or a location query timed out without receiving a PIDF-LO. 
· An LSRG or other entity may report that a call was dropped or terminated without appropriate signaling. 
· A PSAP may report a discrepancy when a civic location received with a fixed (wireline) call is incorrect.
· A BCF, ESRP, PSAP, or other entity may report an incorrectly formed call (e.g., a SIP INVITE that is badly formed, lacks certain header fields or body parts, etc.). 
· A BCF, ESRP, PSAP, or other entity, may report that an unusually large call volume (which might suggest a DoS or other attack) or an unusually low call volume is being generated by the Originating ServiceProvider. 
· An Originating Service Provider may report a discrepancy against itself to raise an issue to be addressed. 
· An entity may report a discrepancy when an Additional Data Reference included in the call is invalid. 
· An entity may report a discrepancy when an Additional Data value is invalid. 
· The Secure Telephone Identity-Verification Service (STIVS) FE may report a Secure Telephone Identity verification failure to an Originating Network.

Designated Response Area


[bookmark: _Toc106810705][bookmark: _Toc106811331][bookmark: _Toc106811742][bookmark: _Toc117608390]11.11.12	Call Transfer Failure Discrepancy Report
The Board requires a Call Transfer Failure Discrepancy Report mechanism that conforms to NENA-STA-010.3. A PSAP, LSRG, or other entity shall be able to report a discrepancy against a transfer entity when a transfer fails. The notification should be made to both the entity originating the transfer and the entity receiving the transfer.

Designated Response Area


[bookmark: _Toc106810706][bookmark: _Toc106811332][bookmark: _Toc106811743][bookmark: _Toc117608391]11.11.13	MSAG Conversion Service (MCS) Discrepancy Report
The Board requires a MSAG Conversion Service (MCS) Discrepancy Report mechanism that conforms to NENA-STA-010.3. An LSRG or other entity shall be able to report a discrepancy against the MSAG Conversion Service (MCS) when a conversion fails, but the querier believes it should have succeeded. A DR may also be filed when the conversion succeeded but the returned location from the MCS is not MSAG-valid or LVF-valid. Both these errors can occur in either direction (PIDF-LO to MSAG or MSAG to PIDF-LO).

Designated Response Area


[bookmark: _Toc106810707][bookmark: _Toc106811333][bookmark: _Toc106811744][bookmark: _Toc117608392]11.11.14	ESRP Discrepancy Report
The Board requires an ESRP Discrepancy Report mechanism that conforms to NENA-STA-010.3. A PSAP or other entity shall be able to report a discrepancy against an ESRP when a call is received that should not have been routed to the PSAP, or the ESRP has one or more queues whose fullness is a problem, or if the PSAP seems to be receiving fewer calls than would normally be expected. A routing problem may be the result of incorrect data in the ECRF (GIS data). Calls are sent to PSAPs by ESRPs (Emergency Services Routing Proxy), so a PSAP should report a problem to the ESRP. The ESRP, in turn, reports any suspected GIS problems to the ECRF.

Designated Response Area


[bookmark: _Toc106810708][bookmark: _Toc106811334][bookmark: _Toc106811745][bookmark: _Toc117608393]11.11.15	ADR/IS-ADR Discrepancy Report
The Responder must implement an ADR/IS-ADR Discrepancy Report mechanism per NENA-STA-010.3. A PSAP, ESRP, ECRF, or other entity or function shall be able to report a discrepancy against an ADR or IS-ADR.

Designated Response Area


[bookmark: _Toc106810709][bookmark: _Toc106811335][bookmark: _Toc106811746][bookmark: _Toc117608394]11.11.16	Network Discrepancy Report
The Responder must implement a Network Discrepancy Report mechanism per NENA-STA-010.3. Any entity shall be able to report a general networking discrepancy. 
For example: 
· Any entity shall be able to report a discrepancy with general network facilities (such as DNS or DHCP failure, high latency, packet loss, or routing failure) within an ESInet or PSAP. 
· ESInet and PSAP operators are required to support receiving such DRs 

Designated Response Area


[bookmark: _Toc106810710][bookmark: _Toc106811336][bookmark: _Toc106811747][bookmark: _Toc117608395]11.11.17	Interactive Media Response (IMR) Discrepancy Report
[bookmark: _Int_FuX0Mz0Y]An Interactive Media Response (IMR) Discrepancy Report mechanism conforming to NENA-STA-010.3 is required. Any entity aware of a discrepancy at an Interactive Media Response (IMR) shall be able to report a discrepancy at it. 
For example: 
· A PSAP or ESRP shall be able to report a discrepancy if the IMR has one or more queues whose fullness is a problem
· A call taker shall be able to report a discrepancy if the caller reports that an incorrect or confusing message was played, a call was transferred incorrectly, the caller experienced excessive silence, or another script error occurred.

Designated Response Area


[bookmark: _Toc106810711][bookmark: _Toc106811337][bookmark: _Toc106811748][bookmark: _Toc117608396]11.11.18	Test Call Generator Discrepancy Report
A Test Call Generator Discrepancy Report mechanism conforming to NENA-STA-010.3 is required. When a Test Call Generator encounters errors initiating or processing a test call, it reports the discrepancy to the PSAP that should have received the test call. Note that a Test Call Generator might create other DRs in addition to or instead of this DR, and a PSAP that receives a test call might create DRs in response to the test call. 
For example
· A Test Call Generator might file a SIP or IMR DR against a receiving PSAP whether or not it is the expected PSAP, as problems in its handling of the test call could warrant generating a DR against it regardless.
· Similarly, a Test Call Generator or a PSAP that receives a test call might create a Policy or ESRP DR if the test call was routed unexpectedly.
The expected cases for this Discrepancy Report are:
· An initial INVITE request failed.
· A MESSAGE request failed.
· An OPTIONS request failed.
· A SIP request sent within a dialog (e.g., a re-INVITE or INFO) failed.
· Loopback media stream (audio, text, video) failed to be accepted.
· Loopback media problems during the test dialog.
· Signaling failure

Designated Response Area


[bookmark: _Toc106810712][bookmark: _Toc106811338][bookmark: _Toc106811749][bookmark: _Toc117608397]11.11.19	Log Signature/Certificate Discrepancy Report
A Log Signature/Certificate Discrepancy Report mechanism conforming to NENA-STA-010.3 is required. When an entity (e.g., a Logging Service or another entity) that verifies LogEvent signatures is unable to obtain a certificate, encounters an invalid certificate or thumbprint, or the signature verification fails, it shall be able to report the discrepancy to the entity that generated the LogEvent.
The expected cases for this Discrepancy Report are:
· The certificate cannot be obtained (no “x5c” nor “x5u” field provided).
· The “x5u” field cannot be resolved or does not resolve to a valid certificate.
· The “x5u” field is present but the “x5t#256” field is missing, or the thumbprint specified does not match the certificate obtained from the “x5u” field.
· The signature of a LogEvent does not verify.

Designated Response Area


[bookmark: _Toc106810713][bookmark: _Toc106811339][bookmark: _Toc106811750][bookmark: _Toc117608398]11.12		Scheduled Maintenance Process
The proposed NG911 system will have elements that require and will include a scheduled maintenance process.
The process must include a methodology for coordinating and scheduling preventative maintenance activities and how those events are executed as may be necessary during the operation of the NG911 system.
During scheduled maintenance activities the ESInet and NG911 system shall not experience a degradation or disruption caused by the maintenance activity.
However, individual components may be taken down for maintenance if an alternate route or redundant system is used to minimize any negative effect
Respondents shall describe how their scheduled maintenance process will be applied to the NG911 system.

Designated Response Area


[bookmark: _Toc106810714][bookmark: _Toc106811340][bookmark: _Toc106811751][bookmark: _Toc117608399]11.12.1	Software update and improvements
The Board requires a formal process for releasing software updates, bug fixes and improvements, which shall be detailed in the proposal and any changes to the process provided in the proposal shall be communicated to the Board within 30 days of the change being put into practice.
Updates, bug fixes and patches must be classified by the contractor as normal or emergency. When any normal hardware or software changes are made to a site, there shall be a minimum of 30 days before any hardware or software changes can be made to any other site. Where more than one instance of a function or service is provided on a site, only one instance can be changed at a time. Where there are both multiple sites and redundant instances per site, one instance may be changed at the first site, at least 30 days must elapse, one instance on another site can be made, at least two weeks must elapse, another instance can be updated, after which at least one week must elapse before the next change. For example, if there were two sites and two instances per site, 7 weeks would be required to update all 4 instances (4 weeks, 2 weeks and 1-week intervals).
Emergency bug fixes/patches are not required to meet these minimum times. However, if the contractor determines that an emergency bug fix/patch is necessary, it shall transmit a report to the Board within 48 hours of such a determination, detailing the problem, the necessary fix, and a valid reason why the fix could not be completed in regular software update or bug fix processes.
A prescheduled maintenance window shall be negotiated between the contractor and the Board. All normal maintenance shall take place within that window. Extra-ordinary maintenance processes that require additional time may be scheduled with a minimum of 30 days’ notice.
Emergency maintenance can be scheduled with no prior notice, but the Board must be notified immediately that such an emergency maintenance is needed, what the estimated duration is and why the emergency maintenance is necessary.

Designated Response Area


[bookmark: _Toc106810715][bookmark: _Toc106811341][bookmark: _Toc106811752][bookmark: _Toc117608400]11.13		NG911 System Implementation Project Plan
Respondents shall provide a project management plan that identifies the methodology for implementing their proposed NG911 solution. The implementation of the project management plan shall be consistent with Project Management Institute (PMI) best practices.
At a minimum, the implementation project plan must include:
· Deployment and transition to full NG911 services project plan/schedule
· Change management plan
· Configuration management plan
· Communications plan
· Quality Assurance and Quality Control plan
· Risk management plan
· Status report and dashboard tools
· Proposed PSAP by PSAP or Site by site implementation/work plan
The Project Plan will be referred to on a regular basis during the implementation phase of the project to ensure that implementation is completed in a timely fashion.
[bookmark: _Int_3C4MkJ8L]Any changes to the schedule and work plan must be communicated to the Board for approval through the proposed Change Management process. The project plan shall clearly define the milestones and clearly identify when the transition from implementation into service management occurs.

Designated Response Area


[bookmark: _Toc106810716][bookmark: _Toc106811342][bookmark: _Toc106811753][bookmark: _Toc117608401]11.14		NG911 System Test Plan
System testing of the proposed NG911 system and services will be required prior to the acceptance of any component or functionality of the system and prior to the Board authorizing the cutover of any NG911 system to full operational status and the commencement of payment for services.
Respondents must anticipate and plan for all necessary system testing for each NG911 service, component, function, application, or piece of equipment comprising the proposed NG911 solution.
The Board requires that the results of these tests be shared with the project team prior to accepting the tests as being completed. The Board reserves the right to ask the vendor for a re-test and may include a Board designated resource to be present as the testing occurs.
The proposed NG911 System test plan shall include, but not be limited to testing for:
· STA-010.2 functional element testing
· 911 call flow
· Primary
· Alternate 
· Last route 
· End-to-end traffic flow
· Functional Element to Functional Element tests
· Protocol to Protocol tests
· Port to Port tests
· Load testing
· Unexpected surge traffic
· Short burst traffic
· Sustained overflow traffic
· ESInet throughput and capacity testing
· ESInet end to end connectivity testing
· Fault tolerance testing
· ESInet failover and alternate route testing
· ESInet monitoring systems
· Fault notification  
· Firewalls, intrusion detection systems, intrusion protection systems
Respondents shall provide an example NG911 system test plan that tests each element of their proposed NG911 system.

Designated Response Area


[bookmark: _Toc106810717][bookmark: _Toc106811343][bookmark: _Toc106811754][bookmark: _Toc117608402]11.15		Transition Plan, Current and Future
The results of this procurement may require a transition from existing systems and services provided by the current service provider. The Responder must describe how their transition from one network provider to their system will be executed. Services cannot be diminished, interrupted, or disabled during the transition and the SLAs (service level agreements) metrics will be enforced.
The Board may have a role in supporting or assisting the Contractor as necessary; however, the transition is the sole responsibility for the Contractor to plan, design, manage and implement. This means if a new provider is selected it is their responsibility to engage the current provider and coordinate the transition.
Responders must anticipate and articulate a plan for the implementation, testing and migration to their proposed systems or services to the point of full operational readiness and cutover to full operation while coordinating with current system service providers.
This plan will need to anticipate the integration with other systems, services and providers that will comprise the NG911 system.
Responders must provide a proposed transition plan for their systems or services in their response that address the following areas at a minimum:
1. Transition schedule including milestone dates for design, development, testing, and implementation phases necessary to achieve full operational readiness and cutover to full operation.
2. System testing approach.
3. PSAP and site cutover approach.
4. Contingency or roll back plans should implementation or integration failures occur during the transition or cutover of the proposed systems or services.
5. Identification of risks, dependencies or interdependencies that may impact the transition to full operational status and cutover.
6. Identification and definition of the ability to support a phased migration and parallel operation with current operations
7. OSP interface transition and service transition from OSP to the NG911 system
Throughout this anticipated transition period, current Indiana 911 call delivery, existing features, functions, capabilities, and operations must not be limited or impacted in any fashion by the Respondent’s proposed NG911 solution.  The Contractor must cooperatively plan and execute a transition to a subsequent system when its contract expires such that 911 call delivery, existing features, functions, capabilities, and operations are not limited or impacted in any fashion by the transition away from the Contractor.
[bookmark: _Int_axqfoZbz]Responders are required to work closely with other originating service providers and to cooperate to the fullest extent possible in order to accomplish the successful transition to the new NG911 systems and services anticipated by this RFS.

Designated Response Area


[bookmark: _Toc106810718][bookmark: _Toc106811344][bookmark: _Toc106811755][bookmark: _Toc117608403][bookmark: _Toc106810719][bookmark: _Toc106811345][bookmark: _Toc106811756]11.16		Service Level Agreement 
The NG911 system will utilize the requirements outlined in this RFS to negotiate a Service Level Agreement (SLA) with the selected vendor. In preparation all Responders must provide a description of their SLA performance measures and identify how the thresholds that are not met are recovered. 
The Board expects the Responder to provide a description of how each of these components are met within their SLA. 
The State of Indiana recognizes the following categories as expectations for their SLA.
Critical – Network outage
· 1st Level Support – Immediate
· Continuous problem resolution/workaround effort
· 2nd Level Support – within 15 minutes
· 3rd Level Support – within 30 minutes or upon Customer request.
Major – Service effecting
· 1st Level Support – Within 5 minutes
· 2nd Level Support – Within 30 minutes
· 3rd Level Support – Within 2 Hours or upon Customer request.
Minor – Non-service effecting
· 1st Level Support – Within 30 minutes
· 2nd Level Support – Within 2 Hours
· 3rd Level Support - Within 1 business day or upon Customer request.
· Respondents shall describe RTT functionality and discuss the display capability. 

Designated Response Area


[bookmark: _Toc117608404]12	Training
Respondents shall work cooperatively with the Board/designated Board Staff to ensure training programs are conducted for the proposed solution. Training should be ongoing throughout the duration of the contract and respondents shall have the ability to provide training on demand when requested by the Board. 
Respondents shall provide training for the operations and support functions of the NG911 system and services including: 
At the PSAP: 
· Network Status Reports 
· Help Desk 
· Text to 911 operation 
· Text from 911 operation 
· Trouble Ticketing 
At the State Level: 
· Network Status Reports 
· Help Desk 
· Trouble Ticketing 
· Root Cause Analysis and review  

Designated Response Area


[bookmark: _Toc108515825][bookmark: _Toc117608405]12.1		Training Elements
Training elements shall include:
· Login/ Logout procedures
· Password reset
· Equipment problem reporting
· Call transfer functionality
· Call conferencing functionality
· Discrepancy reporting
· Foreign Language interpretation process
· Rebid/ Refresh of call information
· Instant Recorder/Playback
· Text-to-911
· Text-from-911
· Other features of the offering not already stated

Designated Response Area


[bookmark: _Toc108515826][bookmark: _Toc117608406]12.2		Training Comprehension
Testing shall be applied at various intervals throughout the initial and on-going training periods and a final evaluation of each student’s knowledge shall be provided to the Board upon completion of the training. Each test shall comply with valid methodologies used to provide this type of training. These methodologies include:
· Lectures
· Group discussions
· Audio visual methods
· Role Playing
Testing methodologies shall include:
· Written exams
· Oral exams
· Hands on testing
· End of course certification
Respondents shall provide a proposed training plan and sample documentation and materials for the training areas detailed below.

Designated Response Area


[bookmark: _Toc106810722][bookmark: _Toc106811348][bookmark: _Toc108515828][bookmark: _Toc117608407]12.3		Training - Technical Assistance
The Contractor shall render technical assistance to PSAP personnel during training and testing as requested by the Board.

Designated Response Area


[bookmark: _Toc106810723][bookmark: _Toc106811349][bookmark: _Toc108515829][bookmark: _Toc117608408]12.4		Training - Numbers and Location
No more than fourteen (14) calendar days before each PSAP is cutover, train all PSAP personnel for that PSAP on the proper operation of all Vendor supplied software and equipment (including Board and administrative personnel). The total, statewide number of PSAP personnel is currently estimated at 2000. In order to maintain the deployment schedule and accommodate call taker travel, additional temporary training site(s) may need to be established in Indiana. Weekend and night training may also be required.

Designated Response Area


[bookmark: _Toc106810724][bookmark: _Toc106811350][bookmark: _Toc108515830][bookmark: _Toc117608409]12.5		Training Materials
Provide all training materials and Train-the-Trainer curricula, subject to approval by the customer, and maintain up-to-date training materials at the Board. 

Designated Response Area


[bookmark: _Toc106810725][bookmark: _Toc106811351][bookmark: _Toc108515831][bookmark: _Toc117608410]12.6		Training - Testing
Provide a reliable and valid testing methodology to ensure the competency of PSAP personnel in operation of the PSAP equipment.

Designated Response Area


[bookmark: _Toc117608411]13	Installation Requirements
Respondents are required to assume the primary project management and installation management role for their NG911 system. The Board will provide assistance and coordination support for some aspects of the installation but will be looking for the Respondent (Contractor) to provide all installation services.
Installation as defined in this RFS includes:
· Coordination with PSAPs
· System and service migration (i.e., logging, recording, CAD)
· Coordination with OSPs 
· Ingress 
· Core
· Egress
· Coordination with current 911 system service provider 
· Ingress 
· Core
· Egress
· Traffic migration
· Data migration 
· Staging 
· Testing 
· Pre-cutover 
· Cutover planning
· Training
The Responder shall, at a minimum, provide installation, maintenance, and support services for the duration of the contract period. Customer service support functions are identified below and must be included in the Proposal to ensure that the network is fully supported.

Designated Response Area


[bookmark: _Toc106810729][bookmark: _Toc106811355][bookmark: _Toc106811766][bookmark: _Toc117608412]13.1		Installation Services
The Contractor is responsible for the installation of all requirements listed in the RFS and attachments and any other functional elements such as power and UPS as necessary to implement their NG911 solution.  Devices that are installed at a PSAP may require analysis of the power and backup power supply at that PSAP.  In some cases, the contractor may need to remediate issues to ensure their device has the resources needed. The Board may provide assistance and coordination support for some aspects (such as approvals and scheduling) of the installation but is relying upon the Contractor to perform all installation services. 
Responders shall describe the following:
1. Methodology for installation of all NG911 system components and explain the approach to completing installation of the delivery of NG911 traffic. The methodology shall include coordination with OSPs, PSAPs and other potential networks that can enhance the delivery of 911 traffic across the system.
2.  Coordination methodology to interconnect with all current telecommunication companies that are responsible for 911 call delivery and explain how these providers are accounted for during implementation.
3. Plan to coordinate with all current 911 system service providers.
4.  Installation services to be provided and outline the roles and responsibilities of the Contractor and Subcontractor(s) during installation. Installation tasks as defined include, but may not be limited to:
· Coordination with PSAPs
·  System and service migration (i.e., logging, recording, CAD)
· UPS integration to support a minimum of 3-hour backup
· Coordination with OSPs
·  Coordination with current 911 system service provider
·  Traffic migration
·  Data migration
·  Staging
·  Acceptance testing
·  Cutover planning
·  Training

Designated Response Area


[bookmark: _Toc106810730][bookmark: _Toc106811356][bookmark: _Toc106811767][bookmark: _Toc117608413]13.2		Wiring and Cabling
All interface connections and visible cables shall use standard EIA connectors secured by wall plates where exposed.
All cables shall be clearly marked and/or numbered in a manner that reflects a unique identifier of the cable at both ends.
Any cables used shall be plenum rated where required by local building or fire codes.
Respondents shall ensure that all equipment is connected to emergency AC power and is configured to be supported by a UPS.
Cabling, communications outlets, power wiring, system grounding, conduit facilities, and equipment rooms shall be installed in accordance with national standards and applicable local codes.
The minimum standards used in the installations shall include, but are not limited to, the following:
· ANSI/TIA/EIA-568 - Commercial Building Telecommunications Wiring Standard
· ANSI/TIA/EIA-569 - Commercial Building Standard for Telecommunications Pathways and Spaces
· ANSI/TIA/EIA-606 - Administration Standard for the Telecommunications Infrastructure of Commercial Buildings
· ANSI/TIA/EIA-607 - Commercial Building Grounding and Bonding Requirements for Telecommunications
· Building Industry Consulting Service International, Telecommunications Distribution Methods Manual 
· National Electrical Code (NFPA-70) 
· FCC Rules and Regulations, Parts 68 and 15

Designated Response Area


[bookmark: _Toc106810731][bookmark: _Toc106811357][bookmark: _Toc106811768][bookmark: _Toc117608414]13.3		Grounding
The proposed system shall provide surge and lightning protection for all connections to AC power and is required to meet the R-56 standard.
All hardware and peripheral devices shall be mechanically and electrically grounded to prevent both user hazard and loss of data or hardware integrity due to external electrical impulse.
Respondents shall ground all equipment in compliance with manufacturer recommendations and applicable standards. 
Respondents shall furnish and install the required grounding and bonding conductors where necessary and complete the connections to the grounding system at all sites.

Designated Response Area


[bookmark: _Toc117608415]14	Implementation and Project Management
The purpose of this section is to provide the Board with an understanding of the Contractors Implementation and Project Management strategy and how it will specifically apply implementing and turning up the proposed system. In providing responses to the sections below, Responders should describe the approach it will employ to meet the requirements and how that work will be done.
[bookmark: _Toc106810733][bookmark: _Toc106811359][bookmark: _Toc106811770][bookmark: _Toc117608416]14.1		Staff Qualifications
The Contractor shall provide experienced personnel, capable of and devoted to the successful accomplishment of work to be performed under the Contract. The Contractor shall assign specific individuals to key positions (Key Personnel) in support of the Contract such as account manager, technical engineer, technical coordinator, provisioning coordinator, etc. As requested by the Board, the Contractor shall remove and/or replace Key Personnel for performance under the Contract.

Designated Response Area


[bookmark: _Toc106810734][bookmark: _Toc106811360][bookmark: _Toc106811771][bookmark: _Toc117608417]14.1.1	Key Personnel
Identify additional Key Personnel, which will be assigned to this project, including their current job title and the role they will play in the project. Disclose who within the Key Personnel will have responsibility and final authority for the work described in the Proposal. For each individual designated as Key Personnel, attach a resume, and provide examples of a project where the staff provided similar services to an organization with needs like those described in this RFS. Clearly indicate if utilizing subcontractors in any Key Personnel role.

Designated Response Area


[bookmark: _Toc106810735][bookmark: _Toc106811361][bookmark: _Toc106811772][bookmark: _Toc117608418]14.1.2	Designations, Certifications and Licenses
Describe all designations, certifications, and licenses that will aid Contractor's personnel in providing the project deliverables in this RFS. This may include specific certification such as CJIS. All indicated personnel must be capable of passing a background check acceptable to the Board. 

Designated Response Area


[bookmark: _Toc106810736][bookmark: _Toc106811362][bookmark: _Toc106811773][bookmark: _Toc117608419]14.2		Project Management Approach
Responders shall provide a project management approach outlining its methodology for delivering the products and services sought by this RFS. The approach shall include any tools, techniques or activities that will be performed by the Respondent. 
Proprietary or custom project management tools shall be designated as such by the Respondent but must be accessible by the Board. 
The project management approach shall also include examples of how the proposed approach has been successfully used in similar projects, taking into consideration:
1. Schedule Management
2. Scope Management
3. Risk Management
4. Communications Management
5. Quality Management
6. Budget Management

Designated Response Area


[bookmark: _Toc106810737][bookmark: _Toc106811363][bookmark: _Toc106811774][bookmark: _Toc117608420]14.2.1	Project Manager
Identify and provide a resume for the Project Manager that will be assigned to this project and any additional projects they will be involved in during the Contract. The Project Manager will be the primary point of contact for the Board and must be available on an as-needed basis. Describe how the Project Manager will guarantee availability to Board during the entire duration of the project. 

Designated Response Area


[bookmark: _Toc106810738][bookmark: _Toc106811364][bookmark: _Toc106811775][bookmark: _Toc117608421]14.3		Preliminary Plan
The Responder must supply a preliminary Project Management Plan identifying the major activities to achieve each of its Deliverables including due dates from the Notice-To-Proceed (NTP) expressed in number of days (i.e., NTP + 60). The plan submitted will be the basis of the formal plan required to be submitted by the Contractor within sixty (60) days from NTP.
The preliminary plan shall include a Work Breakdown Structure (WBS), project scope, deliverables, schedule, quality assurance/quality control (QA/QC) processes, and risk management sections.
The preliminary plan shall describe how the Contractor intends to monitor and control the installation and deployment of the proposed System and mitigate risks to ensure that the System meets the design specifications and is delivered on time. In response to this Section, the Board expects a narrative describing the Project Management approach and a preliminary plan including the requirements described above.

Designated Response Area


[bookmark: _Toc106810739][bookmark: _Toc106811365][bookmark: _Toc106811776][bookmark: _Toc117608422]14.4		Implementation Approach
The Contactor shall be responsible for the entire implementation of the ESInet and NGCS requirements to supply NG911 to all PSAPs. The Board will assist in coordination and scheduling assistance during deployment and will rely upon the Contractor to carry out all activities to implement the proposed system. The Board shall retain final approval for implementation prior to cutover, as well as acceptance of the System once cutover has been completed. A service, system or function shall not be considered Accepted until the Board provides written approval to the Contractor.
[bookmark: _Toc106810740][bookmark: _Toc106811366][bookmark: _Toc106811777][bookmark: _Toc117608423]14.4.1	Elements of Implementation
In response to this section, discuss in detail the following:
1. Methodology for implementing the entire NG911 system that establishes call delivery from all OSPs to all PSAPs across the State of Indiana.
2. Methodology for administering and operating the NG911 system for the duration of the contract period
3. IP routing plan and how the plan meets the requirements and document how the management of the IP routing plan will be carried out
4. How the NGCS will be implemented to operate with the ESInet and how each functional element will deliver the functionality desired.

Designated Response Area


[bookmark: _Toc106810741][bookmark: _Toc106811367][bookmark: _Toc106811778][bookmark: _Toc117608424]14.5		Transition Plan: Current and Future
The results of this procurement will require the Contractor to manage the transition from the existing systems at the PSAP and the OSP into the proposed NG911 solution. The responsibility for transition rests with the Contractor, with final approval and authorization by the Board. The Contractor shall not engage PSAPs without giving prior notice to the Board.
Throughout this anticipated transition period, current Main 911 call delivery, existing features, functions, capabilities, and operations must not be limited or impacted in any fashion by the transition to the proposed NG911 solution.
The Contractor shall supply a plan for the implementation, testing and transition of their proposed system or services to the point of full operational readiness and cutover, to full operation while coordinating with current system service providers. This plan will need to anticipate the integration with other systems, services and providers that will comprise the NG911 system. The Board will approve all plans associated with delivery of the proposed services prior to commencement of deployment and implementation. In addition, any changes to the plan must follow the Change Management process and be approved by the Board except in an emergency or critical situation.

Designated Response Area


[bookmark: _Toc106810742][bookmark: _Toc106811368][bookmark: _Toc106811779][bookmark: _Toc117608425]14.6		Testing
The Contractor shall develop a comprehensive test plan to document the results of tests for the NG911 System. The system test plan must be customizable to accommodate the “turn-up” and “test” of individual PSAPs as they attach to the network. The test plan must be submitted to the Board for approval at least thirty (30) days prior to the start of testing of any system functions or components.
The comprehensive test plan shall address, at a minimum:
1. Test environment
2. Any test facilities
3. Equipment utilized to conduct tests
4. Configuration of tests
5. Test thresholds
6. Simulators and process for simulation of test calls
7. Final documentation of tests 
Once testing is completed, regardless of pass or fail results, all documentation related to the tests must be made available to the Board. The Board reserves the right to inspect the test equipment, applications and appliances, and the right to ensure that the tests have been conducted in a manner consistent with their expectations and approve any remediation actions that result from a failed test.

Designated Response Area


[bookmark: _Toc106810743][bookmark: _Toc106811369][bookmark: _Toc106811780][bookmark: _Toc117608426]14.6.1	Test Plan Methodology
Discuss in detail the methodology for testing all NG911 system components including those provided by Subcontractors or other suppliers. The methodology shall address, at a minimum:
1. NENA STA-010.3 functional element testing
2. 911 call flow (primary, alternate, last route)
3. End-to-end traffic flow
4. Functional Element to Functional Element tests
5. Protocol to Protocol tests
6. Port to Port tests
7. Load testing (unexpected surge traffic, short burst traffic and sustained overflow traffic)
8. Regression tests
9. ESInet throughput and capacity testing
10. ESInet end to end connectivity testing
11. ESInet and NGCS failover testing
12. ESInet monitoring systems including fault notification
13. Firewalls, intrusion detection systems, intrusion protection systems
14. Throughput acceptance testing shall last for a minimum of twenty-four (24) hours and shall involve sufficient transactions, simulating 200% peak traffic load, to validate the capabilities of the systems.

Designated Response Area


[bookmark: _Toc106810744][bookmark: _Toc106811370][bookmark: _Toc106811781][bookmark: _Toc117608427]14.6.2	System Acceptance Testing
Acceptance testing shall be completed prior to the final acceptance of the System. Only after acceptance testing results have been supplied to the Board and the Board certifies that the testing satisfactorily meets all requirements, is certification considered complete.
The State of Indiana requires that the contractor allow for independent validation and verification of their installed system upon acceptance.  The IV&V will be completed by a third party specifically to test the system as installed.
The Responder shall describe their approach for documenting the test results and may use the following codes to discuss their methodology: 
1. TP ‐ Test Passed
2. TF ‐ Test Failed
3.  RTP ‐ Retest Passed
4. RTF ‐ Retest Failed
5. NA ‐ Feature not applicable to customer's final configuration 
In the event of a failure during any testing, the contractor is required to fix the issue that caused the test to fail, and then conduct regression testing to re-validate and re-certify that all tests have been passed.

Designated Response Area


[bookmark: _Toc117608428]15	Service Management:
[bookmark: _Toc106810746][bookmark: _Toc106811372][bookmark: _Toc108515852][bookmark: _Toc117608429]15.1		Service Management Plan
Oversight of the NG911 system and services post implementation/transition is required. The preferred best practice is to utilize Information Technology Infrastructure Library (ITIL) as a guideline for how NG911 services are designed, implemented, managed, maintained and improved within the term of the contract. 
ITIL integrates five stages of service delivery into a comprehensive methodology for managing the lifecycle of services.
· Service Strategy
· Service Design
· Service Transition
· Service Operation
· Continual Service Improvement
 Within these stages are specific areas relating to Information Technology Service Management. 
At a high level, these areas reference how a service maintains availability, capability, capacity, security, manageability, and operability. Respondents shall describe their approach to service management for the operation of the NG911 system. The NG911 service management approach shall incorporate components of ITIL or follow industry best practices for IT service management.
Respondents shall provide a narrative of how their proposed service management approach is integrated into their project management activities. Respondents shall discuss their ability to maintain consistent performance and the service levels of the network
Respondents shall discuss their ability to maintain consistent performance and the service levels of the network to support the following framework:
1. Determination of the single point of contact
2. Management of subcontracted support components
3. Support personnel required and identification of Key Personnel
4. Underpinning contract management
5. Third-party support contracts
6. Pre-emptive support
7. Equipment refreshes
8. Preventative maintenance
9. Bug fixes
10. Patching and upgrades
11. Warranty
12. Out of warranty items
13. Service Level Agreements

Designated Response Area


[bookmark: _Toc104903794][bookmark: _Toc104904258][bookmark: _Toc106810747][bookmark: _Toc106811373][bookmark: _Toc108515853][bookmark: _Toc117608430]16	Value Add / Optional Services
Vendors will describe any optional services that may enhance their product or the delivery of NG911 to the Board. Particularly, this may mean the ability to deliver a hosted call handling system after the ESInet and NG911 routing are being performed. 

Designated Response Area


[bookmark: _Toc104903795][bookmark: _Toc104904259][bookmark: _Toc106810748][bookmark: _Toc106811374][bookmark: _Toc108515854][bookmark: _Toc117608431]17	Use Case Examples for Use with Response
[bookmark: _Toc104903796][bookmark: _Toc104904260][bookmark: _Toc106810749][bookmark: _Toc106811375][bookmark: _Toc108515855][bookmark: _Toc117608432]17.1		Instructions
The following diagram(s) depict the NG911 system from a functional view.  These Use Case scenarios provide Respondents the opportunity to demonstrate the traffic flow and performance perspectives of their proposed system. The Use Cases are designed to present a basis for validation of responses to the requirements of the RFP and will be used as a basis for evaluation of the delivery of traffic from caller to PSAP.
[image: High Level Use case and overall expectation ]High Level Use case and overall expectation 
The first expectation is for the respondent to offer a narrative of how their proposed solution will meet the functionality depicted in the overall diagram.  
Respondents shall:
1) Describe how traffic flows from the call origination network, through the core to the PSAP in step-by-step fashion.
a. At each functional element a description shall be provided to discuss how the traffic flow is being modified or adjusted due to additional data between functional elements.
b. At each functional element a description shall be provided to identify how the system is managed and how alerts of disruptions or incidents will automatically notify the NOC.
c. At each functional element a description of how the interface between the functional elements will be utilized.
d. Demonstrate how the system will handle the use case presented and discuss the operation, including which partner(s) (Prime or Subcontractor) would be responsible for ingress, core, and egress.
e. Identify the bandwidth available and options to manage and monitor bandwidth between functional elements and for the entire platform. 

Designated Response Area


2) Describe the performance expectations of the system and explain how performance is guaranteed for legacy 911 across the entire system to egress to a legacy PSAP. 
a. Identify how systems operate in a “normal” state.
b. Identify how systems operate in an “abnormal” condition.
c. Demonstrate how the platform will operate in a “fail” condition. 

Designated Response Area


3) Describe how security is implemented across the system while maintaining the performance guarantees expected to egress to a legacy PSAP.
a. Identify how DDoS and TDoS events are mitigated.
b. Identify how security events are mitigated at each component throughout the system, including incidents that derive from the OSP, the PSAP and other ESInets.

Designated Response Area


4) Describe how 911 data is delivered to the logging and reporting system to be accessed by a PSAP.
a. Identify how databases operate.
b. Explain how recording systems are implemented to accommodate local recording and to accommodate hosted recording.
c. Explain how logging is collected and accessed for legacy CDR and i3 logging.

Designated Response Area


5) Describe how calls may be transferred between NG PSAPs.
a. Explain how the NG PSAP to NG PSAP transfer will be triggered, and how the call will move from one PSAP to another on the same NG911 system.
b. Explain how the NG PSAP to NG PSAP transfer will be triggered, and how the call will move from one PSAP to another on a different NG911 system.
c. Describe how transfers are logged and how the data is logged.
d. Discuss the data that is transferred to the receiving PSAP.
e. Explain how logging is collected and accessed for legacy CDR and i3 logging

Designated Response Area




[bookmark: _Toc108515856][bookmark: _Toc117608433]17.2		Additional examples
The following diagram(s) serve as an example of how a Respondent shall answer the use case questions.  Diagrams may be necessary with step-by-step demonstration call outs to document the overall traffic flow for the system. Respondents are encouraged to use their own diagram to show the traffic flow from end to end.
[image: Use case example diagram.
]
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[image: Use case example diagram.]
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(2) The wireless carrier sends the call to the carriers’ mobile switching center (MSC)
(3) The mobile switch sends a query to the mobile positioning center/gateway mobile
location center (MPC/GMLC) for routing instructions LEGACY PSAP CASE
(4) The MPCIGMLC retums routing instructions including pANI (ESRK) back to the mobile (11) The ESRP routes the call to the legacy PSAP Gateway (LPG)
(4B) The PDE/SMLC retums the Phase Il X/Y of the callers device to the MPC/GMLC and with the call
stages it for the next ALI query (this step may take several seconds) (13) The legacy PSAP performs an ALl query based on the pANI
(5) The MSC routes the call to the LNG provided in the previous step
(6A) The LNG sends a location request to the MPC/GMLC (14A-B) The LPG queries for and receives location (includes steps
(6B) The MPC/GMLC sends location information back to the LNG 12A-B, and 6A-B) i3 PSAP CASE
(7) The Gateway assigns a location URI based on the pANI used for the call through the (11ALT) The call is routed through the BCF to the i3 PSAP call handling
(8A) The ESRP queries the LNG for location information steps 6A-B)

(38) The LNG retums location information to the ESRP
(9) The ESRP makes a LoST request, including locaton information and a service URN
(10) The ECRF uses the location and service URN to ind the next hop URI for the call and
fetums the URI to the ESRP
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