Attachment F Technical Proposal 
RFP 23-68162 Document Destruction Services

INSTRUCTIONS: Please supply all the requested information in the yellow-shaded areas and indicate any attachments that have been included. 
Document all attachments and which section and question they pertain to. DO NOT reply ‘see attached’ in any section as this will be deemed as non-responsive and could have a negative impact on your proposal. 

	Region (s) Bidding 
	



Mandatory Requirements 
	Requirement
	Yes / No
	Required Document (s) Attached

	Confirm that your company is an AAA-certified member in good standing with the National Association for Information Destruction (NAID)
	
	

	Confirm that your company has reviewed and agree to follow all Health Insurance Portability and Accountability Act (HIPAA) guidelines
	
	

	Confirm that your company has reviewed and agree to follow all guidelines for IRS Publication 1075, Exhibit 7, and media sanitization.
	
	

	Confirm your company has a standard Certificate of Document Destruction
	
	



General 
1. Provide an overview of your experience providing document destruction services. How much of this experience includes document destruction of PII and PHI? 
	



2. Explain your process for maintaining NAID certification.
	



3. Explain how your company keeps up to date with Federal and State laws and regulations, IRS Publication 1075, and HIPPA guidelines as it relates to document destruction services.
	



4. Explain how you will ensure the State remains in compliance with IRS Publication 1075 as it relates to the disposal of Personally Identifiable Information (PII).
	



5. Explain how you will ensure the State remains in compliance with the Health Insurance Portability and Accountability Act (HIPAA) guidelines as it relates to the disposal of Protected Health Information (PHI).
	



Document Destruction  
6. Provide a list of your disposal site locations in Indiana and indicate if any are not NAID certified. Please include any third-party facilities. 
	



7. Describe your process for on-site / mobile shredding services. How can you ensure all documentation will be secure until shredding is complete? 
	



8. Describe your process for off-site / facility based shredding services. How can you ensure all documentation will be kept secure during transport and until shredding is complete?
	



9. For off-site / facility based shredding services explain any (potential and actual) excess time between arrival to the facility and actual time of destruction. 
	



10. Describe your process for destruction of media. How can you ensure all media will be secure until shredding is complete?
	



11. Will non-FTI media (e.g., CDs/DVDs) be kept in the same console/bins as paper? If yes is there a limit to how much non-FTI media can be combined? If no, describe the separate console / bin that will be provided solely for non-FTI media.
	



12. During transit has any bin ever been lost or misplaced? If yes, how was it recovered and what was the outcome. 
	



13. Describe the capacity of the trucks intended for use for both on-site and off-site shredding. 
	



14. Provide a description of the facilities in which off-site/plant-based destruction will take place and how the facility is kept secure. 
	



15. Describe in detail the equipment that will be used for document and media destruction and how the equipment will meet IRS requirements in Publication 1075 and Media Sanitization guidelines.
	



16. If shredding does not result in paper material being at a minimum of 1 mm x 5 mm (0.04 in. x 0.2 in.) in size describe your process for further destruction i.e., pulping or burning. 
	



17. Describe your process, including scheduling, for purge services. On-site / Off-site?
	



State Facility Security Requirements 
18. Describe your current requirements for background checks for staff responsible for document destruction for both employees and subcontractors. Explain how the current process will meet the State of Indiana background check requirements. 
	



19. Explain your process for ensuring all personnel have received a background check upon hiring and annually. What actions are taken should an employee’s background check not meet the State requirements? 
	



Sensitive Material Requirements
20. Explain what safeguards have been put in place to prevent disclosure of information both internally and externally. 
	



21. How does your organization communicate to third-party partners requirements for safeguarding information?  What is the process for ensuring compliance with requirement?  
	



22. Explain your process for discovering and communicating disclosures of information.
	



23. Is there a contingency plan in place in the event the facility has to be evacuated? Explain. How would you ensure documents / media would remain secure? 
If applicable, provide a copy of said plan.
	



Bin Requirements 
24. Describe in detail the features of the available bins to include size, structure, and material used to construct them. Pictures are encouraged.
	



25. Who will be responsible for maintaining keys used to lock bins?
	



26. Describe your process for repairing and replacing damaged bins.
	



Customer Service and Account Management 
27. Provide a hierarchy of the account management team and identify where in the hierarchy is the IDOA primary contract. 
	



28. Will the State of Indiana have a dedicated customer care team or shared with other clients? If a dedicated team how many representatives will be assigned to the State contract? Where will the team be located? 
	



29. In the event the customer care team cannot resolve an issue, describe your problem escalation process. 
	



30. In the event your company needs to cancel and/or reschedule a pick-up, describe the process for notifying the Using Agency. 
	



31. Explain your implementation process and how you plan to transition Using Agencies that are under an existing contract upon expiration without a disruption of service.  
	




