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Kingston IRONKEY D300 USB Drive User Instructions

Quick Start Guide
First Time Use: To set up your IronKey Encrypted D300 USB Drive prior to first use:

1.

5.

Insert the USB drive in a USB port.
Open Windows File Explorer.

After initialization (Installing Device Driver or Found new hardware message may appear), click on the
DVD RW Drive (X:) IronKey Unlocker drive icon (left side navigation pane), then double-click on the
IronKey.exe application icon (right side navigation pane).

In the IronKey Initialization Wizard window—click Next after each entry:
a. Select language: English
b. Accept license agreement

c. Enter a complex password

d. Enter your contact information

When the formating of the drive is complete—Format Complete prompt—the drive is ready for use.

Use: To use your IronKey Encrypted D300 USB Drive:

1.

Insert the USB drive in a USB port.
Open Windows File Explorer.

Click on the DVD RW Drive (X:) IronKey Unlocker drive icon (left side navigation pane), then double-

click on the IronKey.exe application icon (right side navigation pane).

Enter your password.

Files may be copied to the drive labled KINGSTON (X:): cut-and-paste; copy-and-paste; drag-and-drop;
and, files may be opened, used, saved to, and deleted from the KINGSTON drive.

When you are done: click on the IronKey D300 icon in the System Tray/Up Button; then, click Shut
down IronKey D300.

a. Click OK when asked if you want to shut down IronKey D300.

b. Once the IronKey D300 shut down window closes, it is safe to remove the device.

Do not store your password with the If your USB drive is lost or
device. If you do and the device is lost stolen, immediately report it
or stolen the data is not protected. to your supervisor.
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User Guide
The following is a brief guide to assist you on your first use the Kingston encrypted USB drive. If you require
additional assistance please reference www.kingston.com or the included IKD300User Manual. pdf.

To begin using this USB drive, it must first be formatted and you must enter in a complex password to protect
the data on the drive.

First use: Insert the USB drive into a USB port and wait for it to be initialized (Installing device driver or Found
new hardware message may appear).

Open Windows File Explorer and you will see the drive listed as DVD RW Drive (X:) IronKey Unlocker. Note: The
next letter drive (drive F in this example), which is where you save your data, will not yet be accessible; it will be
available after formatting the drive.

| = | This PC - = X
Computer View a
&« « 4 E s ThisPC w| @ | Search This PC P

~ [ This PC A MName B Type
I Desktop Folders (6)
= Documents ~ Devices and drives (4)
¥ Downloads s Windows (C:) Local Disk
D Music < DVD RW Drive (D) CD Drive
=/ Pictures e DVD RW Drive (E:) IronKey Unlocker CD Drive

E Videos .. Removable Disk (F:) Removable Disk

AL

e T Network locations (2)
e DVD RW Drive (E:) IronKey Unlocker

e; DVD RW Drive (E:) IronKey Unlocker

¥ Metwork

v £ >

12 items =

Note: The D300 has two partitions or drives: the DVD RW Drive (X:) IronKey Unlocker partition and the KINGSTON
partition (the KINSTON partition is labeled Removable Disk until your password is entered). The DVD RW Drive
(X:) IronKey Unlocker partition contains the IronKey.exe application and a more extensive user manual. You
cannot save files to this partition. You can save files only to the KINGSTON partition, once you have entered
your password.
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Click the DVD RW Drive (X:) IronKey Unlocker (left side of the navigation pane), then double click the
IronKey.exe application icon (right side of the navigation pane).

e | = | Drive Tools  DVD RW Drive (E:) IronKey Unlocker - O x
Home Share Wiew Manage 0
« S e » ThisPC » DVD RW Drive (E:) IronKey Unlocker v | D Search DVD RW Drive (E:]) IronKey Un... @
o~
[ This PC " MName Date modified Type
[ Desktop ~ Files Currently on the Disc (7)
Documents linux 77272016 2:42 AM File folder
4 Downloads Mac 7/2/2016 3:04 AM File folder
J», Music rr_moved 7172016 8:43 PM File folder
& Pictures Support 7/1/2016 &:46 PM File folder
@ autorun.inf 71472016 1116 PM - Setup Information

B videos

> Files Ready to Be Written to the Disc (1)

8 items

=L IKD300 User Manual.pdf 812/2016 .06 PM  Adobe Acrobat D...
e IronKey.exe 8/23/201612:23 PM  Application

The following prompt will appear:

Device Initialization - [ronKey D300

e IRONKEY™ | initialization wizard . l{lm
(234

Language

Select Language: |Engiish ']
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Select English, and then click Next.

The License Agreement screen will appear: click Accept and then click Next.
e st eney 08 S
G IRONKEY" |mntaizationwizard  §} KENGSLON

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPCRTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(Wingston”). This Agreement relates to the software accompanying
this Agreement, which mdudes computer software and may indude
assocated media, printed materials, and "online” or electronic —

@ Accept (") Dedine

Enter a complex password (entered twice for confirmation); you can also enter a password hint to remind you
of your password should you forget it.

e stnion ety 30 S

@ IRONKEY" |niaizatonwizard  J KINGSON
| Password
* Password: Ty
* Password Confirmation: R
0 Password Rules
Hint: Pwd Hint]
* Mandatory field
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On the next screen enter your Contact Information; then click Finish.

Do ntisemion_ bontey OO
@ IRONKEY" |intazationwizard  J KIDGStON
500

Contact Information

MName: Test Name

Company: Test Company

Details: Test Details & Other Infol

Once you click ‘Finish’ the device will format, and then be ready for use when you see the following prompt.

Format -Tronkey D300 SAAMMNMNENEEEEEE
-
@G IRONKEY" |corraicare §§ KINGSLON
EC oLDar

Format Complete.
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After first use—after you have setup the device it is ready for use:

To use the IronKey USB drive, plug it into a USB port, open Windows File Explorer; Click the DVD RW Drive (X:)
IronKey Unlocker icon, then double click IronKey.exe (the same way as described under First Use above). You
will be prompted to enter your password:

Login device Ironkey D300

e IRONKEY" | Cantrol Panal . Ki!mu}!‘!

Password:

Reset Device

Contact Information || R=ad-Only Mode

The next drive letter (drive F in this example) will be labeled KINGSTON. Files may be copied to the KINGSTON
drive: cut-and-paste; copy-and-paste; drag-and-drop files to and from this drive, or files may be opened, used,
saved to, and deleted from the drive. This is the secure, encrypted USB drive partition.

& | [ = | Drive Tools  KINGSTON (F:) — O s

Home Share View Manage o

« “ M mm » ThisPC » KINGSTON (F) v & Search KINGSTON (F:) R

[ Desktop 2 Name
|if| Documents

* Downloads

B Music

Date modified Type

This folder is empty.

= Pictures

B videos

e Windows (C:)
e DVD RW Drive (E:) IronKey Unlocker

e DVD RW Drive (E:} IrenKey Unlocker

>
0 items =
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When you are done using the USB drive, click on the DT400 icon in the System Tray/Up Button and then the
IronKey D300 icon; and then click Shut down IronKey D300 to safely turn off the device.

Windows 10
[ IronKey D300 Settings

4l [0 Browse IronKey D300
## Format IronKey D300

0 & DOnline Support

£ About lronKey D300

i} [E] Shut down lronkey D300

D
®

-
=]

5 1:01 PM
A ) 41272018 E‘

Windows 7

Click OK when asked if you want to shut down IronKey D300.

Shut down lrenkey D300

Are you sure you want to shut down Irankey D3007

Once the IronKey D300 shut down window closes, it is safe to remove the device.
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Complex Password:

This device requires a complex password made up of characters from three of the four following categories:

1. Upper case English letters (A - 2)

2. Lower case English letters (a —z) If your USB drive is lost or

3. Numbers: 0—-9 stolen, immediately report it
4, Special Characters (e.g., !,@,#,s,%,&,-, _) to your Supervisor

Do not store your password with the device.

The purpose of using encrypted USB drives is that all of the data on the drive is protected by encryption
technology—the information is coded and locked and cannot be read without the password. This way, if the
device is lost or stolen the data remains secure.

If you keep your password with the device it is the same as not encrypting the device and anyone with your
password and the device can read all of the data on the device.

If you forget your password: you can click on Reset Device on the logon screen and enter a new password, but
all of the data on the device will be completely erased.

Note: There is a more detailed user manual on the drive’s protected partition. Please use this as needed.
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