
Registration/User Guide 
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 VA Account Systems Access and PIV Card 
Procedures for Non-Federal Employees 

Indianapolis VA Regional Office 

May 26, 2017 

This document contains the necessary information for obtaining VA Systems Access for 
Accredited/Non-Accredited, Co-Located and/or Remote Veteran Service Officers (VSO), 
County Veteran Service Officers (CVSO), Private Attorneys, and VSO Administrative 
Staff.    
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A.  Introduction 

Message from the Director of the Indianapolis Regional Office: 

In August of 2004, President George W. Bush issued Homeland Security 
Presidential Directive 12 (HSPD-12) which mandated new standards for secure 
and reliable personal identification for employees, contractors, and for those 
who require access to VA systems.  The standards set forth in the Directive 
allow for verification of a person’s identity and are strongly resistant to fraud, 
tampering, counterfeiting, and terrorist exploitation.   

I do recognize that there are multiple steps in a complicated process that can 
seem arduous.  That said, I ask all involved to remember that the PIV 
authentication process is a very important step in maintaining our national 
security and protecting our Veterans’ personal information.  Thank you for your 
cooperation. 

Purpose: 

This guide has been created to assist you in obtaining, maintaining, and renewing 
VA Systems access and a Personal Identification Verification (PIV) badge through 
the Indianapolis VA Regional Office (VARO).  The appropriate Checklists, along with 
specific instructions, will help to navigate the necessary requirements that are 
required to work through these processes.   

Points of Contact: 
Table 1. 

POC Assistance With… Contact Info 
Account Request Liaison General questions & status 

updates 
(317) 916-3400 

Indianapolis RO Training 
Manager 

Training related issues (317) 916-3400 

Indianapolis Human 
Resources  

Fingerprinting, security 
clearance, OF 306, OF 612, 
and eQIP questions 

HR.VBAIND@VA.GOV 

Indianapolis Support 
Services 

PIV badge issuance, and 
VPN/CAG request 

SSD.VBAIND@va.gov 

National Service Desk Computer related issues (855) 673-4357, option #3 
then option #3 or 
email ITSC@va.gov 

National Citrix Access 
Gateway Help Desk 

Logging into CAG for remote 
users 

(855)673-4357, Option 
#6 then Option #1. 

mailto:HR.VBAIND@VA.GOV
mailto:SSD.VBAIND@va.gov
mailto:ITSC@va.gov
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B.  Initial Access Request 

This table shows an overview of the entire Access Request Process.  Please allow 
1-2 weeks to receive your PIV card and VA systems access after you complete the 
required training and forms. 

     Table 2. 

The Initial Access Checklist beginning on page 5 will help you navigate through the 
process.  Specific instructions for each step are provided on the pages following the 
checklist.  If you have any questions, please contact the Account Liaison.   
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INITIAL ACCESS CHECKLIST 

⃝ 1. Complete & fax Access Request Form (attachment 1) to (215) 713-1112.

2. Complete self-registration for a Talent Management System (TMS) account.

⃝ 3. Complete TMS Training: VA Privacy and Information Security Awareness and
Rules of Behavior.  Notify the VARO Training Manager when complete. 

⃝ 4. Complete TRIP training (for accredited positions only).  Upon completion, fax
the Certification of TRIP Training Letter (Attachment 2) to (215) 713-1112. 

⃝ 5. Complete Accreditation.  Notify the VARO Training Manager when complete.

⃝ 6. Complete forms below and fax them to (215) 713-1112:  (See enclosure, pg. 28)
- Declaration for Federal Background Investigation for Affiliates and                                             
Volunteers
- VA Form 20-0344, Annual Certification of Veteran Status & Veteran 

Relatives 
- VA Form 0711, Request for Personal Identification Verification Card 

⃝ 7. Complete fingerprinting for background investigation.

⃝ 8. Complete all the required steps on the eQIP site within 10 calendar days from
date email is received. 

⃝ 9. Schedule/receive Personal Identity Verification (PIV) card.

⃝ 10. Receive VA Local Area Network (LAN) and email access.

⃝ 11. (Remote users only) Obtain Virtual Private Network (VPN)/Citrix Access
Gateway (CAG) account.  This is used to log into the VA network from outside a 
VA facility.  (See attachments 5 and 6 to log in) 

⃝ 12. Receive VA Applications access.  Email will be automatically sent when you
have access to VA Applications. 

⃝ 13. The Indianapolis Account Liaison will assist as needed.
***The number of each checklist item corresponds with numbered instructions below*** 
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INSTRUCTIONS 

1. Fill out and fax the Access Request Form (attachment 1) to (215) 713-1112.  The
information on this form is used to begin the process and help the VARO track your
progress.

2. Self-register for the Talent Management System (TMS), the VA’s online learning
portal.  

1.1. Go to https://www.tms.va.gov 

1.2. Click on Create New User

1.3. Complete the VA TMS Self-Enrollment questions. 

Under MY JOB INFORMATION: (Enter the following information) 

- VA Location Code: 326(VBA Indianapolis Regional Office) 
- VA Point of Contact First Name:  Kyle 
- VA Point of Contact Last Name:  Schmidt 
- VA Point of Contact Email Address:  kyle.e.schmidt@va.gov 

1.4. Click Submit. 

1.5. Go back to https://www.tms.va.gov and enter your User ID and 
Password.  You are now logged into your TMS Home Page.  (NOTE:  
you will need to log into TMS every year to complete the VA Privacy 
and Information Security course, so do not forget your User ID and 
password.) 

3. You will be required to take VA Privacy and Information Security Awareness and
Rules of Behavior training to establish and maintain your network access. The VA
Privacy and Information Security Awareness and Rules of Behavior course will
automatically be assigned when you create your TMS account. Upon completion of
this training, please contact the VARO Training Manager, Kyle Schmidt,
at kyle.e.schmidt@va.gov.

4. (Only accredited positions) Federally mandated Training, Responsibility,
Involvement and Preparation of Claims (TRIP) training will be coordinated by the

https://www.tms.va.gov/
mailto:kyle.e.schmidt@va.gov
https://www.tms.va.gov/
mailto:kyle.e.schmidt@va.gov
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Indianapolis VARO Training Manager.  Due to a contractual impairment, the TRIP 
training website located at www.vsotrip.com was taken offline on February 6, 2015.  
For the interim, Service Organizations are to have their Officers go through the 
material located at https://www.sep.va.gov/web/guest/faq and self-certify that they’ve 
completed the training.  Once training is completed, fax the Certification of TRIP 
Training (Attachment 2) to (215) 713-1112. You will receive a TRIP certificate that 
you will need for accreditation.  

5. You must be accredited by a recognized Service Organization (not required for non-
accredited administrative positions). When you complete this process and receive
confirmation from OGC, notify the Indianapolis RO Training
Manager, kyle.e.schmidt@va.gov

6. Complete the following forms and fax them to 1-215-713-1112.  (See Required Forms
starting on page 28) If you have any questions contact the Indianapolis Human
Resources Office at (317) 916-3416.

• OF 306, Declaration for Federal Employment
• Current employment resume
• VA Form 20-0344, Annual Certification of Veteran Status and Veteran

Relatives
• VA Form 0711, Request for Personal Identification Verification Card

7. Log onto the appointment scheduler website to make an appointment to take your
fingerprints. http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp

VERY IMPORTANT:  If you schedule an appointment anywhere other than 
the Indianapolis Regional Office please send an email to SSD.VBAIND@va.gov 
and notify our office of the date and time of your appointment. 

If you are getting fingerprinted at any other location other than the Indianapolis 
Regional Office you will need to provide the fingerprint office the following 
information: 
-SON: 1074 
-SOI:  VA11 

8. When results of your fingerprint check are available, and you have submitted the
OF306 and your Current Employment Resume, you will receive an e-mail message
from HR with a link to the eQIP site. You must enter your information into the eQIP
site and submit the information within 10 calendar days from the date of the e-mail.
IF YOU DO NOT COMPLETE all of the necessary steps on the eQIP site within 10
calendar days from the e-mail, your account will need to be reactivated which could
delay your receipt of a PIV card.

https://www.sep.va.gov/web/guest/faq
mailto:kyle.e.schmidt@va.gov
https://www.opm.gov/forms/pdf_fill/of0306.pdf
http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp
mailto:SSD.VBAIND@va.gov
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NOTE:  We will try to coordinate Steps 8-12 below to accommodate only one trip 
to the Regional Office. Please help us by making sure all steps are completed 
during your visit.    

9. Log onto the appointment scheduler website again to make an appointment to
receive your PIV card. http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp

VERY IMPORTANT:  If you schedule an appointment anywhere other than the
Indianapolis Regional Office please send an email to SSD.VBAIND@va.gov and
notify our office of the date and time of your appointment.  If our office is not aware
of your appointment at another facility then your PIV card may not get issued.

Issuance of a PIV card is a three step process:  1) Sponsor 2) Registrar 3) Issuance. 
• Sponsor:  You will be contacted via telephone by the PIV Sponsor who will

ask you a series of questions. This will take approximately 10 to 15
minutes.

• Registrar: The PIV Registrar will ask for two forms of identification.  The
Registrar will enter this information into the PIV system and take your
picture for the PIV card.  Please see Attachment 3, Identity Document
Criteria, before showing up to the PIV-issuing facility.

• Issuance:  The Issuer will ask you to provide one valid photo ID before
printing and issuing your PIV card.  You should inspect the card to verify
your name is spelled correctly.
• You need to provide a six-digit PIN number. This is the number you will

enter in the computer when you log into VA information systems. It is
recommended this be a series of numbers you can easily remember. If
you forget your PIN number, you are required to visit a PIV-issuing
facility to have it reset. This number cannot be reset remotely. It is
encoded in the card’s microchip and can only be reset by a PIV Issuer
at his/her location.

• Your PIV card contains certificates that allow you to read and send
encrypted e-mails to anyone with a @va.gov e-mail address. You will
receive instructions on safe handling of your card, how to use it with
the VA e-mail system, and how to publish certificates to the VA Global
Address List (GAL). When this has been accomplished, you are ready
to use your new card.

10. The Indianapolis Office of Information and Technology (OI&T) will provide your
credentials to log into the VA Local Area Network (LAN) if you are not PIV enforced.  
Beginning in January 2016 the VA is implementing 2 Factor Authentication 

http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp
mailto:SSD.VBAIND@va.gov
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Enforcement (2FA) whereas most users will become PIV enforced.  Your PIV card 
will be your primary means to log into the system.  NOTE: You will need a PIV card 
reader to log into the system.  A recommended reader is the Identiv SCR3310 V2 
USB Smart Card Reader. 
 

11. (For remote users only).  You will be required to use VPN/CAG to log into the VA 
system from outside a VA facility.  During steps 8 & 9 above, the Support Services 
Division, OI&T, and ISO will be requesting/approving your VPN account.  Once you 
have your PIV card and VPN/CAG access you can follow the instructions in 
Attachments 5 and 6 to log into VPN/CAG, configure your PIV card and open 
Outlook. 

 
12. Once your request for VA Applications has been approved you will receive an 

automatically generated email with your log on credentials.  If you do not receive this 
email within one week of obtaining LAN access, please contact the Account Request 
Liaison. 

 
13. The Indianapolis Account Request Liaison will make sure you have received 

positive support from all offices involved in the account access process.  For more 
information or training links on the VBA systems, please see attachment 8. 
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C.  Maintaining VA Systems Access 

Once you have received your PIV card, LAN access, email, and access to VA 
Applications you must stay active in the system.  If any of the following items do not 
stay current, you may lose access and would need to reapply using the Initial 
Access Checklist.  

• Remain current with required VA Privacy and Information Security Rules of
Behavior training in TMS.  This is an annual requirement.

• It is recommended to Log into CAG every 30 days to prevent being locked
out.

• It is recommended to Log into VA Applications every 30 days to prevent being
locked out.

• Maintain positive control of your PIV card.  The card is solely for your use and
must not be shared with anyone else.

If you are identified as not being active in one of the systems, the Indianapolis 
Veteran Service Center will contact you, either directly or through your servicing 
organization, regarding your status.  If you no longer need access, or do not reply, 
the VARO will remove all VA systems access and disable your PIV card. 
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D. Personal Identification Verification Card Renewal  
 
 The process for PIV card renewal is similar to the initial card issuance process.  The 

PIV Card Renewal Checklist and instructions will assist you through these steps. 
 

PIV CARD RENEWAL CHECKLIST 
 

⃝ 1.  Complete & fax the Access Request Form (attachment 1) to (215) 713-1112. 
  
 2.  You must be current with TMS training, VA Privacy and Information Security 

Awareness Rules of Behavior. 
 
⃝ 3.  Schedule/complete fingerprinting for background check. 
 
⃝ 4.  The Indianapolis VARO will verify LAN and VA Applications accounts are 

current.  If not current, LAN and CSEM will need to be resubmitted and routed for 
approval. 

 
⃝ 5.  Schedule/receive new Personal Identity Verification (PIV) card.  
 
⃝ 6.  (Remote users only).  Obtain Virtual Private Network (VPN)/Citrix Access 

Gateway (CAG) account.  This is used to log into the VA network from outside a 
VA facility. 

***The number of each checklist item corresponds with numbered instructions below. *** 

 

1.  Fill out and fax the Access Request Form (attachment 1) to (215) 713-1112.  This 
information is used to begin the process and help the VARO track your progress. 

2.  Log into TMS at https://www.tms.va.gov .  Complete the VA Privacy and Information 
Security Awareness Rules of Behavior Training.  All VA systems account access 
and PIV card will be deactivated if this training is not complete. 

3.  Log onto the appointment scheduler website to make an appointment to take your 
fingerprints. http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp  

VERY IMPORTANT:  If you schedule an appointment anywhere other than 
the Indianapolis Regional Office please send an email to SSD.VBAIND@va.gov 
and notify our office of the date and time of your appointment. 

If you are getting fingerprinted at any location other than the Indianapolis 
Regional Office you will need to provide the fingerprint office the following: 

- SON: 1074 - SOI:  VA11 

https://www.tms.va.gov/
http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp
mailto:SSD.VBAIND@va.gov
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4.  Once the Indianapolis VARO receives confirmation of the SAC date from your 
fingerprints, the Indianapolis VARO will verify your LAN account and VA Applications 
are active.  If not, the VARO will begin the approval process for activating your LAN 
and Applications accounts. 

 
5.  Log onto the appointment scheduler website again to make an appointment to 

receive your PIV card. http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp 
 

VERY IMPORTANT:  If you schedule an appointment anywhere other than 
the Indianapolis Regional Office please send an email to SSD.VBAIND@va.gov 
and notify our office of the date and time of your appointment.  If our office is 
not aware of your appointment at another facility then your PIV card may 
not get issued.  

6.  (For remote users only).  You will be required to use VPN/CAG to log into the VA 
system from outside a VA facility.  The Support Services Division, OI&T, and ISO will 
be requesting/approving your VPN/CAG account.  You will receive a confirmation 
email notifying you that your VPN/CAG account is active.  Instructions for logging 
into CAG and configuring your PIV badge can be found in attachments 5 and 6. 

 

 

  

http://www.va.gov/PIVPROJECT/PIV_Badge_Offices.asp
mailto:SSD.VBAIND@va.gov
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E. Termination of Access and PIV Card 

If you resign, retire, or end affiliation with VA you are required to return your PIV 
card. Your PIV card is the property of the U.S. Government.  Counterfeiting, altering, 
or misusing violates Section 499, Title 18 of the U.S. Code.  If you resign, retire, or 
end your affiliation with VA, you may not maintain possession of this federal 
property. 

The PIV card should be returned to the Indianapolis VA Regional Office via certified 
mail.   

The correct address is: 

Indianapolis VA Regional Office 
Attention: PCI Manager 
575 N. Pennsylvania St 
Indianapolis, IN 46204   

http://uscode.regstoday.com/18USC_CHAPTER25.aspx#18USC499
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Attachment 1 
ACCESS REQUEST FORM 

Indianapolis VA Regional Office Systems Access Request Form 
for 

VSOs, CVSOs, Private Attorneys, and Support Personnel 

Please complete all the information below.  This information will be used to create the 
VA Systems Access Forms and help the Regional Office track your progress through 
the process.   

Please fax form to (215) 713-1112. 

Initial Access or Renewal? 

Name 
Last, First, MI. 
SSN 

Date of Birth 
(mm/dd/yyyy) 

Start Date (CVSO only) 
(mm/dd/yyyy) 

Telephone Number 

Email Address 

Service Organization or Firm 

Title 
Accreditation Number 
(If accredited)  

If you have any questions, please contact the Account Access Liaison at (317) 916-3400. 
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Attachment 2 
CERTIFICATION OF TRIP TRAINING 

CERTIFICATION OF TRIP TRAINING 

I _______________________ from ______________________certify that I have 

 (Print Name)                                       (Print Service Organization) 

completed T.R.I.P. (Training, Responsibility, Involvement and Preparation of 

Claims) Chapters 1-18 found at https://www.sep.va.gov/web/guest/faq 

_________________________   _________________ 

Employee Signature         Date 

https://www.sep.va.gov/web/guest/faq
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Attachment 3 

IDENTITY DOCUMENTATION CRITERIA 

The following criteria must be met by all VA employees, contractors, and affiliates 
prior to being issued a PIV card or Non-PIV Card. 
 

• The Registrar must examine each identity source document. 
 

• All identity source documents must not be expired. 
 

• The Registrar will reject any document that appears invalid (e.g., absence of 
security hologram, or other known security features, on a State issued 
driver’s license; absence of security features on a birth certificate or 
passport; smeared ink; missing information; etc.), and this information will 
be reported to the Office of Security and Law Enforcement (OSLE) for 
review. 

 
• Handwritten or photocopied documents are not acceptable. 

 
• Two forms of identification are required from Table 1: Acceptable Identity 

Documents. The following combinations are accepted: 
 

-Two forms of identification from Column A (Government Issued Photo ID); 
 
-One form of identification from Column A and one form from Column B 
(Non-Picture ID or Acceptable Picture ID not issued by Federal or State       

                Government) 
 

Table 3. Acceptable Identity Documents 
 

COLUMN A 
 

Government Issued 
Photo ID 

 

COLUMN B 
 

Non-Picture ID and or Acceptable Picture 
ID not issued by Federal or State 

Government 

• U.S. Passport or U.S. Passport 
Card 

• Permanent Resident Card or 
Alien Registration Receipt Card 
(Form I-551) 

• Foreign passport that 
contains a temporary I-
551 stamp 

• Employment Authorization 
Document that contains a 
photograph (Form I-766) 

• Social Security Card 
• Original or certified Birth 

Certificate 
• Certification of Birth Abroad 

Issued by the Department of 
State (Form FS-545) 

• Certification of Report of Birth 
issued by the Department of 
State (Form DS-1350) 

• Voter’s Registration Card 
• Native American Tribal 
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• Foreign passport with Form I-94
or Form I-94A

• Passport from the Federated
States of Micronesia (FSM) or the
Republic of the Marshall Islands
(RMI) with Form I-94 or Form I-
94A

• Driver’s license or State issued ID
card

• Federal, state, or local
government issued ID card

• School ID with photograph
• U.S. Military card
• Military dependent’s ID card
• U.S. Coast Guard Merchant

Mariner Card

Document 
• U.S. Citizen ID Card (Form I-

197) 
• Identification Card for Use of

Resident Citizen in the United 
States (Form I-179) 

• Employment Authorization
document issued by the 
Department of Homeland 
Security 

• Canadian Driver’s License

Applicant Names 

The Applicant’s name in the card request must be an exact match to the name 
printed on at least one of the identity source documents.   

The names on the identity source documents must match using the examples in 
Table 2: Acceptable Name Mismatches and Table 3: Unacceptable Name 
Mismatches. 

Applicants with multiple last names may use the guidance for middle names in 
Table 2: Acceptable Name Mismatches. 

An ID issued before a legal name change (e.g. birth certificate or driver's license) 
can be presented as one form of ID if a legal document (e.g. marriage 
certificate/license or a court order) is also presented linking the previous name to 
the current legal name. The linking document has to display both the former and 
current legal names. Both documents must be valid (not expired).  

For example, a married woman may use both a certified copy of her birth 
certificate that lists her maiden name and a driver’s license showing her married 
name as long as she provides a marriage license displaying both her maiden 
name and married name. 
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Table 4. Acceptable Name Mismatches 

Name Acceptable Mismatches 
First Name Source Shows Second Name Source Shows 

First Single first name 
 
Example: “Mary” (with “L.” given 
as middle initial) 

First name as two words Example: 
“Mary Lou” 

Middle Single letter as middle initial 
 
 
Example: “L.” 

Middle name spelled out, first 
letter of the name matches the 
single letter 
 
Example: “Lawrence” 

Last Last name given in hyphenated 
form 
 
 
Example: “Smith-Jones” 

Last name given in non-hyphenated 
form 
 
Example: “Smith Jones” 

 

Table 5. Unacceptable Name Mismatches 

Unacceptable Mismatches 
First Name Source 

Shows 
Second Name 
Source Shows 

Apparent typo or transposition of 
letters in the name 

“John” 
 
“Smyth” 

John” 
 
“Smith” 

Mismatch between given name and 
an alias or nickname 

“Jim” “James” 

First and middle names swapped “Eldon S. Smith” “Scott Smith” 
Mismatch of suffix “Tom Smith Jr.” “Tom Smith” 
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Attachment 4 

DO’S AND DON’TS FOR PIV CARD HOLDERS 
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Attachment 5 
 

LOGGING INTO VPN/CAG (FOR REMOTE USERS) 

These instructions are for individuals trying to log into the Citrix Access Gateway 
(CAG) with access to any computer device (i.e. Laptop, Desktop). Depending on the 
speed of your PC and Internet connection, this installation may take several minutes. 
 

1. Verify that Transport Layer Security 1.0 is enabled on your browser. For Internet 
Explorer, select the Tools menu item and click Internet Options. 

 

 

2. From the Internet Options window, select the advanced tab. Scroll down to the 
Use TLS 1.0 selection and be sure it is selected. Click OK and close the browser 

 

 

3.  Open Internet browser again and access CAG at the following 
URL:  https://citrixaccess.va.gov 

https://citrixaccess.va.gov/
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4. Click on the card reader icon.

5. If a certificate selection pop-up window opens, select the internal PIV
Authentication certificate that contains your name.

To figure out which certificate is your internal PIV Authentication certificate: Hover
the mouse cursor over the certificate to display the certificate description. Check
the description for the certificate is internal PIV Authentication.

(The certificate has numbers after it.)

6. Enter your PIV card PIN in the login box that appears. Click the OK button.

7. If this is your first time using Citrix, you may be given option to install the latest
Citrix client. Simply check to agree with the license agreement and click INSTALL
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Note: If you have previously installed this application, then click (Skip to Log in). 
 
8. On the popup screen below, click RUN to start downloading the Citrix client. 

 

9. Once downloading the client is complete, you’ll need to click RUN again to 
install the client. 

 

10. After a couple minutes, the client installation will finish. Please click OK. 

 

NOTE:  You may get a pop up window that asks “Add Account”.  If you get this 
message, do not input anything into the window.  Click on OK and bypass the window. 

11. Once the installation is completed Citrix will continue logging you on and redirect 
you to Citrix home screen showing the most commonly used applications such as: 
Outlook, CPRS, Internet Explorer or Excel as shown below. 
 

To launch an application, simply “single click” on the icon 

Note.  Depending on your access, your Citrix home screen might have different 
applications listed.  If an application is not working properly or fails to launch, it 
could mean that your previous sessions might not have been logged off properly.  
 

12. To access the VBA App Desktop, Select Desktop tab from screen shot above, then 
follow steps below. 
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13. Double click on monitor icon to begin login process.

Click OK 

Note: Depending on the speed of your PC and Internet connection, this may take 
several minutes. 

14. When done using Citrix, make sure your session is released by clicking on LOG OFF
and close your browser

Warning: You must click on LOG OFF before closing the internet browser. Without 
doing so, you might end up having multiple sessions on different servers and they 
can get stuck or corrupted and prevent applications from working properly.  Logging 
off properly will ensure that all previous sessions, including the corrupted & idle 
sessions get released so that the next time you use Citrix, all applications will run 
smoothly. 

Support info. For all issues related to National Citrix Access Gateway, contact the 
help desk at: 1-855-673-4357. Press Option “6”, then Option “1.” 
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Attachment 6 

LOADING OUTLOOK AND CONFIGURING PIV CARD  

Before configuring your PIV card you will need to open Microsoft Outlook and run the 
setup wizard to load your Outlook account. To load Outlook on your computer, perform 
the following steps: 

Loading Outlook 

1.  From the start menu, find Microsoft Outlook and double click to open. 

2.  The Startup window will appear, click NEXT  

 

 

 

3.  Account Configuration Window:  Select YES and then NEXT 

4.  Add New Account window:  The wizard will automatically load your email address, 
select NEXT.  
 

 

 

 

 

5.  Outlook will then configure your email settings.  This may take several minutes to 
accomplish, please be patient.  When complete the NEXT button will be highlighted, 
select NEXT. 

6.  Once all your settings have been established by Outlook the Finish button will be 
highlighted, select FINISH. 

7.  Outlook will open and begin loading all of your settings.  This could take a few 
minutes, before you are able to use Outlook.  Once it is complete, move to the next 
steps to configure your PIV card. 
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Configuring Outlook:  Publishing PIV Certs to the Global Address List 

1. Insert your PIV card into the card reader. This may be located on your keyboard or
thru an attached USB device.

2. In Outlook, select the File Tab. The Microsoft Office Backstage view appears. Under
Help, click Options.

3. In the Options Dialog, click Trust Center, and then click Trust Center Settings.
4. Select E-mail Security from left column and click on the Settings button to display

the Change Security Settings window.
5. Confirm that the Secure Settings Name displays My S/MIME Settings and that the

Secure Message Format displays S/MIME.
6. To the right of Signing Certificate, click Choose.
7. A new window entitled Select Certificate will open. Select your PIV signing

certificate. PIV certificates have your name followed by a series of numbers. Hover
over your name and select the certificate with Digital Signature in the tool-tip/pop-
up. Click OK.

8. You will then be returned to the Change the Security Setting screen.
9. Repeat the process for your Encryption Certificate by clicking Choose to the right

of the Encryption Certificate box. Hover over your name and select the certificate
with Key Management in the tool-tip/pop-up. Click OK.

10. A window entitled Select Certificate will pop up. Confirm your PIV certificate is
selected. Click OK.

11. You will return to the Change the Security Setting screen. Click OK. The window
closes and you will be returned to the Trust Center screen, under the E-mail Security
window.

12. Click Publish to GAL.
13. Outlook will indicate you are about to publish to the Global Address List (GAL).

Click OK.
14. When publishing to the GAL, Outlook will access your PIV card. Enter the PIN

associated with your PIV card and Click OK.
15. Once the certificate is published Outlook will show a success message. Click OK;

your certificates are published to the GAL.
16. You can now close any remaining windows and resume using Outlook.

For any issues call NSD Specialty 855-673-4357 Option 6, then option 2 or 3. 
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Attachment 7 

LOGGING INTO SHARE AND VBMS 

Now that you have logged into the VA network and configured your PIV card, you are 
able to log into VA Applications, such as SHARE and VBMS.  Please follow the 
instructions below to log in for the first time. 

Logging into SHARE:  You must first log into SHARE before any other application to 
update your password. 

1. Select the Microsoft Start icon

2. Select All Programs

3. Select VBAPPS

4. Select SHARE T11 (The SHARE log in window appears)

5. For initial log in, your temporary password is the FIRST 8 CHARACTERS OF YOUR
LAN USERID (in all caps).  You will be prompted to change your password.  Create an 
8-digit password. 

6. Log out of SHARE

Logging into VBMS: 

1. Select the Microsoft Start icon

2. Select All Programs

3. Select VBAPPS

4. Open the VBMS folder; then select VBMS

http://www.bing.com/images/search?q=microsoft+start+icon&id=4454232A048530A661F881555D1C041CB77AC4B4&FORM=IQFRBA
http://www.bing.com/images/search?q=microsoft+start+icon&id=4454232A048530A661F881555D1C041CB77AC4B4&FORM=IQFRBA
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Attachment 8 

USEFUL INFORMATION AND TRAINING LINKS 

Now that you have logged into the VA network you have access to certain VA 
Applications.  Below are links that you may use to learn the functions of the applications. 

Veterans Benefits Management System (VBMS): 
VBMS VSO Corner 
VBMS Minute Videos 
VBMS Stakeholder Toolkit 
VBMS Job Aid: eFolder Fundamentals 
VBMS Job Aid: Searching for a Veteran Profile 
VBMS Job Aid: Viewing Intent to File Information in VBMS 

COVERS: 
COVERS Online User Guide 

VSO VOCALS: 
Part 1 – Logging On 
Part 2 – Regional Office Screen 

 Part 7 – VACOLS Codes 

Virtual VA: 
Virtual VA User Guide 

Stakeholder Enterprise Portal: 
SEP Home Page  
SEP User Guide 
SEP Frequently Asked Questions 

http://vbaw.vba.va.gov/VBMS/vso_corner.asp
http://vbaw.vba.va.gov/VBMS/vso_corner.asp
http://vbaw.vba.va.gov/VBMS/docs/VSO_Stakeholder_Toolkit_10_0_(20150118).pdf
http://vbaw.vba.va.gov/VBMS/docs/VBMS_Job_Aid_VBMS_for_VSOs_eFolder_Fundamentals_20140623.pdf
http://vbaw.vba.va.gov/VBMS/docs/VBMS_Job_Aid_VSOs_Searches_Veterans_Profiles_20140623.pdf
http://vbaw.vba.va.gov/VBMS/docs/VBMS_Viewing_Intent_to_File_Information_in_VBMS_Job_Aid_20150330_FINAL.pdf
http://css.vba.va.gov/COVERS/
http://vbaw.vba.va.gov/bl/21/publicat/Users/VACOLS/part1.pdf
http://vbaw.vba.va.gov/bl/21/publicat/Users/VACOLS/part2.pdf
http://vbaw.vba.va.gov/bl/21/publicat/Users/VACOLS/part7.pdf
http://virtualva.vba.va.gov/training/guides/virtualvauser.pdf
https://www.sep.va.gov/sep/web/guest/sep
https://www.sep.va.gov/sep/ecms-proxy/document/sep/dynamic-content/sep/assets/downloads/SEP_User_Guide_February2016.pdf
https://www.sep.va.gov/sep/web/guest/faq
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Enclosure:  (Required Forms) 

The following forms are required to be submitted to initiate a background check and to 
request a PIV badge.  Please complete as requested in the Initial Access Checklist, step 
6, and fax them to (215) 713-1112. 

-VA 0711 (see page 29-31) 
-VBA 20-0344 (see page 32-33) 
-Declaration for Federal Background Investigation for Affiliates and Volunteers (see 
page 34)

https://www.opm.gov/forms/pdf_fill/of0306.pdf
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Declaration for Federal Background Investigation for Affiliates and Volunteers 

GENERAL INFORMATION
FULL NAME 

SOCIAL SECURITY 

PLACE OF BIRTH 

ARE YOU A U.S. CITIZEN? 

DATE OF BIRTH 

OTHER NAMES EVER USED (For example, maiden name, nickname, etc) 

PHONE NUMBER (DAY) PHONE NUMBER (NIGHT) 

SELECTIVE SERVICE REGISTRATION
ARE YOU A MALE BORN AFTER DECEMBER 31, 1959? 

HAVE YOU REGISTERED WITH THE SELECTIVE SERVICE SYSTEM? (If “NO,” describe reason in continuation space) 

MILITARY SERVICE 
HAVE YOU EVER SERVED IN THE UNITED STATES MILITARY? (If “YES,” provide information below) 

BRANCH BRANCH 

FROM (MM/DD/YYYY) FROM (MM/DD/YYYY) 

TO (MM/DD/YYYY) TO (MM/DD/YYYY) 

TYPE OF DISCHARGE TYPE OF DISCHARGE 

BACKGROUND INFORMATION 
DURING THE LAST 7 YEARS, HAVE YOU BEEN CONVICTED, BEEN IMPRISONED, BEEN ON PROBATION, 
OR BEEN ON PAROLE? (Includes felonies, firearms or explosive violations, misdemeanors, and all other 
offenses.) If “YES,” use Continuation Space to provide the date, explanation of the violation, place of occurrence, 
and the name and address of the police department or court involved. 
HAVE YOU BEEN CONVICTED BY A MILITARY COURT-MARTIAL IN THE PAST 7 YEARS? (If no military 
service, answer “NO.”) If “YES,” use Continuation Space to provide the date, explanation of the violation, place of 
occurrence, and the name and address of the military authority or court involved. 
ARE YOU CURRENTLY UNDER CHARGES FOR ANY VIOLATION OF LAW? If “YES,” use Continuation Space 
to provide the date, explanation of the violation, place of occurrence, and the name and address of the police 
department or court involved. 
DURING THE LAST 5 YEARS, HAVE YOU BEEN FIRED FROM ANY JOB FOR ANY REASON, DID YOU QUIT 
AFTER BEING TOLD THAT YOU WOULD BE FIRED, DID YOU LEAVE ANY JOB BY MUTUAL AGREEMENT 
BECAUSE OF SPECIFIC PROBLEMS, OR WERE YOU DEBARRED FROM FEDERAL EMPLOYMENT BY THE 
OFFICE OF PERSONNEL MANAGEMENT OR ANY OTHER FEDERAL AGENCY? If “YES,” use Continuation 
Space to provide the date, an explanation of the problem, reason for leaving, and the employer’s name and 
address. 
ARE YOU DELINQUENT ON ANY FEDERAL DEBT? (Includes delinquencies arising from Federal taxes, loans, 
overpayment of benefits, and other debts to the U.S. Government, plus defaults of Federally guaranteed or insured 
loans such as student and home mortgage loans.) If “YES,” use Continuation Space to provide the type, length, 
and amount of the delinquency or default, and steps that you are taking to correct the error or repay the debt. 
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DO ANY OF YOUR RELATIVES WORK FOR THE AGENCY OR GOVERNMENTAL ORGANIZATION TO 
WHICH YOU ARE SUBMITTING THIS FORM? (Includes: father, mother, husband, wife, son, daughter, brother, 
sister, uncle, aunt, first cousin, nephew, niece, father-in-law, mother-in-law, son-in-law, daughter-in-law, brother-in-
law, sister-in-law, stepfather, stepmother, stepson, stepdaughter, stepbrother, stepsister, half-brother, and half-
sister.) If “YES,” use Continuation Space to provide the relative’s name, relationship, and the department, agency, 
or branch of the Armed Forces for which your relative works. 

CONTINUATION SPACE 

CERTIFICATION 
I certify that, to the best of my knowledge and belief, all of the information on and attached to this 
document, including any attached materials, is true, correct, complete, and made in good faith. I 
understand that a false or fraudulent answer to any question or item on any part of this document 
or its attachments may be grounds for an unfavorable result of the system access I am seeking 
and may be punishable by fine or imprisonment. I understand that any information I give may be 
investigated for purposes of establishing access to Federal government systems as allowed by law or 
Presidential order. I consent to the release of information about my ability and fitness for this access by 
employers, schools, law enforcement agencies, and other individuals and organizations to investigators, 
personnel specialists, and other authorized employees or representatives of the Federal Government. I 
understand that for financing or lending institutions, medical institutions, hospitals, health care 
professionals, and some other sources of information, a separate specific release may be needed, and I 
may be contacted for such a release at a later date. 
SIGNATURE (Sign in ink) 

DATE 
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