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Electronic Filing Options

INtax

One way businesses can file and remit their sales and withholding taxes is through INtax. The INtax application
is Indiana’s free online tool to manage business tax obligations for Indiana retail sales, withholding, out-of-state
sales, prepaid sales, metered pump sales, tire fees, fuel taxes, wireless prepaid fees, and type Il gaming taxes.
The tax forms currently supported in INtax include the following: GT-103DR, GT-103, MF-360, SF-401, SF-900,
ST-103, ST-103MP, ST-103P, TF-103, WH-1, WH-3, WPC-103, AVF-150 and TTG-103.

In addition to filing and paying your taxes, INtax also allows you to manage your taxes efficiently by:

¢ Viewing a history of all the returns you have filed with INtax

¢ Sending a secure message to the Indiana Department of Revenue

e Managing users who can see your business information (for example, if you've changed preparers)
e Registering for the electronic funds transfer (EFT) option

Registering for INtax

e To register your business for INtax, go to www.INtax.in.gov.

e From the INtax Welcome page, select “Sign Up for INtax.”

e Follow the directions on each page and submit the registration.

To assist you in the registration process, the department has created a detailed INtax QuickStart Guide. This
guide is available online at http://www.in.gov/dor/4336.htm.

SFTP Bulk Upload

The bulk upload facility provides taxpayers submitting files with large numbers of transactions a method to
electronically submit a file to the Indiana Department of Revenue. Bulk upload files are created offline and then
submitted to the department for processing. The files are processed sequentially within a couple of hours.
During high-volume processing, the delay can be longer. When the process is complete, an email is sent to the
authorized representative with the results of the submission. Note that if any of the records have invalid or
incorrectly formatted data, the entire return is rejected. The error message lists the returns that require
correcting. After correcting these returns, only the failing return needs resubmission.

WH-1

If your company has more than 25 clients, bulk upload may be a preferred option for submitting the WH-
1s electronically. This file must be named according to guidelines, be in the prescribed format, and be
encrypted using PGP.

WH-3

If your company has a file that is more than 2MB, you must submit via bulk upload. INtax does not allow
for uploading a file that is larger than 2MB. Bulk upload allows submitters to send a data file directly
through our secure FTP site. This file must be named according to guidelines, be in the prescribed
format, and be encrypted using PGP.

If your file is 2MB or smaller, please consider registering and filing on our INtax website at
https://www.intax.in.gov.

GT-103DR
If your company has a large number of receipts and disbursements, the bulk file upload option might be
your preferred option for submitting GT-103DR electronically.

MVR-103
The MVR-103 is not currently mandated to be filed electronically; however, it is an option. If your
company has many MVR-103 returns to file, the bulk file upload option might be your preferred option.
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ALC-DWS
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

ALC-FW
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

ALC-M
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

ALC-PS
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

ALC-W
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

OTP-M
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

OTP-PACT
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

OTP-CT19
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

CIG-CT19
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

CIG-M
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

CIG-PT
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

CIG-TS
This special tax should be filed electronically. This file must be named according to guidelines, be in the
prescribed format, and be encrypted using PGP.

This document focuses on the process of filing bulk returns through our secure FTP site. It applies to all return
types.

Version 2.0 Page 4



Indiana SFTP Bulk Upload Guide

Overview of Bulk Upload

Filing Bulk Returns through Secure FTP
Following is an outline of the steps needed to file bulk returns through our secure FTP site. The file layout of the
specific return being filed must be followed exactly as published.

INtax Registration

To file using bulk upload, all submitters should be registered on our INtax website. If you do not file one of
the forms listed in Appendix F, please contact the department at (BulkFiler@dor.IN.gov). You do not need
to register your clients on the INtax site; only the company submitting the file must be a registered INtax
user. Even though your clients do not have to be registered in INtax, they do have to be registered with the
State of Indiana to file the return type being submitted. Taxpayers registered with the State of Indiana will
have a valid 10-digit TID number with a 3-digit location.

NOTE: If you cannot register for INtax, please email the department (BulkFiler@dor.IN.gov).

Encryption for FTP Submission
All files must be encrypted using PGP when sent to our secure FTP site. The steps in this process are as
follows:

Step 1: Create your own public/private key pair using PGP.

Step 2: Request DOR’s public key.

Step 3: Import the department’s key into your encryption software for your use.
Step 4: Encrypt the data using only the department’s public key.

Step 5: Upload the data to the secure FTP site.

PGP encryption works between two parties, each of which has a pair of encryption keys: one of which is
public, the other private. The data to be encrypted is encoded using the recipient’s public key and then is
signed by the sender’s private key. The recipient checks the validity of the sender by checking the
signature against the sender’s public key. If that step passes, the data can be decrypted using the
recipient’s private key. In this way, the public key can be made public and there is no need for the private
key to be sent to the recipient, thus improving security.

*NOTE: If requested, acknowledgement files will be encrypted using both the department’s key and the
submitter’s key.

PGP Software
This type of activity might be the responsibility of your IT department. However, if you want to install and
use it yourself, here are some instructions for PGP:

e To getinstructions on how to setup PGP software, refer to the document titled “How to Setup
PGP Software. [include link to the PGP PDF document created by IT]

e Asyou install it, you will be asked whether you want to create your own personal public/private
key pair. You will need a key pair to send data via email to the department. Be sure you
remember the passphrase you enter because you will need it to sign a file.

Certificate of Registration

You must contact the department to request a certificate of registration. This registration contains your
filenaming convention, your FTP site login name, as well as other information needed to file electronically.
Your secure FTP site password will be emailed in a separate document.

Along with the certificate, you also will be sent a link to download software you can use to connect to the
FTP site. If you have software your company uses to connect to FTP sites, it can be used in place of the
one provided.

To request a certificate of registration, you can send an email request to BulkFiler@dor.IN.gov or call
(317) 233-5656.
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The filename of your submission will be defined on the certificate of registration. An explanation of the
filenaming convention is shown in Table 1. After registration for uploading bulk files, a filename will be
assigned to the submitting company. The information in Table 1 is for reference only. Incorrectly named
files will not be processed or acknowledged. Duplicate filenames in a calendar year will be rejected.

Table 1 —Filenaming Conventions

Characters

(Position)

Field Name

Valid Values

File Type Indicator

“P” — Production.
“T” — Testing.

2-11

Submitter ID

Value assigned by the department.

12-14

Tax Form Code

Value specified in certification of registration.

15

File Format

Represents data in the file. File format that was
certified and assigned by registration and
certification process.

Accepted File Formats:
WH-1 Format: XML

WH-3 Format: XML or TXT
W2G/1099 Format: XML or TXT
GT-103DR Format: XML
MVR File Format: XML
ALC-DWS Format: XML
ALC-FW Format: XML
ALC-M Format: XML
ALC-PS Format: XML
ALC-W Format: XML
OTP-M Format: XML
OTP-PACT Format: XML
OTP-CT19 Format: XML
CIG-CT19 Format: XML
CIG-M Format: XML
CIG-PT Format: XML
CIG-TS Format: XML

16-21

Sequence Number

Assigned by the submitter. Submitter’s way of
sending files with unique filenames. Submitters
can use this option at their own discretion.

It must be six digits with no spaces or special
characters.

22-25

File Extension

Extension depending on the file format. This is
determined by the file format.

WH-1 Extensions: XML
WH-3 Extensions: XML
GT-103DR Extensions: XML
MVR Extensions: XML
ALC-DWS Extensions: XML
ALC-FW Extensions: XML
ALC-M Extensions: XML
ALC-PS Extensions: XML
ALC-W Extensions: XML
OTP-M Extensions: XML
OTP-PACT Extensions: XML
OTP-CT19 Extensions: XML
CIG-CT19 Extensions: XML
CIG-M Extensions: XML
CIG-PT Extensions: XML

Version 2.0
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CIG-TS Extensions: XML

Secure File Transfer

Files transmitted via the bulk upload process should be named using the convention shown previously.
The file should be encrypted using PGP encryption. Please follow the guidelines in Appendix A for
encrypting a file.

With the file named according to specifications provided in your certificate of registration and encrypted
using PGP, it can be uploaded to the FTP site designated by the department. You can accomplish this
programmatically or use FTP software to connect to the site. You can download software to connect to
the FTP site at https://extranet.in.gov/sftp/base. At this site select the Secure File Transfer (SFTP) option.

For further instructions on how to download a copy of SFTP, see Appendix B.

If you already have software that supports SFTP, you may use it.

Acknowledgements

After uploading an encrypted file to the department’s FTP site, you will receive an email to notify you that

your file has been processed and provide the results. The base filename will be the same as that of the
file submitted to the FTP site.

Within the acknowledgement, there will be a record of each return submitted in the uploaded file. The
absence of any error messages or codes indicates the return processed successfully.

If you do not receive an acknowledgement within two hours, verify the following:

e File was named correctly. See your certificate of registration for proper file name.
e File was encrypted using the department’s public key.

If these are correct, email the department (BulkFiler@dor.IN.gov) to verify we received the file.

This is an example of a return with no errors. This indicates the normal return processed.

<Acknowledgement>
<submissionld>2397174</submissionld>
<EFIN>000000</EFIN> Filing Status =
<GovernmentCode>INST</GovernmentCode> | “A” or

<SubmissionType>005</SubmissionType> “Accepted”

<TaxYear>2009</TaxYear>

<SubmissionCategory>FSET</Submi
<FilingStatus>A</FilingStatus
<ContainedAlerts>0</ContainedAlerts>
<StatusDate>2009-6-18</StatusDate> | | IndianaTID(EIN) and

<EIN>1234567890001</EIN>———— | Location of Taxpayer. This

</Acknowledgement> uniquely identifies each
return filed.
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The following example shows a return that was rejected due to an invalid TID and location in the EIN
element. When a return is submitted through the bulk upload process, the Indiana ID and location are
verified against our main database. If this TID and location do not match any active accounts in our
database, the return is rejected. This return should be corrected and resubmitted.

<Acknowledgement>
<submissionld>2398002</submissionid>
<EFIN>000000</EFIN>
<GovernmentCode>INST</GovernmentCode>
<SubmissionType>005</SubmissionType>
<TaxYear>2009</TaxYear>
<SubmissionCategory>FSET</Sub
<FilingStatus>R</FilingStatus>
<ContainedAlerts>0</ContainedAlerts>
<StatusDate>2009-6-18</StatusDate>
<EIN>0123456789001</EIN>
<ErrorListerrorCount="1">
<Error errorld="0001">

<XPath>828</XPath>

<ErrorCategory>E</ErrorCategory>

<ErrorMessage>Taxpayer Existence Check Failed: 0123456789001</ErrorMessage>

<RuleNumber>60003</RuleNumber>

<Severity>FAIL</Severity>

</Error>
</ErrorList>
</Acknowledgement>

Filing Status =
“R” or “Rejected”

lonCategory>

Test Files

To become certified to upload files to our FTP site, you must successfully upload two consecutive different
files that result in no errors. All the steps in uploading a production file also apply to test files.

The only difference is in the filename. All test files submitted to the FTP site must begin with the letter T.
Production files submitted by uncertified taxpayers to our FTP site will be rejected without any processing.

You can submit as many test files as needed. This is an automated process, so you do not need to
contact the department when submitting test files.

After you have submitted two consecutive valid test files, you will need to email the department
(BulkFiler@dor.IN.gov). We will review the files and let you know if there are any issues. If there are no
issues, we will certify you to begin submitting production files for the submission type tested. If you do not
contact the department prior to submitting your first production file, it will be rejected.

Contact Information

If, after reviewing this material, you still have unanswered questions regarding the electronic filing of
returns, please contact the Indiana Department of Revenue at telephone number (317) 233-5656. You
also can email your questions to Bulkfiler@dor.IN.gov.
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Quick Reference

Registration Steps
Step 1: Register in INtax at https://www.intax.in.gov/Web.

Note: If you are registering for ALC, OTP, or CIG contact the department to determine if this step is required.

Step 2: Request a certificate of registration. This provides the filename as well as the FTP login name and
password. To request a certificate of registration, you can send an email request to BulkFiler@dor.IN.gov or call
(317) 233-5656.

Step 3: Get instructions on how to download the PGP software by referring to the document titled “How to Setup
PGP Software.” [include link to PDF PGP document].

Step 4: Download and install the FTP software from https://extranet.in.gov/sftp/base. Follow the instructions in
Appendix B.

Step 5: Successfully upload two consecutive test files that result in no errors.

Step 6: Contact the department after two valid test files have been submitted.

Steps Repeated Each Return Cycle
Step 1: Create a file containing the returns to be submitted. The file must be in accordance with the
specifications. The filename must be in accordance with the certificate of registration.

Step 2: Encrypt the file using our public key. The filename should be the same as that in the previous Step 2
with the additional suffix of .pgp. Failure to encrypt the file being submitted could result in your company being
decertified to submit bulk returns.

Step 3: Connect to our secure FTP site using your software or the software downloaded from
https://extranet.in.gov/sftp/base. Follow the instructions in Appendix C.

Step 4: Copy the file to the attached FTP site.

Step 5: You should receive an email with the acknowledgement XML attached. If requested an encrypted
acknowledgement file can be picked up on the FTP site.

Step 6: Fix and resubmit any returns that did not process because of errors.

Note: Resubmit only the returns that failed. Do not resubmit the entire file.
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APPENDIX A — PGP Encryption

To get instructions on how to download the PGP software, refer to the document titled “How to Setup PGP
Software.” [include link to PDF PGP document].

Encrypting a File Using PGP Desktop
To encrypt a file, go to Windows Explorer and find the file to be encrypted.
Right-click the file and select Symantec Encryption Desktop.

Then select Add <your filename> to new PGP Zip.

m New folder == -

* Name ’ Date modified Type Size
O} P01234567890051000001.xml 11/02/2000 2:07 PM XML File 16 KB
Open
Edit
Open with »

B Scanforthreats...

Restore previous versions

Send to »

Symantec Encryption Desktop > Add "P01234567890051000001.xml" to new PGP Zip...
Cut Create Self-Decrypting Archive...

Copy Secure "P01234567890051000001.xml" with key...

Secure "P01234567890051000001.xml" with passphrase...
Encrypt to Master Keys...

Create shortcut

Delete
Rename Slgn e
Drpere Encrypt "P01234567890051000001.xml" with Symantec File Share...

= Encrypt "P01234567890051000001.xml" with Symantec File Share...Advanced

m

PGP Shred "P01234567890051000001 .xml"

Note: The latest PGP software is now called Symantec Encryption Desktop, and this guide has been updated to
reflect that. However, the previous software called PGP Desktop still works just fine and is acceptable to use.
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You will then see the following screen. Highlight the filename and click Next.

7 5

PGP Zip Assistant

wan New PGP Zip

Symantec™
Encryption Desktop

This assistant will help you secure files and folders for storage or transfer. Drag and drop your
files into the box, or use the buttons below to browse for your selection.

Select Items+/

Name Size Type
Encrypt Ca P0123456789005100000 16.0KB XML Fil
Sign & Save -5 ' -
Finish
FIRE e | (2 Shred originals [

) @Symantec.

< Back { Next = J[ Cancel J [ Help

Select Recipient Keys and click Next.
s
PGP Zip Assistant

Symantec™ Encrypt
Encryption Desktop

Choose how you want to encrypt to your recdipients. If you are unsure of a particular option
dick it to see an explanation below.

eys

Select Items~/ 2R eys:
Encrypt~/ I have keys for all recipients (most secure)
Sign & Save ") Passphrase

Finish I don't have keys for all recipients, but they all use Encryption Desktop
PGP Self-Decrypting Archive
Redipients do not use Encryption Desktop

") Sign Only
Create a PGP Signature file (no encryption)

Use this option if you have keys for all recipients (on your Encryption Desktop keyring, a
keyserver, or the PGP Global Directory). It offers the highest security. If the encrypted
file is for you, you must have a keypair created using Encryption Desktop. If you do not,
dlick Cancel to stop this PGP Zip Assistant, then choose File->New PGP Key.

< Back I[ Next > ] [ Cancel ] [ Help
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You should then be taken to a screen that shows your key in a large text box.

Symantec™ Add User Keys

Encryption Desktop -
Enter User Keys for recipients you want to encrypt to.

Select Items~/
Encrypt~/
Sign & Save | [_Add... ]

3% Your Key Name <YourEmail@Address.c... (4 Remove

Enter the username or email address of a key

Finish

From the drop-down list, select the Indiana Department of Revenue ERF key. Then click Add.

"

PGP Zip Assistant

Symantec™ Add User Keys
Encryption Desktop

Enter User Keys for recipients you want to encrypt to.

Select Items~/ .
Encrypt~/ Enter the username or email address of a key
Sign & Save Indiana Department of Revenue ERF <RAtkison@dor.in.gc | [ Add... ]
Finish
% Your Key Name <YourEmail@Address.c... (4 Remove
i
@ Symantec.
[ < Back J’ Next > ] [ Cancel J [ Help

)

If the Department of Revenue ERF key is not in the dropdown, then you have not added our key. Refer to page

XX in “How to Setup PGP Software” for instructions on how to add our key.

Version 2.0
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Both your key and the Indiana Department of Revenue ERF key should be in the large box as shown in the
following. Highlight the Indiana Department of Revenue Key. Click Next.

PGP Zip Assistant

Symantec" Add User Keys
Encryption Desktop

Enter User Keys fur recipients you want to encrypt to.

Select Items+/
Encryptv/
Sign & Save Add...
Finish

Enter the username or emdiaddress of a key

hdiana Department of Revenue ERF <RAt...
Your Key Name <Y ourEmail @Addressc...

"\ (¥ symantec.

< ack ]J( lulext> ) Cancel ] I Help
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The signing key should be your private key. Verify that it is and click Next.

PGP Zip Assistant

Symantec™ Sign and Save

Encryption Desktop o N - B o
Signing your PGP Zip allows your recipients to verify its authenticity. Confirm your signing key

and the save location below.

Select Items+/ Signing Key
Encrypt/ Your Key Name <YourEmail@Address.com> v

Sign & Save~/
Finish Passphrase:

Show Keystrokes [

Save Location

C:\temp'Bulk Upload Guide Pictures

Save Detached Signature(s)

) @Symantec.

L < Back H Next > ] L Cancel J [ Help

Your file is now encrypted and in the folder indicated in the Save Location field in the above screen shot.
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The final screen should show your private key and our public key. Click Finish and copy the file to our secure
FTP site.

7

PGP Zip Assistant
Symantec™ Finished
Encryption Desktop ”
Your PGP Zip is secured
= B Zip
Select Items~/ Processing files individually
Encrypt/ PGP Zip: P01234567890051000001.xml.pgp
Sign & Save~/ = 82 User Keys

Finish ~ .. Indiana Department of Revenue ERF <RAtkison@dor.in.gov>

3 Your Key Name <YourEmail@Address.com>
= # Signing
€1, Signing with key Your Key Name <YourEmail@Address.com>

) @Symantec.

ito

ack Cancel Help

At this point, if you get an error saying the key is disabled, click Finish.
Go to the Start menu >All Programs>Symantec Encryption and select Symantec Encryption Desktop.
Then click View>PGP Keys. Right click on the Indiana Department of Revenue ERF Key and click Enable.

Then start the process over from the beginning.
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APPENDIX B - FTP Client Installation and Setup Instructions (WinSCP)

The following instructions will guide you through the process on how to install and set up the software to send
the department your files.

Go to https://extranet.in.gov/sftp/base.

Click Secure File Transfer (SFTP).
Click GUI(Winscp376setup.exe).

After installing, run WinSCP3 by double-clicking the desktop icon.

2]
Winsc p3.ink

Setting Up and Saving a Secure FTP Session (OPTIONAL)

Under Session, click Stored Sessions; then click the New button.
WinSCP Login

L2 e
Environment
‘... Directories
SSH Delete
Preferences

[] Advanced options [T]

[ About... ] [Languages ] Login

ave Close

=}
U
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Enter the information from the following screenshot using your username to access the SFTP Server. Enter the

username exactly as provided to you. Then click Login.

NOTE: Due to the complexity of the password, it is easier to cut and paste the password into the password

field.
WinSCP Login L2 [
Session Session
- Stored sessions Host name Port number
P *Provided by department 22
i Directories
SSH User name Password
Preferences YourAssignedUsemame eoeassnesonasene
Private key file
fises)
Protocol
File protocol (V] Allow SCP fallback
Select color
[] Advanced options
About... ] [ Languages L Login ;| [ Save... ] [ Close ]

Click Save. Inthe example below, we have saved it as “Bulk Filing.”

Click OK to save the session.

Save session as

Save session as:
Bulk Filing v

oK | [ cancel | [ Heb

Version 2.0

*The host name will
be provided by the
department with the
certificate of
registration.
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APPENDIX C - Using WinSCP to Send a File

Double-click the WinSCP icon on your desktop:

If you previously saved a stored session, click on the name (i.e. Bulk Filing) and click Login.

WinSCP Login L2 [t
... Stored sessions
e
... Directories
Preferences
Rename
Shell icon...
] Ad 3 Tools...
vanced options
[ About... ] [ Languages | Save Close

Version 2.0 Page 19



Indiana SFTP Bulk Upload Guide

Enter your password (if not saved) and click OK.

Password - SFTPIN.GOV

Searching for host...

Connecting to host...
Authenticating...

Using usemame "<your username>"

'SFTP.IN.GOV' session password:
I

| ok

J [Lconcst | [ b |

Password - SFTPIN.GOV

Searching for host...

Connecting to host...
Authenticating...

Using usemame "<your username>"

'SFTP.IN.GOV' session password:
I

o) Lo ] Lo
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If you did not save a stored session then enter the information from the following screenshot using your
username to access the SFTP Server. Enter the username exactly as provided to you. Then click Login.

NOTE: Due to the complexity of the password, it is easier to cut and paste the password into the password

field.
WinSCP Login L2 [
Session Session
. Stored sessions Host name Port number *The host name will
Environment * . 2 s be provided by the
... Directories Provided by department - department with the
SSH User name Password certificate of
Preferences = P registration.
YourAssignedUsemame escssscssssssse
Private key file
fises)
Protocol
File protocol SFTP v | [¥] Allow SCP fallback
[] Advanced options
About... ] [ Languages L Login ;| [ Save... ] [ Close ]
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Accept the host keys and Authorized User Policy. Click Continue.

Authentication Banner - Bulk Filing @

State of Indiana Authorized User Policy P

This system is for the use of authorized users only. All individuals using
this computer system are subject to having all of their activities on this
system monitored and recorded by system personnel. Anyone using this
system expressly consents to such monitoring and is advised that if
such monitoring reveals possible evidence of inappropriate or criminal
activity, system personnel may provide the evidence of such monitoring
to the User's supervisor and/or law enforcement officials. For help,
please call the Help Desk at 234-HELP or 234-4357.

Welcome:

["] Never show this banner again [ Continue ] [ Help J

The program window will display and split the local directory and the remote directory as two side-by-side
anes.

%3 BulkExample - Bulk Filing - WinSCP ==

Local Mark Files Commands Session Options Remote Help
¢ 3 P @S B+ Default o B
&, C: 05Disk vie-s - BAMAIN @5 e - mEAR aE
C:AtemphBulkExample _
Name Bt Size Type Name Ext Size Changed
t. Parent directory B . 02/29/2012
(&}:P01234567890051000001 xml.pgp 3,779 PGP Zip L ouT 12/05/2013
N 12/05/2013
. DONOTUSE 02/29/2012
< | 1 [ b €| 1 3
0Bof 3.779Bin0of 1 0Bof 0Bin0of 3
& F2Rename | i F4 Edit 23 F5 Copy .33 F6 Move (3 F7 Create Directory X F8 Delete 2 F9 Properties K1 F10 Quit
& Ssfp5 ) 00147

Using the left pane, go to the location where you created your secure PGP Zip file. Click and drag that file from
the left pane and drop it into the IN folder in the right pane. Repeat as desired. When you are done, click the X
in the upper-right corner to close this screen.
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Click OK to terminate the session.

Confirm ld_hj

Terminate Session Bulk Filing and close

"_ / ) application?

[ oK J [ Cancel

[] Never ask me again

Encrypted Acknowledgements

After sending us your file, you have the choice to get your acknowledgement encrypted. If you want your
acknowledgement to be encrypted, send an email to BulkFiler@dor.IN.us with an attachment that is your public
key file. We will use this to encrypt your acknowledgement. You will need to use your private key to decrypt the
acknowledgement upon receipt. You will also be able to pick up an encrypted copy of your acknowledgement in
the Outbox using WinSCP.
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APPENDIX D — Common Errors

Submission Errors

Error

| did not receive an acknowledgment
email.

Trigger

File was not named correctly. Files not adhering to the naming
convention will NOT be acknowledged or processed. If you do NOT
receive an acknowledgement email, contact department before
resending any files.

“File not Found” error.

File was not encrypted using the department key.

“Duplicate filename this calendar year”
error.

Each file submission must have a unique filename within a calendar
year.

Uncertified submitter.

The department has not certified your company to submit production
files. Please contact the department to resolve this issue.

I do not know the passphrase for PGP.

The passphrase is the passphrase you entered when creating your
private key. The department does not know and will not ask for your
passphrase. If you do not remember your passphrase, you can
delete your private key and create a new one.

| can’t log into the SFTP server.

If you unsuccessfully attempt to login to sftp.in.gov, your ID or IP
address could be blocked. Please send an email to
BulkFiler@dor.IN.gov and include your ID and IP address. It usually
takes 2 -3 days to unblock your ID or IP address.

Indiana Department of Revenue key is
disabled

Bring up Symantec Encryption Desktop by clicking your starticon in
Windows and clicking All Programs>Symantec Encryption>Symantec
Encryption Desktop. Then click the view tab at the top. Then click
PGP Keys. Find Indiana Department of Revenue ERF and right click
it. Then select Enable. This should enable you to use the key.

File Errors

Error

Errors in acknowledgements

Trigger

The three most common file errors are:

1. Special characters in text fields —i.e. comma (,) period (.) semi-
colon (;) colon (:)ampersand (&) apostrophe (') number (#)

2. Putting decimals into fields that require whole numbers

3. Space at end of text field
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APPENDIX E — Common Acronyms

Acronym Description

ALC Alcohol
CIG Cigarettes
IDOR Indiana Department of Revenue
MVR Motor Vehicle Rental
OTP Other Tobacco Products
PGP Pretty Good Privacy (encryption technology)
SFTP Secure File Transfer Protocol
WTH Withholding
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APPENDIX F - Intax Supported Form Types

Tax Type

Retail Sales Tax (including Out of State Sales)

‘ INtax Supported Forms

ST-103, ST-103MP

Withholding Tax WH-1, WH-3
Tire Fee Tax TF-103
Prepaid Sales Tax ST-103P

Gasoline Use Tax

GT-103, GT-103DR

Fuel Tax (Motor Fuel and Special Fuel)

MF-360, SF-401, SF-900

Type Il Gaming TTG-103
Wireless Prepaid WPC-103
Aviation Fuel Tax AVF-150
County Innkeepers Tax CIT-103

Food and Beverage Tax FAB-103
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APPENDIX G — Acknowledgment Error Messages / Resolutions

Error Number = Message ‘ Resolution

This error is triggered when a file in an

01000 General File Level Error unrecognized format is received. For example a
PDF file.

A file submission may not contain multiple
returns with the same TID and Location. This
01002 Duplicate Employer TID will cause the entire file to reject. To resolve this
issue you may combine the returns into one
return or upload multiple files.

01005 ReadFileData General Error

01006 ReadFileData XML Error

01008 RF Record Not Found

01010 Duplicate File This filename has already been received this

calendar year

01011 Payment Exception This submitter is not certified to attach payments
This error is triggered when we are unable to
decrypt a file. This could be due to the absence
of the proper keys in our master key ring or the
10001 Decryption Failed encryption by the wrong key. In the event of this
error, the file should be encrypted and resent.
When this error occurs, no returns contained in
the file were processed.

60002 Empty or Invalid Data Record.

Each return has a state ID (TID) and location.
The TID is 10 digits and the location is always 3
digits. This ID number is verified in our main
database to insure the taxpayer is registered to
60003 Taxpayer Existence Check Error file tax returns in Indiana for the tax type being
uploaded. If the process does not find the TID
and Location, the individual return will fail. You
should then ascertain the correct ID and refile
that one failed return.

All bulk upload submitters must be certified to
upload returns to the FTP site. If a submission is
received and the submitter is not certified by the

60005 Uncertified Submitter department, the file will be rejected. To resolve
this issue please follow the process described in
the Bulk Upload Guide.

60015 Schema not active Schema not active

60016 Schema not found Schema not found

60017 Invalid schema info Invalid schema info

60018 Invalid Tax Form Code for channel. Invalid Tax Form Code for channel.

60019 Intake Queue Write Failure Intake Queue Write Failure

60020 Invalid employer record (txt file) Invalid employer record (txt file)

60021 Invalid TaxID in the RS Record. Invalid TaxID in the RS Record.

60022 Invalid County Code in W2 data Invalid County Code in W2 data

60027 Invalid Submission Invalid Submission

65000 General XML Error

65001 XML NameSpace Missing

65002 XML Validation Error

65003 XML Deserialization Error The XML could not be deserialized
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