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V. Old Business  

 New Business  

  

VI. Adjournment  

 

***************************** 

The next meeting of the Commission will be on December 9, 2021, in Indianapolis, Indiana. 

 

 











https://www.in.gov/cybersecurity/executive-council/
https://www.in.gov/cybersecurity/executive-council/
https://www.in.gov/cybersecurity/files/cybersecurity-plan-2021-with-appendices.pdf
https://www.in.gov/cybersecurity/files/cybersecurity-plan-2021-with-appendices.pdf
https://www.in.gov/cybersecurity/files/indiana-state-of-cyber-report-2017-2021.pdf








https://www.vinu.edu/web/external-relations/news-releases/-/blogs/vincennes-university-faculty-member-rece
https://www.vinu.edu/web/external-relations/news-releases/-/blogs/vincennes-university-faculty-member-rece
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The world of cybersecurity is highly complex and cluttered with information, misinformation, and 
disinformation. As a consequence, it is important to approach it strategically and create simplicity. This 
has been a key element in determining not only where Indiana’s past and current cybersecurity efforts, 
but where the state will go next. 

This Indiana cybersecurity strategic plan outlines those directions as simply and as directly as the 
complexity of the effort allows.

The 2021 Indiana Cybersecurity Strategic Plan is organized into three sections: the Framework, in which the 
Indiana Executive Council on Cybersecurity (IECC or Council) was built; the detailed Implementation Plans 
developed by the members; and a summary of the work of the Council.  

Part One is the Council’s strategic framework. It provides the background of the Council, establishes high-
level cybersecurity goals, presents the composition of membership, and addresses how it has met the 
objectives of Indiana Governor Eric J. Holcomb’s Executive Order.

Part Two is an executive summary of the implementation plans created by 15 separate committees and 
working groups, each developed with objectives that are specific, measurable, achievable, and relevant 
to the overall strategic vision. Additionally, this section contains observations, considerations, and 
recommendations. Note that each committee and working group plan is provided in its entirety in the 
Appendices of this strategic plan. 

Part Three highlights the real people and real work since the 2018 plan. The section identifies the 
dedicated members and leaders of the Council who have dedicated themselves since the beginning, the 
success of the 2018 plans and more that will be featured in the “The State of Cyber Report”, best practices 
of the Council, and how the Council will continue taking cybersecurity in Indiana to the Next Level. 

Our goals can only be reached 
through a vehicle of a plan, in which 
we must fervently believe, and upon 
which we must vigorously act. There 
is no other route to success.
- Pablo Picasso
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Part 1
Strategic Framework of IECC
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Today's Evolving Cyber Threat  
A lot has changed since the first Indiana Cybersecurity Strategy was voted on and delivered to Governor 
Holcomb by the IECC September 2018. But nothing has moved the state of business, workplace culture, 
and technology more than the months that followed Indiana’s pandemic shut down in March 2020. And 
the reality of how interconnected we all are became even more evident when home became our new 
workplace and all the cyber risks that followed. 

Unfortunately, the new interconnectivity has also made the cyber risks grow exponentially and poses an 
increased danger to citizens, organizations, and industries, as well as threatens the security and economy 
of Indiana. 

In fact, Cisco’s first Hybrid Work Index report found that hybrid workers remain a prime attack vector and 
that malicious remote access attempts increased 240 percent during the pandemic.  

This, of course, is compounded by the fact that the overall leading cause of cybersecurity breaches are 
still people. According to the Verizon 2021 Data Breach report, 85 percent of breaches were caused by 
a human element. The 2021 Verizon Data Breach report also found that 61 percent of attacks involved 
use of unauthorized credentials, and phishing rose to 36 percent (up from 25 percent). And when 
one phishing exercise — like a malicious email — hits its target, the whole organization is at risk of 
compromise.
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Indiana’s History in Cybersecurity 
To understand how the Council came to be, it is important to understand the history of the state’s 
cybersecurity efforts. 

As the State of Indiana became more centralized in its information technology, the Indiana Office of 
Technology began developing its state cyber strategy in two documents: The Cyber Security Framework 
Strategy (2009) and the Information Security Framework (2013). These documents describe the 
organization, governance, practices, and policies to be implemented in order to achieve an effective 
security approach for the state.

Inward focus and inter-agency coordination were intended to protect the state, but more was needed 
to be done to protect the citizens and businesses of Indiana. In August 2015, the Indiana Department of 
Homeland Security (IDHS) was tasked to conduct additional research and develop a roadmap of how to 
most effectively collaborate and engage with public and private partners in developing a long-term cyber 
strategy. This included IDHS leading a first-of-its-kind critical infrastructure tabletop and operational 
exercise series called Crit-Ex in 2016. This exercise was the first of these cross-sector initiatives (public 
and private) designed to improve the understanding of Indiana’s cyber ecosystem and identify capability 
gaps. Crit-Ex was planned as a series of exercises that explored the intersection of cybersecurity and 
critical infrastructure, using scenarios in which a cyberattack on a critical asset leads to physical-world 
consequences. 

After this inaugural cyber exercise, it became even more evident that securing Indiana’s information 
technology infrastructure and industrial control systems is beyond the reach of any single entity, 
especially as the nature of the cyber threat came into focus. While the Indiana Executive Council on 
Cybersecurity (IECC or Council) was established in 2016, it did not become operational until Governor Eric 
J. Holcomb took office, with a renewed focus and priority through his decision to extend Executive Order
17-11 (See Appendix A).

Per Executive Order 17-11, the Council will:

• Develop, maintain, and execute an implementation plan for accomplishing strategic cybersecurity objectives
that are specific, measurable, achievable, and relevant to the overall strategic vision, which shall be completed
within an established timeframe.

• Establish and maintain a strategic framework document that defines high-level cybersecurity goals for the State
of Indiana. This framework document shall establish a strategic vision for Indiana’s cybersecurity initiatives and
detail how the state will:

- Establish an effective governing structure and strategic direction;
- Formalize strategic cybersecurity partnerships across the public and private sectors;
- Strengthen best practices to protect information technology infrastructure;
- Build and maintain robust statewide cyber incident response capabilities;
- Establish processes, technology, and facilities to improve cybersecurity statewide;
- Leverage business and economic opportunities related to information, critical infrastructure, and network

security; and
- Ensure a robust workforce and talent pipeline in fields involving cybersecurity.

• Receive guidance from the Security Council, and report to the Homeland Security Advisor within the Office of
the Governor.
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In addition, meetings, facilitated discussions, director oversight, shared online platforms, and tools 
were implemented to avoid duplication of efforts, and to allow for a fully transparent process. For the 
templates used to assist with each Phase of the committees and working groups, see Appendix C.

Executive Order Completion 
Executive Order (EO) 17-11 provided clear direction for the Council’s focus in the coming years. Table 
1 indicates the specific deliverables that were established within the Governor’s Executive Order, 
the primary owners responsible for completing the requirements, as well as the month in which the 
performance measure was satisfied. 
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COMMISSION FOR HIGHER EDUCATION 
Thursday, November 18, 2021 
 
 
 
BUSINESS ITEM B-2:  Indiana University Purdue University Indianapolis - Ground 

Lease Agreement and Medical Education Building 
 

 
Staff Recommendation  That the Commission for Higher Education recommends 

approval to the State Budget Agency and the State Budget 
Committee of the following project:  

   

• Indiana University Purdue University Indianapolis - Ground 
Lease Agreement and Medical Education Building 

 
Background By statute, the Commission for Higher Education must review all 

projects to construct buildings or facilities costing more than 
two million dollars ($2,000,000), regardless of the source of 
funding.  Each repair and rehabilitation project must be 
reviewed by the Commission for Higher Education and 
approved by the Governor, on recommendation of the Budget 
Agency, if the cost of the project exceeds two million dollars 
($2,000,000) and if any part of the cost of the project is paid by 
state appropriated funds or by mandatory student fees assessed 
all students.  Such review is required if no part of the project is 
paid by state appropriated funds or by mandatory student fees 
and the project cost exceeds two million dollars ($2,000,000).  A 
project that has been approved or authorized by the General 
Assembly is subject to review by the Commission for Higher 
Education.  The Commission for Higher Education shall review a 
project approved or authorized by the General Assembly for 
which a state appropriation will be used.  All other non-state 
funded projects must be reviewed within ninety (90) days after 
the project is submitted to the Commission. 

 
Supporting Document  Indiana University Purdue University Indianapolis - Ground 

Lease Agreement and Medical Education Building 
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Indiana University Purdue University Indianapolis - Ground Lease Agreement and  
Medical Education Building 

 
STAFF ANALYSIS 
 
The Trustees of Indiana University request authorization to enter into a long-term ground lease at no 
cost with Indiana University Health, Inc. for approximately four acres of IU Health-owned real estate 
located in Indianapolis near 16th Street and Capitol Avenue for a term of ninety-nine years.  
 
On the site, Indiana University proposes to construct, maintain, and operate an approximately 323,000 
gross square foot Medical Education Building for the Indiana University School of Medicine, creating a 
new primary site for IU medical education programs and potential future construction of additional IU 
facilities and improvements. The IU medical education facility will be co-located with the Indianapolis 
Academic Health Center in development by IU Health to include an IU Health Flexible Platform of Care 
facility consolidating Methodist and University Hospitals at the southwest corner of 16th Street and 
Capitol Avenue in Indianapolis.  
 
Funding:  The total cost is $175,000,000. The funding source is Operating Funds and Gift Funds. 
 
Additional Staff Notes:  Staff recommends approval of the project. 
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COMMISSION FOR HIGHER EDUCATION 
Thursday, November 18, 2021 
 
 
 
BUSINESS ITEM B-3:  Ivy Tech Community College – Culinary and Conference  

Center (“C4”) 
 

 
Staff Recommendation  That the Commission for Higher Education recommends 

approval to the State Budget Agency and the State Budget 
Committee of the following project:  

   

• Ivy Tech Community College – Culinary and Conference 
Center (“C4”) 

 
Background By statute, the Commission for Higher Education must review all 

projects to construct buildings or facilities costing more than 
two million dollars ($2,000,000), regardless of the source of 
funding.  Each repair and rehabilitation project must be 
reviewed by the Commission for Higher Education and 
approved by the Governor, on recommendation of the Budget 
Agency, if the cost of the project exceeds two million dollars 
($2,000,000) and if any part of the cost of the project is paid by 
state appropriated funds or by mandatory student fees assessed 
all students.  Such review is required if no part of the project is 
paid by state appropriated funds or by mandatory student fees 
and the project cost exceeds two million dollars ($2,000,000).  A 
project that has been approved or authorized by the General 
Assembly is subject to review by the Commission for Higher 
Education.  The Commission for Higher Education shall review a 
project approved or authorized by the General Assembly for 
which a state appropriation will be used.  All other non-state 
funded projects must be reviewed within ninety (90) days after 
the project is submitted to the Commission. 

 
Supporting Document  Ivy Tech Community College – Culinary and Conference Center 

(“C4”) 
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https://earlham.edu/cost-affordability/types-of-aid/inspire-program/
https://earlham.edu/cost-affordability/types-of-aid/inspire-program/
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https://earlham.edu/news-events/earlham-college-offering-new-hometown-scholarship/
http://earlham.edu/admissions
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