Security Alert: Phishing Emails Targeting Producers
NIPR has identified an active phishing campaign sending fake past‑due invoice emails that appear to come from trusted domains such as @nipr.com, @naic.org, or @stripe. These messages are fraudulent and not sent from NIPR. This activity is currently being investigated and monitored by NIPR and NAIC cybersecurity teams.
Fraudulent emails request payment for false invoices. Any unexpected or unsolicited invoice should be considered suspicious. If you receive a suspicious invoice email claiming to be from NIPR, do not open any attachments, click on any links, or submit payment.

How to Identify a Fraudulent Email:
· Check the sender’s email: Fraudulent emails often use look‑alike addresses. Click the domain to reveal the real sender. 
· Watch for generic greetings: Messages using “Dear Customer” instead of your name or ID may be phishing.
· Assess tone and grammar: Poor spelling, odd phrasing, or urgent language can signal a scam.
· Hover over links: Without clicking, preview the URL to confirm it’s legitimate.
· Verify with NIPR: If you receive an unexpected invoice or doubt an email’s authenticity, contact niprbillingdept@nipr.com.

