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OPINION
5 simple steps for SMBs to ensure cyber resiliency

While these tips are by no means a complete guide for how SMBs can be resilient, they can
be the start of a continuous process small and mid-sized business should implement to be
better prepared.

The concept of businesses being cyber resilient has recently come into focus and is a significant question for
many companies today due to the growing complexity of threats and vulnerabilities they face. In my previous
article for CSO, "What should a cyber-resilient business look like?" | theorized that a good visual cue to
demonstrate to organizations how they could be resilient is: Cyber Hygiene Controls + NIST Resiliency
Techniques = Objectives = Business value through resilient operations.

To summarize, for a business to meet the objective of resilient activities it needs to incorporate a security and risk
management program, implement security controls to manage its risk exposure, and continually monitor for
changes in risk over time. With that information in mind, this article offers small- and medium-sized businesses
(SMBs) five simple steps for becoming cyber resilient.

One of the most fundamental concepts CISOs follow is visibility. If the CISO and security team don’t know an
asset or service exists, how can they understand its potential risk? It's this context that led me to write about
cybersecurity as a lifecycle, a process of continuous interlinked operations and the first step in the cybersecurity

lifecycle was “inventory,” which | believe applies to our current discussion on cyber resiliency.



[ Keep up with 8 hot cyber security trends [and 4 going cold]. Give your career a boost with top security certifications:
Who they're for, what they cost, and which you need. | Sign up for CS0O newsletters. ]

For an SMB to begin its effort to become cyber resilient, it needs to have visibility; it needs to have an
understanding of what’s essential to the business and what resources are required to protect its business
operations. That leads us to our first step, which begins with executive leadership:

ADVERTISING

Q Replay

Step 1: Who are we, what is our purpose?

This step is about taking inventory. Do the leaders of an SMB genuinely understand not just their business
operations and products or services, but also the critical resources they need to support them? This step should
involve discussions with key stakeholders and business unit leaders to document vital resources and the types of

data the business creates, processes and shares with its partners.

Answers to these questions will provide an SMB insight into the data types they have, who they share data with,

and any compliance requirements the SMB must meet if they have a data breach.

All of this information should be used by the company’s internal security team for risk management or a third-
party managed service provider (MSP) or managed security service provider (MSSP) to provide risk mitigation
services tailored to the SMB’s specific needs.

[ Prepare to become a Certified Information Security Systems Professional with this comprehensive online course from
PluralSight. Now offering a 10-day free trial! ]

Step 2: What resources and risks do we currently have?

Once an SMB has their initial list of critical operations, services, assets and data types documented, they need to
look at what resources they have to protect the information and infrastructure. This step is about gaining insight

into the current resources used for security, including internal assets and any contracted external services.
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In this step, it is on leadership within the SMB to look at their identified list from the previous step and discuss
how resources are being allocated for security operations. In these discussions, they also need to speak about
how risk is being identified, how it is being mitigated and who accepts any outstanding risk exposure for the

business.

After completing this step, the SMB leadership should understand how its risk is being managed and if security
operations are adequately staffed and funded or whether they need to reach out to external partners for

assistance.

Step 3: How prepared are we?

By this stage in the cyber-resilient process, the SMB should have identified its critical assets and documented its
risk management processes and the resources it has allocated for security operations. With this contextual

information at hand, it's now time to ask some hard questions.

The SMB leadership team needs to review what types of risks (financial, competitive, regulatory, etc.) the
company faces and whether they have the mechanisms in place to deal with them. They need to talk about what
external partners they are connected to and what agreements are in place to safeguard the business in case of
an external partners data breach. It is during this stage that a security process called incident response needs to
be explored. Does the company have policies in place for how they will respond in the case of a cyberattack?

Have these policies been tested and, if so, how often?

By the end of this step, the SMB leadership team should understand the risks associated with company
operations, they should know who their external partners are and what documentation is in place to reduce
liability. They also should have reviewed company procedures to deal with a cyber incident, and they have

documented those areas that need to be addressed.

Step 4: Not all security is created equal

With assets, risks, procedures, resources and partners identified we come to one of the most critical aspects of
preparing for resilient operations. This next step is for the leadership team and stakeholders to review the
company’s security program. The security program and its manager should have taken much of the previous
information and incorporated it into security controls and processes to manage risk and add secondary resources

for emergent operations.



During this security review, it is essential for the SMB leadership to work with its security program manager and
review the company’s current security plans and the maturity of its overall program. During this review, it should
be noted whether the plans cover both internal and external business operations. The plans also should be
reviewed to verify if they include new services that are now cloud based. This part of the process is for the
business to understand how well the security program has identified critical assets and services and if any gaps

need to be addressed.

Step 5: Creating an action plan

In the final step of the process, the SMB leadership team and security or IT manager should now have a list of
legacy processes and security gaps. It is in this stage that the company should bring in stakeholders to review
and prioritize the list of issues. Emergent issues should be identified for immediate action, and both short- and

long-term plans should be created for the security program to manage.

This prioritized list can be used as a strategic plan by the SMB’s security manager to establish the current risk
baseline, and over time monitor its reduction in risk exposure as the issues are mitigated. | have found from
personal experience the management of this plan should be periodically reported to leadership. Itis a living
document to be adjusted over time as the SMB and its security program mature.

SMBs that follow these five steps will be better prepared for the inevitable day they have to deal with a
cybersecurity incident because they will know their risk exposure. Their security teams and MSP or MSSP
partners will have a better understanding of what assets and operations are critical to the business and will have

tailored incident response plans to reduce the impact of any successful breaches.

This article is by no means a complete guide for how SMBs can be resilient; it is just the start of a continuous
process they should implement to be better prepared. The Homeland Security Department’s US-CERT offers
several resources | would recommend to assist SMBs as they start working their resiliency issues, including the

following:

Critical Infrastructure Cyber Community Voluntary Program

« US-Cert Resources for Businesses

US-Cert Resources for Small and Midsize Businesses (SMB)

« FCC Guide for SMB’s Create Their Own Security Plans
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o The new CISQ's playbook: 5 rules to follow

« 12 tips for effectively presenting cybersecurity to the board

« Top cyber security certifications: Who they're for, what they cost, and which you need




« 8 cheap or free cybersecurity training resources

« Whip your information security into shape with ISO 27001

o Securing_risky network ports

» Top 9 cybersecurity M&A deals of 2018 and 2019 (so far)

Gary Hayslip is responsible for the development and implementation of all information security strategies, including Webroot’s
security standards, procedures and internal controls. Hayslip also contributes to product strategy to guide the efficacy of the
Webroot security portfolio.
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