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Threat Advisory: Iran-U.S. Tensions and Healthcare Cyber Risk
Date: February 3, 2026

Overview

U.S. forces shot down an Iranian drone today in the Arabian Sea after the aircraft approached a U.S. aircraft carrier in
international waters and ignored repeated warnings to turn away. On February 1, 2026, Iran’s Supreme Leader
Ayatollah Ali Khamenei warned that further U.S. military pressure would trigger a broader regional response while
stopping short of declaring war. These events reflect heightened tension driven by disputes over Iran’s nuclear program
regional military activity and enforcement of U.S. sanctions. Tensions increased in mid-2025 after nuclear negotiations
stalled and Iran continued support to regional proxy forces prompting expanded U.S. military deployments.

Impact to the United States

Current government assessments identify no direct threat to the U.S. homeland. Analysts assess that the most likely
impacts to the United States include elevated cyber activity targeting U.S. government agencies and private-sector
networks, market and energy price volatility tied to tension in the Strait of Hormuz and increased operational costs for
U.S. businesses with global supply chains. Military risk remains concentrated overseas and primarily affects U.S. forces
operating in the Middle East rather than domestic assets. U.S. agencies continue monitoring indicators of escalation
that could expand these impacts.

Impact on the Healthcare Sector

U.S. federal cyber and intelligence agencies have assessed no current, direct physical threat to U.S. healthcare
facilities, but began warning in 2025 of an increased risk of cyber activity targeting healthcare providers, insurers, and
third-party vendors . These warnings reflect long-standing assessments that Iran-linked cyber actors prioritize sectors
with high operational sensitivity and valuable data, including healthcare networks containing PHI and PIl, to support
intelligence collection, disruption, and strategic signaling rather than mass destruction.

Agencies assess the most likely activity includes phishing campaigns, credential theft, network intrusion attempts, and
supply-chain exploitation, particularly against poorly secured networks and managed service providers that enable
downstream access to larger organizations. As a result, healthcare organizations and insurers face elevated risk
through interconnected claims systems, billing platforms, and vendor access points, which Iranian-affiliated actors
have previously exploited as targets of opportunity during periods of heightened geopolitical tension.

Practical Agency-Backed Cyber Guidance for Healthcare

e Healthcare organizations should strengthen phishing defenses, require multi-factor authentication, patch
internet-facing systems, and closely monitor third-party access. Organizations should watch for phishing
attempts, unusual login activity, and unexpected system changes affecting claims, billing, or vendor platforms.

e Report suspicious cyber activity to CISA, report ransomware or major incidents to the FBI via IC3, and report
confirmed PHI breaches to HHS OCR through the HIPAA breach notification process.

Please contact David Ayers at: dayers@iot.in.gov for inquiries or to share your healthcare cybersecurity story or
incident for potential inclusion in future quarterly newsletters. Anonymity is optional.
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