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Introduction 
 

With the signing of Executive Order 17-11 by Governor Eric J. Holcomb, the Indiana Executive 
Council on Cybersecurity (IECC) and its mission was continued. With the ever-growing threat of 
cyberattacks, the IECC has been tasked with developing and maintaining a strategic framework 
to establish goals, plans, and best practices for cybersecurity to protect Indiana’s critical 
infrastructure. The IECC is comprised of twenty committees and working groups who worked 
together to develop a comprehensive strategic plan and implementation plans. This 
implementation plan is one of the twenty specific plans that make up the complete 2018 Indiana 
Cybersecurity Strategic Plan. 
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Executive Summary 
 

• Research Conducted  
o Assessed national regulations and cybersecurity guidelines 
o Assessed what Subsector Cybersecurity Coordinating Councils exist and their level of 

activity 
o Assessed the presence and value of sector-specific Information Sharing and Analysis 

Center (ISAC). 
o Needs for training by educational institutions to provide cybersecurity professionals 
o Level of interaction, and need for interaction, with other subsectors’ 
o Level of understanding of state priorities and response in a cyber emergency 
o Assessed what information is needed from other Committees/Work Groups on the 

Council 
 

• Research Findings  
o The North American Electric Reliability Council (NERC) and Federal Energy 

Regulatory Commission (FERC) have set regulations on the electric utility industry.  
These are mandatory, and fines can be levied.  The U.S. Transportation and Safety 
Administration (TSA) has Pipeline Security guidelines for natural gas utilities. 

o The electric utility industry, along with the nuclear industry, are the only critical 
infrastructure sectors which have mandatory, enforceable federal regulations in place 
for cybersecurity. 

o There is in place at the national level an Electric Subsector Coordinating Council and 
an Oil & Natural Gas Subsector Coordinating Council.  Both are quite active. 

o Electric ISAC and Downstream Natural Gas ISAC are active. 
o Significant need for education and training exists. 
o There is a need to interact with other subsectors, including for example 

Telecommunications and Financial. 
o The Energy Committee believes a much clearer understanding of state priorities and 

responses in a cyber emergency would be important. 
 

• Committee Deliverable  
o Critical Infrastructure Information Training 
o Contacts 
o Coordinate with Others 
o Metrics 
  

• Additional Notes  
o  None 

 
• References  

o None 
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Research 
 

1. What has your area done in the last five years to educate, train, and prepare for 
cybersecurity? 

a. The electric and natural gas utility industry recognizes that the production, 
transmission, and distribution of electricity and natural gas is critical to the economy 
and well-being of Hoosiers, indeed for Americans.  This industry is also heavily 
regulated, including in the cybersecurity arena.  As a result, the industry has invested 
heavily to increase staffing, train employees, adopt the National Institute of Standards 
and Technology (NIST) framework and participate in tabletop exercises.  An example 
of the training and exercise activities in which the industry participates is Grid-Ex.   
Grid-Ex is a biannual, nation-wide exercise which provides utilities a chance to 
“experience” a cyberattack.  In 2017, the exercise included both electric and natural 
gas utilities as well as cyber and physical attacks.   

b. At the national level, an Electric Subsector Coordinating Council (ESCC) and Oil & 
Natural Gas Subsector Coordinating Council were created to formalize 
communications between government and utilities. In addition, the Energy 
Information Sharing and Analysis Center (E-ISAC) is a sector-specific information 
sharing clearinghouse that also includes downstream natural gas distribution 
companies such as those operating in Indiana. The E-ISAC provides threat 
information and analysis.  Separately, a Downstream Natural Gas Information 
Sharing and Analysis Center (DNG-ISAC) is a leading threat information and 
analysis resource for natural gas utilities operating in Indiana. 

 
2. What (or who) are the most significant cyber vulnerabilities in your area? Are these 

components cybersecure? 
a. Cyber vulnerabilities of components that are purchased and then installed in the 

energy network. 
b. Need to improve communications between sectors on such things as threats which are 

detected by another sector. 
c. A common clearinghouse which assesses vendors with differing levels of cyber 

exposure and risk mitigation. 
d. Potential disruptions of the telecommunications networks. 

 
3. What is your area’s greatest cybersecurity need and/or gap?  

a. There is a significant need to enhance the educational capabilities in Indiana to train 
and educate individuals to work in cybersecurity. 
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4. What federal, state, or local cyber regulations is your area beholden to currently?  
a. Electric utilities are required to meet standards set by the North American Electric 

Reliability Council (NERC) and adopted by the Federal Energy Regulatory 
Commission (FERC).  FERC regulations are binding and have the force of law.   
These standards have led to utilities adopting the NIST framework and implementing 
strong cybersecurity protocols, procedures and processes.   The natural gas utilities 
work closely with the U.S. Transportation & Safety Administration (TSA).  TSA has 
in place Pipeline Security Guidelines and is working with the industry to revise and 
update these guidelines. 

 
5. What case studies and/or programs are out there that this Council can learn from as we 

proceed with the Planning Phase?  
a. Both electric and natural gas facilities are a part of a national network.  As such, 

issues are addressed recognizing that a cyberattack may impact large geographic 
areas and would not be limited to a single state.  Electric utilities have conducted 
biennial exercises to test responses to such a large scale outage.  These are named 
Grid-Ex.  Grid-Ex IV was conducted in November 2017.  It involved the electric and 
natural gas industries and tested responses to a cyberattack. 

 
6. What research is out there to validate your group’s preliminary deliverables? This 

could be surveys, whitepapers, articles, books, etc. 
a. Attached are several documents, which provide more details on these issues. (See 

Supporting Documentation) 
 

7. What are other people in your sector in other states doing to educate, train, prepare, 
etc. in cybersecurity? 

a. Since energy companies are all required to meet the same regulations or guidelines, 
training in the energy industry is reasonably similar across the country.  And, as noted 
above, in addition to more localized exercises, energy utilities engage in national 
exercises as well. 

 
8. What does success look like for your area in one year, three years, and five years? 

a. One Year 
1. Obtain a clearer understanding of state priorities in an emergency, including how 

the Public Sector plans to allocate scarce resources.    
2. Further development of curriculum at Indiana educational institutions to develop 

individuals for employment in cybersecurity. 
3. Development of a process to share threat information across and between sectors. 

b. Three Years 
1. Utilities have, if needed, modified plans to reflect Public Sector priorities. 
2. Utilities can begin to hire well trained and educated cybersecurity professionals. 
3. Robust information sharing processes have become standard operating procedure. 
4. Appropriate involvement of others on the Council in Grid-Ex, including 

observers. 
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c. Five Years 
1. Ongoing evolution of the way we work together in Indiana has revised and 

changed the way we work as we respond to the ever-changing risk environment. 
2. Utilities have an ever-increasing number of graduates from Indiana educational 

institutions who can work on cybersecurity issues. 
 
9. What is the education, public awareness, and training needed to increase the State’s 

and your area’s cybersecurity?  
a. As mentioned above, Indiana’s educational institutions should be more intentional 

about training students for cybersecurity roles.   Increased awareness of the 
importance of these roles and the types of jobs available in the field is needed. 

 
10. What is the total workforce in your area in Indiana? How much of that workforce is 

cybersecurity related? How much of that cybersecurity-related workforce is not met?   
a. Total Workforce 

 Over 12,000 direct employees. 
b. Cybersecurity-related workforce 

 Over 45 employees.  However, this number is not reflective of the total 
number of employees focused on cybersecurity in the utility industry which 
serves Indiana customers.  Several companies who serve significant numbers 
of Hoosiers have consolidated their cybersecurity efforts into enterprise-wide 
departments.   Since the utility industry operations cross state boundaries, this 
allows companies to consider cyber risks and address those risks across a 
much larger footprint.   Considering all of these employees, would show 
employment of several hundred individuals.    

c. Unmet cybersecurity-related workforce 
 While not a comprehensive assessment, each cybersecurity operation in the 

utility space would benefit from an increase in trained cybersecurity 
professionals.   

 
11. What do we need to do to attract cyber companies to Indiana?  

a. Vendors who work to address the issues raised in item 2a) and 2c) above in the 
Energy Committee Strategic Plan are areas for new companies to focus.   
Encouraging a robust business climate where new companies working to meet the 
needs of Indiana businesses can prosper is important. 

 
12. What are your communication protocols in a cyber emergency? 

a. Utilities operating in Indiana have established emergency operations centers for their 
companies.   Individuals staffing these centers will be able to assess the nature of an 
incident and develop appropriate responses.   These centers are also capable of 
communicating with other emergency operations centers.   Communication protocols 
also include integrating the information from the Electric Subsector Coordinating 
Council and the Oil and Natural Gas Subsector Coordinating Council.  
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13. What best practices should be used across the sectors in Indiana? 
a. We will be better able to provide thoughts on this issue once we learn more about 

what already exists in the other sectors.  Clearly, the electric and natural gas 
industries have benefited from participation in Coordinating Councils and the sector-
specific ISACs. Broadening the flow of information from one sector to another would 
seem, at least on a preliminary basis, as an area ripe for implementation.  
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Deliverable: Critical Infrastructure Information 
 

General Information 
 

1. What is the deliverable?  
a. Review potential policy changes to protect critical infrastructure information while 

maintaining public access and freedom of information. 
 
2. What is the status of this deliverable?   

a. 100 % Complete  
 

3. Which of the following IECC goals does this deliverable meet? 
☒ Establish an effective governing structure and strategic direction. 
☐ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☐ Strengthen best practices to protect information technology infrastructure. 
☐ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☐ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable? 

☐ Research – Surveys, Datasets, Whitepapers, etc.  
☐ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☐ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☒ Policy Recommendation – Recommended Changes to Law 

 
Objective Breakout of the Deliverable 

 
5. What is the resulting action or modified behavior of this deliverable?  

a. The Energy Committee is aware of the numerous existing rules and guidelines which 
already impact how electric and natural gas energy companies address cyber issues.  
Additional laws, regulations or policies will certainly increase the work required, 
potentially without increasing cybersecurity and with the potential to create 
conflicting laws, regulations or policies.  We do not believe that additional laws or 
policies are needed in Indiana.  We will monitor this issue since others may have 
ideas that warrant review by this Committee. 
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6. What metric or measurement will be used to define success? 
a. The electric and natural gas companies need a stable policy environment which 

provides flexibility to adapt to the ever-changing attacks.  In particular, a consistent 
set of policies is important without conflicting provisions or policies which place 
activity above assuring security are needed.   Finally, this industry is strongly 
interconnected across state lines.  Hence, existing regulation is often appropriate to 
avoid conflicting requirements. Success will be measured by assuring consistent, 
flexible policies most likely implemented at the federal level. 
 

7. What year will the deliverable be completed?   
a. 2018 
b. Rules have been in place for Indiana’s energy sector members for almost 10 years. 

 
8. Who or what entities will benefit from the deliverable? 

a. Customers, energy companies, law enforcement, disaster response personnel, media, 
and many others. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. At this point, there is not a notable or problematic overlap. 

 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. We believe that the electric and natural gas operating environment is unique in having 

already put in place mandatory regulations and/or guidelines which impact companies 
across the nation as well as here in Indiana.  We would anticipate that other members 
of the IECC may determine that policy level changes are needed.  There may be 
lessons to be learned by others from reviewing the long-standing regulations and 
guidelines established by the NERC or the TSA.  We will engage with other 
committees/working groups and attempt to accomplish their goals without impeding 
this industry’s ability to implement strong cybersecurity programs.  
 

11. Which state agencies, federal agencies, associations, private organizations, non-profit 
organizations, etc. will need to be involved to complete or plan this deliverable? 

a. Given the pervasive use of electricity and natural gas by almost all Hoosiers, it 
becomes important to interface with virtually all other sectors.  However, among the 
most critical will be the US Department of Energy (DOE), Department of Homeland 
Security (DHS), TSA and FERC; the Indiana Department of Homeland Security 
(IDHS) and Utility Regulatory Commission (IURC); the NERC as well as Congress 
and the Indiana General Assembly.  Similarly, law enforcement will need to be 
involved, whether that is the Federal Bureau of Investigation (FBI) or the Indiana 
State Police (ISP); lest they be overlooked, all aspects of the energy industry, 
including those represented on the IECC Energy Committee, will need to be involved. 
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12. Who should be main lead of this deliverable?  
a. The Energy Committee is structured so that information flows to Mark Maassel at the 

Indiana Energy Association.  It is his responsibility to share the information with the 
Energy Committee and to provide feedback to others 
 

13. What are the expected challenges to completing this deliverable?  
a. We believe that the only challenge, with consideration the IECC is set up in a manner 

that helps address the challenge, is the flow of information between and among IECC 
Committees and/or Working Groups. 

 
Implementation Plan 

 
14. Is this a one-time deliverable or one that will require sustainability?   

a. One-time deliverable    
 
Tactic Timeline  

 
Tactic Owner % Complete  Deadline Notes  
Critical Infrastructure 
Information (CII) in the 
energy industry is defined 
by federal entities. 

FERC and the TSA 100% Complete  

 
Resources and Budget  

 
15. Will staff be required to complete this deliverable? 

a. No  
 

Estimated 
Initial FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary 
Source of 
Funding  

Alternate 
Source of 
Funding  

Notes  

No additional 
staffing is 
required 

     

 
16. What other resources are required to complete this deliverable? (Examples include 

software, hardware, supplies, materials, equipment, services, facilities, etc.)  
 

Resource Justification/Need 
for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

None       
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Benefits and Risks  
 

17. What is the greatest benefit of this deliverable?  
a. Consistent definition of CII occurs in the highly interconnected network of electric 

and natural gas facilities which reach across state lines. 
 

18. How will this deliverable reduce the cybersecurity risk or impact? What is the 
estimated costs associated with that risk reduction?    

a. Efficient communications as well as protecting key assets and information from “bad 
actors” will reduce cyber risk.   These costs are already a part of operating our 
utilities.   We do anticipate that costs will rise as the issues mature and become more 
challenging. 
 

19. What is the risk or cost of not completing this deliverable?  
a. This deliverable is already completed. 

 
20. What defines success and/or what metrics will be used to measure success? What is the 

baseline for your metrics?   
a. CII definitions are in place and are being used.  These have been in place and their 

use will continue into the future. 
 
21. Are there comparable jurisdictions (e.g. other states) that have similar projects that we 

can compare this project to using the same metrics?  
a. No 

 
22. Are there comparable jurisdictions (e.g. other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 

a. No 
 

Other Implementation Factors 
 

23. List factors that may negatively impact the resources, timeline, or budget of this 
deliverable?  

a. The cost of using the CII definitions are already a part of the energy industry cost 
structure. 

 
24. Does this deliverable require a change from a regulatory/policy standpoint? 

a. No 
 
25. What will it take to support this deliverable if it requires ongoing sustainability? 

a. These supports are already in place within the energy utilities operating in Indiana. 
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26. Who has the committee/working group contacted regarding implementing this 
deliverable?  

a. These definitions of CII have already been implemented within the utility sectors.  An 
example of the definitions appears in the Energy Committee Strategic Plan.  These 
definitions were taken from the FERC website and can be reached at the following 
hyperlink.  https://www.ferc.gov/legal//maj-ord-reg/land-docs/ceii-rule.asp  

 
27. Can this deliverable be used by other sectors? 

a. Yes 
b. Use by others may be possible; however, utilities are highly technical with unique 

operational characteristics and we suspect that not all definitions will translate well to 
other sectors. 

 
Communications  

 
28. Once completed, which stakeholders need to be informed about the deliverable?  

a. These are existing at the moment and have been implemented.  Information has been 
shared by the industry.  However, to the extent that others are not aware of this, they 
can contact the Energy Committee. 

 
29. Would it be appropriate for this deliverable to be made available on Indiana’s 

cybersecurity website (www.in.gov/cybersecurity)? 
a. Yes  

 
30. What are other public relations and/or marketing considerations to be noted? 

a. While others are much better positioned and informed to answer this question, we do 
not necessarily see this item as a key for either public relations or marketing 
consideration. 

 
 
  

https://www.ferc.gov/legal/maj-ord-reg/land-docs/ceii-rule.asp
http://www.in.gov/cybersecurity


IECC: Energy Committee   20 
 

Evaluation Methodology 
 

Objective 1: IECC Energy Committee will provide current definitions and review of potential 
policy changes to protect critical infrastructure information while maintaining public access and 
freedom of information by July 2018.   
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other
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Deliverable: Training 
 

General Information 
 

1. What is the deliverable?  
a. Determine the need to establish a training program. 

 
2. What is the status of this deliverable? 

a. 100% Complete  
 

3. Which of the following IECC goals does this deliverable meet? 
☐ Establish an effective governing structure and strategic direction. 
☐ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☐ Strengthen best practices to protect information technology infrastructure. 
☐ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☒ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable? 

☐ Research – Surveys, Datasets, Whitepapers, etc.  
☐ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☐ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☒ Policy Recommendation – Recommended Changes to Law 

 
Objective Breakout of the Deliverable 

 
5. What is the resulting action or modified behavior of this deliverable?  

a. Our deliverable is to support others with a clear understanding of what this industry 
needs in training and education to support and enhance energy company 
cybersecurity. 
 

6. What metric or measurement will be used to define success? 
a. This is likely best done by committee/task force that is focused on these issues.  We 

are prepared to support their efforts as needed.  The Workforce Development 
Committee responded to a question from this Committee that they will propose the 
formal adoption of the NICE framework by the IECC.  This Committee supports the 
adoption of the NICE framework. 
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7. What year will the deliverable be completed?   
a. 2023+ 
b. We would hope for progress in each of the upcoming years but acknowledge that the 

industry is evolving rapidly, and educational efforts will also be changing. 
 

8. Who or what entities will benefit from the deliverable? 
a. All aspects of those involved directly in cybersecurity will benefit from an increasing 

pool of talented cyber experts, including organizations outside of Indiana. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. Unknown. 

 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. We will support other committees/working groups as they develop their plans.  We 

anticipate that all committees of the Council will need to be a part of defining what is 
needed to train individuals to work in cybersecurity. 

 
11. Which state agencies, federal agencies, associations, private organizations, non-profit 

organizations, etc. will need to be involved to complete or plan this deliverable? 
a. This will be best defined by the Committees and Working Groups who are directly 

developing the needed training. 
 

12. Who should be main lead of this deliverable?  
a. The Energy Committee is structured so that information flows to Mark Maassel at the 

Indiana Energy Association.  It is his responsibility to share the information with the 
Energy Committee and to provide feedback to others. 
 

13. What are the expected challenges to completing this deliverable?  
a. This will be best defined by the Committees and Working Groups who are directly 

developing the needed training. 
 

Implementation Plan 
 

14. Is this a one-time deliverable or one that will require sustainability?   
a. One-time deliverable 
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Tactic Timeline 
 

Tactic Owner % Complete  Deadline Notes  
The Energy Committee believes that 
a training program with certifications 
as well as college level and advanced 
degrees, providing initial and 
ongoing reskilling opportunities is 
needed.  This should be focused 
around the NICE standards. 

Workforce 
Development 
Committee 

100%  (The Energy 
Committee work of 
identifying the need is 
complete.  We are 
prepared to support the 
Workforce Development 
Committee as they 
proceed forward.) 1 

Complete  

Develop and promote Certified 
Hacker Training Program. 

Workforce 
Development 
Committee 

100%  (The Energy 
Committee work of 
identifying the need is 
complete.  We are 
prepared to support the 
Workforce Development 
Committee as they 
proceed forward.) 1 

Complete  

Develop apprenticeship programs to 
help individuals who are entering the 
Cybersecurity field develop their 
skills and gain “real world” 
experience. 

Workforce 
Development 
Committee 

100%  (The Energy 
Committee work of 
identifying the need is 
complete.  We are 
prepared to support the 
Workforce Development 
Committee as they 
proceed forward.) 1 

Complete  

When individuals first begin to 
receive training, teach secure coding 
early on, perhaps even before 
teaching coding.   

Workforce 
Development 
Committee 

100%  (The Energy 
Committee work of 
identifying the need is 
complete.  We are 
prepared to support the 
Workforce Development 
Committee as they 
proceed forward.) 1 

Complete  

 
  

                                                           
1 The IECC Energy Committee is comprised of a wide array of entities providing electric and 
natural gas services in Indiana.   Walt Grudzinski who serves on the Energy Committee and the 
Workforce Development Committee will serve as the key contact point for questions and further 
input which Workforce Development may require from the Energy Committee.  In addition, the 
Committee has determined that Mark Maassel should be the back-up contact point for questions 
and further input as needed by the Workforce Development Committee.   He will engage the 
appropriate resources to support the Workforce Development Committee 
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Resources and Budget  
 

15. Will staff be required to complete this deliverable?  
a. Yes  

 
Estimated 
Initial 
FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary Source 
of Funding  

Alternate 
Source of 
Funding  

Notes  

Minimal Minimal Supervisory experience 
which informs the individual 
on the training required to 
function in cybersecurity 
roles inside the energy 
industry. 

Existing payroll of 
Energy Committee 
Members 

N/A  

 
16. What other resources are required to complete this deliverable? (Examples include 

software, hardware, supplies, materials, equipment, services, facilities, etc.)  
 

Resource Justification/Need 
for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

None       
 
Benefits and Risks 

 
17. What is the greatest benefit of this deliverable?  

a. This will provide a skilled pool of applicants ready to address cybersecurity issues 
from which the energy industry can draw to staff our workforce.  
 

18. How will this deliverable reduce the cybersecurity risk or impact? What is the 
estimated costs associated with that risk reduction?    

a. Better skilled employees reduce the risk of mistakes and oversights as we strive to 
protect utility operating systems or to recover should an incident occur.  The 
Workforce Development Committee is likely a better source to assess the cost of 
developing the needed programs here in Indiana. 
 

19. What is the risk or cost of not completing this deliverable?   
a. Most likely the industry will hire individuals from outside of Indiana.   It will be a 

missed opportunity for Hoosiers to learn and develop the skills needed. 
 

20. What defines success and/or what metrics will be used to measure success? What is the 
baseline for your metrics?   

a. The Energy Committee believes these are better developed by the Workforce 
Development Committee.   For us, success is simply having Hoosiers who possess the 
skills the energy industry needs as we look to fill openings in our staff. 
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21. Are there comparable jurisdictions (e.g. other states) that have similar projects that we 
can compare this project to using the same metrics?  

a. Yes  
b. Virginia has a program which warrants review by the IECC.    

 
22. Are there comparable jurisdictions (e.g. other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 

a. Yes  
b. Any state other than those listed in response to question 21 may be a potential control. 

 
Other Implementation Factors 

 
23. List factors that may negatively impact the resources, timeline, or budget of this 

deliverable? 
a. None 

 
24. Does this deliverable require a change from a regulatory/policy standpoint?  

a. No 
 
25. What will it take to support this deliverable if it requires ongoing sustainability?  

a. The Workforce Development Committee is best suited to address this issue. 
 
26. Who has the committee/working group contacted regarding implementing this 

deliverable?  
a. In responses to the questions asked in Phase 1, we have alerted the Workforce 

Development Committee of our needs. 
 
27. Can this deliverable be used by other sectors? 

a. Yes  
b. We believe that all sectors will benefit from enhanced training in the skills needed for 

cybersecurity. 
 
Communications  

 
28. Once completed, which stakeholders need to be informed about the deliverable?  

a. All committees and working groups could benefit from this deliverable. 
 
29. Would it be appropriate for this deliverable to be made available on Indiana’s 

cybersecurity website (www.in.gov/cybersecurity)?  
a. Yes  

 
  

http://www.in.gov/cybersecurity
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30. What are other public relations and/or marketing considerations to be noted? 
a. Others are better positioned and informed to address this issue.  However, it would 

seem to be a wonderful opportunity to highlight the capabilities of Indiana’s 
educational system and the ability to “tune” that system to train individuals in a new, 
developing set of skills needed in the workplace. 

b. Just to reiterate, the IECC Energy Committee recognizes that we will need to engage 
in an ongoing, bi-directional dialog with the Workforce Development Committee and 
others to assure that the appropriate training and education is being provided to those 
entering the field. This will be critical given the rapidly changing cyber environment 
and the need for flexibility and adaptability to meet the challenges and seize the 
opportunities presented by these changes. 
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Evaluation Methodology 
 

Objective 1: IECC Energy Committee will provide the IECC Workforce Development 
Committee the needs of the energy sector, as well as examples to consider as Indiana 
cybersecurity training and apprenticeship programs, are being developed by July 2018.  
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:   
  
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other
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Deliverable: Contacts 
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Deliverable: Contacts 
 

General Information 
 

1. What is the deliverable?  
a. Identify energy companies within the State of Indiana, form of ownership and how 

cyber is managed.  Develop and maintain a critical contact database. 
 
2. What is the status of this deliverable?  

a. 100% complete 
 

3. Which of the following IECC goals does this deliverable meet? 
☐ Establish an effective governing structure and strategic direction. 
☐ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☐ Strengthen best practices to protect information technology infrastructure. 
☒ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☐ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable? 

☐ Research – Surveys, Datasets, Whitepapers, etc.  
☐ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☒ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☐ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☐ Policy Recommendation – Recommended Changes to Law 

 
Objective Breakout of the Deliverable 

 
5. What is the resulting action or modified behavior of this deliverable?  

a. Appropriate contact information is available in the event of a cyberattack. 
 

6. What metric or measurement will be used to define success? 
a. This will be measured by the existence of a contact list and its updating.  The updates 

will be done by the IURC.   The survey will be used to verify, among other things, 
contact information. 
 

7. What year will the deliverable be completed?  
a. 2018 
b. An initial list will be developed in 2018.  However, this will need periodic updating 

and will never be finished.   
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8. Who or what entities will benefit from the deliverable? 
a. All individuals and organizations who are a part of the protection against cyberattacks 

or in recovering from cyberattacks. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. We are not aware of any overlap on this issue. 

 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. We believe that this deliverable does not require input from other IECC Committees 

and/or Working Groups. 
 

11. Which state agencies, federal agencies, associations, private organizations, non-profit 
organizations, etc. will need to be involved to complete or plan this deliverable? 

a. The IURC will be the central point for the collection of the information.  The IURC 
and the IDHS will be involved since they will be the central points in a cyber 
emergency. 
 

12. Who should be main lead of this deliverable?  
a. The IURC leads the effort to assemble the contact information.   In addition, the 

Energy Committee is structured so that information flows to Mark Maassel at the 
Indiana Energy Association.  It is his responsibility to share the information with the 
Energy Committee and to provide feedback to others. 
 

13. What are the expected challenges to completing this deliverable?  
a. We do not anticipate major challenges to completing this deliverable. 

 
Implementation Plan 

 
14. Is this a one-time deliverable or one that will require sustainability? 

a. Ongoing/sustained effort 
 

Tactic Timeline 
 

Tactic Owner % Complete  Deadline Notes  
On a routine 
basis, survey the 
Indiana energy 
utilities to 
determine the 
appropriate 
contacts for cyber 
issues. 

  The Indiana Utility Regulatory 
Commission already gathers 
critical contact information for 
physical events which impact the 
operations of electric and natural 
gas utilities.   They will expand 
this information gathering and 
updating to include cyber 
contacts. 

Completed June 2018  
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Resources and Budget  
 

15. Will staff be required to complete this deliverable? 
a. Yes 

 
Estimated 
Initial FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary Source of Funding  Alternate 
Source of 
Funding  

Notes  

Less than 1 Less than 1  Cost will be covered by each 
respondent and the IURC 

None  

 
16. What other resources are required to complete this deliverable? (Examples include 

software, hardware, supplies, materials, equipment, services, facilities, etc.)  
 

Resource Justification/Need 
for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

None       
 
Benefits and Risks  

 
17. What is the greatest benefit of this deliverable?  

a. Assure the existence of up-to-date contact information. 
 

18. How will this deliverable reduce the cybersecurity risk or impact? What is the 
estimated costs associated with that risk reduction?   

a. Up-to-date contact information will assist in more timely and responsive 
communications planning, testing and recovery. 
 

19. What is the risk or cost of not completing this deliverable?  
a. Less than ideal exchange of information and ideas in planning, testing and recovery. 

 
20. What defines success and/or what metrics will be used to measure success? What is the 

baseline for your metrics?  
a. Responses to the request for up-to-date contact information will define success. 

 
21. Are there comparable jurisdictions (e.g. other states) that have similar projects that we 

can compare this project to using the same metrics?  
a.  Most other states collect this type of information. 

 
22. Are there comparable jurisdictions (e.g. other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 

a. The Energy Committee is unaware of any state that does not gather such information.   
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Other Implementation Factors 
 

23. List factors that may negatively impact the resources, timeline, or budget of this 
deliverable?  

a. None 
 

24. Does this deliverable require a change from a regulatory/policy standpoint? 
a. No 

 
25. What will it take to support this deliverable if it requires ongoing sustainability?  

a. Needed personnel and other resources are in place. 
 

26. Who has the committee/working group contacted regarding implementing this 
deliverable? 

a. Committee discussions have identified the IURC as the best-positioned entity to 
gather the needed information.    

 
27. Can this deliverable be used by other sectors? 

a. Yes 
b. This approach could work for any sector which might be planning for, testing or 

involved in recovery from a cyber incident would benefit.  Other approaches might 
work for them as well.   We selected this approach as a practical and effective 
mechanism in the energy industry.  

 
Communications  

 
28. Once completed, which stakeholders need to be informed about the deliverable?  

a. Both the IURC and IDHS will need and want this information. This follows the 
existing practices for the IDHS Emergency Operations Center and will simply be 
expanded to include both contacts for physical interruptions of service as well as 
cyber interruptions. 

 
29. Would it be appropriate for this deliverable to be made available on Indiana’s 

cybersecurity website (www.in.gov/cybersecurity)? 
a. No 

 
30. What are other public relations and/or marketing considerations to be noted? 

a. While others are much better positioned and informed to answer this question, we do 
not necessarily see this item as a key for either public relations or marketing 
consideration. 

 
  

http://www.in.gov/cybersecurity
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Evaluation Methodology 
 

Objective 1: Over eighty-five percent of Indiana electric and natural gas utilities provided the 
Indiana Utility Regulatory Commission’s Emergency Support Function lead on behalf of Indiana 
Department of Homeland Security a cybersecurity contact by June 2018.  
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other

 
 
Objective 2: The Indiana Utility Regulatory Commission’s Emergency Support Function lead 
will maintain the cyber contact list on behalf of the Indiana Department of Homeland Security 
Emergency Operations Center annually.  
 
Type:  ☐ Output   ☒ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☒ Qualitative Analysis – Year 2  
☐ Quantifiable Measurement 
☐ Other
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Deliverable: Coordinate with Others 
 

General Information 
 

1. What is the deliverable? 
a. Coordinate with Working Groups as appropriate. 

 
2. What is the status of this deliverable?    

a. While the work of coordinating with others will be an ongoing process, for the first 
year the Energy Committee has completed this deliverable. 
 

3. Which of the following IECC goals does this deliverable meet? 
☐ Establish an effective governing structure and strategic direction. 
☒ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☐ Strengthen best practices to protect information technology infrastructure. 
☐ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☐ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable? 

☐ Research – Surveys, Datasets, Whitepapers, etc.  
☒ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☐ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☐ Policy Recommendation – Recommended Changes to Law 

 
Objective Breakout of the Deliverable  

 
5. What is the resulting action or modified behavior of this deliverable?  

a. We have supported the work of other sectors as well as achieved an appropriate level 
of sharing of information and risks through existing channels such as the E-ISAC.  
The Energy Sector will continue to share information through these types of channels. 
From there, information should be shared through a Multi-sector ISAC.    
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6. What metric or measurement will be used to define success? 
a. Because energy sector companies already follow the rules and guidelines established 

by the NERC and TSA, the sector has strong cyber plans and processes in place.  The 
Indiana Energy Association (IEA) will conduct an annual survey of the energy sector 
asking questions to measure the status of cyber preparedness.  They are: 

i. Do you have a plan? 
ii. If so, do you review and exercise the plan periodically? 

 
7. What year will the deliverable be completed?   

a. 2018.  The survey was conducted in May and June.  Final results were sent to the 
IECC on June 2018.   The results are also attached as Supporting Documentation. 

b. The IECC final report will serve as the completion of this deliverable. 
 
8. Who or what entities will benefit from the deliverable? 

a. Done correctly, all participants will benefit. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. We are not aware of an overlap at the moment; however, recognize that the potential 

for overlap grows as both federal and state government move ahead with various 
initiatives 

 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. We believe that cybersecurity is best advanced by using the existing infrastructure.  

Specifically, each sector should continue to work with their ISAC who in turn should 
work with the multi-sector ISAC. State of Indiana contacts should be coordinated 
through IDHS.   IDHS can work with the IURC for energy sector contacts. 
 
 

11. Which state agencies, federal agencies, associations, private organizations, non-profit 
organizations, etc. will need to be involved to complete or plan this deliverable? 

a. Our experience with Subsector Coordinating Councils has been positive.   The 
entities who make up these Councils are the individuals and organizations who need 
to be involved.   From the standpoint of other sectors (e.g., the Financial Sector) we 
are hopeful that the correct individuals and organizations are engaged.  Thus, the 
issue is more about opening lines of communications between the Councils.  
Furthermore, state-based associations like the IEA will be available to IDHS. 
 

12. Who should be main lead of this deliverable?  
a. The Energy Committee is structured so that information flows to Mark Maassel at the 

IEA.  It is his responsibility to share the information with the Energy Committee and 
to provide feedback to others 
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13. What are the expected challenges to completing this deliverable?  
a. We are not aware of any challenges at this point. 

 
Implementation Plan 

 
14. Is this a one-time deliverable or one that will require sustainability?  

a. One-time deliverable    
 
Tactic Timeline 

 
Tactic Owner % Complete  Deadline Notes  
Support others as appropriate Energy Committee 100% May 2018  
Respond to questions asked by other 
Committees & Working Groups 

Energy Committee 100% November 
2017 

 

Provide appropriate information to 
the Energy ISAC.   We hope to 
receive information which we can 
act upon from other ISAC’s through 
a cross-sector ISAC. 

Energy Committee 100% though 
ongoing.   
This is built 
into our 
existing 
processes. 

May 2018  

Provide a contact to Chetrice Mosely 
for an individual at the North 
American Electric Reliability 
Council so she can assess whether 
such a speaker should present to the 
IECC or at the Cyber Summit. 

Stan Partlow 100% June 2018  

 
Resources and Budget  

 
15. Will staff be required to complete this deliverable? 

a. No 
 

Estimated 
Initial FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary 
Source of 
Funding  

Alternate 
Source of 
Funding  

Notes  

No additional 
staff is 
required. 

     

 
16. What other resources are required to complete this deliverable? 
 

Resource Justification/Need 
for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

None       
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Benefits and Risks  
 

17. What is the greatest benefit of this deliverable? 
a. The development of a cohesive cyber plan for Indiana which does not create 

unwarranted requirements on time or funds which do not enhance cybersecurity and 
preparedness. 
 

18. How will this deliverable reduce the cybersecurity risk or impact? What is the 
estimated costs associated with that risk reduction?    

a. Better coordination of efforts and of information exchanges will reduce cybersecurity 
risk and impact.  The costs are all a part of the existing business costs for the energy 
utility industry. 
 

19. What is the risk or cost of not completing this deliverable?  
a. A less cohesive cyber plan for Indiana. 

 
20. What defines success and/or what metrics will be used to measure success? What is the 

baseline for your metrics?  
a. Success will be shown by working with other Committees and Working Groups 

effectively. 
 

21. Are there comparable jurisdictions (e.g. other states) that have similar projects that we 
can compare this project to using the same metrics? 

a. No, we are not aware of any. 
 
22. Are there comparable jurisdictions (e.g. other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 

a. No, we are not aware of any. 
 
Other Implementation Factors 

 
23. List factors that may negatively impact the resources, timeline, or budget of this 

deliverable? 
a. We are not aware of any. 

 
24. Does this deliverable require a change from a regulatory/policy standpoint? 

a. No 
 
25. What will it take to support this deliverable if it requires ongoing sustainability?  

a. Ongoing communications designed to enhance cybersecurity are welcome. 
 

26. Who has the committee/working group contacted regarding implementing this 
deliverable?  

a. We have, through the questionnaire completed in November 2017, reached out to 
several committees and responded to their questions. 
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27. Can this deliverable be used by other sectors? 
a. Yes 
b. We would assume that all Committees and Working Groups are supportive of 

communicating to enhance cybersecurity in Indiana. 
 
Communications  

 
28. Once completed, which stakeholders need to be informed about the deliverable?  

a. All stakeholders can be informed that the energy utility industry and this Committee 
are willing to work with others to support enhancing cybersecurity in Indiana. 

 
29. Would it be appropriate for this deliverable to be made available on Indiana’s 

cybersecurity website (www.in.gov/cybersecurity)? 
a. Yes, assuming that there are no confidentiality or security concerns with the 

information.  
 

30. What are other public relations and/or marketing considerations to be noted? 
a. While others are much better positioned and informed to answer this question, we do 

not necessarily see this item as a key for either public relations or marketing 
consideration. 

  

http://www.in.gov/cybersecurity
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Evaluation Methodology 
 

Objective 1: IECC Energy Committee will coordinate with other committees and working 
groups as needed to effectively complete the State Cybersecurity Strategic Plan by September 
2018.  
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other

 
Objective 2: IECC Energy Committee will share information with Energy ISAC regarding 
Indiana’s new cyber sharing resources by December 2018.  
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other
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Deliverable: Metrics 
 

General Information 
 

1. What is the deliverable?  
a. Establish metrics to assess the overall risk to the State of Indiana regarding Energy 

utility operations. 
 
2. What is the status of this deliverable?    

a. 100% Complete.  
 

3. Which of the following IECC goals does this deliverable meet?  
☒ Establish an effective governing structure and strategic direction. 
☐ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☐ Strengthen best practices to protect information technology infrastructure. 
☐ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☐ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable? 

☐ Research – Surveys, Datasets, Whitepapers, etc.  
☐ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☒ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☐ Policy Recommendation – Recommended Changes to Law 

 
Objective Breakout of the Deliverable 

 
5. What is the resulting action or modified behavior of this deliverable?  

a. The goal is to establish accountability and clarity of the effectiveness of cybersecurity 
programs and response plans. Energy sector companies already follow the rules and 
guidelines established by NERC and TSA, the sector has strong cyber plans and 
processes in place. The IEA will conduct an annual survey of the energy sector asking 
questions to measure the status of cyber preparedness.  They are: 

i. Do you have a plan? 
ii. If so, do you review and exercise the plan periodically? 
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6. What metric or measurement will be used to define success? 
a. Metrics are in place inside the energy industry with which the companies comply.   

As Indiana develops its metrics, we will seek to dovetail existing metrics used in the 
energy industry into the Indiana framework without creating unnecessary work.  This 
has been accomplished with the creation of the survey described in Question 5. 
 

7. What year will the deliverable be completed?   
a. 2018 
b. Indiana’s electric and natural gas energy industry responded to the survey which was 

developed to assure that effective cybersecurity planning is in place in the energy 
industry and help to advance cybersecurity. 
 

8. Who or what entities will benefit from the deliverable? 
a. Generally speaking, metrics provide valuable insights into planning and execution of 

the measures taken to address cyber risks. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. We do not believe there is any overlap at the moment.  The risk will be that the 

Indiana specific metrics do not recognize the existing federal requirements creating 
added work which might detract from addressing cyber issues. 

 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. Coordination with the Strategic Resource Task Force will be important. 

 
11. Which state agencies, federal agencies, associations, private organizations, non-profit 

organizations, etc. will need to be involved to complete or plan this deliverable? 
a. This work will largely flow from the ongoing engagement with federal agencies.  Key 

among these are DHS, TSA, FERC and NERC. 
 

12. Who should be main lead of this deliverable?  
a. The Energy Committee is structured so that information flows to Mark Maassel at the 

IEA.  It is his responsibility to share the information with the Energy Committee and 
to provide feedback to others 
 

13. What are the expected challenges to completing this deliverable?  
a. Assuring adequate flow of information to other committees/task forces and a similar 

flow from them to the Energy Committee. 
 
Implementation Plan 

 
14. Is this a one-time deliverable or one that will require sustainability?   

a. One-time deliverable    
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Tactic Timeline 
 

Tactic Owner % Complete  Deadline Notes  
The IECC Energy 
Committee developed a 
set of two questions 
which can be asked 
annually to assess 
planning, preparedness 
and recovery in the utility 
energy industry.  

This will be 
coordinated by 
the IEA and 
provided to the 
IECC. 

100% June 2018 Given the pervasive 
nature of federal 
requirements, relatively 
few questions and one 
metric are needed to 
assess the status of the 
energy industry in 
Indiana. 

 
Resources and Budget  

 
15. Will staff be required to complete this deliverable? 

a. No 
 

Estimated 
Initial FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary 
Source of 
Funding  

Alternate 
Source of 
Funding  

Notes  

No additional 
staff is 
required. 

     

 
16. What other resources are required to complete this deliverable? (Examples include 

software, hardware, supplies, materials, equipment, services, facilities, etc.)  
 

Resource Justification/Need 
for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

None       
 
Benefits and Risks  

 
17. What is the greatest benefit of this deliverable? 

a. Though pervasive federal regulation and guidance of cyber issues exists in the energy 
utility arena, this will provide a metric to quickly and effectively relay the status to 
Indiana stakeholders. 
 

18. How will this deliverable reduce the cybersecurity risk or impact? What is the 
estimated costs associated with that risk reduction?  

a. The metric will quickly identify the situation here in Indiana.   It should be noted that 
a reduction in cyber risk is already achieved through the federal regulation and 
guidance which is in place.  This metric will help in communicating a complex set of 
rules and their application in a highly specialized, technical industry to those in 
Indiana who seek to understand the status of this industry. 
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19. What is the risk or cost of not completing this deliverable?  
a. The vast majority of cybersecurity in the energy utility industry results from existing 

federal regulations and guidance. 
 

20. What defines success and/or what metrics will be used to measure success? What is the 
baseline for your metrics?  

a. Responsiveness of energy utility industry participants will be a measure of success.   
The baseline was established when the first ever survey was sent to the industry.  One 
hundred percent of those surveyed responded to the survey providing a 
comprehensive look at the planning that exists within the Indiana energy utility space. 

 
21. Are there comparable jurisdictions (e.g. other states) that have similar projects that we 

can compare this project to using the same metrics? 
a. We are not aware of any. 

 
22. Are there comparable jurisdictions (e.g. other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 

a. We are not aware of any. 
 
Other Implementation Factors 

 
23. List factors that may negatively impact the resources, timeline, or budget of this 

deliverable? 
a. We are not aware of any. 

 
24. Does this deliverable require a change from a regulatory/policy standpoint? 

a. No 
 
25. What will it take to support this deliverable if it requires ongoing sustainability?  

a. See the “Owner” column in the “Tactic Timeline” table above. 
 

26. Who has the committee/working group contacted regarding implementing this 
deliverable?  

a. This was developed by the Energy Committee. 
 
27. Can this deliverable be used by other sectors? 

a. Yes 
b. This may be applicable to and useful for other sectors.   However, the metric was 

developed with an eye to the existing regulations and guidelines which the energy 
utility industry follows.  We believe that the level of existing regulation and 
guidelines are unique to this industry. 
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Communications  
 

28. Once completed, which stakeholders need to be informed about the deliverable?  
a. The Indiana Executive Cybersecurity Council.  The results of the survey are attached 

as a part of the Supporting Documentation. 
 

29. Would it be appropriate for this deliverable to be made available on Indiana’s 
cybersecurity website (www.in.gov/cybersecurity)? 

a.  Yes 
 

30. What are other public relations and/or marketing considerations to be noted? 
a. While others are much better positioned and informed to answer this question, we do 

not necessarily see this item as a key for either public relations or marketing 
consideration. 

  

http://www.in.gov/cybersecurity
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Evaluation Methodology 
 

Objective 1: IECC Energy Committee will provide the utility energy industry an annual survey 
that will assess cybersecurity planning, preparedness and recovery posture by June 2018. A 
summary of the results from all those who were surveyed was sent to the IECC.  
 
Type:  ☒ Output   ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other

 
Objective 2: Eighty percent of all utilities will complete annual survey by July 2018.  The actual 
result was one hundred percent participation with all responses received prior to June 2018. 
 
Type:  ☐ Output   ☒ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other

  



 

IECC: Energy Committee   48 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Supporting Documentation 
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Supporting Documentation 
 

This section contains all of the associated documents that are referenced in this strategic plan and 
can be used for reference, clarification, and implementation details. 
 

• American Public Power Association (APPA) – Cybersecurity and the Electric Sector 
• Electricity Subsector Coordinating Council (ESCC) Brochure 
• Federal Energy Regulatory Commission (FERC) Critical Energy/Electric Infrastructure 

Information (CEII) Regulations 
• IECC Energy Committee Annual Metrics Report 
• IECC Energy Committee Commonwealth of Virginia (CoV) Briefing 
• National Conference of State Legislatures (NCSL) – State Efforts to Protect the Electric 

Grid 
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American Public Power Association (APPA) 
Cybersecurity and the Electric Sector 

 
 
 
 

June 2017
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Electricity Subsector Coordinating Council 
(ESCC) 
Brochure 

 
 
 
 

November 2017
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Federal Energy Regulatory Commission 
(FERC) 

Critical Energy/Electric Infrastructure 
Information (CEII) Regulations 

 
 
 
 

November 2016
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IECC Energy Committee 
Annual Metrics Report 

 
 
 
 

June 2018 
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IECC Energy Committee 
Commonwealth of Virginia (CoV) Briefing 

 
 
 
 

May 2018
 

  



TO: Mark Maassel, Indiana Energy Association President 
CC: Energy Working Group, Indiana Executive Council on Cybersecurity 
FROM: Jennifer de Medeiros, Infrastructure Security Analyst, AES Corp.  
RE: Cyber Workforce Training Standards & Standardbearers 
 
Given the pace of technological change and rapidly sophisticating threat landscape, the State of Indiana 
is challenged to grow and retain a skilled workforce that can continuously evolve alongside the cyber 
ecosystem. The Commonwealth of Virginia is regarded as having set the standard for a diversified training 
portfolio that targets a cross-section of residents, including traditionally underserved populations. It is 
recommended that the IECC consider similar avenues that can offer targeted training opportunities for 
strongly needed professional functions within the critical infrastructure sectors.  
 
This is especially important for the energy industry, which has a unique need for not only information 
technology (IT) and operations technology (OT) professionals, but professionals who can navigate both 
systems. Given the complexity of securing both IT and OT systems, utilities in particular suffer from a 
shortage of professionals who can address cybersecurity needs. Teaching IT professionals about OT—and 
OT professionals about IT—is not always easy or effective. Education and training organizations should 
continue to focus on developing converged IT-OT cybersecurity practitioners using a variety of methods.  
 

 
 
Indiana should support cyber programs at community colleges, and support accreditation as National 
Centers of Academic Excellence. Indiana is well known for its excellent higher education cyber programs 
at Purdue, Indiana University, IUPUI and others. However, these programs may be outside the reach of 
many Hoosiers due to their cost and length. In Virginia, there are 62 Centers of Excellence, 5 of which are 
2-year community colleges. Offering more options – including converged IT-OT training options – for 
Hoosiers of all income levels will ensure cybersecurity is sewn into the fabric of our education system. 
 
Apprenticeship programs are a proven method for filling talent gaps and accelerating learning – without 
the cost of formal education. Because there are so few formal educational opportunities for the IT-OT 
system, utilities and energy partners must offer hands-on, tacit learning experiences to train their own 
personnel and facilitate knowledge transfer within the industry. It is not easy to educate IT professionals 
in an OT environment, and vice versa. Cybersecurity apprenticeships can be particularly effective in 



navigating in this unique environment, which typically has a technological “reset” of seven years.  
Apprentice programs also accelerate learning without the cost of long-term formal education programs.  

• https://www.dol.gov/apprenticeship/industry/energy.htm 
 
Veterans who have served and protected the Nation are well-positioned to transition into much needed 
cybersecurity jobs. Veteran job seekers are more likely than non-veterans to be underemployed, despite 
the fact that the majority of employers report that they perform "better than" or "much better than" non-
veterans. CyberVirginia has launched a Cyber Veterans Initiative that aims to provide training programs, 
apprenticeships, and employment to veterans of all skill levels, ensuring the programs are accessible in 
terms of cost and time. Pursuing a similar veterans initiative here in Indiana can similarly dovetail with the 
critical need for IT/OT professionals, and ensure Indiana is seen as a forward-thinking, economically 
productive state for a variety of cyber careers.  
 
 
 
 

https://www.dol.gov/apprenticeship/industry/energy.htm
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National Conference of State Legislatures 
(NCSL) 

State Efforts to Protect the Electric Grid 
 
 
 
 

April 2016
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