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Introduction 
 

The world of cybersecurity is highly complex and cluttered with information, misinformation, 
and disinformation. As a consequence, it is important to approach it strategically and create 
simplicity.  

With the signing of Executive Order 17-11 by Governor Eric J. Holcomb, the Indiana Executive 
Council on Cybersecurity (IECC) continues its mission to move efforts and statewide 
cybersecurity initiatives to the “Next Level.” With the ever-growing threat of cyberattacks, 
protecting Indiana’s critical infrastructure is the focus of the IECC. Cybersecurity cannot be 
solved by one entity alone. The IECC works with private, public, academic, and military partners 
from all over the state to develop and maintain a strategic framework that establishes goals, 
plans, and best practices for cybersecurity.  

The IECC is comprised of fifteen committees and working groups who have worked together to 
implement the statewide strategy of 2018 while developing an updated comprehensive strategic 
plan.  

The following implementation plan is one of the fifteen specific plans that encompass the 
complete 2021 Indiana Cybersecurity Strategic Plan.  

For more information, visit www.in.gov/cybersecurity.  
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Executive Summary  
 

 Research Conducted  
o Indiana Fair Information Practices Act, Ind. Code Ch. 4-1-6 
 http://iga.in.gov/legislative/laws/2017/ic/titles/004/#4-1-6 

o Indiana Access to Public Records Act, Ind. Code Ch. 5-14-3 
 http://iga.in.gov/legislative/laws/2017/ic/titles/005/#5-14-3 

o Indiana Disclosure of Security Breach Act, Ind. Code Art. 24-4.9 
 http://iga.in.gov/legislative/laws/2017/ic/titles/024/#24-4.9 

o Indiana Professional Services Contract Templates 
o https://www.in.gov/idoa/files/2021-Professional-Services-Contract-Template.docx 

o Indiana Additional Terms and Conditions, Software as a Service Engagements 
o State of Indiana Information Privacy Policy 
o NIST Privacy Program 
 https://www.nist.gov/privacy 

o NIST Privacy Framework, Version 1.0 
 https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf 
 NIST SP 800-53, Revision 5, Security and Privacy Controls for Information Systems 

and Organizations 
 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf  

o NIST SP 800-122, Guide to Protecting the Confidentiality of Personally Identifiable 
Information (PII) 
 http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf 

o OMB Circular No. A-130 Revised 
 https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A130/a130revi

sed.pdf  
o OMB Memorandum M-17-12, Preparing for and Responding to the Breach of Personally 

Identifiable Information 
 https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017/m-17-

12_0.pdf 
o GAO Report, Information Security: Protecting Personally Identifiable Information 
 https://www.gao.gov/new.items/d08343.pdf  

o Privacy Act of 1974, 5 U.S.C. § 552a 
 https://www.gpo.gov/fdsys/pkg/USCODE-2012-title5/pdf/USCODE-2012-title5-

partI-chap5-subchapII-sec552a.pdf 
o E-Government Act of 2002 

 https://www.gpo.gov/fdsys/pkg/PLAW-107publ347/pdf/PLAW-107publ347.pdf 
o FTC Report, Protecting Consumer Privacy in an Era of Rapid Change: 

Recommendations for Businesses and Policymakers 
 https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-

report-protecting-consumer-privacy-era-rapid-change-
recommendations/120326privacyreport.pdf  

o FTC Report, Resources Used and Needed for Protecting Consumer Privacy and Security 
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 https://www.ftc.gov/system/files/documents/reports/reports-response-senate-
appropriations-committee-report-116-111-ftcs-use-its-authorities-
resources/p065404reportresourcesprivacydatasecurity.pdf  

o IAPP Glossary of Privacy Terms 
 https://iapp.org/resources/glossary/ 

o SANS CIS Critical Security Controls 
https://sansorg.egnyte.com/dl/DxG01UgWeQ 
 

 Research Findings  
o The goal of defining “personally identifiable information” (PII) for use by a broad 

collection of individuals and entities presents a challenging task. This is due to the fact 
that there are many generally applicable legal and policy definitions that include a similar 
set of data elements. For example, the State of Indiana’s commercial data breach statute 
characterizes personal information as an unmasked social security number or first and last 
name with additional unmasked identifiers like a credit card number or driver’s license 
number.1 While this and similar PII characterizations are good candidates for use across 
multiple sectors, the US Office of Management and Budget defines PII as “…information 
that can be used to distinguish or trace an individual's identity, either alone or when 
combined with other information that is linked or linkable to a specific individual..”2 This 
definition is particularly useful because it “…is not anchored to any single category of 
information or technology. Rather, it requires a case-by-case assessment of the specific 
risk that an individual can be identified.”3 

o Laws like Children’s Online Privacy Protection Act (COPPA), Health Insurance 
Portability and Accountability Act (HIPAA), Family Educational Rights and Privacy Act 
(FERPA), and their related administrative rules provide more specifically applicable 
definitions which apply depending on the source of the information. Furthermore, certain 
acts provide de-identification methodologies that, if followed, allow the maintaining 
entity to make otherwise confidential information available publicly. One such example 
relates to the de-identification of protected health information. The rule allows for 
broader access to and use of the de-identified information if the following occurs: 
 A person with appropriate knowledge of and experience with generally accepted 

principles and methods for rendering information not individually identifiable… 
determines that the risk is very small that the information could be used, alone or in 
combination with other reasonably available information, by an anticipated recipient 
to identify an individual…4 

 This rule acknowledges what is known as the “mosaic effect” whereby de-identified 
information can be combined with other available information to re-identify an 
individual. In this case, the definition of PII may be expanded to include other 
information that may be reasonably available to an anticipated recipient. 

 
1 Ind. Code § 24-4.9-2-10. 
2 OMB Memorandum M-17-12. 
3 GSA Policy and Procedure CIO P 2180.1.  
4 45 CFR §164.514(b)(1). 
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o The current state of PII is one of change. The ability to re-identify an individual through 
the use of disparate, publicly available datasets is real. As a result, the very definition of 
PII is in flux. A number of existing privacy regulations are cited above as “Research 
Conducted”. While these are intended to protect the privacy of PII, many do so based 
upon possible historical use cases like the administration of a benefits program. Newer 
business intelligence technology offerings allow organizations to leverage information to 
make better-informed decisions and, while such use may fall within the spirit of these 
laws, there are few express allowances to be found. More and more, government is 
working to keep pace with emerging technologies, ensuring that the regulatory apparatus 
provides adequate protections to individuals while leaving room for innovation.  

 To further complicate the matter, emerging technologies like Blockchain and related 
distributed ledger technologies have been discussed as potential solutions to the maintenance 
and exchange of high-value information. If applied to common PII maintenance and 
exchange scenarios, this decentralized maintenance of information presents such a significant 
departure from existing centralized models that related efforts would have to receive 
regulatory approval as pilot projects or run the risk of violating the law. In addition, there 
would need to be a shared governance model and auditing for distributed, decentralized 
systems to ensure integrity.  

 
 2021 Working Group Deliverables 

o PII Guidebook 2.0 
o Indiana Privacy Toolkit  

 
 Additional Notes  

o All referenced Research Conducted is available via the embedded link or as an 
attachment to this document. 
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Research  
 

1. What has your area done in the last five years to educate, train, and prepare for 
cybersecurity? 

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): There are several 

initiatives that IOT has led or been very involved with since 2015 around the topic of 
cybersecurity.   
o Indiana established a central information technology office in 2005 under an executive 

order by former Gov. Mitch Daniels and codified by the legislature that same year. 
Security was a focus from day one.  The Office of Technology (IOT) has been tasked 
with reviewing, among other things, projects architecture and security. The state 
appointed its first chief information security officer (CISO) shortly after creating IOT.    

o The State initially focused on protecting agency applications, websites and developed 
policies and standardized fundamental security practices such as end-point protection, 
network segmentation, penetration process and risk assessments.   

o IOT, Purdue University, Cisco, FireEye & RSA partnered to create the Indiana 
Information Sharing & Analysis Center (IN-ISAC) in 2015. The IN-ISAC provides real-
time network monitoring, vulnerability identification and threat warnings.   

o In 2016, the State of Indiana organized and participated in a critical infrastructure 
readiness and resiliency exercise utilizing an Indiana National Guard facility. The 
simulated cyberattack used a utility SCADA system housed on a separate grid, which 
allowed real attacks and results to occur. A variety of utility personnel manned the 
SCADA system while attacks occurred to see how they would respond.   

o Indiana expanded its cybersecurity program through Executive Order 17-11, signed by 
Gov. Eric Holcomb in 2017. It is recognized nationally and led by the Indiana 
Department of Homeland Security, Indiana Office of Technology, Indiana State Police, 
and the Indiana National Guard and the Indiana Executive Council on Cybersecurity 
(IECC). Recognized for its unique structure, the membership of the Council is comprised 
of government officials (local, state, and federal), as well as stakeholders and experts 
from the private-sector, military, research, and the academic community.    

o Indiana’s cybersecurity program is centered on proactively providing guidance and 
resources to all Hoosiers, including units of local governments, businesses across a wide 
range of industries and markets, as well as to our K-12 schools, colleges, and 
universities.   

 

 INDIANA COMMISSION FOR HIGHER EDUCATION (CHE): Speaking only for 
CHE in all responses, CHE emphasizes awareness with staff at every reasonable opportunity 
to do so in a constructive fashion. In all of 2020 and 2021 Q1 and Q2, CHE staff achieved 
100% each quarter on the KPI for completion of cyber sec awareness training. We have 
previously signed up for extra phishing tests w/IOT. CHE implemented an app sec platform 
in 2020. Implemented two-factor for a mission critical application. More broadly, we 
prepared a report in 2020 on cyber sec talent pipeline from higher ed perspective. 
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 ALLEGION: 
o Board and executive level training 
o Technologist training 
o Global employee training 
o Industry speaking engagements 
o Several employees have pursued undergraduate and graduate degrees as well as industry 

certifications in cybersecurity 
o Leveraged outside experts for specific types of training 
o Subscribe to services for security awareness training  
o Self-study webinars and phishing events  
o Conduct cyber ranges open to all employees 

 
 SENTREE SYSTEMS: Being a part of the community and offering training and 

educational speaking engagements to help businesses to understand the threat landscape. 
 

 KAR GLOBAL: 
o Moved from a monolithic once per year training to more frequent (every other month) 

shorter training vignettes.  Stringing together 4-5 60-90 second vignettes together every 
other month with a testing component once a year.  Delivering shorter training more 
frequently increased awareness. 

o Performing frequent (quarterly) phish testing    
o Ad hoc training emails, intranet articles and reminders going to all employees, with at 

least 1 per month for a constant reminder. 
o Routine tabletop exercises 
o Multiple events/ articles for Cybersecurity Awareness month, Data Privacy Day 

 
2. What (or who) are the most significant cyber vulnerabilities in your area?  

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): Employees and 

contractors, the human element, remain the greatest vulnerability to the State of Indiana. 
The number one weakness is staff clicking on a link opening an attachment or 
inadvertently releasing credentials that allow an attacker an entry vector. 
 

 CHE: System vulnerabilities. Staff awareness – sustaining a high level of cyber 
awareness among CHE employees. We have significant volume of PII we must protect. 
 

 ALLEGION: No Response 
 

 SENTREE SYSTEMS: Ransomware, and email scams are the most significant attack 
vectors in my industry. 
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 KAR GLOBAL: Similar to most organizations email is the number one threat vector and 
the preferred delivery vehicle for ransomware. 
 

3. What is your area’s greatest cybersecurity need and/or gap?  
 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The State of Indiana has a 

robust cybersecurity training program required of all employees and contractors. This 
monthly training is built on a variety of learning materials and builds upon each other, as 
well as reviews concepts.  Despite the success of this program, cybersecurity defense requires 
100% success. Any mistake or erroneous click can open the network allowing an attacker to 
slip in.    
 

 CHE: Resources (human + financial) to sustain and mature a cyber sec program. This 
includes robust level of protection of the information entrusted to us, continuous work on 
cyber awareness, routine app sec assessment, maintaining skilled staff. Users expect a 
frictionless experience and cyber sec measures are not always conducive to such (i.e., 
least privilege, two factor, passphrases). 
 

 ALLEGION: Sustained investment and keeping pace with modernization 
 

 SENTREE SYSTEMS: The biggest gap observed is in the small business area in the 
detection and response layer of security.  The protection layer is robust, but there is 
nothing to cover these small businesses if and when an attack happens.  
 

 KAR GLOBAL – answering in general observation on the state of companies:  
o Gaps for most companies continue to be training and general cybersecurity hygiene. 
o For global companies, the inability to think beyond the shores of US or North America is 

a large gap.  Particularly, when networks are connected.  Forgetting about the groups 
outside North America is to their detriment. 

o Inability to roll out and sustain security product effectiveness.  Basically, buy a product 
but not fully exploit its capabilities or features.   

o Inability to understand where the threats come from (APIs, exposed S3 buckets, inability 
to secure cloud.  Particularly, those lift & shift applications. 

 
4. What federal, state, or local cyber regulations is your area beholden to currently?  

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The State of Indiana must 

follow federal compliance laws in cybersecurity, especially in areas of health and human 
services and taxes. The State has developed cybersecurity regulations that are created and 
managed by the Indiana Office of Technology. These policies are applicable to all state 
agencies.   
 

 CHE: FERPA and applicable state level regulations and policies apply to CHE. 
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 ALLEGION:  
o GDPR 
o CCPA 
o HIPAA 
o Australia’s Privacy law 
o China’s Privacy law 

 
 SENTREE SYSTEMS: Based on review, only state PII regulations apply to Sentree. 

 
 KAR GLOBAL: 

o GDPR, CCPA 
o Customer demands across multiple industries 

 
 
5. What case studies and or programs are out there that this Council can learn from as we 

proceed with the Planning Phase? 
 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The Indiana Office of 

Technology’s security department is glad to have discussions about its programs and 
services.   
 

 CHE: Cannot answer adequately at this time. 
 

 ALLEGION: N/A 

 SENTREE SYSTEMS: N/A 
 

 KAR GLOBAL: N/A 
 

 
6. What research is out there to validate your group’s preliminary deliverables?  

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): Not applicable 

 
 CHE: Cannot answer adequately at this time. 

  
 ALLEGION: 

 https://owasp.org/www-project-top-ten/ 
 https://www.verizon.com/business/solutions/secure-your-business/business-security-

tips/#dbir 
 https://www.ponemon.org/research/ponemon-library/ 
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 SENTREE SYSTEMS: No Response 
 

 KAR GLOBAL:  N/A 
 
 
7. What are other people in your sector in other states doing to educate, train, prepare, 

etc. in cybersecurity? 
 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): Other States are also 

investing in employee and contractor training around cybersecurity, promoting a culture 
around shared responsibility and risk mitigation helps drive towards desired 
behavior.  Phishing simulations, tabletop exercises are two examples of educating and 
preparing for an attack.    
 

 CHE: I expect peers are doing their part. Rather than pasting a random link from a quick 
search, I am not sufficiently knowledgeable on a specific state’s effort. In 2020 CHE 
published a report on the cyber sec higher education pipeline and we will update this 
report in 2022. 
 

 ALLEGION: No Response 

 SENTREE SYSTEMS: There are a few, but not many offering a more continuous cyber 
training service to their employees and clients.  It is the opinion of this committee that 
continuous cyber training is superior to free training or a one-year training offering. 
 

 KAR GLOBAL: N/A 
 
8. What does success look like for your area in one year, three years, and five years? 

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): Cybersecurity success is not 

a one and done event.  There is no checking of the box to indicate we are done.  This is an 
ongoing effort to continue to implement best in class support around our people, process and 
technology.  Metrics can help drive towards increased adoption of cybersecurity policies, 
better phishing simulation results, and increased business enablement while operating within 
our risk appetite.    
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 CHE: 
o One year – establish a security program (to include a charter, routine app sec 

assessments, cyber sec awareness training goals, policy dev). Measure against a 
maturity model. 

o Three years – (with adequate resources) sustained progression on maturity model 
scale. Social Sec Admin comes up w/better alternative to SSNs. No breaches.  

o Five years – continued funding/resources to match the need. Accountability - 
prosecution of those behind every cyberattack. 

 
 ALLEGION: No Response 

 SENTREE SYSTEMS: 
o Year 1 – expand on the education of MSP’s that they need help from security experts. 
o Year 2 – build out a more aggressive approach to cyber threats and utilize the 

knowledge from cyber experts 
o Year 3 – MSP’s build in security in their offerings, not just another line item, it needs 

to be built-in 
o Year 5 – Have a more streamline approach between MSP’s and cyber security experts 

 

 KAR GLOBAL:  
o Key success over any timeframe is not being breached.   
o Over the next year,  

 Drive application changes further left in the development cycle to lower the 
cost of fixing flaws that may be found in applications. 

 Integrate global support services while maintain data sovereignty for Privacy 
frameworks such as GDPR. 

o Over the course of the next 3 years,  
 Drive deeper security controls into public cloud environments. 
 Retain key skill sets  
 Devise consistent patterns for hiring those with raw skills that can be 

developed.   
o Within 5 years, build cybersecurity awareness into the DNA of the organization 

 
9. What are the education, public awareness, and training needed to increase the State’s 

and your area’s cybersecurity?  
 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The State of Indiana already 

has a robust training program for state employees and contractors.   
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 CHE: Inform (not scare) audiences, using VOC-style (voice of the customer) 
communication. Meet target audiences where they are. Leaders of nonprofits, and small 
business owners can easily be overwhelmed by all they are to protect, and how to do it 
with layman-level knowledge. Tap into local chambers of commerce to share 
info/programs w/small biz. 
 

 ALLEGION: No Response 
 

 SENTREE SYSTEMS:  Offer free trainings, although participation may be low if they 
are free and there is no mandate on them.  More training initiated and facilitated through 
employers to their employees would be more effective. Training does not stop at the 
employer’s door. It is best when the employees take the same knowledge home and can 
utilize it in their personal lives.   

 KAR GLOBAL: N/A 
 
 

10. What is the total workforce in your area in Indiana? How much of that workforce is 
cybersecurity related? How much of that cybersecurity-related workforce is not met?  
 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The Office of Technology 

has approximately 500 staff members, including around 30 that work specifically in security. 
 

 CHE: CHE is a state agency with no dedicated cyber security resources on staff. It would 
be desirable to have .5 FTE dedicated to establishing all facets of a security program to 
begin with. 
 

 ALLEGION: No Response 

 SENTREE SYSTEMS: One person 
 

 KAR GLOBAL: N/A 
 
11. What do we need to do to attract cyber companies to Indiana?  

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): Not applicable to IOT. 

 

 CHE:  
o Improve quality of life indicators (i.e. smoking, obesity, infant mortality, high 

school graduation rates, etc.) 
o Build the new graduate talent (while attracting businesses) to create success 

stories 
o Secure partnerships with the private sector (i.e. Honda) to encourage new 

cybersecurity graduates to stay in Indiana by establishing a program that offers a 
free car for 5 years post-graduation 
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o Encourage start-up/participation in a professional network, meet a significant 
other, purchase a home or establish a cybersecurity startup business (possible role 
for TechPoint) 

o Necessity for competing with higher salaried jobs (compared to other areas), with the 
offer of a car as an incentive for cybersecurity graduates.  
 
  

 ALLEGION: No Response 
 

 SENTREE SYSTEMS: An educated environment of businesses and MSP’s willing to 
work together and share knowledge would help. 
 

 KAR GLOBAL:  
o To attract cyber companies is a public/ private sector issue.  Seeing high tech companies 

such as Exact Target and Interactive Intelligence start and be sold in Indiana provides 
the proof that it can be done.  The combination of high-tech companies, low cost of 
living, talent pipelines from Purdue, Rose Holman, and state incentives will surely help 
as many companies look to relocate to low cost/ tax environments.   

 
12. What are your communication protocols in a cyber emergency?  

 
 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The State of Indiana has 

developed an Incident Response Plan and offers additional resources to assess cybersecurity 
preparedness, including the Indiana Cybersecurity Scorecard. Developed by the State of 
Indiana and Purdue University, this 22-question tool will provide a score of where an 
organization stands in cybersecurity with easy-to-understand questions.   
 

 CHE: While we would work in conjunction with IOT, this is an area we need to shore up 
internally. 

 
 ALLEGION: Companies should align to an industry standard such as ISO/IEC 27035-

1:2016 
 

 SENTREE SYSTEMS: No Response 
 

 KAR GLOBAL:  
o KAR utilizes a SIRT (Security Incident Response Team) for any issues.  This team has 

the authority to stop processes and bring in any resources at a moment’s notice if there is 
an issue found. 

o The Incident Response Plan has built-in communications plans for business resources, 
outside law enforcement and media. 
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13. What best practices should be used across the sectors in Indiana?   
 

 STATE OF INDIANA OFFICE OF TECHNOLOGY (IOT): The state requires each of its 
vendors to follow best practices and strict guidelines. Indiana’s cybersecurity strategy relies 
on a common-sense approach and encourages those entities who partner with us to utilize 
the best practices and industry standards, as defined by NIST and other accepted guidance as 
provided by USDHS, CISA and FEMA, among others.   
 
The cybersecurity posture for the State of Indiana is supported by several principles outlined 
by Governor Holcomb through the Executive Order 17-11 and proclamation Gov. Holcomb 
issues the State of Indiana observes October as Cybersecurity Awareness Month.   
 

 CHE: Best practice – establish a security program, assess/benchmark a score and 
routinely measure against a maturity model. Communicate the score to decision-makers. 
This applies to organizations of all sizes, regardless of sector. Convene thought-leaders 
across sectors for collaborative opportunities. 
 

 ALLEGION: Government agencies and companies should align to or be certified to 
industry standards such as ISO 27001 or NIST 800 
 

 SENTREE SYSTEMS: No Response 
 

 KAR GLOBAL:  
o The nest frontier in cyber is fully understanding the whole supply chain.  Including 3rd, 

4th and 5th party suppliers.  This includes having provision built in to react quickly when 
supply chain issues (SolarWinds, Kaseya, CodeCov) are found. 
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Deliverable: Indiana PII Guidebook 2.0 
 

General Information 
 

1. What is the deliverable?  
a. The Indiana PII Guidebook will consist of the following: 

i. Define PII 
ii. Characterize the current state 

iii. Identify related regulations 
iv. Identify best practices across all sectors 
v. Address potential future developments 

 
2. What is the status of this deliverable? 

☐  Completed  ☐  In-progress 25%  ☐  In-progress 50% ☒  In-progress 75% ☐ Not Started 
 
3. Which of the following IECC goals does this deliverable meet?  

☐ Establish an effective governing structure and strategic direction. 
☐ Formalize strategic cybersecurity partnerships across the public and private sectors. 
☒ Strengthen best practices to protect information technology infrastructure. 
☐ Build and maintain robust statewide cyber-incident response capabilities. 
☐ Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐ Leverage business and economic opportunities related to information, critical 

infrastructure, and network security. 
☐ Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 
4. Which of the following categories most closely aligns with this deliverable (check 

ONE)? 
☐ Research – Surveys, Datasets, Whitepapers, etc.  
☒ Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐ Operational Product – Programs, Processes, etc. (generally can be produced within the 

group or with current resources) 
☐ Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☐ Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☐ Policy Recommendation – Recommended Changes to Law 
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Objective Breakout of the Deliverable 
 

5. What is the resulting action or modified behavior of this deliverable?  
a. Enhanced knowledge of what we should be protecting. 
b. This provides an actionable blueprint to Hoosier businesses to protect the privacy of 

individually identifiable information. 
c. Provide quick-reference visibility into best practices. 
d. Ensuring a well-rounded output by the PII Working Group. 
e. Providing context around potential result of technological advancement, today’s policy 

decisions, etc. 
f. Recognition of current posture is important to understand where we need to be. 

 
6. What metric or measurement will be used to define success? 

a. Pragmatic and useful definition for ease of application by end users. 
b. Generation of a highly useful reference list for PII Working Group use. 
c. Robust assessment of the current state. 
d. Usability by a broad swath of Hoosier businesses. 

 
7. What year will the deliverable be completed? 

☐  2021 ☒  2022 ☐  2023  ☐  2024 ☐  2025+  
 

8. Who or what entities will benefit from the deliverable? 
a. All those who are working to define PII and those who would like context behind PII. 

 
9. Which state or federal resources or programs overlap with this deliverable? 

a. This resource is unique in that it captures the big-picture of federal guidance, and the 
local picture of Indiana-specific legal and practical guidance. 

 
 
Additional Questions 

 
10. What other committees and/or working groups will your team be working with to 

complete or plan this deliverable? 
a. Sector-specific groups or all sectors will be engaged on an as-needed basis. 

 
11. Which state agencies, federal agencies, associations, private organizations, non-profit 

organizations, etc. will need to be involved to complete or plan this deliverable? 
a. Any on an as-needed basis. 

 
12. Who should be main lead of this deliverable?  

a. Privacy Working Group 
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13. What are the expected challenges to completing this deliverable?  
a. Ensuring that definition has high utility to various sectors. 
b. Providing an end-product that is sufficiently all encompassing to be valuable for a large 

number of users. 
c. Accurately capturing all PII best practices. 
d. Difficult to capture all regulations across all sectors. 
e. Difficult to tell the future in any space, especially technology. 

 
 

Implementation Plan 
 

14. Is this a one-time deliverable or one that will require sustainability? 
☒ One-time deliverable  
☐ Ongoing/sustained effort 

 
 
Tactic Timeline  

 
Tactic Owner % Complete  Deadline Notes  
Review PII  
Guidebook  

Privacy Working 
Group 

 
75 Jan 2022  

Characterize the 
current state 

Privacy Working 
Group 

 
75 Jan 2022  

Identify additional 
regulations that should 
be included  

Privacy Working 
Group 

 
75 Jan 2022  

Identify additional 
best practices across 
all sectors 

Privacy Working 
Group 

 
75 Jan 2022  

Send to Privacy Team 
to review and make 
edits  

Privacy Working 
Group 

 
0 Feb 2022  

Vote on final by the 
Privacy Team  

Privacy Working 
Group 

 
0 April 2022  

Distribute to IECC, 
post online, and find 
other places where it 
should be referenced 

Cyber Program 
Director  0 April 2022  
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Resources and Budget  

 
15. Will staff be required to complete this deliverable? 

☒No ☐ Yes 
 

16. What other resources are required to complete this deliverable? (Examples include 
software, hardware, supplies, materials, equipment, services, facilities, etc.)  
 

Resource Justification/Ne
ed for Resource  

Estimated 
Initial Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source of 
Funding  

Alternate 
Source of 
Funding  

Notes  

N/A       
 
Benefits and Risks  

 
17. What is the greatest benefit of this deliverable?  

a. A cross-sector body of subject-matter experts is required to form an understanding of 
Indiana’s cyber risk profile, identify priorities, establish a strategic framework of 
Indiana’s cybersecurity initiatives, and leverage the body of talent to stay on the forefront 
of the cyber risk environment. To provide Hoosiers with a foundational understanding of 
that which we intend to protect, the Personally Identifiable Information Working Group 
will create the Indiana PII Guidebook. This is intended to do the following: 

i. define PII 
ii. characterize the current state 

iii. identify related regulations 
iv. identify best practices across all sectors 
v. address potential future developments 

 
18. How will this deliverable reduce the cybersecurity risk or impact? What is the 

estimated costs associated with that risk reduction?  
a. This deliverable compliments the work of other components of the Indiana Executive 

Council on Cybersecurity by providing both a foundational understanding of personally 
identifiable information as well as articulating how the definition can be applied to 
specific information maintained by any number of Hoosier businesses. 

b. Costs associated with the enhanced knowledge regarding PII are unknown. 
 
19. What is the risk or cost of not completing this deliverable?  

a. This deliverable will be completed by the PII Working Group. If it were not completed, 
Hoosiers would not realize the benefit of added knowledge about the core data elements 
that must be protected. 
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20. What defines success and/or what metrics will be used to measure success? What is the 

baseline for your metrics?  
a. A completed and approved updated Indiana PII Guidebook defines the success of this 

deliverable.  
 
21. Are there comparable jurisdictions (e.g., other states) that have similar projects that we 

can compare this project to using the same metrics? 
a. Unknown.  

 
22. Are there comparable jurisdictions (e.g., other states) that does not have a comparable 

project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 
a. Unknown 

 
Other Implementation Factors 

 
23. List factors that may negatively impact the resources, timeline, or budget of this 

deliverable? 
a. Unknown. At this time, PII Working Group members remain engaged and related tactics 

are well defined. Ownership of each has been assigned. 
 
24. Does this deliverable require a change from a regulatory/policy standpoint? 

a.  No Response 
 

25. What will it take to support this deliverable if it requires ongoing sustainability? 
a. The PII Working Group is striving to provide a Guidebook that provides a definition of 

PII that can be leveraged by all business non-profit, and local government sectors across 
Indiana. As such, the definition is unlikely to be limited to fixed data elements that are 
commonly thought of as direct identifiers. It is more likely that the definition will provide 
a framework or PII-related decision tree that can be applied to any business situation. 

b. The avoidance of a fixed-element definition will lend itself to a more lasting benefit for 
Hoosiers. However, periodic review and revision by subject matter experts may be 
required to ensure that the Indiana PII Guidebook remains relevant. 

 
26. Who has the committee/working group contacted regarding implementing this 

deliverable?  
a. The PII Working Group is made up of members that maintain a depth and breadth of 

knowledge in the realm that is unparalleled across the State of Indiana. Members have 
consulted bodies of knowledge on the subject and intend to communicate that knowledge 
in a consumable way that enables real action by Hoosiers. 
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27. Can this deliverable be used by other sectors? 
☐No ☒ Yes  
a. All sectors 

 

Communications  
 

28. Once completed, which stakeholders need to be informed about the deliverable? 
a. All 

 
29. Would it be appropriate for this deliverable to be made available on Indiana’s 

cybersecurity website (www.in.gov/cybersecurity)? 
☐No ☒ Yes  
 

30. What are other public relations and/or marketing considerations to be noted? 
a. IECC lead-agency communications directors should be made aware of the Indiana PII 

Guidebook and align with an appropriate marketing strategy. 
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Evaluation Methodology 
 

Objective 1: IECC Privacy Working Group will update the Indiana PII Guidebook for government and 
general public by the end of April 2022.  
 
Type: ☒ Output  ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☐ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other
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Deliverable: Indiana Privacy Toolkit  
 

General Information 
 

1. What is the deliverable?  
a. Indiana Privacy Toolkit.  

i. To be written in a “voice of the Customer” style (e.g., FAQ) 
ii. Readers to gain:  

1. Basic understanding of PII 
2. Understand categories of PII that must be protected  
3. Starter knowledge of which regulations may apply to their organization 
4. Tips on how to establish a data privacy program 
5. Actionable list of best practices (p.14 from Guidebook) 
6. Turnkey policy templates (re-purposed from Guidebook plus additions) 
 

 
2. What is the status of this deliverable?    

☐ Completed  ☒ In-progress 25%  ☐ In-progress 50%  ☐ In-progress 75%  ☐ Not Started 
 

3. Which of the following IECC goals does this deliverable meet? 
☐  Establish an effective governing structure and strategic direction. 
☐  Formalize strategic cybersecurity partnerships across the public and private sectors. 
☒  Strengthen best practices to protect information technology infrastructure. 
☐  Build and maintain robust statewide cyber-incident response capabilities. 
☐  Establish processes, technology, and facilities to improve cybersecurity statewide. 
☐  Leverage business and economic opportunities related to information, critical   
      infrastructure, and network security. 
☐  Ensure a robust workforce and talent pipeline in fields involving cybersecurity. 

 

4. Which of the following categories most closely aligns with this deliverable? 
☐  Research – Surveys, Datasets, Whitepapers, etc.  
☐  Informational Product – Definitions, Glossary, Guidelines, Inventory, Best Practices, etc. 
☐  Operational Product – Programs, Processes, etc. (generally can be produced within the group 
or with current resources) 
☐  Operational Proposal – Programs, Processes, etc. (generally requires additional resources) 
☒  Templates/Toolkits – Actionable Resource Kits, Turnkey Templates  
☐  Policy Recommendation – Recommended Changes to Law 
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Objective Breakout of the Deliverable  
 

5. What is the resulting action or modified behavior of this deliverable?  
a. For users (especially small business, nonprofits, and local governments) to use the 

Toolkit to gain increased awareness of PII, and applicable regulations. Take action to 
implement at least three foundational policies.  
 

6. What metric or measurement will be used to define success? 
a. Completion of the deliverable. Site tracking to quantify views of Toolkit and downloads 

of specific policy templates. 
 

7. What year will the deliverable be completed?   
☐  2021 ☒  2022 ☐  2023  ☐  2024 ☐  2025+ 
 

8. Who or what entities will benefit from the deliverable? 
a. Any user can benefit from this deliverable, but this is especially true for small business, 

nonprofits, and local governments. 
 

9. Which state or federal resources or programs overlap with this deliverable? 
a. All state agencies on the IECC and State Privacy Officer will determine if there are 

programs that overlap with deliverable. All federal partners with the IECC will determine 
if there are programs that overlap with the deliverable.  

 
 

Additional Questions  
 

10. What other committees and/or working groups will your team be working with to 
complete or plan this deliverable? 
a. Consult other industries and critical infrastructure committees for privacy best practices 

and policy templates applicable for the Toolkit’s target audiences  
 

11. Which state agencies, federal agencies, associations, private organizations, non-profit 
organizations, etc. will need to be involved to complete or plan this deliverable? 
a. All state agencies on the IECC and State Privacy Officer will determine if there are 

programs that overlap with the deliverable. All federal partners with the IECC will 
determine if there are programs that overlap with the deliverable. Nonprofit aggregators 
(such as associations of multiple nonprofits) can play a role in amplifying the deliverable 
to their groups. 

 
12. Who should be main lead of this deliverable?  

a. State of Indiana CIO (chair of Privacy Working Group) co-leading with the CHE CTO 
(who is a member of the Privacy Committee).  
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13. What are the expected challenges to completing this deliverable?  
a. Primarily time of the IECC members to complete the deliverable, especially given the 

limitations of COVID-19 on member’s workload and availability to collaborate. 
Secondly, compiling all content in the Toolkit in a Voice of the Customer style (e.g. 
FAQ) to stay true to the concept behind the idea.  

 
 

Implementation Plan 
 

14. Is this a one-time deliverable or one that will require sustainability?   
☐ One-time deliverable    
☒ Ongoing/sustained effort 

 

Tactic Timeline  

Tactic Owner % Complete  Deadline Notes  
Developing an outline draft 
of the toolkit  

Rajinder  25 March 2022  

Break out sections of the PII 
Guidebook to be reused in 
the toolkit (see notes below)   

Working Group 
Members  

10 March 2022  

Determine other polices to 
add to the toolkit (see notes 
below)   

Working Group 
Members  

25 March 2022  

Develop site map for online 
toolkit  

IECC Program 
Communications 
Manager  

0 April 2022  

Draft sections of toolkit  Working Group 
Members 

0 May 2022  

Edit sections of toolkit  Working Group 
Members and 
IOT support 

0 June 2022  

Finalize toolkit  Working Group 
Members and 
IOT support 

0 June 2022  

Go live with Privacy toolkit State of Indiana  0 July 2022  
Develop PR Launch Plan  IECC Program 

Communications 
Manager 

0 June 2022  

Implement PR Launch Plan IECC Program 
Communications 
Manager and 
partners  

0 July 2022  

Measure views & downloads IECC Program 
Communications 
Manager 

0 December 
2022 

 

Update Toolkit  Working Group 
Members 

0 Annually   
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Notes for draft outline of Toolkit (cross references Guidebook content): 

 Page 1 - Intro section - add mention of very small business example and small nonprofit. 
Add - Who Should Read This and Why? 

 Page 3 - What is PII? 
 Page 6 – What MUST I read? PII categories that must be protected – showcase this table. 

If you only read the basics – this is critical content. 
 Page 8 – What is the current state of PII? – should this be updated at specific intervals? 

Annually or more frequently? Or leave this in Guidebook and link to it? 
 Page 10 – privacy regs – make this a table by sector or vertical market. Cheat sheet style? 
 Page 12 – future dev – same as for page 8. Good info here. 
 Page 14 – best practice. VOC style – What should my organization be doing? Checklist 

w/action words. i.e. #2 ‘Make your customers aware of cyber concerns’. Showcase this 
section. Add – a new first item - Establish a Privacy Charter and Committee or at 
minimum a point-person to lead? How to setup a (cyber/privacy) policy framework? 
Should this be addressed in this guidebook? 

 Existing policy templates – add constituent or client (some nonprofits, such as shelters, 
may call the individuals they serve clients not customers). 

 How do I establish a data privacy program? 
 Appendices 

o Internal Privacy Policy – section 2 – scope, second para “regardless of where’ – 
‘regardless of where or what medium’ – to include paper?  

o IT Policy – could also be called Acceptable Use 
 Other privacy related policy templates to consider for Toolkit: 

o Data Classification Standard (or tool template) 
o Destruction and disposal of storage media (for IT) 
o Business Use of Personal Mobile Devices 
o Employee Responsibility to Mitigate Cyber Risk – probable overlap w/IT Policy 

already in Guidebook 
o Data Retention 
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Resources and Budget  
 

15. Will staff be required to complete this deliverable?  
☐No   ☒ Yes 

 

Estimated 
Initial FTE 

Estimated 
Continued 
FTE 

Skillset/Role Primary 
Source of 
Funding  

Alternate 
Source of 
Funding  

Notes  

1 No Response Technical 
Writer/Editor to 
ensure ease of 
readability  

State of 
Indiana  

Grants   

1 No Response Communication 
Manger to assist in 
laying it out online 
and track progress  

State of 
Indiana 

Grants  

 

16. What other resources are required to complete this deliverable?  
 

Resource Justification/Need 
for Resource  

Estimated 
Initial 
Cost 

Estimated 
Continued 
Cost, if 
Applicable  

Primary 
Source 
of 
Funding  

Alternate 
Source of 
Funding  

Notes  

No 
Response 

      

 
 
Benefits and Risks  

 
17. What is the greatest benefit of this deliverable?  

a. Increased cyber security and data privacy awareness among small entities across sectors. 
At minimum readership of the Toolkit can be measured by views and downloads of each 
policy template. 
 

18. How will this deliverable reduce the cybersecurity risk or impact? What are the 
estimated costs associated with that risk reduction?  
a. It will meet audiences where they are in order to increase the likelihood, they will take 

basic actions (e.g., implement 3 key policies) to protect the data they are entrusted with. 
Cost of reduction in risk is largely reflective of the time of IECC members to compile to 
the Toolkit. 

 
19. What is the risk or cost of not completing this deliverable?  

a. It leaves leaders of small entities across sectors to seek actionable information from many 
other sources which can be overwhelming.  
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20. What defines success and/or what metrics will be used to measure success? What is the 
baseline for your metrics?  
a. First success definition is to complete and go live with the toolkit online. Second success 

definition is to determine a goal of users who have viewed the toolkit and downloaded 
parts of it to use by a certain timeframe.  

 
21. Are there comparable jurisdictions (e.g., other states) that have similar projects that we 

can compare this project to using the same metrics?  
☐No   ☒ Yes  
a. Private associations and federal programs have components of toolkits that will be looked 

at and used on this toolkit.   
 

22. Are there comparable jurisdictions (e.g., other states) that does not have a comparable 
project that we can use as a control to show what happens if Indiana does not complete 
the deliverable? 
☒No ☐ Yes  

 
 

Other Implementation Factors  
 

23. List factors that may negatively impact the resources, timeline, or budget of this 
deliverable?  
a. Personnel resources, major change in laws that affect the content of the toolkit.  
 

24. Does this deliverable require a change from a regulatory/policy standpoint? 
☒No   ☐ Yes 
 

25. What will it take to support this deliverable if it requires ongoing sustainability?  
a. It will take members of the council and respective state agencies and other IECC 
committees to keep the content of the toolkit accurate and up to date.  
 

26. Who has the committee/working group contacted regarding implementing this 
deliverable?  
a. Secondary research was conducted online. But working with the IECC Legal and 

Insurance Working Group to assist in keeping some parts of the toolkit up to date.  
 

27. Can this deliverable be used by other sectors? 
☐No   ☒ Yes,  
a. All sectors can use this if they have data  
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Communications  
 

28. Once completed, which stakeholders need to be informed about the deliverable?  
a. All organizations, especially non-profits, local governments, and small businesses.  
 

29. Would it be appropriate for this deliverable to be made available on Indiana’s 
cybersecurity website (www.in.gov/cybersecurity)? 
☐No   ☒ Yes  
 

30. What are other public relations and/or marketing considerations to be noted? 
a. A full public relations campaign should be developed with the assistance of the IECC 

Cyber Awareness and Sharing Working Group and IECC Communication Program 
Manager.  

  



 

IECC: Privacy Working Group  
 

37

Evaluation Methodology 
 

Objective 1: IECC Privacy Working Group develop an Indiana Privacy Toolkit for the Indiana 
business community, public sector, and local government by July 2022.  
 
Type: ☒ Output  ☐ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☒ Peer Evaluation/Review  
☐ Testing/Quizzing  
☐ Benchmark Comparison 
☒ Qualitative Analysis 
☐ Quantifiable Measurement 
☐ Other

 
 
 
Objective 2: At least 200 users have accessed/downloaded the Indiana Privacy Toolkit for the 
Indiana business community, public sector, and local government by April 2023.  
 
Type: ☐ Output  ☒ Outcome  
 
Evaluative Method:    
 
☒ Completion  
☐ Award/Recognition  
☐ Survey - Convenient   
☐ Survey – Scientific    
☐ Assessment Comparison   
☐ Scorecard Comparison  
☐ Focus Group     

☐ Peer Evaluation/Review  
☐ Testing/Quizzing  
☒ Benchmark Comparison 
☐ Qualitative Analysis 
☒ Quantifiable Measurement 
☐ Other
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Supporting Documentation 
 

 
This section contains all the associated documents that are referenced in this strategic plan and 
can be used for reference, clarification, and implementation details. 
 

 State of Indiana PII Guidebook v. 1  
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INTRODUCTION TO THE PII GUIDEBOOK 
Formed by the Indiana Executive Council on Cybersecurity, the Personally Identifiable Information 
Working Group (the “PII Working Group”) is made up of private and public sector leaders in Indiana’s 
privacy and cybersecurity realms. The PII Working Group has been tasked with the following: 

• defining and characterizing the PII realm; 
• identifying related regulations; 
• addressing potential future developments; and 
• identifying best practices and providing sample policies that can be implemented by businesses in 

any sector with the aim of mitigating cyber threats while enhancing the privacy, security, accuracy, 
availability, and integrity of digital information. 

This guidebook can be leveraged by Indiana businesses, small and large, to identify the information that 
requires a heightened degree of protection. Whether your role is to collect basic customer information at 
the service counter at your business in Columbia City, validating information in cargo containers at the Port 
of Indiana-Mount Vernon, or processing medical claims in Indianapolis, the collection and maintenance of 
PII in your systems adds risk to your operation. This risk can be realized by the inadvertent disclosure of 
PII, which can cause harm in operational, legal, and reputational contexts. These risks can be mitigated by 
collecting only that PII which is required to complete a given transaction. To do that, we must understand 
what constitutes PII in our daily lives. This guidebook intends to help you gain that understanding. 
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DEFINING PERSONALLY IDENTIFIABLE INFORMATION (“PII”) 
PII Guidance Sources 
The purpose of this section is to identify and evaluate several definitions of PII to determine the specific 
data elements that should be regarded and protected as PII. 
 

• Centers for Medicare and Medicaid Services (CMS) Minimum Acceptable Risk Standards for 
Exchanges (MARS-E) 

• Department of Homeland Security (DHS) Handbook for Safeguarding Sensitive Personally 
Identifiable Information, March 2012 

• Health Insurance Portability and Accountability Act (HIPAA)  
• Indiana Code (IC) 4-1-6, Fair Information Practices; Privacy of Personal Information 
• IC 4-1-11-3, Notice of Security Breach; Personal Information 
• IC 35-43-5-1(i), Forgery, Fraud, and Other Deceptions; Identifying Information 
• Internal Revenue Service (IRS) Publication 1075 
• National Institute for Standards and Technology (NIST) Special Publication (SP) 800-53 
• Office of Management and Budget (OMB) Memorandum 06-19 
• OMB Memorandum 07-16 

 
PII Guidance Sources and Definitions 
 

SOURCE DEFINTION 

CMS MARS-
E 

As defined by National Institute of Standards and Technology (NIST) Special 
Publication 800-122, Guide to Protecting the Confidentiality of Personally Identifiable 
Information (PII), “any information about an individual maintained by an agency, 
including (1) any information that can be used to distinguish or trace an individual‘s 
identity, such as name, social security number, date and place of birth, mother’s maiden 
name, or biometric records; and (2) any other information that is linked or linkable to an 
individual, such as medical, educational, financial, and employment information.”  

DHS 

Some categories of PII are sensitive as stand-alone data elements. Examples include: 
SSN, driver’s license or state identification number, passport number, alien registration 
number, or financial account number. Other data elements such as citizenship or 
immigration status, medical information, ethnic, religious, sexual orientation, or lifestyle 
information, and account passwords, in conjunction with the identity of an individual 
(directly or indirectly inferred), are also Sensitive PII. 

HIPAA 

Pursuant to NIST Special Publication 800-66, Rev 1, “Individually Identifiable Health 
Information (IIHI) [45 C.F.R. Sec. 160.103], Information that is a subset of health 
information, including demographic information collected from an individual, and: 
(1) Is created or received by a healthcare provider, health plan, employer, or healthcare 
clearinghouse; and 
(2) Relates to the past, present, or future physical or mental health or condition of an 
individual; the provision of healthcare to an individual; or the past, present, or future 
payment for the provision of healthcare to an individual; and 
 (i) That identifies the individual; or 
 (ii) With respect to which there is a reasonable basis to believe the information can be 
used to identify the individual. 
 
Protected Health Information (PHI) is a form of PII. It is IIHI that is: 

• Transmitted by electronic media;  
• Maintained in electronic media; or 
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• Transmitted or maintained in any other form or medium. 
 
PHI excludes IIHI in: 

• Education records covered by the Family Educational Rights and Privacy Act, 
as amended, 20 U.S.C. 1232g; 

• Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and 
• Employment records held by a covered entity in its role as employer. 

IC 4-1-6 
Indiana Fair 
Information 
Practices Act 

“Personal information" means any information that describes, locates, or indexes 
anything about an individual or that affords a basis for inferring personal characteristics 
about an individual including, but not limited to, the individual's education, financial 
transactions, medical history, criminal or employment records, finger and voice prints, 
photographs, or the individual's presence, registration, or membership in an organization 
or activity or admission to an institution. 

IC 4-1-11-3 
Notice of 
Security 
Breach (as 
applicable to 
State 
agencies) 

"Personal information" means: 
(1) an individual's: 
 (A) first name and last name; or 
 (B) first initial and last name; and 
(2) at least one (1) of the following data elements: 
 (A) Social Security number. 
 (B) Driver's license number or identification card number. 
 (C) Account number, credit card number, debit card number, security code, access code, 
or password of an individual's financial account. 

IC 35-43-5-
1(i) 
Identifying 
Information 
(as applicable 
to forgery, 
fraud, and 
other 
deceptions) 

"Identifying information" means information that identifies a person, including a 
person's: 
(1) name, address, date of birth, place of employment, employer identification number, 
mother's maiden name, social security number, or any identification number issued by 
a governmental entity; 
(2) unique biometric data, including the person's fingerprint, voice print, or retina or 
iris image; 
(3) unique electronic identification number, address, or routing code; 
(4) telecommunication identifying information; or 
(5) telecommunication access device, including a card, a plate, a code, a telephone 
number, an account number, a personal identification number, an electronic serial 
number, a mobile identification number, or another telecommunications service or 
device or means of account access that may be used to: 
 (A) obtain money, goods, services, or any other thing of value; or 
 (B) initiate a transfer of funds. 

IRS PUB 
1075 

Federal Tax Information (FTI) may include Personally Identifiable Information (PII). 
FTI may include the following PII elements: 

• Name of a person with respect to whom a return is filed 
• Taxpayer mailing address 
• Taxpayer identification number 
• E-mail addresses 
• Telephone numbers 
• Social Security Numbers 
• Bank account numbers 
• Date and place of birth 
• Mother’s maiden name 
• Biometric data (e.g., height, weight, eye color, fingerprints) 
• Any combination of the above 
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NIST SP 800-
122 

PII is any information about an individual maintained by an agency, including (1) any 
information that can be used to distinguish or trace an individual’s identity, such as 
name, social security number, date and place of birth, mother‘s maiden name, or 
biometric records; and (2) any other information that is linked or linkable to an 
individual, such as medical, educational, financial, and employment information. 
Examples of PII include, but are not limited to: 

• Name, such as full name, maiden name, mother’s maiden name, or alias 
• Personal identification number, such as social security number, passport 

number, driver’s license number, taxpayer identification number, or financial 
account or credit card number 

• Address information, such as street address or email address 
• Personal characteristics, including photographic image (especially of face or 

other identifying characteristic), fingerprints, handwriting, or other biometric 
data (e.g., retina scan, voice signature, facial geometry) 

• Information about an individual that is linked or linkable to one of the above 
(e.g., date of birth, place of birth, race, religion, weight, activities, geographical 
indicators, employment information, medical information, education 
information, financial information) 

OMB 
Memorandum 
06-19 
 

Any information about an individual maintained by an agency, including, but not limited 
to, education, financial transactions, medical history, and criminal or employment 
history and information which can be used to distinguish or trace an individual’s 
identity, such as their name, social security number, date and place of birth, mother’s 
maiden name, biometric records, etc., including any other personal information which is 
linked or linkable to an individual. 

OMB 
Memorandum 
07-16 
 

Information which can be used to distinguish or trace an individual’s identity, such as 
their name, social security number, biometric records, etc. alone, or when combined with 
other personal or identifying information which is linked or linkable to a specific 
individual, such as date and place of birth, mother’s maiden name, etc. 

 
Observations and Analysis 
The above list of PII definitions is not an exhaustive one, but they reasonably represent all relevant 
definitions for the purpose of this guidebook. Almost all of the examined definitions start with a general 
description that PII is any information that can be used to distinguish or trace an individual’s identity, 
followed by examples of PII. No source provides a comprehensive list of PII data elements. 
 
The DHS definition specifies the difference between two different types of sensitive PII—stand-alone and 
if paired with another identifier. DHS gives examples of stand-alone sensitive PII as social security, driver’s 
license, and alien registration numbers. Alone, this data can be used to access a great deal of personal 
information. In contrast, DHS explains that other information, like medical information, date of birth, and 
mother’s maiden name is not sensitive PII unless combined with other identifying information like the name 
of the individual to which it relates.  
 
Based on the DHS guidance, the next section of this guidebook defines data elements that are Singularly 
PII and Collectively PII. Singularly PII data elements will be consistent with the DHS definition of stand-
alone sensitive PII. Collectively PII data elements will be consistent with the DHS definition of PII that is 
sensitive when paired with another identifier. 
 
While not identified in any of the above definitions, organization-specific data can also be PII. To illustrate, 
a unique identification number associated with a customer’s record containing sensitive information in an 
organization’s system could be considered PII if the name of the system were known. In another case, an 
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organization’s record of answers to normally non-sensitive questions might be PII if they are answers to 
challenge questions when a user attempts to log into the organization’s system without their password. 
Consequently, the next section of this guidebook also identifies examples of organization-specific PII. 
 
Summary of Categories of PII That Must Be Protected 

Singularly PII Collectively PII Organization-specific PII 
Any of the following single 
items:  
• Social security number 
• Alien registration/green card 
number 
• State identification number 
• Driver’s license number 
• Passport number 
• Full credit card number  
• Full financial account number 

Contains individual’s name to 
include full first and last name 
or first initial and full last 
name, and at least one of the 
following: 
• Mother’s maiden name 
• Date of birth 
• Place of birth 
• Address (street or PO Box) 
• Email address 
• Phone number  
• Employer or business name 
• Citizenship or immigration 
status 
• Ethnic affiliation 
• Religious affiliation 
• Sexual orientation 
• Lifestyle preferences 
• Employment history 
• Wage history 
• Financial transactions  
• Customer amount owed, 
received, paid, collected, 
withheld, intercepted, earned, 
fined, and garnished 
• The following types of 
information and records 
 - Medical 
 - Biometric 
 - Education 
 - Financial 
 - Tax 
 - Criminal/incarceration 
 - Social welfare 

Includes:  
• Login ID and password to 
organizational network, 
computing equipment, or 
applications hosting customer 
or employee data 
• Account numbers associated 
with sensitive customer or 
employee records 
• Customer or employee 
challenge questions and 
answers 
• Employee performance 
records  

 
Most government agency definitions of PII are not specific enough to enable those responsible for 
protecting it to fully understand what data they are trying to protect. Part of that challenge relates to the 
evolving definition of PII, which is addressed in more detail later in this guidebook. To assist those 
wrestling with these issues, this guidebook provided (above) as comprehensive of a list of specific PII data 
elements as can be provided.  
 
The table above and the other information provided in this guidebook should enable individuals, small 
business owners, and large industry and government organizations, who have an interest in or legal 
obligations to protect PII, to be more effective. It is important to understand, however, that the definition 
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of PII varies for different states within the Unites States and varies across the globe by nation. Accordingly, 
for organizations operating in multiple states and/or internationally, the definition and regulation of PII in 
those other jurisdictions should be carefully reviewed.  
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CHARACTERIZING THE CURRENT STATE OF PII 
Companies, consumers, and governments alike should be prepared for ever-evolving definitions and 
regulations surrounding the handling and security of PII, particularly in the near-term. The development 
and adoption of new technologies has grown rapidly in the 21st century. Enhanced technologies allow 
consumers to live in a connected world with real-time access to information. Technology in the hands of 
consumers has also enabled the collection of an ever-growing amount of data.  

In May 2013 President Obama issued an executive order, “Making Open and Machine Readable the New 
Default for Government Information,” which created the US Government’s Open Data Policy and 
encouraged the release of government data to the public. Between the release of newly-available public 
data and an increasing amount of data collected from private entities, arose the possibility for re-
identification termed the ‘mosaic effect.’ 

A 2014 report by Mathematica Policy Research describes the mosaic effect as “…derived from the mosaic 
theory of intelligence gathering, in which disparate pieces of information become significant when 
combined with other types of information.” This possibility of re-identification has prompted local, state, 
and federal governments to re-evaluate and strengthen data anonymization practices.  

The global privacy community has responded to the collection of growing amounts of data through 
regulations aimed at protecting individuals’ information, such as the European Union’s General Data 
Protection Regulation (GDPR). GDPR took effect in May 2018 and, in concert with the Data Protection 
Act of 2018, supersedes the Data Protection Act of 1998. This new regulation broadens the definition of 
PII and shifts the burden of implementing privacy measures from consumers to companies. The definition 
of PII under the GDPR is as follows: 

‘personal data’ means any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who can be identified, directly 
or indirectly, in particular by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person; 

This definition broadly defines what is considered personally identifiable information in relation to EU data 
subjects. Following suit with the global community’s posture to improve individual privacy, the California 
Consumer Privacy Act (CCPA) took effect in January 2020 and has quickly become the most expansive 
data privacy regulation in the United States. In November 2020, California passed the California Privacy 
Rights Act of 2020 (CPRA), which, among other things, creates a standalone agency to administer the 
state’s privacy regulations, imposes new restrictions on cross-context behavioral advertising, and defines a 
new category of ‘sensitive data’ within the personal information realm. 

As previously discussed, increasing technological advances and a growing amount of consumer data has 
led to the fixed-element definition of PII becoming a thing of the past. The CCPA, CPRA, and GDPR are 
leading regulations in this space and lend themselves to the current state of PII, a concept currently in flux. 
In 2020, 30 US states and Puerto Rico considered some form of data privacy legislation, with some seeing 
a groundswell for likely adoption in the coming months. At the beginning of 2021, Congress is coalescing 
around two federal consumer privacy bills. Senator Maria Cantwell introduced the “Consumer Online 
Privacy Rights Act” (COPRA) in the fall of 2019 which was followed in the summer of 2020 by Senator 
Roger Wicker’s “Setting an American Framework to Ensure Data Access, Transparency, and 
Accountability” (SAFE DATA) Act. While many fundamental privacy principles are addressed similarly 
in these bills, there remain specific areas where negotiations continue between interested parties. For the 
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purposes of this guidebook, it is important to understand that the various sides are at the table and 
meaningful federal consumer privacy discussions are underway. At the time of publication, these 
negotiations continue. 

The GDPR, CCPA, CPRA, and other regulatory examples not limited to Indiana are of importance in the 
context of this guidebook as they impose outsized influence on continuing policy development related to 
privacy and data protection. Taken together, these regulations have set the standard in the European Union 
and, through California, across much of the US. 
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IDENTIFYING RELATED REGULATIONS 
To ensure that users of this guidebook are fully informed, the PII Working Group has attempted to 
compile a list of all regulations relevant in the data privacy context. While this list relates specifically to 
data privacy, a more complete list of State and Federal cyber laws has been published by the Legal and 
Insurance Working Group and is made available via 
https://www.in.gov/cybersecurity/files/IECC%20Legal%20and%20Insurance%20Working%20Group%2
0Survey%20of%20Cyber%20Laws.pdf. 

• Regulations applicable to business, health providers, and schools 
o Indiana (iga.IN.gov) 

▪ Persons Holding a Customer’s Personal Information, IC 24-4-14 
▪ Disclosure of Security Breach Act, IC 24-4.9 
▪ Identity Deception, IC 35-43-5-3.5 

o Federal (https://www.govinfo.gov/app/collection/uscode; 
https://www.govinfo.gov/app/collection/cfr)  

▪ Educational 
• Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g 
• Protection of Pupil Rights Amendment, 20 U.S.C. § 1232h 

▪ Financial 
• Dodd-Frank Wall Street Reform and Consumer Protection Act, P.L. 111-

203 
• Fair and Accurate Credit Transactions Act, P.L. 108-159 
• Fair Credit Reporting Act, 15 U.S.C. § 1681 
• Gramm-Leach-Bliley Act, P.L. 106-102, 113 Stat. 1338 
• Protection of nonpublic personal information by financial institutions, 15 

U.S.C. § 6801 
• Right to Financial Privacy Act, P.L. 95-630 

▪ Medical 
• 21st Century Cures Act, P.L. 114-255 
• Confidentiality of Substance Use Disorder Patient Records Rule, 42 CFR 

Part 2 
• Genetic Information Nondiscrimination Act of 2008, P.L. 110-233 
• Health Insurance Portability and Accountability Act, P.L. No. 104-191, 

110 Stat. 1938 (1996) 
• Health Information Technology for Economic and Clinical Health Act, 

P.L 111-5 
▪ Telecommunications and Marketing 

• Cable Communications Policy Act, P.L. 98-549 
• Controlling the Assault of Non-Solicited Pornography and Marketing, 15 

U.S.C. Ch. 103 
• Children’s Online Privacy Protection Act, 15 U.S.C. § 6501-6506 
• Children’s Online Privacy Protection Rule, 16 CFR Part 312  
• Telemarketing Sales Rule, 16 CFR Part 310 
• Video Privacy Protection Act, 18 U.S.C. § 2710 

• Regulations and related guidance applicable to government 
o Indiana (iga.IN.gov) 

https://www.in.gov/cybersecurity/files/IECC%20Legal%20and%20Insurance%20Working%20Group%20Survey%20of%20Cyber%20Laws.pdf
https://www.in.gov/cybersecurity/files/IECC%20Legal%20and%20Insurance%20Working%20Group%20Survey%20of%20Cyber%20Laws.pdf
http://iga.in.gov/
https://www.govinfo.gov/app/collection/uscode
https://www.govinfo.gov/app/collection/cfr
http://iga.in.gov/
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▪ Fair Information Practices Act, IC 4-1-6 
▪ Notice of Security Breach, IC 4-1-11 
▪ Access to Public Records Act, IC 5-14-3 
▪ Privacy and Disclosure of Bureau of Motor Vehicles Records, IC 9-14-13 
▪ State of Indiana Information Privacy Policy, https://www.in.gov/mph/files/State-

of-Indiana-Information-Privacy-Policy.pdf  
o Federal (https://www.govinfo.gov/app/collection/uscode; 

https://www.govinfo.gov/app/collection/cfr)  
▪ Drivers Privacy Protection Act, 18 U.S.C. 2721 et seq. 
▪ Privacy Act of 1974, 5 U.S.C. § 552a  
▪ E-Government Act of 2002, 
▪ Freedom of Information Act, 5 U.S.C. § 552 
▪ NIST SP 800-53, Revision 4, Security and Privacy Controls for Federal 

Information Systems and Organizations 
▪ NIST SP 800-122, Guide to Protecting the Confidentiality of Personally 

Identifiable Information (PII) 
▪ Publication 1075, Tax Information Security Guidelines for Federal, State and 

Local Agencies 
▪ OMB Circular No. A-130, Managing Information as a Strategic Resource 
▪ OMB Memorandum M-07-16, Safeguarding Against and Responding to the 

Breach of Personally Identifiable Information 
▪ Right to Financial Privacy Act of 1978, 12 U.S.C. § 3401 et seq. 

  

https://www.in.gov/mph/files/State-of-Indiana-Information-Privacy-Policy.pdf
https://www.in.gov/mph/files/State-of-Indiana-Information-Privacy-Policy.pdf
https://www.govinfo.gov/app/collection/uscode
https://www.govinfo.gov/app/collection/cfr
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FUTURE DEVELOPMENTS CONSIDERED 
As has been referenced, privacy and data protection continue to be evolving areas of study and regulation. 
Members of the PII Working Group maintain specialized knowledge in the field and, by discussing next 
steps in data privacy, hope to peer into the future on a handful of topics for the benefit of the guidebook’s 
users. 

Data De-identification 
It is important to note that simply because data is labeled as having been ‘de-identified’ that does not rule 
out the possibility of reidentification. It is very easy to reidentify data by applying combinatoric algebra 
and there are many writings on the subject and references to those that have done this. Further, data 
perturbation, where data is distorted by the de-identification process, distorts the data sets. Unless de-
identification is completed using a method that does not distort specific data elements, it is highly likely 
to occur, lessening the integrity of the data in question. Technologies that can be leveraged to reidentify 
previously ‘deidentified’ data will continue to advance. A foundational understanding of what constitutes 
PII in the singular, collective, and organizationally-specific contexts is key to combatting this. 

Genomics 
Genomics and precision medicine raise the concern of genomic data being used to identify people, even 
indirectly. Despite the resulting convictions, recent cases involving GEDmatch and 23andme being used 
to help identify cold case murderers raised numerous privacy concerns due to law enforcement access to 
genomics data. While 2008’s Genetic Information Nondiscrimination Act created new protections in the 
health insurance and employment contexts, technological advances are rapidly outpacing data protection 
regulation in this space. 

Cross-context Identification & The Mosaic Effect 
There are countless data sources from private-sector brokers to public-sector records, all of which can 
contribute to concerns relating to cross-context identification and the mosaic effect. Cross-context 
identification can manifest through Ad Tech’s internet and app-enabled behavioral advertising apparatus, 
which can track you across devices and websites. This is in addition to the voluminous number of data 
sets available from data brokers, which can be leveraged to form a detailed profile on a specific 
individual. A recent data breach resulted in the publication of data on more than 120 million households, 
incorporating street addresses, demographics, and finances for families, as well as information on home 
and automobile ownership. In a concerning development, this also included information on children. 

Beginning with street address, cross-identification can use multiple data sets to produce a more detailed 
picture of the data subject. Profiles are built using public property information, data about political and 
charitable donations, and organizational membership activities. The 2020 ransomware attack on 
Blackbaud contained this information and more in its ResearchPoint application, which allowed the 
targeting of high-value donors by calculating their net worth and potential ability to donate. 

California’s recent passage of the CPRA begins to address this in specific contexts. The CPRA defines 
cross-context behavioral advertising and imposes limitations that target this activity to do-not-sell 
obligations, while exempting certain analytics functions from the restriction. This illustrates that much of 
the risk mitigation related to cross-context and mosaic effect identification is best addressed by 
policymakers. The application of broad protections across sectors of industry and society provide the 
most significant return when disparate data sources are involved. 

Vendor Management & Data Protection 
With big-data analytics technologies now the norm, data is a strategic asset for companies and 
government and must be maintained and protected as such. A contract for services often involves the 



  

13 of 16 
 

exchange of data and information between organizations, potentially including elements of PII. 
Traditional contract boilerplate documents that protect obvious PII elements like name, address phone 
number, and email address have become outmoded. Businesses must not only protect the information 
they maintain on behalf of clients in a cloud solution, but they need to protect their own information as 
they interact with the third party vendor. This can be achieved through vendor and cloud-specific contract 
boilerplate terms that explicitly protect organizational assets like data holdings from extra-contractual 
uses. 

Third party systems should also be verified as meeting appropriate cybersecurity thresholds, depending on 
the type of information planned for the system in question. The Federal Government achieves this through 
the Federal Risk and Authorization Management Program, or FedRAMP, and state and local governments 
are able to sign on to a similar program through the non-profit State Risk and Authorization Management 
Program, or StateRAMP. Alternatively, those contracting must ensure not only adequate data ownership, 
use, and protection terms, but must expend additional resources to validate the cybersecurity posture of 
the potential vendor. As organizations shift to a cloud-first posture for IT, programs like FedRAMP and 
StateRAMP will become all the more important to ensure that data protection is built into contracts and 
vendor management in an efficient way. 

Payment Card Industry 
The payment card industry continues to evolve and there are expectations that Payment Card Industry-
Data Security Standards, known as PCI DSS, will be updated to address cardholder identity management 
and protection of personal data other than cardholder data. Current PCI standards address identity 
management only for those with job roles or necessity to access the data, but not for cardholders 
themselves. Publicly-available information leveraged in conjunction with cardholder data, even if 
partially redacted, can be used to build user and marketing profiles of individuals. This then can be used 
to re-identify the users of single-use cards, temporary cards, or virtual card numbers. Many believe that 
consumer data should be protected as much as credit card data due to potential for misuse and identity 
theft. The upcoming PCI DSS 4.0 standard makes initial inroads in this area. As the numbers themselves 
become ephemeral using virtual card numbers, as with the Apple Card for example, the surrounding data 
becomes the identifying data that can be used to re-identify and enable fraud. 

Blockchain and Distributed Ledger Technologies 
Recently, observers have noted an increasing volume of companies touting the use of Digital Distributed 
Ledger Technologies and Distributed Verification and Validation Techniques, more commonly referred to 
as Blockchain, as a privacy-enhancing or security-enhancing technology. This remains in dispute as 
Blockchain technologies were designed to achieve greater integrity, rather than privacy or security as a 
whole. For example, blockchain does not allow a user to delete a record, making compliance with various 
privacy laws difficult or impossible. 

To transmit PII, one would need to utilize zero-knowledge proofs or pointers, which remove the 
distributed verification and validation component and requires both sending and receiving parties to do 
their own integrity checks. This consumes significantly more resources and energy by removing all PII 
and replacing it with pointers or zero-knowledge proofs on blockchain. 

Section Conclusion 
This section provides a window into the potential near-term future of data privacy. While many of the 
covered topics are touched on only briefly, the goal of the PII Working Group is to share a general 
perspective of this evolving area at the intersection of the law and emerging technologies.  
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BEST PRACTICES 
This list offers brief insights and best practices to prepare an organization to be successful in maintaining 
the privacy of its customers and other stakeholders.  

1. Create cybersecurity, internal, and external privacy policies and notices and make them known to all 
involved. As self-evident as this may appear, some entities do not have internal policies and external-
facing notices in place or, if they do, they are not known by those affected. 

2. Customers, clients, and website visitors should be made aware of cybersecurity concerns and the 
efforts being made to address them. Organizations must be transparent about the collection of PII, its 
use, and procedures that are employed to protect their privacy. Customers/clients must know exactly 
who to contact (and how) in case of a concern. 

3. Conduct regular security audits and privacy impact assessments, or contract to have these conducted, 
to determine vulnerabilities.  

4. Implement a mandatory education and orientation process for all employees who have access to PII. 
This can be either created in-house or purchased from third-party providers or professionals. 

5. Know and follow applicable laws and regulations specific to your industry. In the United States, 
sector-specific laws regulate data use and/or dissemination in various realms (health, financial, 
education, etc.).  

6. In addition to state and federal law, those who do business internationally are subject to additional 
sets of rules. For example, the GDPR regulates the collection, use, and transfer of data pertaining to 
European citizens.  

7. In order to transfer data between the European Union and U.S., organizations can join the Privacy 
Shield Program to self-certify compliance with data privacy regulation in the EU. 

8. Monitor or participate in the activities of not-for-profit organizations that promote cybersecurity 
measures, such as the Center for Internet Security or the All Hazards Consortium. Whether or not 
their products are purchased, they provide current information via alerts, seminars, and newsletters.  

9. Cybersecurity policies should include a plan for informing constituents of any security breach. Best 
practices require prompt notification. 

10. Share information with state and federal authorities. Report not only confirmed data breaches, but 
possible security incidents and potential threats.  

11. Review all cybersecurity and privacy-related policies and procedures at least annually. Like all things 
pertaining to technology and the law, changes occur constantly. Sample templates for certain, key 
polices are included with this guidebook as appendices.  
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CONCLUSION 
This guidebook has been developed for Indiana businesses, small and large, to identify the information in 
their environment that requires a heightened degree of protection. Across various sectors and individual 
roles, the collection of PII in systems adds risk to your operation, realized in the context of a security 
incident or data breach, which cause operational, legal, and reputational harm to businesses. As we’ve 
discussed, these risks can be mitigated by collecting only that PII which is required to complete a given 
transaction. 

The PII Working Group has defined and characterized the PII realm, identified regulations related to PII, 
addressed potential future developments in the practice of privacy and data protection, and has identified 
practical best practices which organizations are encouraged to apply. After reading this guidebook, you 
should now be able to call on your understanding of what constitutes PII and how to ensure its 
appropriate maintenance and use, giving your organization a leg up in today’s virtual economy. In the 
appendices that follow, the PII Working Group has provided sample policies that can be leveraged in the 
development of your own organizational policies to mitigate cyber threats and enhance the privacy and 
security of your digital information holdings. 

For those of us in government, we serve as stewards of the peoples’ information. We strive to maintain that 
information with an intense focus on privacy and data protection. Apple’s Tim Cook is quoted as having 
said that “…people have entrusted us with their most personal information. We owe them nothing less than 
the best protections that we can possibly provide.” In the business environment of today and tomorrow, that 
isn’t true only for Apple, but for businesses small and large. 
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APPENDICES 1-3 
The appendices that follow offer templates that can be leveraged to formulate an internal privacy policy, an 
information technology policy, and a cyber incident response procedure. While these templates are not 
intended to replace counsel and guidance tailored to the user’s particular challenges or issues, they can 
serve as a starting point and guide throughout the development process.



APPENDIX 1 
[COMPANY NAME] INTERNAL PRIVACY POLICY 

1 of 3 
 

To the prospective user of this policy Template: 

This policy is to be used internally in your organization. It is different in purpose and content from an 
externally facing privacy notice, like the type that you might post on your website. 

There are several reasons you should consider taking the time to utilize this template and to customize it 
to your business. Chief among those reasons is that this type of policy helps create a culture and 
environment where your organization treats data with care. That type of culture will help your 
organization succeed in today’s digital business world. In addition, your employees, including 
management, cannot be expected to understand the role and importance of privacy practices without some 
guidance, which this policy provides. Management/ownership must provide the policies, procedures and 
tools to implement the needed rules and expectations to protect data.  

This policy template, and the guidance herein, will work with and support your organization’s larger data 
privacy and cybersecurity efforts. That is, this policy will be one piece of your overall strategy to protect 
information. 

For additional information about cybersecurity and data privacy, you should consult Indiana’s 
Cybersecurity Hub found at: https://www.in.gov/cybersecurity/  

This policy template is not legal advice and is not a substitute for consulting with a licensed attorney 

for any particular legal challenges or issues facing your organization. In addition, the larger your 

organization is in terms of number of employees and/or data handling, and/or the larger its geographic 

footprint of where it operates, the more likely it is that your organization needs a policy longer and/or 

more complex than this template, and legal counsel should be consulted. 

Version No.: ___ [DRAFT] 
Last Updated: [insert date] 
 

1. Purpose of this Policy 

At [Company Name], we are committed to promoting a work environment and operating the business in a 
manner that fosters confidence and trust. To accomplish this goal, we must properly manage and protect 
the Personal Information provided to us by our customers, fellow employees, vendors and suppliers. This 
Policy sets forth how we will govern and protect that Personal Information.  

It is critical that all employees and executives understand that mishandling Personal Information can 
result in substantial harm to our customers, employees and others. This harm may include financial harm 
to our company, employees or business partners. The harm may also include identify theft and fraudulent 
use of information. In addition, mishandling Personal Information can result in serious legal 
consequences for our organization. Accordingly, compliance with this Policy is mandatory. 

2. Scope 

This Policy applies to all [Company Name] employees, agents, and representatives, including any third–
party contractors or third-party provider of services to our company ("Third-Party Provider") who have 
access to any Personal Information from our company. 

This Policy applies to all Personal Information collected, maintained, transmitted, stored, retained, or 
otherwise used by [Company Name] regardless of where that information is stored and whether it relates 
to employees, customers, or any other person. 
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3. Definitions 

"Data Subject" means the person about whom Personal Information is collected. 

"Personal Information" means information [Company Name] has collected or otherwise has in its 
possession that identifies or can be used to identify or authenticate an individual, including, but not 
limited to: 

• Name 
• Address 
• Telephone number 
• Email address 
• Employee identification number 
• Certain types of particularly sensitive personal information – 

➢ Social security numbers 
➢ Driver's license numbers 
➢ State-issued identification numbers 
➢ Health insurance identification numbers, such as a Medicare ID 
➢ Financial account numbers 
➢ Credit card numbers, or debit card numbers 
➢ Access codes, personal identification numbers or passwords that would permit access to an 

individual's financial account 
➢ Medical or health information 

If you have any questions about whether any information qualifies as Personal Information (“PI”), you 
should contact [CONTACT NAME]. 

"Security Incident" means any act, omission, event or circumstance that compromises or potentially 
compromises the availability, confidentiality, integrity or security of PI. 

4. Using and Retaining Personal Information  

Notice and Collection. It is our company’s policy that whenever we collect PI for any purpose, including 
for human resources or employment purposes, we will inform the Data Subject of how we will use, 
disclose, retain and/or discard that PI by presenting (or at least making available) a privacy policy or 
privacy notice to the individual at the time they provide the information.  

We will only collect PI in compliance with applicable company policies, notices, and/or Data Subject 
consent. PI collected must be limited to that which is reasonably necessary to accomplish [Company 
Name]'s legitimate business purposes or as necessary to comply with law. 

Access, Use and Sharing. Employees may only access PI when that information relates to and is 
necessary to perform their job duties. You may not use PI in a way that is incompatible with this Policy or 
the notice given to the Data Subject at the time the information was collected. If you are unsure about 
whether a specific use or disclosure is appropriate, you should consult with [Contact Name]. You may 
only share such information with another Company employee, agent, or representative if the recipient has 
a job-related need to know the information.  

PI may only be shared with a Third-Party Service Provider if it has a need to know the information for the 
purpose of providing the contracted services and if sharing the PI complies with any privacy notice 
provided to the Data Subject. You may not share PI with a Third-Party Service Provider without prior 
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written supervisor approval and/or a fully executed written contract that provides the appropriate 
safeguards for the information at issue.  

Accuracy. It is important that PI that the company collects, maintains, and uses is accurate, complete, and 
relevant to the purposes for which it was collected. Employees should report inaccurate PI to their 
supervisor. 

Security. All employees are responsible for doing their part to help protect PI. [Company Name]’s 
Information Technology (“IT”) and/or Information Security (“IS”) personnel have implemented certain 
technical, administrative and physical safeguards for the protection of PI. Employees must follow those 
security procedures at all times. You must exercise particular care in protecting the types of sensitive PI 
listed above in this Policy from loss, unauthorized access and unauthorized disclosure. 

Retention and Disposal. PI should be kept only for the amount of time it is needed to fulfill the legitimate 
business purpose for which it was collected or to satisfy a legal requirement. Employees must follow the 
applicable records retention schedules and policies related to retention and destruction of devices and/or 
media containing PI. 

5. Training Employees and Supervising Contractors 

All [Company Name] personnel who have access to PI will be trained on this Policy and are expected to 
abide by it. The company also expects that employees will help ensure that PI entrusted to a Third-Party 
Service Provider is protected by appropriate contract provisions. Personnel with responsibility for 
supervising employees or managing Third-Party Service Provider relationships will be trained on how to 
carry out these duties.  

6. Reporting a Security Incident 

If you know or suspect that a Security Incident has occurred, do not attempt to investigate the matter 
yourself. Immediately contact [CONTACT NAME] [and/or follow the company [SECURITY 
INCIDENT RESPONSE PLAN/PROCEDURE]]. 

 

7. Monitoring Compliance and Enforcement 

[CONTACT NAME] is responsible for overseeing management and enforcement of this Policy. If you 
are concerned that any provision of this Policy, or any related policy, operating procedure, process, or 
guideline designed to protect PI, has been or is being violated, please contact [CONTACT NAME]. The 
company may conduct reviews or audits to assess compliance with this Policy. Employees who violate 
this Policy and any related guidelines, operating procedures, or processes designed to protect PI may be 
subject to discipline, up to and including termination. 

Other [Company Name] policies also apply to the collection, use, storage, protection, and handling of PI 
and may be relevant to implementing this Policy. You should familiarize yourself with these policies, 
including: [LIST OF OTHER APPLICABLE POLICIES] 

[Insert line for name, signature, and date, if organization desires that this form be signed to acknowledge 
receipt.]
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To the prospective user of this policy Template: 

This policy is to be used internally in your organization. There are several reasons you should consider 
taking the time to utilize this template and to customize it to your business. Chief among those reasons is 
that this type of policy helps create a culture and environment where your organization treats data with 
care. That type of culture will help your organization succeed in today’s digital business world. In 
addition, your employees, including management, cannot be expected to understand the role and 
importance of privacy and security practices without guidance. Management/ownership must provide the 
policies, procedures and tools to implement the needed rules and expectations to protect data.  

This policy template, and the guidance herein, will work with and support your organization’s larger data 
privacy and cybersecurity efforts. That is, this policy will be one piece of your overall strategy to protect 
information. 

For additional information about cybersecurity and data privacy, you should consult Indiana’s 
Cybersecurity Hub found at: https://www.in.gov/cybersecurity/  

This policy template is not legal advice and is not a substitute for consulting with a licensed attorney 

for any particular legal challenges or issues facing your organization. In addition, the larger your 

organization is in terms of number of employees and/or data handling, and/or the larger its geographic 

footprint of where it operates, the more likely it is that your organization needs a policy longer and/or 

more complex than this template, and legal counsel should be consulted. 

 
Version No.: ___ [DRAFT] 
Last Updated: [insert date] 
 

1.0 Overview, Purposes of this Policy, and General Provisions 

[Company Name] (“Company”)'s computers, computer networks, other information technology (“IT”) 
resources, and communications systems and equipment are provided to employees to help them perform 
their job duties and assist the organization achieve its business objectives. However, providing these 
resources raises potential risks for Company, including loss or misuse of Confidential Information, and/or 
data breach of company data, all resulting in potential legal consequences for Company and/or its 
employee(s). Therefore, to protect Company and its employees, this Policy restricts the use of all IT 
resources, communications systems and equipment as described below.  

The resources covered by this Policy are provided for business use only, subject to the limited exceptions 
addressed below. Each employee is responsible for complying with this Policy and using these resources 
and systems in a productive, ethical, and lawful manner.  

Company's policies prohibiting harassment apply to the use of the company's IT and communications 
systems. Employees may not use any IT or communications system in a manner that may be construed as 
harassing or offensive based on race, national origin, sex, sexual orientation, age, disability, religious 
beliefs or any other characteristic protected by federal, state, or local law. 

The use of Company's IT and communications systems by an employee shall signify his or her 
understanding of, and agreement to comply with, this Policy. 

1.1 Administration of this Policy 
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[Contact Name] has primary responsibility for administration of this Policy. If you have questions 
regarding this Policy, please contact [Contact Name]. 

1.2 Resources and Systems Covered by This Policy 

This Policy governs all IT resources (both hardware and software) and communications systems (both 
hardware and software) that are owned by or made available by Company. All of these IT and 
communication resources, systems and equipment (collectively “IT SYSTEMS”) include but are not 
limited to: 

• Email systems and accounts 

• Internet and intranet access 

• Telephones and voicemail systems, including wired and mobile phones, smartphones, and pagers 

• Printers, photocopiers, and scanners 

• Fax machines, e-fax systems, and modems 

• Computers, computer networks, and communications systems, hardware, peripherals, and 
software, including network key fobs and other devices 

• Portable storage devices 

• Cloud-based accounts and software 

• Closed-circuit television (CCTV) and all physical security systems and devices, including access 
key cards or fobs 

• Electronic systems on or within company vehicles. 

This Policy also applies to and governs an employee’s own computers, electronic devices, equipment, 
software, apps, and/or accounts if and to the extent that an employee uses them to conduct Company’s 
business or to access Company’s IT SYSTEMS. 

1.3 No Expectation of Privacy  

All IT SYSTEMS and the contents of the IT SYSTEMS, including but not limited to items listed in this 
Policy, are the property of Company and not the employee. Employees should have no expectation of 
privacy whatsoever in any message, file, data, document, facsimile, telephone conversation, social media 
post, conversation, or any other kind or form of information or communication transmitted to, received, or 
printed from, or stored or recorded on the company's IT SYSTEMS. 

Do not use the company's IT SYSTEMS for any matter that you desire to be kept private or confidential 
from the company. 

1.4 Network Systems – Access Is Limited by Authorization  

Company maintains integrated IT SYSTEMS to facilitate all aspects of its business. You may never sign 
on to any network equipment using the password or user name of another employee. No employees 
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should access, attempt to access, alter or delete any file, information, document or data except in 
furtherance of authorized job duties. 

1.5 Confidentiality and Proprietary Rights 

Company's Confidential Information and intellectual property (including trade secrets) are extremely 
valuable. Use or disclosure of such Confidential Information to anyone outside our company is 
prohibited. Do not use Company's name, brand names, logos, taglines, slogans, or other trademarks 
without written permission. 

1.6 Inappropriate Use of IT Resources and Communications Systems 

You are never permitted to use the IT SYSTEMS for any inappropriate or unlawful purpose. This 
includes but is not limited to: 

• Misrepresenting yourself as another individual or company 
• Sending, posting, recording, or encouraging receipt of messages or information that a reasonable 

person would find offensive or demeaning toward an individual or group because of a protected 
characteristic, including but not limited to sexual, racist, or religious content 

• Revealing Company’s proprietary or Confidential Information, including business information 
that an employee does not have a right to disclose as described in this Policy, or intellectual 
property without authorization  

• Conducting or soliciting illegal activities 
• Representing your personal opinion as that of Company 
• Interfering with the performance of your job or the jobs of other Company employees 
• For any other purpose that violates Company policies or practices 

2.0 Discipline, Civil and Criminal Liability For Violations of this Policy 

Employees who violate this Policy are subject to discipline, up to and including termination of 
employment.  

3.0 Rules and Guidance for Specific Issues, Uses, Applications or Hardware  

Below, Company addresses many common concerns, risks and issues that arise in the modern workplace. 
If a question arises that is not addressed in this Policy, employees should seek guidance from [Contact 
Name]. 

3.1 Connecting to the IT SYSTEMS Remotely 

If an employee is granted access to connect to the IT SYSTEMS from home or otherwise via a personal 
device, it is the employee’s responsibility to maintain reasonable cybersecurity on their personal computer 
or other device(s) they are using to connect. At a minimum, that includes up to date antivirus/antimalware 
software, and maintaining all software updates as issued. 

3.2 Email, Text Messaging, and Other Messaging Applications or Apps 

Company provides certain employees with access to email, text messaging systems and/or other 
messaging applications for use in connection with performing their job duties efficiently and effectively. 
This Policy strives to ensure that these communication tools do not compromise security and remain in 
compliance with Company’s other policies. 
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3.2.1 Etiquette.  

Proper business etiquette must be maintained when communicating via electronic means. 
Sarcasm, inappropriate comments and attempts at humor should be avoided. Electronic 
communications allow no facial expressions and voice tones to assist in determining the meaning 
or intent behind comments. To avoid offending a coworker or customer, be professional and 
respectful in correspondence. 

3.2.2 Links and Attachments 

Malicious links and attachments are common sources of viruses and other malicious software. 
Employees may not click on links or attachments that the employee was not expecting. If in 
doubt, employees should call the sender (not via a phone number obtained from the 
communication at issue) to verify if the link or attachment is legitimate. This applies to text 
messages and any other application to which the employee has received a link or attachment. 

3.2.3 Safety  

Employees may not read or send emails, text or other electronic messages related to Company 
while operating any motor vehicle, or read or send email, text or other electronic messages of any 
kind (personal or professional) while operating a Company- owned vehicle. 

3.2.4 Spam.  

Employees may receive unsolicited commercial or bulk messages (spam) which is a nuisance, a 
drain on resources, and may spread malware. Do not open unsolicited messages and report 
suspicious messages to [Contact Name]. Do not reply to spam messages in any way. Do not 
attempt to “unsubscribe” from its distribution list. For assistance blocking spam messages, 
contact [Contact Name].  

3.2.5 Email Use and Storage Restrictions For Sensitive Information 

It is common for email accounts, including corporate accounts, to be breached by outside hackers. 
In addition, a “regular” email sent over the internet to reach its destination generally lacks the 
security protections needed for sensitive information. Accordingly, in order to help prevent data 
breaches and protect both Company data and the identities of its employees, customers and 
others, the following rules apply.  

Employees may not send a regular email that includes (in the email itself or in any attachment) 
more than:  

• Last 4 digits of any Social Security Number  

• Last 4 digits of any Driver’s License Number 

• Last 4 digits of any State Identification number 

• Last 4 digits of any credit or debit card number 

• Last 4 digits of any financial account number 
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Employees may not store emails in their inbox, inbox subfolders, sent or deleted mail that contain 
any of the types of data listed above in its full form (i.e., more digits than listed above).  

If an employee needs to send any of the types of sensitive information noted above in its full 
form, the employee should see [Contact Name] for assistance with more secure methods. 

3.2.6 Personal Use of Company-Provided Email. Company recognizes that employees may 
occasionally desire to use their company-provided email account for personal use while at the 
office or by means of the Company's IT SYSTEMS. Use of your Company email account to 
conduct purely personal business is discouraged, and should be done sparingly, if ever. If an 
employee needs to do so in unusual circumstances, it is permitted so long as it is during non-work 
time (for example, breaks or meal periods), does not involve unprofessional or inappropriate 
content and does not interfere with your employment responsibilities or productivity.  

3.2.7 Use of Personal Email Accounts. Company recognizes that employees might occasionally 
need to access and/or use their personal email accounts for personal use while at the office via the 
IT SYSTEMS. Such occasional use is permitted so long as it is during non-work time (for 
example, breaks or meal periods), does not involve unprofessional or inappropriate content and 
does not interfere with your employment responsibilities or productivity. In addition, the 
following rules apply when accessing your personal email account:  

• You may not conduct any Company business or your job duties via your personal account. 

• Do not click on any unexpected links or attachments, or open files, within a personal email 
account, unless you have confirmed their trustworthiness.  

• Never send any of Company’s information, documents or data of any kind to or from your 
personal email account. 

3.3 Flash Drives/Portable Hard Drives 

Portable electronic storage devices present a considerable risk because they can be easily lost or stolen. 
Accordingly, extra care is required to protect Company and therefore: 

• Employees may not save any of Company’s business related data to an unencrypted flash drive or 
portable hard drive.  

• Employees may not save the types of information listed in Section 3.2.5 above to any such 
device. 

• Employees may not use personal flash drives or personal hard drives with Company’s IT 
SYSTEMS, as they present a risk of spreading malware.  
 

3.4 Installation of Software or Applications / “Apps” and Disabling Software 

Employees may not download or install any software, application (“app”) or program to any Company-
issued equipment (desktop computer, laptop, iPad, tablet, smart phone, or any other Company-issued 
device) unless such action is authorized in writing by [Contact Name]. Employees may not download 
games or any other non-work related files to any Company-issued equipment.  

Employees may not disable any software, even temporarily, without permission from [Contact Name]. 
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3.5 Laptop Use 

Laptops require additional care because they can be easily lost or stolen. All Company laptops should be 
set up with an encrypted hard drive. Employees may not download or install any software, applications, 
“apps” or programs to a Company-owned laptop without written approval by [Contact Name]. Employees 
are strongly discouraged from leaving laptops in motor vehicles, but if they must do so, they should be 
left in the locked trunk of the vehicle or, if there is no trunk, they should be kept out of sight in a locked 
vehicle (example, under a blanket in the back of an SUV). 

Employees may not save any Company work-related information to a personal laptop. 

3.6 Logging Out of the Network and Devices 

Screen saver passwords, also known as "workstation timeouts" or "lock screens," secure Company’s 
Confidential Information by protecting active computer sessions when you step away. Locking screen 
savers must activate after a maximum inactivity time of ___minutes. If you handle highly Confidential 
Information, you should lock your screen any time you leave it unattended. Employees must log out of 
Company’s computer network entirely at the end of each workday. 

Employees should see [Contact Name] if they need assistance to comply with these requirement. 

3.7 Passwords 

Employees’ passwords must comply with Company’s requirements as to length, complexity, and periodic 
password change.  

Employees may not share user names, passcodes or passwords with any other person, except to the extent 
needed with administrative assistants and/or IT staff. Employees shall immediately inform [Contact 
Name] if they know or suspect that any user name, pass code, or password has been improperly shared or 
used, or that IT security has been violated in any way. 

 

3.8 Personal Cloud and Personal Applications 

Employees may not use any personal cloud-based account of any application, “app” or service to upload, 
transmit, store, share or work on any of Company’s business information. This includes any such account 
that is set up only in the employee’s name, even if the employee used their Company email address with 
the account. If this type of service is needed, the employee must use a/the Company’s approved business 
account. 

Similarly, employees may not use personally downloaded applications (“apps”), on any device or 
computer, to conduct their job duties or to transmit, store, upload, share or work on any of Company’s 
business information.  

3.9 Smart Phones/ Cell Phones 

[Insert company-specific rules based upon whether your company: allows or encourages Bring Your Own 
Device (BYOD), or provides company issued phones (and/or other mobile devices), or some 
combinations of both. Insert here specific rules for each category of use that your company permits, based 
upon the nature how devices will be used for work, the sensitivity of the data involved, and other 
pertinent factors.] 
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4.0 Internet Use 

Company provides internet access to certain employees for use in connection with performing their job 
duties. The following outlines the expectations regarding internet use by employees. 

Company recognizes that employees might work long hours and occasionally may desire or need to 
access the internet for personal activities at the office or by means of the company's IT SYSTEMS. Such 
occasional use is authorized so long as it is during non-work time (for example, breaks or meal periods), 
does not involve unprofessional or inappropriate content, does not interfere with your employment 
responsibilities or productivity, and does not compromise Company’s Confidential Information of the 
proper operation of its IT SYSTEMS. 

Using the internet to access pornographic, sexually explicit, or "hate" sites, or any other website that 
might violate law or Company policies against harassment and discrimination is never permitted.  

5.0 Responding to Suspicious Computer Activity, Pop-Ups or Threats 

Malicious actors are constantly creating new tricks and schemes to try to get computer users to click on 
links, open attachments, or do other acts that will infect their computer network with malicious code or 
result in the fraudulent transfer or payment of money. This may include pop-ups messages that appear to 
take over a user’s computer, or emails that attempt to blackmail a user. 

Employees should not ever engage, call or agree to pay the sender of any such trick or scheme. If an 
employee has any doubts about an email, pop-up ad or error message of any kind, the employee should 
not try to handle it themselves but should instead reach out to [Contact Name] for assistance. 

[Insert line for name, signature, and date, for employee if organization desires that this form be signed to 
acknowledge receipt.] 
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To the prospective user of this template procedure: 

This procedure is for internal use in your organization. The potential effectiveness of this procedure will 
depend on the extent to which you invest the time to customize it to your business and train those 
involved in its use.  

This procedure template, and the guidance herein, will work with and support your organization’s larger 
data privacy and cybersecurity efforts. That is, this procedure will be one piece of your overall strategy to 
protect information. 

For additional information about cybersecurity and data privacy, you should consult Indiana’s 
Cybersecurity Hub found at: https://www.in.gov/cybersecurity/  

This procedure template is not legal advice and is not a substitute for consulting with a licensed 

attorney for any particular legal challenges or issues facing your organization. In addition, the larger 

your organization in terms of the number of employees and/or data handling, and/or the larger its 

geographic footprint of where it operates, the more likely it is that your organization needs a procedure 

which is more complex than this template, and legal counsel should be consulted. 

Version No.: ___ [DRAFT] 

Last Updated: [insert date] 

 

I. Objectives and Scope 

This [Company Name] Cyber Incident Response Procedure governs all employees and management on 
how to respond to a potential or actual cybersecurity threat or incident (“Security Incident”).  

This Procedure aims to prevent incidents from going unnoticed or unreported, which may result in the 
magnitude of harm associated with that or a future incident being significantly greater than if the activity 
was promptly noted and addressed. 

This Procedure also aims to make responding to Security Incidents a standardized procedure, which will 
be beneficial for both the speed of response and will prevent costly mistakes. 

All company employees, including management, must be familiar with, and abide by this Procedure. 

II. Incident Response Team  

The [Company Name] Incident Response Team (“IRT”) is established and certain roles and 
responsibilities assigned below to achieve an orderly and professional response to Security Incidents.  

The IRT is composed of the following employees, who are all IRT members, whether they are listed as a 
Team Member or as a Designated Backup: 

Team Member Designated Backup 
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[Team Member 1] / IT “Help Desk” - This is 
your internal or external computer “Help 
Desk” or other IT personnel you use for 
routine computer issues. 

If the resource used as your computer “help desk” is 
only one person, you should designate someone else 
here as their backup. 

[Team Member 2] [Team Member 3] 

[Team Member 4] This should be a high-
ranking member of management or an owner. 

[Team Member 5] This should be a high-ranking 
member of management or an owner. 

 

The Designated Backups are critical team members so that this Procedure will still work even when 
another IRT member is on vacation or otherwise not available. 

All IRT members shall keep a hard copy of this Procedure with them at the office and their home for 
ready access during times when the computer network and/or network communication systems are down. 
Contact information for IRT members is listed at the end of this Procedure. 

III. Definitions 

It is important that all company employees understand that not all potential or actual cybersecurity 
incidents or events are a “data breach.” In general, neither employees nor management should refer to any 
incident as a “data breach” (unless approved by legal counsel), because use of that term carries with it 
legal conclusions and related legal obligations. 

“Security Incident” is a very broad term for purposes of this Procedure and means any event, incident, 
act, omission that a company employee or member of management becomes aware of which could 
possibly be a threat to the company computer system, any device connected to the system, or any 
company information. Examples of potential “Security Incidents” include, but are not limited to: 

• Unusual Error Message on Your Computer or other Electronic Device or Phone 
• Suspicious Email or Email Attachment 
• Unusual Computer Behavior or Performance 
• Blackmail Threat Received via Email or other Electronic Means 
• Unusual Pop-Up Messages, Including Ones that Claim Your Computer is “Infected” 

 

“Data Breach” is a legal conclusion that, depending on the applicable law, certain type(s) of information 
have been accessed, acquired or compromised such that a legal obligation has been triggered to notify one 
or more parties of the event and/or to notify a governmental authority. 

IV. Reporting Security Incidents 

Any employee who discovers or encounters even a potential Security Incident should contact Help Desk 
immediately. It is important that employees report even issues that they believe are minor, because it will 
provide information to the IRT of what is happening across the Company and ensure that the IRT verifies 
that what looks like a minor issue is actually so. The employee reporting the issue will pass along basic 
information, such as: 

• Their name 
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• Contact information 
• The nature of the concern 
• The equipment or persons involved along with their location 
• How the issue was detected 
• When the issue was first noticed 

 
V. IRT Response Procedures 

A. Initial Assessment and Instructions 

1) If Help Desk determines that the issue is a routine matter, Help Desk will proceed with guiding 
the employee on what to do next. This might include advice on situations such as directing an 
employee what they should do with a suspicious email. 

2) If Help Desk determines that the issue may be beyond a routine matter, Help Desk will contact 
[Team Member 2] immediately.  

Once [Team Member 2] (or his/her backup - [Team Member 3]) receive the call from Help Desk, 
they will assess the situation, including: 

• What type of threat is it? 
• Is it ongoing? 
• Is the affected equipment business critical? 
• What is the severity of the potential impact? 
• Name of system being targeted, along with operating system, IP address, and location. 
• What types of information may be targeted or at risk? 

3) Help Desk and [Team Member 2] (or his/her backup - [Team Member 3]) will give instructions 
to the employee regarding any immediate action the employee should or should not take. For 
example, they may instruct the employee to take actions such as to unplug the device from the 
network or disconnect from Wi-Fi.  

If Help Desk and [Team Member 2] (or his/her backup [Team Member 3]) determine this is an 
issue that can be handled in-house, they will proceed to do so. If instead, they determine that the 
issue may require outside help, they will proceed to step B below. 

 

B. Escalation Step 1 – Initial Meeting 

If Help Desk and [Team Member 2] recognize the Security Incident as being potentially serious or 
beyond (or likely beyond) internal capabilities, they will immediately contact Team Member 4 (or 
his/her backup [Team Member 5]). 

Help Desk,[Team Member 2] (or backup) and Team Member 4 (or his/her backup – [Team Member 
5] will meet in person or by telephone to determine next steps, including whether it may be 
appropriate to contact the company’s cyber insurance carrier and any other insurance carrier that 
might need to be put on notice. Topics for this/her discussion will include: 

• Nature of the event/incident 
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• Is the incident still in progress? 
• What data or property is threatened and how critical is it? 
• What is the potential impact on the data? 
• What is the potential impact on employees and customers? 
• What system or systems are targeted, where are they located physically and on the 

network? 
• Is the response urgent? 
• Can the incident be contained and remediated with internal resources? 
• Is there a need for professional outside help to preserve evidence?  
• Is there a potential need for law enforcement to be involved? 
 
 

C. Escalation Step 2 – Getting Outside Help 

If the Escalation Step 1 Initial Meeting results in a determination that the situation warrants 
calling for outside help, the IRT shall immediately call the company’s outside legal counsel who 
has been designated in advance to respond to cyber incidents, or the company’s cyber insurance 
carrier, whichever has been pre-arranged as the appropriate “first call” to make. 

The IRT will then coordinate with and support outside legal counsel and/or the cyber insurance 
carrier’s breach response team.  

 VI. Post Incident Procedures 

For each event that rises beyond the initial step of being quickly resolved by Help Desk, the 
following information shall be documented by the IRT to help improve cyber defenses and this 
Procedure going forward: 

1. A description of the incident, with pertinent details. 

2. How the incident was discovered. 

3. The category of the incident -  

a. Minor – handled easily in-house 

b. Moderate – handled in-house 

c. Severe – outside help required 

4. How the incident occurred, whether through email, firewall, etc. 

5. Where the attack came from, if known, such as IP addresses and other related information 
about the attacker. 

6. What was done in response? 

7. Whether the response was effective, and if not, why not. 

8. Cost of the incident. 
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The IRT, with the assistance of legal counsel, will help ensure evidence is preserved as 
appropriate, such as copies of logs, emails and other communication, and metadata for any 
possible or anticipated insurance claims, investigations, civil claims or prosecutions. 

After an incident is resolved, the IRT will update this Procedure as needed. The IRT will review 
and update this Procedure at least annually. 

VII. Contact Information 

The following phone numbers are for contacting all IRT members (including backups) away from the 
office in the event of an incident: 

 

Name Mobile Phone Home Phone 

Team Member   

Team Member   

Team Member   

Team Member   

Team Member   

Team Member   

Cyber Insurance Carrier    

 

The following law-enforcement resources contact information may also be needed: 

• FBI Field Office Cyber Task Forces: http://www.fbi.gov/contact-us/field 
• FBI’s Internet Crime Complaint Center (IC3): http://www.ic3.gov 
• Indianapolis Field Office of Federal Bureau of Investigation (FBI): (317) 595-4000 
• Indiana State Police, Cybercrime & Investigative Technologies Section. More information can be 

found at: https://www.in.gov/isp/3234.htm 
• U.S. Secret Service, Financial Crimes Task Force (FCTF): 317-635-6420 
• U.S. Secret Service Field Offices and Electronic Crimes Task Forces (ECTFs):  

http://www.secretservice.gov/contact/field-offices 
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