IC 4-1-11
Chapter 11.. Notice of Secuity Breach

IC4-1-11-1
Applicability

Sec.1. This chpter applies dter June 302006.
Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-2
" Breach of the security of the system”

Sec.2. (a)As used in this chaer, "lreachof the secuity of the
system! meansunauhorized aquisitionof conputerizd data tha
compromises thesecuity, confidertiality, or integity of persoml
informaion maintained by a sete or local agecy.

(b) Theterm does nat include the following:

(1) Goodfaith aquisitionof persoml informationby an agncy
or employee of tle agncyfor purpses 6 the agency; if the
persoml informaton is not used or swbject to further
unauhorized dsclosure.
(2) Unauthorizdacquisition of aportableelectronicdevice on
which persand information is stored if accessto thedeviceis
protectedby apassverd that has rot been dsclosed.
Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-3
" Personal information”
Sec.3.(a)Asusedn thischapter,'persmal infformation” neans:
(1) anindividuals:
(A) first name ard lastnane; or
(B) first initial and last nane; and
(2) atleast me (7 of the fdlowing dataelenents:
(A) Sodal Seaurity number.
(B) Driverslicense number or idertificaion card number.
(C) Account number, cradit card number, dehit card number,
security code, access code, or password of an individual's
finandal account.
(b) Theterm does nat include the following:
(1) Thelast four (4) digits of an individud's Sodal Seaurity
number.
(2) PRublicly available irformation tha is lawfully made
availabletothe publicfromrecads d afederalagencyorlocal
agercy.
Asaddel by P.L.91-2(05, SEC 2.

IC4-1-11-4
" State agency”
Sec4.Asusedn thissection'state agncy' hasthe nmeaningset
forth in IC 4-1-10-2.
Asaddel by P.L.91-2(05, SEC 2.



IC 4-1-11-5
Disclosur es of security breach
Sec.5. (a) Any stateagencythatowns orlicensesonputerizd
datathatincludes persomlinformationshalldisclosea breachof the
security of the sytemfollowing discovery or notification of the
breacto anystateresidentvhoseunercryptedpersoml information
was or is reasonbly believed to hawe besn a&quired by an
unauhorized person.
(b) Thedisclosure of abreach of the security of the systemshdl
be nade:
(1) without unreasoabledelay and
(2) cansistentwith:
(A) the Iggitimate needs oflaw enforcemen, asdesaibedin
section? o this chapterand
(B) anymeasuresiecessy to:
(i) deternine the scee d the breach and
(i) restore the reasonable integrity of the data system.
Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-6
Notification to third party owner of security breach

Sec.6. (a) Thissectionappliesto a state agencythatmaintains
computerized dat that includespersand information that the state
agencydoes rot own.

(b) If parsonal informaton wasor isreasonably bdievedto have
been acquired by an unauthorized peson, the state agercy shdl
notify the owner orlicenseeof the information of a breachof the
securityofthe systemimmediatelyfollowing discorery. Theagency
shall povide the ndice tostate residnts & reaqlired under section
5 of this chapter.

Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-7
Timerequirement for notification
Sec 7. The ndtificaion required by this chapter.
(1) maybe delagd ifa law enforcemnt agncydeternines trat
the rotification will im pedea criminal investigation; and
(2) shall bemade after théaw enforcerent agncydeternines
that itwill not canpronise theinvestigation.
Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-8
Form of notification
Sec 8. Except as providedin sedion 9 of this chepter, a sate

agercy may provide the notice required under this chapter:

(1) inwriting; or

(2) by dectronic mail, if the individud hasprovidedthe state

agencywith theindividuals electramic mail addess.
Asaddel by P.L.91-2(05, SEC 2.



IC 4-1-11-9
Alternate form of notification
Sec 9.(a) This sadionappli esif astate agerncy denonstratesthat
(1) the cest of providing thenoticerequiredunder ths chater
is a least two hundred fifty thousand dollars ($250,000);
(2) thenumber d persasto benotifiedis at leasfive hundred
thousad (500000); or
(3) theagencydoes ot hare sificient contact irfformation;
the state agerncy may use an alternate form of natice set forth in
stbsedion (b).
(b) A stateagencymay provide the following alternae forns of
naticeif authorized by subsection (a):
(1) Conspcuouspastingof thenoticeonthe stée agencys web
site if the stateagencymaintainsa web ste.
(2) Notificationto major statevide nmedia.
Asaddel by P.L.91-2(05, SEC 2.

IC 4-1-11-10
Notification to consumer reporting agencies

Sec 10. If astate agercy is requiredto provide natice under this
chaper to more than onre thousand (1,000) individuds, the stae
agency shdl notify without unreasoable delay all consuner
reportingagencies (as defined in 15 U.1681a) of thelistribution
andcontert of the rotice.
Asaddeal by P.L.91-205, SEC.2. Amendedby P.L.1-2006,SEC.7.



