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PROCEDURE TITLE: DOCUMENT SECTION: SUBSECTION: NUMBER:

Mobile Gateway Patch Interoperable Standards Mobile Gateway 01-1.2

ORIGINAL DATE ISSUED: DATE ISSUED: EFFECTIVE DATE: CROSS-
REFERENCED
SOPs:

OPERATIONAL AND DATE APPROVED: GOVERNANCE DATE
TECHNICAL COMMITTEE BOARD APPROVAL: | APPROVED:
APPROVAL:

For the purpose of this Standard Operating Procedure (SOP), a Mobile Gateway Patch
s defined as a system that allows mobile users, such as Incident Management Teams
(IMT) and police, fire, and emergency medical services (EMS) command vehicles, to have
the ability to establish the patches needed to cross-connect disparate wireless resources.
Mobile gateways also provide users with the ability to control their radio/wireless
resources from remote locations.

MOBILE GATEWAY PATCH
[INSERT SITE NAMES]

STANDARDS, PROTOCOLS, PROCEDURES

. PURPOSE AND
OBJECTIVES The purpose/objectives section identifies the primary objective of the capability for this
Interoperability resource.

Questions to Consider e \Why is this SOP being created?

e \What will this SOP accomplish?

e How will this SOP be used?

e \Who will use this SOP?

e \When will this SOP be activated?

e \What are the specific responsibilities of each party?






[image: image6.png]Reference SOP e See the “Purpose/Objectives” section of the “Allied Radio Matrix for Emergency
Response (ARMER) Standards, Protocols, Procedures, revised 2007."

Template Language Establish SOPs for the use of a mobile gateway to connect disparate wireless systems

to support communications interoperability between dissimilar wireless systems in the
fleld at the Incident scene. The resource connection, provided by the mobile gateway,
will be between [insert entity or agency here] and the external responding on-scene
agency (Federal, State, regional, etc.) in need of interoperability using the [insert wireless
resource here] patched to the wireless resource of the on-scene agency. The objective

s to have a SOP in place for [insert entity or agency here] to have pre-established mobile
gateway wireless resources available to external responding on-scene agencies with the
need to interoperate during the incident.

Il. TECHNICAL
BACKGROUND Capabilities
This section describes the operational and technical communications capabilities.

Questions to Consider e \Who will have access to the mobile gateway resources?

e \\Vhat are the technical capabilities of the mobile gateway?
e \\Vhat connection types are available (e.g., radio over IP. cross-connect, SAT phone, VolIP)?

e \What technical resources are needed, if any, to assist in the activation of the mobile
gateway?

e Are the wireless resources established, active, and available?

e \What communications assets will be interfaced with the mobile gateway (e.g.,
satellite, cell phone, landline phone, Land Mobile Radio)?

e Are the necessary cables available to cross-connect disparate wireless resources to
the mobile gateway?

e \Will the connection be made between talkgroups or channels? [f the connection
s between talkgroups, how many talkgroups? Are the talkgroups pre-defined and
operating with proper system access information (e.g., shared system keys)?

e |f the connection is between channels, how many channels? Are the channels
active, available, and accessible from the gateway?

Reference SOPs e See the “Allied Radio Matrix for Emergency Response (ARMER) Standards, Protocols,
Procedures, revised 2007."

e See the “Arizona Interagency Radio System (AIRS) State Plan, February 2, 2007."
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This section describes the technical and operational elements that can limit the system’s
performance and use relative to the purpose/objectives section. It is very important to
have end users with an operational knowledge and technical personnel from the affected
agencies contribute to the constraints section.

Questions to Consider e Capacity: How many simultaneous patched radio resources (e.g., talkgroups,
channels) can be established?

e Coverage: Does the entity or agency requiring the patch have radio coverage for the
assigned radio resources?

e (Operations: What actions need to be taken to initiate the patch?

e (Operations: What actions need to be performed by field personnel to utilize the patch?

Reference SOPs e See the “Allied Radio Matrix for Emergency Response (ARMER) Standards, Protocols,
Procedures, revised 2007."

e See the “Arizona Interagency Radio System (AIRS) State Plan, February 2, 2007."

e See the "Law Enforcement Tech Guide for Communications Interoperability, 2006."

Template Language A mobile gateway patch between [insert entity or agency here] and the external
responding on-scene agency (Federal, State, regional, etc.) will enable access by the
disparate wireless resource to our agency’s [enter type of connected wireless resource
(e.g., radio and talkgroups/channels, phone system, SAT phone) here]. There is a [insert
type of connection here] connecting the [insert wireless resource here] to [insert wireless
resource here] to support multi-agency, multi-jurisdictional communications during mutual
aid incidents.

lll. OPERATIONAL
CONTEXT This section explains when and why this interoperability resource is to be activated and
In use. It is very important to have operationally knowledgeable end users and technical
personnel from the affected agencies contribute to the operational context section.

Questions to Consider e \What types of incidents or events require the use of the mobile gateway?

e |s there a defined hierarchy for the operational use (e.g., disasters as a top priority
and test exercises as the lowest priority)?

e Are there existing mutual aid agreements?
e Are there existing defined procedures in place?

e |s there an operationally defined mutual aid response?
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Template Language

IV. RECOMMENDED
PROTOCOL/
STANDARD

Questions to Consider

e See the “Allied Radio Matrix for Emergency Response (ARMER) Standards, Protocols,
Procedures, revised 2007."

Established mutual aid response protocols between [insert entity or agency here] and the

external responding on-scene agency (Federal, State, regional, etc.) will provide the basis

for operational activation of the mobile gateway. The following is a hierarchy of projected
operations based on priority, with the first operation holding the highest priority:

1. Alarge-scale emergency incident that requires a multi-agency, multi-jurisdictional
response (e.g., a natural disaster such as a hurricane, a terrorist incident involving
weapons of mass destruction).

Everyday response-level communications to emergency or urgent incidents that
require mutual aid response from multiple agencies (e.g., high-speed pursuits crossing
jurisdictional boundaries, a large warehouse fire requiring mutual aid response).

Special event control activities, generally of a pre-planned nature, involving joint
participation of two or more agencies (e.g., a large sporting event such as a college
football game, a dignitary visit).

4. Drnll, maintenance, and test exercises.

This section identifies the standards of use that shall govern interoperable
communications between agencies using wireless devices (e.g., radios, cell phones)
connected via mobile gateways.

e |f capacity is needed, how are lower priority users moved off the channel or talkgroup?

e \What is the hierarchy of interoperable communications tools?

e How will dispatch centers monitor voice communications before, during, and after
the incident?

e \Which dispatch centers should monitor the incident?
e \Will the communications need to be recorded?

¢ \Who is authorized to Initiate a patch, and who Is authorized to operate the mobile
gateway to create the patch?

e \What is the expectation of the emergency button activation? Will user control data
be supplied upon wireless resource connection?

¢ \Who manages the mobile gateway during activation?

e \\Who authorizes the de-activation of the mobile gateway?
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e See the “State/Region/Urban Area Tactical Interoperable Communications Plan (TICP).”

Template Language The following bullets define the basic standards that should be in place during the use of a
mobile gateway:

e National Incident Management System — Depending on the size of the incident,
the use of an Incident Command System (ICS) compliant with the National Incident
Management System (NIMS) is recommended when using any regional interoperability
resource for large-scale multi-agency, multi-jurisdictional incidents.

Plain Language — All interoperable communications during multi-agency,
multi-discipline incidents should be in plain language. Avoid using radio codes,
acronyms, and abbreviations as they may cause confusion between agencies. Ensure
that all verbal requests for assistance or backup specify the reason for the request.

Unit Identification — Announce your home agency prior to announcing your unit
Identifier during interoperable communications situations when utilizing the mobile
gateway.

Encryption — All encrypted radio users must operate in a “clear” mode when a mobile
gateway Is used, unless otherwise arranged in advance. Never assume that a mobile
gateway can manage encryption between systems.

Monitoring — If [CS is established and it is deemed appropriate, the Incident
Commander, or his/her designee, will ensure that each channel or talkgroup connected
by the gateway is monitored while in use. In a smaller mutual aid response, the
Agency Lead may also require that each channel or talkgroup connected by the
gateway be monitored.

V. RECOMMENDED

PROTOCOL/

PROCEDURE This section describes the interoperability resources involved in the SOP, how they are
activated and deactivated, and how problems are identified and resolved. A mobile
gateway Is primarily a device pre-installed in a command vehicle and/or communications
trailer/portable tactical unit that can be taken out by the incident response team of the
responding agency. Personnel can be pre-assigned to the monitoring of these vehicles and
portable tactical units. If personnel are pre-assigned this duty, then a process to ensure
their availability during incidents will need to be developed.

Questions to Consider e (Once authorized and activated:

¢+ Who has the lead to communicate the availability of the connection?
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Template Language

s the wireless voice traffic monitored and, if so, who monitors it?

Who is the lead on the incident and ultimately responsible for the connection?
Who will deactivate the connection?

What is the expected duration of use?

When will the connection be deactivated?

e \What resources are needed to activate the connection? Are deployed technical and
field personnel responsible for the resource?

e See the “Allied Radio Matrix for Emergency Response (ARMER) Standards, Protocols,
Procedures, revised 2007."

e See the “Arizona Interagency Radio System (AIRS) State Plan, February 2, 2007."

e See the “State/Region/Urban Area Tactical Interoperable Communications Plan (TICP).”

Mobile Gateway Request

The agency requesting the use of a cross-patch with the mobile gateway connection for
Incident or event communications support should provide the following information to the
agency supporting the operation:

e Name of the agency and appropriate authorization verification (e.g., name of authorized
user, lead responder for this agency, security credentials).

The type of wireless resource needed (e.g., cell phone to radio, disparate agency radio
to local tactical operational radio).

The responsible party for requesting agency command or the lead relevant to the
mutual aid request.

The talkgroups/channels/wireless resources required to be connected.
The duration of the patch activation.

The process for patch audio monitoring and the responsible agent for recording (e.g.,
dispatch center, Incident Commander, Radio Operator [RADO]).

The designation or type of patch: “Command and Control” or “Tactical Operational.”

Mobile Gateway Activation
Once agencies agree to cross-patch their wireless resource, the procedures for
establishing communications connectivity are:

e \erify that the necessary elements for connectivity are available (e.g., patch cables,
connection slots).

e Select the predetermined talkgroups or channels to establish a cross-patch with the
disparate wireless resource.
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Verify the system-wide availability of required resources (coordinate among control
point dispatchers).

Provide radio call sign/designator information to connected agencies as necessary.
Notify the requested unit/agency to the talkgroup or channel availability.

Notify the responding units to the appropriate talkgroup and have the units switch to
the designated shared talkgroup or channel, if required.

Confirm responding units are operating on the appropriate talkgroup or channel.

|dentify users on the connected talkgroup or channel using their agency name and unit
identifier through a roll call when appropriate (users in a secure setting or a mutual aid
response may not require dispatcher validation).

Announce to users at predetermined time intervals, specifically [insert time interval
here], that a mobile gateway connection is in place, and interoperable communications
procedures are in effect as deemed necessary by the Incident Commander or Agency Lead.

Monitor the connected talkgroup or channel to address requests as required.
Monitor the system for problems that may require technician intervention.

Monitor for system problems that may require a deactivation of the mobile gateway.
Record the talkgroup(s) or channel(s), if required or where appropriate.

Monitor designated calling channel where required.

Mobile Gateway Deactivation

When the gateway connections are no longer required, agencies should follow these
deactivation procedures:

The authorizing agent requests the mobile gateway be deactivated.

Announcement will be made over connected talkgroups or channels that connections
will be deactivated prior to the connection being disabled.

Prior to mobile gateway deactivation, agencies should ensure that all personnel have
returned to their appropriate home talkgroups or channels.

Agencies may want to conduct a roll call of all affected personnel to confirm they
returned to their home systems.

After deactivation of the mobile gateway, talkgroups or channels should be returned to
their normal mode of operations.

Mobile Gateway Problem ID and Resolution

Report any problems with the mobile gateway connections to the appropriate point of
contact (POC) for that agency.

A routine mobile gateway test schedule should be established [daily/weekly/monthly]
to confirm availability and operational use.

After action reports should be utilized to help identify potential problems and
prospective solutions.
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	PROCEDURE TITLE:

Mobile Gateway Patch
	DOCUMENT SECTION:

Interoperable Standards
	SUBSECTION:

Mobile Gateway
	NUMBER:
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	ORIGINAL DATE ISSUED:


	DATE ISSUED:


	EFFECTIVE DATE:


	CROSS-REFERENCED SOPs:



	OPERATIONAL AND TECHNICAL COMMITTEE APPROVAL:

	DATE APPROVED:


	GOVERNANCE BOARD APPROVAL:

	DATE APPROVED:




For the purpose of this Standard Operating Procedure (SOP), a Mobile Gateway Patch is defined as a system that allows mobile users, such as Incident Management Teams (IMT) and police, fire, and emergency medical services (EMS) command vehicles, to have the ability to establish the patches needed to cross-connect disparate wireless resources.  Mobile gateways also provide users with the ability to control their radio/wireless resources from remote locations.
Mobile Gateway Patch
[Insert site names]
Standards, Protocols, Procedures
I. Purpose/Objectives

Establish SOPs for the use of a mobile gateway to connect disparate wireless systems to support communications interoperability between dissimilar wireless systems in the field at the incident scene.  The resource connection, provided by the mobile gateway, will be between [insert entity or agency here] and the external responding on-scene agency (Federal, State, regional, etc.) in need of interoperability using the [insert wireless resource here] patched to the wireless resource of the on-scene agency.  The objective is to have an SOP in place for [insert entity or agency here] to have pre-established mobile gateway wireless resources available to external responding on-scene agencies with the need to interoperate during the incident.
II. Technical Background

A mobile gateway patch between [insert entity or agency here] and the external responding on-scene agency (Federal, State, regional, etc.) will enable access by the disparate wireless resource to our agency’s [enter type of connected wireless resource (e.g., radio and talkgroups/channels, phone system, SAT phone) here].  There is a [insert type of connection here] connecting the [insert wireless resource here] to [insert wireless resource here] to support multi-agency, multi-jurisdictional communications during mutual aid incidents.

III. Operational Context

Established mutual aid response protocols between [insert entity or agency here] and the external responding on-scene agency (Federal, State, regional, etc.) will provide the basis for operational activation of the mobile gateway.  The following is a hierarchy of projected operations based on priority, with the first operation holding the highest priority:
1. A large-scale emergency incident that requires a multi-agency, multi-jurisdictional response (e.g., a natural disaster such as a hurricane, a terrorist incident involving weapons of mass destruction). 

2. Everyday response-level communications to emergency or urgent incidents that require mutual aid response from multiple agencies (e.g., high-speed pursuits crossing jurisdictional boundaries, a large warehouse fire requiring mutual aid response). 

3. Special event control activities, generally of a pre-planned nature, involving joint participation of two or more agencies (e.g., a large sporting event such as a college football game, a dignitary visit).
4. Drill, maintenance, and test exercises. 

IV. Recommended Protocol/Standard
Established mutual aid response protocols between [insert entity or agency here] and the external responding on-scene agency (Federal, State, regional, etc.) will provide the basis for operational activation of the mobile gateway.  The following is a hierarchy of projected operations based on priority, with the first operation holding the highest priority: 

· Establish National Incident Management System – Depending on the size of the incident, the use of an Incident Command System (ICS) compliant with the National Incident Management System (NIMS) is recommended when using any regional interoperability resource for large-scale multi-agency, multi-jurisdictional incidents.

· Plain Language – All interoperable communications during multi-agency, multi-discipline incidents should be in plain language.  Avoid using radio codes, acronyms, and abbreviations as they may cause confusion between agencies.  Ensure that all verbal requests for assistance or backup specify the reason for the request.

· Unit Identification – Announce your home agency prior to announcing your unit identifier during interoperable communications situations when utilizing the mobile gateway. 

· Encryption – All encrypted radio users must operate in a “clear” mode when a mobile gateway is used, unless otherwise arranged in advance.  Never assume that a mobile gateway can manage encryption between systems. 

· Monitoring – If ICS is established and it is deemed appropriate, the Incident Commander, or his/her designee, will ensure that each channel or talkgroup connected by the gateway is monitored while in use.  In a smaller mutual aid response, the Agency Lead may also require that each channel or talkgroup connected by the gateway be monitored.
V. Recommended Protocol Procedure

Mobile Gateway Request

The agency requesting the use of a cross-patch with the mobile gateway connection for incident or event communications support should provide the following information to the agency supporting the operation:

· Name of the agency and appropriate authorization verification (e.g., name of authorized user, lead responder for this agency, security credentials). 

· The type of wireless resource needed (e.g., cell phone to radio, disparate agency radio to local tactical operational radio).

· The responsible party for requesting agency command or the lead relevant to the mutual aid request.

· The talkgroups/channels/wireless resources required to be connected.

· The duration of the patch activation. 

· The process for patch audio monitoring and the responsible agent for recording (e.g., dispatch center, Incident Commander, Radio Operator [RADO]).

· The designation or type of patch:  “Command and Control” or “Tactical Operational.”

Mobile Gateway Activation

Once agencies agree to cross-patch their wireless resource, the procedures for establishing communications connectivity are:

· Verify that the necessary elements for connectivity are available (e.g., patch cables, connection slots).

· Select the predetermined talkgroups or channels to establish a cross-patch with the disparate wireless resource.

· Verify the system-wide availability of required resources (coordinate among control point dispatchers).

· Provide radio call sign/designator information to connected agencies as necessary.

· Notify the requested unit/agency to the talkgroup or channel availability.

· Notify the responding units to the appropriate talkgroup and have the units switch to the designated shared talkgroup or channel, if required. 

· Confirm responding units are operating on the appropriate talkgroup or channel.

· Identify users on the connected talkgroup or channel using their agency name and unit identifier through a roll call when appropriate (users in a secure setting or a mutual aid response may not require dispatcher validation).
· Announce to users at predetermined time intervals, specifically [insert time interval here], that a mobile gateway connection is in place, and interoperable communications procedures are in effect as deemed necessary by the Incident Commander or Agency Lead.

· Monitor the connected talkgroup or channel to address requests as required. 

· Monitor the system for problems that may require technician intervention. 

· Monitor for system problems that may require a deactivation of the mobile gateway. 

· Record the talkgroup(s) or channel(s), if required or where appropriate.

· Monitor designated calling channel where required.

Mobile Gateway Deactivation

When the gateway connections are no longer required, agencies should follow these deactivation procedures:

· The authorizing agent requests the mobile gateway be deactivated.

· Announcement will be made over connected talkgroups or channels that connections will be deactivated prior to the connection being disabled.

· Prior to mobile gateway deactivation, agencies should ensure that all personnel have returned to their appropriate home talkgroups or channels. 

· Agencies may want to conduct a roll call of all affected personnel to confirm they returned to their home systems.

· After deactivation of the mobile gateway, talkgroups or channels should be returned to their normal mode of operations. 

Mobile Gateway Problem ID and Resolution

· Report any problems with the mobile gateway connections to the appropriate point of contact (POC) for that agency.

· A routine mobile gateway test schedule should be established [daily/weekly/monthly] to confirm availability and operational use. 

· After action reports should be utilized to help identify potential problems and prospective solutions. 
VI. Management
The cooperating agencies are responsible for the operational management of their system.  A governance structure will be established to ensure that legal, operational, technical, training, and funding issues are addressed.
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[image: image12.png]VI. MANAGEMENT This section describes how interoperable resources are managed, what the governance
structure is, as well as legal considerations, training, and other related components for
management to consider.

Questions to Consider e |s there a Memorandum of Understanding (MOU), a Mutual Aid Agreement, or other
agreement that established the basis for the use of the mobile gateway connection?

e |s funding an issue, and how (e.g., ongoing maintenance, life cycle support,
technology refreshment, training cost, overtime cost) will it be addressed?

® |s the governance structure defined to manage the operations of the mobile
gateway?

e Are there pre-established authorization procedures in place to ensure activation is
valid and secure?

e Are there legal considerations (e.g., privacy concerns, Health Insurance Portability
and Accountability Act [HIPAA] requirements)?

e Are there contractual considerations (e.g., authorization to use the channels and
equipment)?

e Are there personnel considerations (e.g., availability, overtime, capable staff,
technical expertise)?

e |s there a training program established to ensure the valid operation of the mobile
gateway?

e |s there a clear line of accountability?
e |s there a risk or liability, and has this been mitigated?
e Are there political or elected official notification requirements?

Reference SOPs and
Additional Resources e See the “Allied Radio Matrix for Emergency Response (ARMER) Standards, Protocols,
Procedures, revised 2007."

e See the “Law Enforcement Tech Guide for Communications Interoperability, 2006."

e See the "Consolidated Communications Network of Colorado, Inc. Standard Operational
Procedures, revised 3.12.08."

Template Language The cooperating agencies are responsible for the operational management of their system.
A governance structure will be established to ensure that legal, operational, technical,
training, and funding issues are addressed.




