
State of Indiana

RFS 9-61 (Medicaid Management Information System Consulting Services)

Attachment I – Sample Data Use Agreement
DATA USE AGREEMENT

BETWEEN THE INDIANA FAMILY AND SOCIAL SERVICES ADMINISTRATION
OFFICE OF MEDICAID POLICY AND PLANNING
AND
_________________________
In order to ensure the integrity, security, and confidentiality of Medicaid data provided by the Indiana Family and Social Services Administration, Office of Medicaid Policy and Planning to _____________ (User) that will be housed in computer systems maintained by User, the parties agree as follows:

1. This Agreement is by and between the Indiana Family and Social Services Administration Office of Medicaid Policy and Planning (OMPP), and _________________, hereinafter termed “User”. 

2. OMPP is the single state agency designated by Indiana law to be responsible for administration of the Medicaid program under Title XIX of the Social Security Act.

3. This Agreement addresses the conditions under which OMPP will disclose and the User will obtain and use the data file(s) specified in section 7.  This Agreement supersedes any and all agreements between the parties with respect to the use of data specified and preempts and overrides any instructions, directions, agreements, or other understandings between the parties with respect to the data specified herein.  Further, the terms of this Agreement can be changed only by a written modification to this Agreement or by the parties adopting a new agreement.  The parties agree further that instructions or interpretations issued to the User concerning this Agreement or the data specified herein shall not be valid unless issued in writing by the OMPP point-of-contact specified in section 5.  OMPP reserves the right to terminate this agreement at any time if: (1) User materially breaches this agreement and does not cure the breach within thirty (30) days (or within some other time frame to which the parties mutually agree) after receiving notification of such breach; (2) there is a violation of law in the manner of compliance; (3) the Agreement no longer complies with changes to statutory or regulatory requirements and the parties are unable to mutually agree to a new agreement that complies with such statutory or regulatory changes after a party has provided notice to the other party of any such changes.  Upon such notice, OMPP will cease releasing data to User under this agreement. 

4. The parties mutually agree that the following named individual is designated as Custodian of the file(s) on behalf of the User and will be personally responsible for the observance of all conditions of use and for establishment and maintenance of security arrangements as specified in this Agreement to prevent unauthorized use.  The User agrees to notify OMPP within fifteen (15) days of any change of custodianship.  The parties mutually agree that OMPP may disapprove the appointment of a custodian or may require the appointment of a new custodian at any time. 

Custodian Name
Company
Address
City, State, ZIP
Telephone 

Fax
E-mail

5.
The parties mutually agree that the following named individual will be designated as point-of-contact for the Agreement on behalf of OMPP. 

Contact
Position
Office of Medicaid Policy and Planning

402 West Washington Street, Room W382, MS07

Indianapolis, IN  46204-2739

Telephone

E-mail
6.
The User represents and warrants, upon being furnished the protected health information (“PHI”) contained in the data file(s) specified in section 7, and OMPP relies upon such representation and warranty, that such PHI will be used solely for the following purpose: 

To perform Medicaid Management Information System consulting services
The User represents and warrants further that, except as specified in this Agreement or except as OMPP shall authorize in writing, the User shall not disclose, release, reveal, show, sell, rent, lease, loan, or otherwise grant access to the PHI covered by this Agreement to any person not related to the purpose of this agreement.  The User agrees that, within the User organization, access to the PHI covered by this Agreement shall be limited to the minimum number of individuals necessary to achieve the purpose stated in this section.
7.
The following OMPP data files and/or systems are covered under this Agreement:

A. Claim transaction detail data for the period from <DATE 1> through <DATE 2>.  The following data items are requested:

1) National Drug Code (NDC) used to claim submittal

2) Quantity dispensed

3) Claim paid date

4) Dispensed date (date of service)

5) Prescribing physician state provider ID number

6) Amount billed

7) Amount paid**

8) Dispensing pharmacy state ID number

9) Pharmacy prescription number***
10) Dispensing Fee

11) Third Party Liability

12) Co-payment

13) Refill Code

14) Internal Control Number (ICN) Number

15) Days Supply

16) Source Code (J-Code Claim Identifier)*

17) National Provider Identifier (NPI)
B.
Provider Data — Both Physicians and Pharmacies (applies to same periods of time as stated in section 7.A).

1) Physician and Pharmacy state provider ID number
2) Provider name
3) Provider address
4) Provider city, zip code
5) Provider specialty (physicians) 
*     Identifies claims that have been cross-walked from a J-Code to an NDC.
**   Please provide adjustments including adjustment codes, if any.  

*** Identifies protected health information (“PHI”).

Note:
Items listed in Section 7.A and 7.B are examples only. Final list will be determined after contract award.


Files will be transferred to User via secure FTP technology.

8. The parties mutually agree that the aforesaid file(s) (and/or any derivative file(s) [includes crosswalk files and any other file of a similar purpose approved by OMPP that maintains continuity of de-identified data]) that contain PHI may be retained by the User until <DATE 2>.  Upon retention date, OMPP will notify the User either to return all PHI to OMPP at the User’s expense or to destroy such PHI.  If OMPP elects to have the User destroy the PHI, the User agrees to certify the destruction of the PHI in writing within thirty (30) days of receiving OMPP’s instruction.  A statement certifying this action must be sent to OMPP.  If OMPP elects to have the PHI returned, the User agrees to return all PHI to OMPP within thirty (30) days of receiving notice to that effect.  The User agrees that no PHI from OMPP records, or any parts thereof, shall be retained when the aforementioned file(s) are returned or destroyed unless authorization in writing for the retention of such PHI has been received from OMPP.  The User acknowledges that stringent adherence to the aforementioned retention date is required, and that the User shall ask OMPP for instructions under this paragraph if instructions have not been received after thirty (30) days after the retention date. 

9. At any given time, the information specified in Section 7 of this agreement may be inaccurate, incorrect, or incomplete for various reasons including, but not limited to, errors made by the providers in submission of claims for payment; the delay between the time treatment is provided and a claim is billed; and data entry errors.  Uses of the data for purposes set forth under Section 6 of this agreement are done at Users own risk.

10. The User agrees to establish appropriate administrative, technical, and physical safeguards designed to protect the confidentiality of the PHI and to prevent its unauthorized use or access.  The safeguards shall provide a level and scope of security that is not less than the level and scope of security established by the Office of Management and Budget (OMB) in OMB Circular No. A-130, Appendix III—Security of Federal Automated Information Resources (http://www.whitehouse.gov/omb/circulars/a130/a130.html), which sets forth guidelines for security plans for automated information systems in Federal agencies.  The User acknowledges that the use of unsecured or unencrypted communications to transmit individually identifiable or deducible information derived from the PHI specified in section 7 is strictly prohibited.  Further, the User agrees that the PHI must not be physically moved or transmitted in any way from the site indicated in section 4 without written approval from OMPP, except for purposes described in Section 6.

11. The User agrees that the authorized representatives of OMPP, DHHS Office of the Inspector General or Comptroller General, or Centers for Medicare and Medicaid Services will be granted access to premises where the aforesaid file(s) are kept for the purpose of inspecting security arrangements and confirming whether the User is in compliance with the security requirements specified in this agreement. 

12. The User agrees that no findings, listing, or information derived from the PHI specified in section 7, with or without identifiers, may be released if such findings, listing, or information contain any combination of data elements that might allow the deduction of a beneficiary’s identification without first obtaining written authorization from OMPP except where disclosure is for the purpose described under section 6.

13. The User agrees that, absent express written authorization from OMPP to do so, the User shall make no attempt to link records included in the PHI specified in section 7 to any other identifiable source of information. 

14. OMPP shall have no obligation whatsoever to make any payments to User for the services provided under this Agreement. 

15. Notices to either party shall be in writing to the address indicated in sections 4 and 5 or at such other address as either party may later designate for itself in writing.  Notices shall be deemed to be effective when received, or 24 hours following the date of postmark if sent by prepaid certified mail, return receipt requested. 

16. Should any provision of this Agreement be found invalid, ineffective or unenforceable under present or future laws, the remainder of the provisions shall remain in full force and effect and shall in no way be affected, impaired or invalidated. 

17. No waiver of breach of any provision of this Agreement shall constitute a waiver of any other breach, or of such provision.  Failure of the OMPP to enforce at any time any provision of this Agreement shall not be construed as a waiver thereof.  The remedies reserved by the OMPP under this Agreement shall be cumulative and additional to any other remedies in law or equity. 

18. The parties will, in good faith, perform their required obligations hereunder and, notwithstanding any clause contained in this Agreement, will owe no liquidated damages, interest, or attorneys’ fees, except as required by Indiana Law.

19. This Agreement, as well as any documents produced using the Medicaid data that are in possession of OMPP, are subject to the Indiana Public Records Act, IC 5-14-3-1 et. seq.  User acknowledges that the entire contents of this Agreement including any attachment or referenced document are subject to the inspection of and disclosure to any party, including copying, unless it is subject to a statutory exception to disclosure. 

20. Both parties acknowledge that they have read this Agreement, that it is the complete and exclusive statement of the Agreement between the parties, and that it supersedes all proposals and understandings, oral or written, relating to the subject matter of this Agreement. 

21. The User understands and agrees that it shall not reuse original or derivative PHI data file(s) without prior written approval from OMPP, except for purposes set forth in Section 6. 

22. The User agrees that in the event OMPP determines or has a reasonable belief that the User has made or may have made disclosure of the aforesaid PHI that is not authorized by this Agreement or other written authorization from OMPP, OMPP in its sole discretion may require the User to perform any or all of the following acts: (a) promptly investigate and report to OMPP the User’s determinations regarding any alleged or actual unauthorized disclosure; (b) promptly resolve any problems that are within User’s reasonable ability to control and correct identified by the investigation; (c) if requested by OMPP, submit a formal response to an allegation of unauthorized disclosure; and (d) if requested by OMPP, submit a corrective action plan with steps that are within User’s reasonable ability to control and correct that are designed to prevent any future unauthorized disclosures.  User may be required to return PHI data files to OMPP.  The User understands that as a result of OMPP’s determination or reasonable belief that unauthorized disclosures have taken place, OMPP may refuse to release further OMPP data to the User for a period of time to be determined by OMPP, require User to cease disclosing PHI data to an entity that receives data pursuant to the purpose of this agreement, or immediately terminate the Agreement if User has engaged in an unauthorized disclosure. 

23. The User hereby acknowledges that criminal penalties under §1106(a) of the Social Security Act (42 U.S.C. § 1306(a)), the Privacy Act (5 U.S.C.a (i)(3)), and 18 U.S.C. §641, which govern the use of PHI data, may apply to disclosures of information that are covered by this agreement. 

24. By signing this Agreement, the User agrees to abide by all provisions set out in this Agreement for protection of the PHI specified in section 7, and acknowledges having received notice of potential criminal, administrative, or civil penalties for violation of the terms of the Agreement. 

25. The disclosure provision(s) that allows the release of OMPP data for the purpose(s) stated in Section 6 is Ind. Code 5-14-3-1 et. seq.  The data being released was determined by CMS to be prescriber data, not information concerning applicants and recipients, and is not restricted under 42 CFR § 431.301.
26. The term of this Agreement is upon signature of both parties through June 30, 2012.  Either party upon thirty days advance written notice may terminate this Agreement. 

27. Both parties hereto, in the performance of this Agreement, will be acting in an individual capacity and not as agents, employees, partners, joint venturers or associates of one another.  The employees or agents of one party shall not be deemed or construed to be the employees or agents of the other party for any purpose whatsoever.  Neither party will assume any liability for injury (including death) to any other person, or any damage to any property arising out of the acts or omissions of the agents, employees or subcontractors of the other party.

28. User agrees to comply with all applicable Federal, State and local laws, regulations or ordinances, all terms of the state contract of which this data use agreement is a part, and all provisions required thereby to be included herein are incorporated by reference.  Further, this Agreement shall be construed in accordance with and governed by the laws of the State of Indiana, and suit, if any, must be brought in the State of Indiana.

29.
On behalf of the User the undersigned individual hereby attests that he or she is authorized to enter into this Agreement and agrees to all the terms specified herein.

(Name and Title of Individual – Typed or Printed)

(Company/Organization)

(Street Address)

(City/State/ZIP Code)

(Phone No. – Including Area Code and e-Mail Address, if Applicable)

(Signature)
(Date)

30.
The Custodian, as named in section 4, hereby acknowledges his/her appointment as Custodian of the aforesaid file(s) on behalf of the User, and agrees to comply with all of the provisions of this Agreement on behalf of the User.


(Typed or Printed Name and Title of Custodian of File(s))


(Signature)
(Date)
31.
On behalf of OMPP, the undersigned individual hereby attests that he is authorized to enter into this Agreement and agrees to enforce all the terms specified herein. 


Medicaid Director
(Date)


Indiana Family and Social Services Administration
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