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STATE OF INDIANA

Addendum 1 


Request for Proposal 14-47


INDIANA DEPARTMENT OF ADMINISTRATION

On Behalf Of
Indiana Secretary of State


Solicitation For:
Design, Implementation, and Support of a Business One Stop Portal (BOS) 


Response Due Date:  November 22, 2013


Attachment D – Cost Proposal
Section 6 referencing:  Section 1 (Implementation Fees) was not referencing correctly in Section 6 (Overall Cost Proposal).  The changes have been made to correct this issue.
Attachment F – Technical Proposal
#190:  Solution Security Officer shall be able to change passwords for a user account. The application will not always enforce password complexity rules for this action.

#193:  Solution Security Officer shall be able to enable or disable a user account.  Accounts are to be automatically disabled after a configurable period of time.

#225: The user access controls shall enforce minimum character length and rules to be compliant with IOT standards. See section 8 of Attachment I Information Security Framework for further detail.  These rules must be configurable.

#231: The BOS Solution shall enforce password complexity and standards as configured by the System Administrator.  Note:  Configurations must meet requirements as defined by State of Indiana standards.  Password complexity rules must be configurable.

#239:  Does your solution provide capability for password encryption before the password is recorded in the data repository?   Passwords for BOS proper must not be stored directly.  Instead a cryptographic hash of the password should be stored.

ADDENDUM - Additional Requirements (Added 11/1/2013)

#318: Is your BOS solution fully compliant with NIST 800-53?  This includes (but is not limited to) OS for servers, network connections, database software, web server software, application server software, application design and implementation, password complexity, encryption at rest and in transit, and authentication.

#319: Can your solution meet audit requirements of NIST 800-53?  Note that DOR has purchased and plans to implement Audit Vault (Logging Functionality), and may be interested in leveraging this to help meet the requirement.

#320: Describe the architecture and implementation steps you plan to use to meet Single Sign-On requirements.

#321: Describe the security control in place to protect transmission of data to the State Network (keeping in mind requirements related to NIST 800-53).  Provide examples where you have implemented these controls in a similar environment.
The open date remains the same.
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