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RFP-14-125, Year-Round Identity Services
Technical Proposal - Attachment F

	INSTRUCTIONS

	Please supply all requested information in the yellow-shaded areas and indicate any attachments that have been included.  Document all attachments and which section and question they pertain to.


2.4.1 Mandatory Requirements

1. The respondent must certify to compliance with DOR’s reading of FISMA, NIST SP800-53, and security best practices. Please submit a statement that you will agree to DOR’s terms in Section 1.4.3


2. Please confirm that your company will provide DOR with the STIG assessment (provided by DOR), plan of action and milestones (if or when a check is failed) if selected for oral presentations. 


2.4.2 Functional Requirements

The respondent will describe in detail how the proposed solution satisfies the following functional requirements.

2.4.2.1 The ability to identify potential false or misused identities in tax returns.

1. Based on identity data from individual income tax returns provided by DOR and other data sources, can the respondent provide a solution that proactively identifies identity fraud with a high probability while minimizing false positives?


2. Can the respondent provide identity confirmation for primary and secondary identities on a return (e.g. primary and spouse)?


3. Can the respondent provide identity confirmation for minors or others listed on a return?


4. Can the respondent accept electronic return data from DOR at least daily and transmit back to DOR at least daily? 


5. Can the respondent properly sign and encrypt all data transmissions to DOR standards (FIPS 140-2)?


6. Can the respondent’s identity process achieve at least 100,000 to-be-checked identity transactions per business day and provide return data within 24 hours?


7. Can the respondent provide up to 100,000 identity transactions per day and return the data within 6 hours (desired)?


8. Does the respondent agree to let Indiana use the return data for fraud, enforcement, and other revenue programs? 


9. Can the respondent separate the identities into at least three classifications (e.g. “good” identities, “questionable” identities, and “bad” identities)? Additional classifications are potentially acceptable (e.g. “questionable” could be split into “questionable” and “highly suspicious”.)  


10. Does the respondent provide a user-friendly interface to adjust the classifications? 


11. Can the respondent provide a solution that enables DOR to adjust thresholds to define what constitutes a risky identity based on an acceptable false positive rate, refund value, and/or other criteria (see Figure 1 below)? 


12. Can the respondent solution enable DOR to identify different configurable bands of risk acceptance (see Attachment H) that have different criteria? For instance, can the respondent solution subject return data of a taxpayer asking for a high refund or a having a non-United States address to heightened identity scrutiny? 


13. Does the solution provide a reason(s) to support the classification of an identity? 


14. Does the solution provide a “best-known” address for the identity?  


15. Does the solution include trend analysis functionality? 


16. Does the respondent provide professional services to assist DOR to create proper thresholds and classification definitions as part of the service offering (e.g., at no additional cost)? 



2.4.2.2 Does the respondent provide an automated solution that taxpayers can use to confirm their identities through a quiz or other authentication means? This solution shall have the following characteristics:

1. Does the respondent provide the identity confirmation process that can work through the DOR interactive voice response (IVR)? 


2. Does the respondent provide an identity confirmation process that can work through the DOR website? 


3. If the respondent has a solution that works through the DOR website, can it appear (be branded) as a DOR asset? 


4. Does the respondent provide the identity confirmation process that works through the DOR call center? 


5. Does the respondent identity confirmation process achieve 99.99% uptime? 


6. Is the respondent identity confirmation process easy to use for the taxpayer? 


7. Can DOR adjust or configure the identity confirmation solution to allow for higher or lower failure rates? 


8. If the respondent identity confirmation solution is question based, can DOR adjust individual questions to create higher of lower failure rates per question? 


9. If the respondent identity confirmation solution is question based, is the pool of questions available to DOR for selection or adjustment? 


10. Does the respondent’s identity confirmation solution support both English (U.S.) and Spanish versions? 


11. Can the respondent identity confirmation solution be used for all DOR-identified potentially fraudulent filers (e.g., not just respondent-identified questionable or bad identities)? 


12. Does the respondent identity confirmation solution enable DOR to fully adjudicate all questionable identities by June 30 if the questionable identities were submitted timely (e.g., a timely return)? 


2.4.2.3 An investigative tool that provides for a select group of DOR employees to access a large set of data about an individual for investigative purposes.

1. Does the respondent provide a web-based tool that is secured to DOR security standards (see Section 2.4.3) for DOR investigative staff to use to research identities?


2. Does the respondent provide training to DOR investigative staff on how to use the web-based tool for fraud investigations? 


3. Does the respondent provide professional services to assist DOR investigative staff to use respondent-provided data in a criminal or civil investigation as part of the service offering (e.g., at no additional cost)? 


4. Does the tool provide data such as potential aliases; other Social Security numbers used, address history; spouse, children, or partner identification; and other identifying data? 


2.4.2.4 The respondent-provided solution shall include a modeling or simulation tool that enables DOR to simulate changes on existing data. 

1. Does the respondent provide a simulation tool that enables nontechnical DOR personnel to simulate the affects of configurations changes on existing data sets?


2. Does the respondent provide training on the proper use of the simulation tool? 


2.4.2.5 Does the respondent provide a technical program manager and a backup for initial implementation and for DOR service management employees to contact if there is a problem or perceived problem with the solution? 


2.4.2.6 Draft Service Level Agreement (SLA) 

1. Use Attachment I – Service Level Agreement Template when submitting the proposed SLA’s.


2.4.2.7 Integration and Interfacing

1. Describe how the respondent will integrate/interface with DOR’s current investigative solution and host system created under the terms and conditions of a professional services contract. 


2. Provide examples of the reports outlined in section 1.4.1, number 8 of the Summary Scope of Work.



2.4.2.8 The successful bidder will provide flexible service offerings with pricing broken down to the service level.

1. Does the respondent provide a la carte services?


2. Does the respondent service and pricing process allow for limited exceptions to the primary process to allow for DOR’s business needs? 


3. Does the respondent provide updates to the identity confirmation service to accommodate new technology, new fraud trends, or new methods at no additional cost to the State? 


2.4.3 Technical Requirements

The respondent shall describe how the proposed solution satisfies the following technical requirements:

2.4.3.1 Architecture Requirements 

1. Submit a Voluntary Product Accessibility Template if already available or complete the Assistive Technology Compliance Evaluation Form (see Attachment J).  Submitting it as an attachment with the RFP.
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2.4.3.2 Change Control Process

1. Provide a description of the change control process including any forms.


2.4.3.3 Escrow

1. Confirm ability to provide a copy of the source code to the State. 


2. The respondent must identify the escrow vendor.


2.4.3.4 Maintenance

1. Describe how maintenance will be applied to the solution. 


2. How many standard software patches or releases does the respondent plan on in a year? 


3. What is the respondent’s frequency of applying security patches and factory test and (GA) release schedule? 


2.4.3.5 Migration Plan

1. Provide a plan for migrating the data from the current system to the new solution. The plan must include an expected timeframe. 


2. Provide any assumptions that are being made to accomplish this plan.


2.4.3.6 Ownership of Data

1. Verify that any data provided by or for the State remains the property of the State and may not be marketed or sold without the express written consent of the State.


2.4.3.7 State’s Responsibilities

1. The respondent must provide what it believes will be required from the State to successfully develop, customize, and maintain the application. 


2. Provide the level of the resource and the estimated number of hours or percentage of its availability. Hardware and software that is not specifically identified in the Hardware/Software Requirements section should be provided here. 

 
2.4.3.8 Upgrade Costs

1. What is the respondent change control process?


2. What documentation or requirements will be needed by the Department for a change request? 


3. What are the terms and conditions surrounding the respondent change control process? 



2.4.3.9 Solution Compatibility

1. Describe your company’s technology stack.
A. Describe the operating environment hardware required for your company’s solution.


B. Describe the operating system software the solution utilizes. 


C. Specify the software version and any required class libraries, such as .NET or Java. 


D. Describe database-specific software and version, such as Oracle or SQL databases. 


E. Specify the browsers and versions in use. 


2. Specify whether your solution has special consideration pursuant to virus scanning. If so, specify the consideration.


2.4.3.10 Support Requirements

1. Specify your company’s standard process for problem resolution, including standard response times.


2. Specify the escalation process if the standard resolution process cannot resolve an issue. 


3. Specify anticipated DOR internal support time commitment for system upkeep, such as apply monthly OS patches, EOD backups, etc., to be. 


2.4.3.11 Disaster Recovery Environment

1. Can DOR self insure for disaster recovery, or is it recommend a respondent-certified hot site?


2. If the respondent solution recommends a hot site, please provide contact information. 


2.4.3.12 Test Environment (DOR must maintain a separate and sterile test system.)

1. Describe the recommended test environment.


2. Is your company’s solution test environment sterile and parallel? If not, provide the recommended hardware, software, and licensing requirements to make it sterile and parallel. 


2.4.4 Security Requirements

1. Provide evidence of compliance with NIST SP 800-53 and IRS PUB 1075. Evidence shall include the report of the respondent’s self assessment of information technology (IT) assets, processes, practices, and facilities against security criteria from aforementioned documents. The first of these self assessments shall be provided with the RFP response. This assessment should be qualitative in nature. The respondent should review the aforementioned publications and provide their compliance with each point.


2. Describe how the proposed solution provides its own data security. 


3. Acknowledges that the information DOR provides may include personally identifiable information and it is the respondent’s obligation to keep all such accessed information confidential and secure. Accordingly, the respondent shall purge all information received from DOR at the end of the calendar year in which the data was received, provided that DOR may extend such period if and solely to the extent such information is retained thereafter in archival form to assist DOR in performing statistical analysis required for DOR’s legal or regulatory compliance efforts. 


4. Please certify that the data processed during the performance of this contract will be completely purged from all data storage components of the respondent’s computer facility at the end of the calendar year in which the data was received. 


5. Please certify Please certify that any confidential taxpayer information and data remaining in any storage component pending such purge will be safeguarded to prevent unauthorized disclosures. 



Attachment F – Technical Proposal, 

Page 9 of 9

