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A.	Overview
This attachment describes the scope of work for the EBT project that will be completed by the successful Respondent. By submitting a proposal, the Respondent (hereinafter referred to as “Contractor”) warrants that it has read, understood, and can perform each of the listed tasks and will provide all of the deliverables required by this RFP. 
The goal of DFR is to implement a new EBT system while maintaining the current EBT system functionality. The new EBT system must include all specifications listed in this RFP.
The State envisions the EBT project consisting of six generally sequential phases:
1. Initiation
2. Design
3. Development
4. Transition-In and Implementation
5. Ongoing Operations
6. End-of Contract Transition 
The tasks and deliverables for each of the six phases are specified below. Project phases, activities, and tasks are anticipated to overlap where necessary.
A description of optional items is also included.   Respondents are requested to address optional items in their Technical Proposal and to provide additional pricing, as appropriate.  Optional items will be excluded from the technical and price evaluation and will be for information only.
The Contractor must provide all drafts and final versions of required documentation and deliverables, electronically in formats and software specified by DFR.  Additionally, the Contractor must provide three (3) final hard copies of all documentation and deliverables for each phase to DFR.  All documentation and deliverables are subject to State and Federal (where required) review and approval. 
The Contractor must deliver the draft documents to DFR in sufficient time to allow for a sixty (60) calendar day comment period.  DFR will coordinate the review of documentation and deliverables with other offices and agencies and provide comments to the Contractor within 60 calendar days from receipt of each draft document. The Contractor must incorporate all revisions and deliver the final document within 10 business days of receipt.  After the incorporation of comments, copies of the final draft documentation must be provided by the Contractor for follow up review and approval. Final documentation must be provided by the Contractor following revision approval by DFR.
All deliverables must include a revision history and be continually updated throughout the life of the Contract for all program modifications (system, policy, and business processes) and system enhancements.
The Contractor’s project schedule must clearly identify a due date for each deliverable identified in this statement of work. 
B.	Background
The Supplemental Nutrition Assistance Program (SNAP) is a food assistance program administered by the Food and Nutrition Service (FNS) of the U.S. Department of Agriculture (USDA). FNS sets national SNAP policies and authorizes/approves food retailers to accept program benefits. Although administered by FNS, the program is operated by the State.
Temporary Assistance for Needy Families (TANF) is a cash assistance program that replaced Aid to Families with Dependent Children (AFDC), and is also administered by the State.
Administration of both programs is housed within the Indiana Division of Family Resources (DFR). The programs are administered separately, but share the same eligibility and benefit issuance system, the Indiana Client Eligibility System (ICES). 
SNAP and TANF benefits have been issued via EBT since 2002. The Indiana EBT card is known as the “Hoosier Works” card. As a food assistance program, the SNAP benefits are restricted to the purchase of eligible food items in authorized food retail locations. Cash benefits are currently accessed at Automated Teller Machines (ATMs) and POS devices. At POS locations where cash may be accessed, clients may receive cash withdrawals, cash back with purchase, or cash purchases, subject to retailer policies and restrictions. Unlike SNAP benefits, there are no restrictions on the items that may be purchased from cash benefits; however, c Indiana law IC 12-13-14-4.5  restricts cardholders from accessing TANF benefits at the following locations:
•	Liquor stores 
•	Bars 
•	Nightclubs 
•	Private clubs and lodges (Knights of Columbus, Veterans of Foreign Wars, Elks, etc.) 
•	Casinos 
•	Horse racing tracks 
•	Off-track betting parlors 
•	Bingo halls 
•	Gun stores 
•	Adult entertainment establishments
A person who withdraws TANF benefits at these locations can be convicted of a Class C misdemeanor and can be jailed for up to sixty (60) days and can be fined up to five hundred dollars ($500). 
JPMorgan Chase operates the current EBT system for the State of Indiana. They provide project management, system account management, processing services, EBT transaction switching services, settlement and reconciliation services, client customer service, EBT-only Point-of-Sale (POS) terminal driving and retailer management. Fiserv provides card production services, as a subcontractor to JPMorgan Chase.
ICES is the system used by local offices to determine client eligibility for SNAP and/or TANF, and to issue benefits. A 12-digit Recipient Identification Number (RID) for each cardholder is generated by ICES as the unique account identifier. Twice each day, at approximately 11:15 AM and 11:59PM (ET), account and benefit files are transmitted via batch to the EBT host, which adds/updates the EBT databases accordingly, and returns, via batch, confirmation and exception files.  Because of the effort and expense that would be required by the State to change interfaces, the successful Respondent will be required to use the existing interface designs currently in production to the greatest extent possible.  (See Bidder’s Library for a description of the current files and file formats).  Other daily and monthly files and reports, including settlement reports, are transmitted overnight via batch to ICES.
*While the current ICES/EBT interface is batch, the State is strongly considering implementing a host-host interface. The successful Respondent will be required to support this interface, and to transition from the batch system with no interruption in services. This effort is included as an option item in Attachment H – Scope of Work. 
*DFR is beginning a review aimed at upgrading and/or replacing the ICES system. This will be a multi-year effort, with completion anticipated in 2016. The successful Respondent must be capable of supporting any interface requirements for the new system, and for working with the State, as applicable, during the transition interval as it relates to EBT. 
The EBT web based Administrative Terminal (“Web Admin”) provided by the current Contractor reflects real-time information, and is utilized by the majority of eligibility specialists State-wide for inquiry (information) access only. Eligibility Specialists State-wide who have access to the EBT Administrative terminal are not limited to State Staff but also include subcontractors.  The Respondent should be aware that State-contracted staff must be allowed access to EBT system to access information. Limited update functions are granted to small number of FSSA State Eligibility Managers.  Full update, testing, and security administration access is held only by a limited number of EBT Central office staff members located at DFR Executive Office.  No county or subcontractor staff members have full administrative access. 
While auxiliary benefits may be issued at any time, SNAP monthly benefits are issued and become available over the first ten (10) calendar days of the month based on the first initial of the client’s last name. All TANF monthly benefits are issued and become available on the first calendar day of the month. All benefits (both SNAP and TANF) become available at before 6 AM (ET) on the availability date. 
*DFR is considering extending the SNAP issuance to fifteen (15) or twenty (20) days, versus the current ten (10) day schedule. While no decision has yet been, the successful Respondent must be capable of accommodating this new schedule at no additional cost to the State. There are no changes contemplated for the TANF issuance schedule.
The State does not issue any cards over-the-counter; all cards are mailed by the EBT processor (or its subcontractor). Card requests (for new or replacement cards, either via batch from ICES, through the Admin Terminal, or client customer service) received before 11:15 AM (ET) are mailed the same day; requests received after this time are mailed the following business day.
All client replacement card requests must be initiated through the IVR. In some cases, DFR will request a replacement card on the client’s behalf via the Admin Terminal. In some cases, as determined solely by the State, replacement cards may have to be expedited, at no additional cost to the State.
The first replacement card issued each calendar year is issued without charge to the cardholder. Clients may be charged $2.00 for additional replacement cards within a given calendar year, with the fee accruing to the EBT processor.  If no funds are available to cover card replacement costs, cards will nonetheless be issued and fees will be removed from the client’s account when/if benefits become available. The State has, and will retain, the discretion to waive the fee at any time. 
The first ATM cash withdrawal in a given month is free to the client; the 2nd thru 12th withdrawals are assessed a fee of $1.25 each (deducted from the client’s available cash balance); withdrawals exceeding 12 per month are free.  In addition, clients are liable for 100% of the ATM surcharge fee.  Contractor designated and specifically designated “in-network” ATM’s do not have ATM surcharges.
On-shore client customer service is provided 24x7, 365 days a year in English and Spanish. Customer service is provided by a mixture of IVR and live representative support. All IVR and CSR scripts, and all client training materials are approved by DFR prior to being used, and are provided in English and Spanish.
All PINs (new and changed) are selected via the Customer Service IVR and or the client web site. PIN mailers and POS PIN devices are not used.
Financial reports to support balancing and reconciliation are provided daily, as part of the overnight reporting schedule. The State performs a wire transfer each day, to reimburse the EBT processor for the previous day’s cash (TANF) disbursement; wire transfers for weekend cash activity are performed on the first business day (usually Monday) of the following week. The EBT processor performs a daily “draw-down” via ASAP for the SNAP reimbursement.
1.0	Project Initiation Phase
The following tasks and deliverables are applicable to the initiation of the EBT project: 
1.1	Kick-Off Meeting
The Contractor and DFR will conduct a kick-off meeting within five (5) working days after contract execution. During the kick off meeting, the Contractor and DFR will discuss the details of the project plan including the project schedule.
1.2	Updated Project Schedule
The Project schedule submitted with the Contractor’s Proposal must be updated and submitted in electronic and hard copy format to the DFR Project Manager for approval within thirty (30) calendar days of the work start date. After DFR approval, the revised Project schedule will become the Contractor’s baseline to fulfill the Contract. 
The Contractor must use Microsoft Project as the automated Project Management tool for the maintenance and presentation of the Project schedule during the Project. All project plan deliverables must be provided in MS Project and in .PDF file formats.
All deliverables as well as activities required in the FNS Transition Guide (see Bidder’s Library) must be included in the overall project schedule. The project schedule must identify all critical path and dependency tasks and milestones, as well as delineate the responsibilities of the Contractor, its subcontractors, DFR, and other involved entities.
The Project schedule must be formally updated in conjunction with  the Project’s bi-weekly reporting requirements..
1.3	Project Schedule Baseline
The Project Schedule Baseline will be established in the early stages of the Project. Once established, the baseline will only be modified through the change management process. The approved baseline will be used for all Project metrics reported on a regular status reporting schedule.
1.4	Communication Plan
The Contractor must develop a Communication Plan that ensures timely and appropriate generation, collection, and dissemination of Project information under the direction of DFR. The Communication Plan must at a minimum include the following:
· Project team roles and responsibilities;
· Communication channels (diagram format);
· Communication protocols and procedures for reporting project issues  to DFR stakeholders; 
· Communication deliverables.
All materials generated as a result of the Communication plan must be delivered to DFR upon system acceptance.
1.5	Change Management Plan
The Contractor must work with DFR to develop a Change Management Plan that establishes the change management roles and responsibilities, policies, guidelines, processes, and procedures necessary for controlling and managing the changes during the life of the Project. The Change Management Plan must include the use of a change management tool for changes made to the existing production system during project implementation, thus ensuring the system incorporates all applicable changes at the time of deployment.
1.5.1 Change Control Process
The Contractor must work with DFR to provide a change control process within the Change Management Plan. Change control is the formal process for identifying the impact of any change or correction that modifies scope, deliverables, timeframes, or resource allocations. It also determines the disposition of the requested change or correction. The Change Control Process could be initiated by events such as the following:
· Legislative changes in State or Federal legislation;
· DFR changes in business processes or policies;
· New business requirements;
· Project Plan modifications.
The Contractor must follow a DFR approved Change Control Process that:
· Spans the entire Project life cycle;
· Provides a clear scope of what is included and excluded from each change order request;
· Delineates the system downtime required to implement any change(s),when applicable;
· Requires the successful completion of regression testing before the implementation of the change;
· Incorporates multiple levels of priority for change orders (e.g., critical, must-have, desired, etc.); 
· Supports the change control process by estimating impacts, investigating solutions, identifying alternatives,  updating information in Project tracking tools, participating in decisions-, and implementing the agreed upon solution.
1.5.2 Contractor Support
The Contractor must provide up to 2,500 work hours of system modifications and/or changes over the life of the contract at no additional cost to the State. The Change Management process must be used to define and track effort applicable to the 2,500 hours. Effort exceeding the 2,500 hours will be negotiated as part of the Change Order process, and must be priced as indicated in Attachment C.
1.6	Configuration Control Planning and Execution
The Contractor must develop a Configuration Control Plan that addresses the proposed methodology and tools for managing configuration control throughout the project. At a minimum, the methodology must include:
· Decision and communication processes required before configuration changes can be made; 
· Technical and security architecture, including:
· Server - physical and logical hardware, environments, capacities, and performance specifications;
· Networking equipment and schema;
· Software, including system/operational/utility/diagnostic, and application; and
· Database.
· Version/release numbers of all proposed software and schedules for the implementation of all architecture components.
The Contractor must execute the Configuration Control Plan throughout the project. Any deviation from this plan must be approved in writing by the State prior to the change.
1.7	Project Status Reports and Meetings
During each project phase, the Contractor must meet with DFR and provide written status reports every two (2) weeks or as otherwise negotiated. The status reports are due to the State two (2) business days prior to the bi-weekly meeting (excluding State holidays) and must provide status information on all planned, ongoing, and completed Project activities. At minimum Status reports must contain descriptions of the following:
· Minutes from the previous status meeting; 
· An updated Gantt chart, along with a copy of the corresponding Project work plan files (in both MS Project and .PDF file formats) on electronic media as mutually agreed upon by the State and the Contractor;
· Status reports of currently planned tasks, specifically identifying tasks which may have fallen behind schedule as well as plan to get these tasks back on schedule;
· Issues encountered, proposed resolutions and actual resolutions;
· Test results when applicable;
· A Problem Tracking Report;
· Identification of risks and mitigation;
· Anticipated tasks to be completed in the next reporting period;
· Task and deliverable status, with the percentage of complete tasks as well as an “ahead-or-behind” schedule for remaining tasks and milestones;
· Proposed changes when applicable to the Project Work Breakdown Structure (WBS) and Project schedule;
· Identification of Contractor project staff assigned to specific activities;
· Planned absence of key personnel and their expected return date;
· Modification of any known key staffing changes; and
· System integration activities.
The Contractor's proposed format and level of detail for the status report will be subject to State approval.
2.0	Design Phase
The Project design is based on the requirements specified in this RFP.  During the Design Phase the Contractor is responsible for preparation of the project deliverables listed below.  The Contractor and DFR must agree on the format and content to be included in each deliverable prior to submission.
Development Phase activities may be performed concurrently with the Design Phase.
2.1	Review, Validate, and Refine Requirements
The Contractor must thoroughly review, validate, and refine, all requirements specified in this RFP as necessary. In addition, the Contractor must work with State staff to fully understand the scope, purpose, and implications of each requirement.
The Contractor must conduct Joint Application Design (JAD) sessions to finalize requirements and to ensure that responses to all RFP requirements are acceptable to DFR. The Contractor must thoroughly review all appropriate State and Federal regulations and policies. Additionally, the Contractor must ensure that the EBT system adheres to all applicable State of Indiana, FSSA and Information Technology (IT) Policies and Security Standards. 
2.2	Deliverables
2.2.1 Systems Requirements Specification Document (RSD)
The Contractor must develop and maintain a System Requirements Specification Document. This document must include system functional and non-functional requirements (e.g., quality attributes, legal and regulatory requirements, standards, performance requirements, and design constraints). The requirements covered in this RFP are the base requirements which must be further refined to arrive at the detailed design. SRS requirements must be tracked throughout the system development life cycle. Detailed requirements must be traceable back to the requirements specified in the RFP.
The specification for each requirement should include a means of measuring to demonstrate that the requirement has been satisfied. The Contractor will review RFP requirements, validate them, and identify how and where the requirements are met. Additionally, the RSD must include:
· A cross-walk or map of each RFP requirement;
· A listing of any open change orders,
· Any requirements subsequently identified in JAD sessions related to all functions and processes; and
· Identification of all internal and external interfaces.
2.2.2 Interface Control Document (ICD) 
The ICD must describe all internal and external interfaces and define the business rules for the data exchange between the State and Contractor, telecommunications and security for exchanging data, transmission schedules, file formats and data content, and data transmission for card issuance.
2.2.3 Traceability Matrix
The Contractor must develop a traceability matrix to track all requirements specified in the Detailed System Design Document. Requirements must be tracked through each stage of the development life cycle from specification through production deployment.  Requirements must be stored in a requirements management repository, which must report each specific requirement based on its type or attribute. A detailed listing of all requirements must also be included. The matrix and repository must be contained in one tracking tool. The matrix and the repository will be used throughout the Project to assure that the design, development, test, and final production system meet the specified requirements.
2.2.4 Functional Design Document
The Functional System Design Document must provide a general description of the system design components required to address the system’s functional requirements. This document must have a high level description of the Contractor’s systems and services.
2.2.5 Detailed System Design Document
The Detailed System Design Document provides detailed descriptions of the total system configuration including: hardware, functionality, data elements, file layouts, process flows, interfaces, reporting, transaction processing, the Administrative System, settlement and reconciliation, customer service, cardholder account maintenance, card /PIN issuance, and complete system security.
2.2.6 System Test Plans
System Test Plans are to be developed to define the test purpose, test scripts, methodology, and environment. The Contractor must develop test plans for a Functional Demonstration, Interface Test, System Acceptance Test, Performance (Stress) Test, Network Performance Test, Regression Test, Transition Test, and Interactive Voice Response (IVR) Tests. The Test Plans must also include a Life Cycle Testing component to ensure that proper testing is conducted prior to changes being introduced into an interoperable production environment over the life of the Contract.
The Test Plan must include problem resolution and escalation procedures that define how DFR will report system and operational problems to the Contractor in acceptance testing and on-going operations, how these problems are resolved, and how resolution is reported to DFR. The procedures must include a priority scheme for identifying the relevant severity of the problem and the anticipated timeframe for resolution.
The Contractor must provide draft and final acceptance test plans with accompanying scripts for use in System Acceptance testing. State and Federal staff will complete System Acceptance testing prior to conversion to the new system. The plan must address all system components described in the Detailed System Design Document including:
· POS transaction processing and equipment;
· Interoperable transaction processing;
· Interface file- editing and processing;
· Account set-up and benefit posting;
· Settlement and reconciliation;
· IVR and Customer Service functionality for cardholders and retailer/merchants;
· State Administrative System application and functionality; and
· Reporting.
DFR also requires  quality assurance (QA) and regression testing be performed on any and all changes made to coding and programs during acceptance testing and throughout the Operations Phase. The Contractor must ensure that changes are thoroughly tested end-to-end for impact on other system components, applications, and functionality prior to deployment. The test environment will operate under the same system requirements as the production system. The test plan must address the nature and extent of integration testing that is to occur to ensure that all systems properly interface with each other and operate as designed. QA and regression test results must be provided to DFR for approval prior to deployment.
2.2.7 Data Conversion Plan
The Contractor must create a conversion plan that establishes the conversion environment and outlines strategies for the automated conversion of data. At a minimum, the data conversion plan must:
· Identify how the conversion requirements will be confirmed and refined;
· Map the data elements in the current system;
· Identify the Contractor’s approach for data conversion;
· Create  a schedule for conversion activities; 
· Keep the data conversion consistent with the implementation schedule, and 
· Describe the process for data protection, integrity and confidentiality throughout the conversion process. 
The Contractor will not be permitted to take or transmit any real data off-site for testing, cleansing, or any other processing.
2.2.8 Transition Plan
The Transition Plan must include detailed steps and procedures to assist DFR, cardholders, acquirers/third party processors (TPPs), and retailer/merchants in a smooth and logical transition to the new system operating platforms and services. Smooth transition requires  a minimal disruption of benefit access or redemption by cardholders. The Contractor must detail how it plans to interface with the current provider to transfer data during the transition.
The plan must provide a detailed time line for coordination and completion of the system conversion, testing, and services transition, including:
· A description of the overall approach.
· The order in which the transition activities will occur.
· Tasks to be performed.
· The parties responsible for performing each task.
· A back-up plan if any or all of the transition activities are delayed.
· EBT card and PIN replacement and reissuance.
· State, client, and retailer training.
· Client notification of database conversion outage if the state opts to do this.
· Two retailer notifications of database conversion outage.
· Retailer management, including retailer agreements, TPP certification, and equipment deployment.
· Selection of an appropriate date and timeframe for database conversion, including an appropriate backup date. 
· Testing procedures, verification and validation of the migration process.
· Customer service.
· Quality assurance checkpoints and critical paths.

·  The plan must identify a process for sending two separate files of individual transaction data for the ALERT report to FNS for the conversion month (one from the incumbent Contractor for transactions occurring before the conversion date and one from the new Contractor for transactions occurring after the conversion date).
In accordance with FNS guidelines (see Bidder’s Library) a minimum of two (2) complete conversion tests must be run prior to conversion. 
The Transition Plan must be approved by DFR and FNS.
2.2.9 EBT Processor Interface Specifications 
The Contractor must develop an EBT Processor Interface Specifications document to provide the financial transaction exchange with EFT institutions, Third Party Processor Networks, and EBT-only retailers/merchants. The Contractor must certify all acquirer’s software and systems prior to processing transactions on their EBT Administrative System.
2.2.10 Retailer/Merchant Acquirers/TPP Conversion Management Plan 
The Retailer/Merchant Acquirer/TPP Management Plan describes the Contractor’s methods for retailer/merchant recruitment and marketing, execution of required agreements by all parties, EBT-only POS deployment, and ongoing support services. The document must include:
· Retailer/Merchant marketing and recruitment activities;
· Farmer’s market/roadside stands/food cooperatives marketing;
· Materials and recruitment activities;
· Retailer/Merchant conversion;
· Retailer/Merchant and Acquirer/TPP agreements. At a minimum, the agreements must include information relating to:
· equipment ownership;
· handling and maintenance; 
· procedures and policies for participation and withdrawal from the EBT program; 
· compliance with all program requirements including treatment of SNAP clients; 
· delineation of liabilities during system downtime; 
· the responsibilities of each party using manual vouchers.  
· Acquirer/TPP certification standards and process;
· POS equipment that will be deployed when applicable,;
· Onsite POS equipment testing;
· A plan to send at least two retailer notices regarding the database conversion and outage;
· Customer service that will be provided to all retailer/merchants;
· Ongoing support services for Retailers/Merchants who use a TPP and are unable to resolve issues with their TPP pertaining to EBT.  DFR will report complaints to the Contractor if the TPP is unable to resolve the issue. The Contractor will work with the TPP to investigate the problem and provide a report to DFR on the outcome within 10 business days of the complaint; and
· Methods for retailer/merchant training and the training materials being used.
Retailers must be able to participate in the EBT program at no costs to themselves if they would like to do so. In such cases, the Contractor must provide POS terminals which accommodate EBT transactions only, as well as all supplies, telecommunications, and other required infrastructure. Retailers may be held liable for damages to the POS, as well as for lost and stolen terminals.
2.2.11 Acquirer/TPP and POS Certification Standards
The Contractor must develop standards for certifying pre-existing commercial equipment and acquirers/TPPs. Certification standards must comply with the Quest® Operating Rules and the EBT messaging standards promulgated by the American National Standards Institute (ANSI) based on International Standards Organization (ISO) Technical Standards.
2.2.12 Disaster Plan
The Contractor must develop a contingency plan in the event of a disaster. The plan must be developed after negotiation with the State regarding the types and extent of disasters that need to be addressed. The Disaster Plan must be submitted as part of the Transition Plan referenced above.
2.2.13 Back-Up and Recovery Plans
The Contractor must also provide a Back-Up and Recovery Plan for the EBT system. The plan must include an evaluation of the types of service interruptions that may impact the EBT system’s operations and therefore require the use of a backup and recovery process. At a minimum, the Contractor must detail the steps to be taken to survive and recover from each potential interruption type. The plan must include provisions to ensure that benefits continue to be accessible to cardholders. In addition, the Contractor must outline the resources committed to each proposed contingency plan (i.e., people, systems, telephone lines, and operation sites) and indicate whether the contingency plan has been tested under real or simulated conditions. 
2.2.14 Training Materials
The Contractor must design, develop, and submit the below draft training materials in English and Spanish. Client training materials must have both English and Spanish versions combined into one document (front/back). The materials must be approved by DFR and meet the household training requirements in 7CFR 274.2(e). :
· Cardholder Training Pamphlet;
· EBT Card Mailer;
· Retailer/Merchant POS User’s Manual; and
· Administrative System Train-the-Trainer Manual.
2.3	Other Design Considerations
2.3.1 Additional Transactions
In addition, the transactions listed below must also accommodate and supplement the transaction types listed in Attachment J entry 7.1, system design. 
2.3.1.1  Refunds
The Contractor’s process must meet the real-time requirements described for refunds below.  The Contractor must update its host database with transaction activity on a real-time basis.  Offerors are required to describe in their technical proposals the methods by which they update transaction activity on their host databases. Transaction authorization requires that:
· the merchant has a valid FNS authorization number (for SNAP transactions);
· the card number (PAN) is verified and the card is active;
· the number of consecutive failed PIN tries has not been exceeded;  
· the PIN is verified as being correct;
· the account is active; and
· for debit transactions, the EBT account holds a sufficient balance to satisfy the transaction request; or
· for refund transactions, a benefit record exists so that the transaction can be properly posted. 

If any one of the above conditions is not met, the Contractor must deny the transaction.  The Contractor must ensure that cardholder benefit accounts are not overdrawn and must assume all liability if an account overdraft occurs.  The system must return a message to the retailer/provider indicating the reason for denial (e.g., invalid PAN, invalid PIN, insuffcient funds, return exceeds benefit authorization, etc.).  The Contractor must also provide a summary report of denied transactions.  
[bookmark: _Toc38177565][bookmark: _Toc38177656][bookmark: _Toc43699019][bookmark: _Toc46042540][bookmark: _Toc46139659][bookmark: _Toc49160995][bookmark: _Toc49161815][bookmark: _Toc57438427]2.3.1.2 SNAP Merchandise Return

[bookmark: _Toc57438433]The Contractor must provide FNS authorized retailers with functionality to process POS SNAP refund transactions.  The Contractor must confirm, in real-time, that there is an existing benefit linked to that account, otherwise the transaction must be denied.  The State prefers that the Contractor also have in place a process to return funds to each individual benefit so that the total value of each benefit does not exceed its original value, and that the value of the refund does not exceed the total value of benefits previously debited.  A transaction amount limit, as well as monthly limits on the total number and value of refunds, may be placed on the SNAP refund transactions by the State, as defined by the State in the detail design. The transaction must only be applied to the cardholder SNAP account.  
2.3.1.3 Voucher Clear 
All vouchers must be cleared by converting the voucher transaction into an electronic transaction. If the authorized retailer has a POS device, the retailer will convert the manual transaction to an electronic transaction for transmission to the Contractor when the POS device is again able to communicate with the EBT Host.  EBT-only devices must be able to accept voucher clear transactions for all state BINs.  The EBT Contractor must route these transactions to the cardholder’s State processor and settle funds to the retailer, in the same manner as any real-time interoperable transaction.  The Contractor must accept process and settle electronic voucher clear transactions from all sources, including those originating from Out of State retailers. 
The Contractor  must provide a means for clearing vouchers for those authorized retailers who do not have a POS device; such systems  must conform to the requirements described above. 
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Retailers  who use a Third Party Processor (TPP)  must have the option to electronically store a SNAP transaction and forward it for authorization at a future time, provided the retailer's equipment is capable of storing a cardholder's encrypted PIN.  SNAP store and forward transactions are processed at the retailer's risk.  The transaction will be denied if there are insufficient funds at the time the transaction is forwarded. 
However, retailers may opt to use the one-step process described at 7 CFR 274.12(m) to collect the remaining balance.  If the retailer and/or TPP have been authorized to use the process and the store and forward transaction is properly identified as such, the Contractor must process the transaction and return the available balance, if any, using the single transaction method described in the X9.58-2007 standards and subsequent corrections.  At State discretion, a length of time after database conversion may be allowed for implementation of this process.
		2.3.1.5 Key-entered Transactions
The Contractor must accept and process EBT transactions where the card number (PAN) has been manually entered (key-entered) into the POS device. Transactions may be key-entered at times when a card presented by a client is damaged and/or the POS device is unable to accurately read the magnetic stripe. The validation of the client’s PIN is still required on key-entered transactions. If a PIN pad is defective or for other reasons a PIN does not accompany the transaction to the EBT host for processing, the Contractor must deny the transaction. 
The Contractor must adopt other security measures to prevent client and retailer abuse/misuse of the key-entry feature. The Contractor must ensure that the PAN printed on the transaction receipt is truncated, and the Contractor must be able to selectively disable or deny the capability of an EBT-only POS device from completing key-entered transactions. The Contractor shall track key-entered transactions by card number and by retailer site. The Contractor must propose procedures for responding to client reports of malfunctioning or defective equipment at retailer sites, including both EBT-only POS devices and retailer- owned devices.
		2.3.1.6 Representment
The Contractor must ensure that a manual purchase system is available for use during times when the EBT system is inaccessible, as described below.

When a manual transaction occurs due to the inaccessibility of the host computer and the transaction is rejected because insufficient funds are available in a household's account, the State permits the re-presentation of the transaction during subsequent months. Re-presentation is only allowed under the following conditions:
a) The manual transaction occurred because the host computer was down and authorization was obtained by the retailer for the transaction; or
b) The manual transaction occurred because telephone lines were down.
For all re-presentments, cardholder accounts shall be debited $50 in the first month and the greater of $10 or 10 percent of the allotment in subsequent months until the total balance owed is paid-in-full. If the monthly allotment is less than $50, the Contractor must debit the account for $10.

As part of retailer training, the Contractor  must  ensure that retailers are advised, that they must provide notice to households at the time of the manual transaction that re-presentation may occur if there are insufficient benefits in the account to cover the transaction. The statement must be printed on the paper voucher or on a separate sheet of paper. 

The State will l not accept liability under any circumstances for the over-issuance of benefits due to the utilization of manual vouchers, including those situations when the host computer is inaccessible or telecommunications lines are not functioning. The Contractor  isstrictly liable for manual transactions that result in excess deductions. from a household's account.
2.3.1.7 Other Exception Transactions
The ANSI X9.58-2007 standard has been updated to address new technology that eliminates the need to swipe the card or key-enter the card number (PAN) into the POS device.  This includes such innovations as identification by finger image (e.g., Pay-by-Touch) and Radio Frequency Identification (RFID) cards.  The Contractor must accept and process EBT transactions that contain the new codes, record the new transaction types as part of transaction history, and identify them to FNS as specified in the ALERT file instructions.
2.3.2 Other Design Requirements
2.3.2.1 Rejected ACH Settlements
ACH settlements, rejected due to inaccurate account information or closed accounts, must be researched by the Contractor and, when possible, corrected and re-sent to the retailer or Third Party Processor account.  The Contractor must return any funds to FNS that could not be settled to the retailer within 90 calendar days of the initial ACH.  If the responsibility for EBT-only acquiring is subcontracted, the subcontractor must also return any rejected settlement funds to FNS.  These funds must be returned to FNS within 10 calendar days after the end of the Federal Fiscal Quarter (FFQ) in which the unsettled funds met the 90 day resolution period. 
At a minimum, the Contractor must provide the following information to the State for each unsettled payment returned: transfer type (credit or debit), transfer method (ACH, wire transfer, etc.), STARS settlement date, total amount, Federal SNAP amount, additional attempted settlement date(s), retailer/TPP name, retailer’s last known address, and FNS retailer number if SNAP funds are involved.  Additional EBT Contractor contact information will also be required.
This policy is in the process of being finalized by FNS and is subject to change. When finalized, the processor will provide the service at no extra charge.
2.3.2.2 Financial Liability 
Federal Funds may not be drawn for over-issuances or transactions in excess of the authorized recipient benefit allotment. The Contractor will bear all liability for any losses resulting from errors or omissions including fraud and abuse on the part of the Contractor or its representatives or subcontractors. These liabilities must include, but are not limited to: 
· Any duplicate or erroneous postings to a client account. 

· Any losses from funds drawn from an account after the client notified the Contractor that the card had been lost or stolen. 

· Any losses from transactions performed with cards issued but not activated by the client and/or the Contractor. 

· Any damages or losses suffered by a Federal or State Agency due to negligence on the part of the Contractor. 

· Any loss of benefits caused by fraud or abuse by the Contractor or its representatives or subcontractors. 

2.3.2.3 Compliance Assistance

The  Contractor must advise, assist and appropriately act to aid the State in detection and investigations of abuses by stores, recipients or workers, including but not limited to, reporting unusual activity. This could entail cooperation with various authorities of the State and Federal agencies  who are responsible for compliance with laws and regulations surrounding the programs. Stores authorized by the Food and Nutrition Service to accept SNAP benefits may become subject to monitoring and investigations by the State, Retailer Investigations Branch, USDA OIG, IRS, Secret Service, or local police departments. Recipients are subject to investigation by State program authorities and occasionally others. The State must cooperate with Federal agencies to creating cases, provide cards, and information for investigation and  this will also impact the vendor. The State and Contractor will determine an orderly process for these responsibilities to be conveyed to the vendor. Access to information concerning these matters will be restricted both at the State and the vendor so that the investigations are not compromised. These requirements must be addressed in the design phase, tested as necessary in acceptance testing, and available at implementation.  Minimally, the following are necessary: 
· Creation of cases and cards to be used by investigators. 

· Posting benefit amounts to the investigative cases, possibly on an irregular basis as needed by the investigators. 

· Training, card issuance, and PIN selection for investigators using the cases. 

· Providing reports on the investigative cases showing the amounts funded to the cases and the transaction histories of the funds on a monthly basis. 

· Providing information from the system within 24 hours, as needed, for  for evidence. 

· Providing extract files, starting at implementation, of store transaction history on a regular basis to the Food and Nutrition Service. (See ALERT requirements for more information). 

· Retention of all records for a period of three (3) years or longer if notified. 
3.0	Development Phase
During the Development Phase, the Contractor must configure and test the EBT system according to the system and services specifications defined herein and in the JAD sessions.  The Contractor and DFR will agree on the format and contents to be included in each deliverable prior to the Contractor’s submittal of the first draft of any document.
3.1	Unit Testing
The Contractor must test all components (i.e. programs) as stand-alone entities. Unit testing ensures that a single component is resilient and will function correctly on a stand-alone basis (e.g. the modified component can take inputs and produce expected outputs).
3.2	System Testing
System and integration testing must be performed and validated on all components and functional areas of the Contractor’s EBT systems before delivery.
3.3	Functional Demonstration
The Functional Demonstration provides State and Federal representatives the opportunity to observe and analyze EBT system operations. The Contractor must prepare a report of the demonstration results including any system modifications that were identified. The Functional Demonstration must occur as early as possible, but no later than six (6) weeks prior to the System Acceptance Test to ensure the design is proceeding according to the requirements of this RFP.
3.4	Interface Tests
Interface Tests must be conducted between all State and Federal interfaces and the Contractor’s EBT system, as applicable, to ensure that all files transmitted are properly formatted, transmitted, received, edited, accepted, confirmed and processed according to design. These interfaces include Account Management Agent/Automated Standard Application for Payments (AMA/ASAP), Store Tracking and Redemption Subsystem (STARS), Anti-fraud Locator of EBT Retailer Transactions (ALERT) and ICES.
3.5	System Acceptance Test
The System Acceptance Test provides both State and Federal representatives the opportunity to test system functionality and ensure compliance with system design requirements. During the System Acceptance Test, testing participants must follow detailed test scripts developed by the Contractor and reviewed and approved by DFR. The tests and test scripts must cover all facets of the system's operations and test all of the system processing options and environmental conditions (e.g., POS hardware and communications failure and entry of erroneous data). This test must include: security, recovery, system controls, interoperability, interfaces, settlement (including multiple days), benefit aging processes, POS transaction processing, Administrative System functionality, reporting, account maintenance, and "what if" testing. In addition, as part of the System Acceptance Test, the Contractor must demonstrate the methods and processes for performing all daily reconciliation between DFR and Contractor.
The ad hoc or "what if" portion of the acceptance test provides the State and Federal representatives the opportunity to include various transaction sets and sequences that were not included in the test scripts and to challenge the system's operations and design.
The test environment, to the extent practical, must begin with a clean test database.
3.6	Regression Testing
Any changes to the application architecture/code as a result of “bug” fixes, enhancements or requirements changes must trigger Regression tests at the Unit as well as Integration/System levels. This must include running existing tests as well as writing and running new tests as required. The Contractor must work with DFR staff to make sure the testing is adequate but not excessive in order to avoid a negative impact on the Project schedules, time lines, or budgets.
3.7	Performance/Stress Test
This test must ensure that there is sufficient capacity within the Contractor’s EBT system to accommodate the projected transaction volumes. Test results from the stress test must be used by the Contractor to formulate a system capacity model to determine the appropriate hardware and software requirements and configuration.
The Performance Test may be included as part of the System Acceptance Test. As an option the Contractor may, use current production data to develop a system capacity model for the anticipated transaction volumes. Any data modeling must be approved by DFR.  The Contractor must provide a detailed description of data to be used, how the modeling will be performed, a comparison of the modeling method to be used with live production data, and how test results will be documented and reported to DFR if it anticipates the use of this option. Additionally, the test must be completed before or at the same time as Acceptance Testing. 
3.8	Network Performance Test
A network performance test must be conducted on the Contractor’s EBT system communication networks to ensure the network is capable of handling projected transaction volumes within the required response times and error thresholds. Additionally, the test must validate the secure transmission of data files, reporting and user access to the Contractor’s system environment.
3.9	Customer Service Interactive Voice Response (IVR) Test
The Contractor’s IVR must be tested to ensure the systems properly accepts, processes, and transfers EBT retailer/merchant and cardholder calls per requirements. The test must be conducted in the production environment with the activation of test cards and PIN selection for test accounts. To perform these transactions successfully the Contractor must validate the readiness of the IVR to link and perform transaction exchange with the Contractor’s system transaction processing environment. Further tests will be performed with call transfers and live operator interaction.
3.10	Data Conversion Test
The Contractor must complete the conversion process from the current EBT system to the new EBT system. The Data Conversion Test validates the conversion results, and the ability to perform test transactions against the converted database. The conversion test must include at least two (2) mock conversions of production data. Additionally, the data conversion test is used to obtain timings for conversion and validation of an operational conversion checklist. Test transactions performed against the converted database must include all cardholder transactions (e.g., POS and ATM) and Administrative System transactions (e.g. card replacement transactions). This test is to assure the converted database can perform all transactions prior to conversion. The Contractor must fully cooperate with the current provider to successfully convert required data, including but not limited to three (3) years of transaction history and account status information, from the current provider to the new EBT system.
3.11	Test Results Reports
The Contractor must provide a report describing the results of each test performed, as well as any additional retesting required. The test reports must describe the intended scope and results from the tests, any necessary system modifications and a timeframe for these modifications. The Contractor must submit test reports no later than two (2) weeks following the completion of each test being performed. Upon the completion and acceptance of all tests, the test results must be incorporated into the approved test plan.
3.12	Updates to Detail System Design
The Contractor must revise the Detailed System Design documents to reflect any system modifications identified and made as a result of testing. If revisions are required, the Contractor must submit the updated Detailed System Design no later than fourteen (14) calendar days following the completion of the modification. All updates to the Detailed System Design will be completed at no additional cost to the State.
3.13	Reports Manual
A Reports Manual describing all standard and State specific reports generated by the Contractor must be provided. The Reports Manual must also provide a description of the data files provided to DFR for internal report generation. At a minimum, the contractor must provide the following types of reports:
· FINANCIAL REPORTS
Financial audit reports are those reports needed by the State in order to account, reconcile and balance, and audit the EBT system processing and operations.

· ACCOUNT ACTIVITY REPORTS
The Contractor must provide daily Account Activity Reports reflecting all account actions received from the State via batch and/or on-line during an EBT processing day, or taken on behalf of the State by the Contractor (i.e., account expungements). The reports must provide detail on every transaction that impacts the EBT account balance. The reports must show the amount of the transaction (i.e., account action), type of transaction, date and time of transaction, and who originated the transaction (batch or on-line).

· TERMINAL ACTIVITY REPORTS
The Contractor must provide daily Terminal Activity Reports showing all transactions that will result in funds being moved (i.e., settled) to a retailer, third party processor, or ATM network. The report must list, at a minimum, the transaction type, amount, transaction date and type, settlement date, merchant and terminal identifier, and benefits impacted. The report must provide settlement totals for each entity for which funds will be moved, as well as suspense totals, if any, for transactions that will not be settled until the next processing
day. Suspense totals for transactions not being settled in the current business day should be reported by individual benefit types, and rolled up into the program types (i.e., SNAP and cash).

· CLEARING REPORTS
This report must provide  a summary of the total funds that are being settled for the processing day by program type (i.e., SNAP and cash), which require funding. This report must balance with the totals from the Terminal Activity Reports.

· DATABASE VALUE REPORT
This report must provide the value of the outstanding liability for unused benefits residing on the EBT system at the end of the processing day. Totals must be maintained by benefit type and rolled up into the program types. State totals must be reported by program type. The ending balance for the previous day must become the beginning balance for the current processing day. The ending balance for the current processing day must be reconciled by taking into account the beginning balance for the processing day (which is the ending balance from the previous day) and adding or subtracting as appropriate the account activity detailed from both the Terminal Activity and Account Activity Reports.

· SUPPORT REPORTS
Support Reports are those reports used by the State to control and account for activity taking place on the EBT system, such as card issuance, but are not specifically used in the financial settlement and reconciliation process.

· ADMINISTRATIVE ACTION REPORTS
The Contractor must provide a daily Administrative Action Report that lists all administrative actions attempted and completed either by the system or users logged onto the EBT system. The report must identify the transaction type and the EBT account affected. Administrative actions include changes to client, case, or account data (e.g., client name or address), account closure, and benefit expungements.

· CARD/PIN MAIL DATE REPORT
The Contractor must provide to the State a daily report showing when the card manufacturer placed new (initial) cards, replacement cards and PIN mailers into the mail.

· BATCH PROCESSING REPORTS
The Contractor must propose a standard set of Batch Processing Reports to be used by the Contractor and the State to ensure the complete and accurate transfer of data during batch processing. Of particular importance to the State is a report reflecting the confirmation of benefits posting and availability dates, and of unsuccessful file transmissions. The reports must include a Summary Report by file transmission that provides a confirmation for the processing of the batch file(s). The Summary Report must contain summary verification data, including the total number of records received in the batch and the number of records by record type (e.g., number of add, change, and delete records). The report must contain a summary of the processing of the transmission (i.e., number of records accepted and number of records rejected). 

· BATCH EXCEPTION REPORTS 
The Contractor must provide a Batch Exception Report for all batch files received by the State. Batch Exception Reports will contain a listing of all records received within a batch, which were not processed by the Contractor. Each record included on the exception report will have a corresponding reason code indicating the cause of the rejection. In particular, duplicate case exceptions must be clearly identified.

· ADMINISTRATIVE TERMINAL BENEFIT AUTHORIZATION REPORT
The Contractor must provide a report of all benefit authorizations that are added to the EBT system through the Administrative Terminal functionality. This audit report must include, at a minimum, the benefit amount, benefit type, and the User ID of the Administrative Terminal operator adding the benefit.

· MERCHANT VOUCHER REPORT
The Contractor must provide a daily report of all voice authorizations of SNAP transactions performed by retailers. The report must contain, at a minimum, the merchant name and FNS number, the transaction amount and type, the date and time, the client performing the transactions, and whether the merchant is a traditional or non-traditional merchant.

· MONTHLY OUT-OF-STATE ACTIVITY REPORT
The Contractor must provide a monthly report of all client transactions occurring outside of the State. 

· BENEFIT EXPUNGEMENT REPORTS
The Contractor must provide a report of clients who have not accessed their benefits for the last eleven (11) months and twelve (12) months. The Contractor must clearly identify the expungement category the EBT account is within and must have page breaks by caseworker within local office.	Comment by lbetzinger: Because of the RCC I think we should take this out.

· CARD ISSUANCE/RE-ISSUANCE REPORTS
The Contractor must provide audit and statistical reports of cards being issued and/or reissued to clients. Audit reports must provide detail data by card issued, such as reason for issuance (i.e., initial issuance or replacement for lost/stolen card), and how the card was issued (i.e., over the counter, mail, etc.). Statistical reports must provide data needed to manage the EBT program, such as the card reissue rate, the reasons for re-issuance, etc. The Contractor should suggest the statistical reports that will best help the State manage the card issuance process.

· TRANSACTION DENIAL SUMMARY REPORTS
The Contractor must provide a monthly statistical report that provides the number and percentage of client transactions denied and the reason for the denials (i.e., non-sufficient funds, invalid PIN, etc.)

· FRAUD REPORTS
The Contractor must recommend a set of Fraud Reports that will help the State manage and detect fraud within the Food Assistance Program. The reporting package must include information equivalent to the following:

	Report Name
	Frequency
	Description

	After Hours Transaction Report
	Monthly
	This report identifies transactions that were performed between the hours of 2:00 a.m. EST and 5:00 a.m. EST.  This report can be used by EBT staff and fraud investigators to assist in identifying possible misuse of the card.

	Benefit Aging Report
	Daily & Monthly
	The Benefit Aging Report lists recipients who have not accessed their benefits for State-defined benefit aging timelines.  The report identifies the aging category the case is within, and is sorted by caseworker within each office.  Details include the recipient number, benefit authorization number, program type, remaining benefit amount, last activity date/time, and total number of days inactive.


	Benefits Expunged Report
	Daily & Monthly 
	The Benefits Expunged Report lists details on all benefit authorizations and amounts that have been expunged from the system due to inactivity for a particular settlement date.  Details include the expungement date/time, recipient number, benefit authorization number, program type, primary cardholder name, and expunged amount.  A report summary shows expungement detail by program type.

	Even Dollar Transaction Report
	Monthly
	The Even Dollar Report identifies approved even-dollar-amount SNAP transactions over $100.00.  Any even-dollar SNAP transaction over the specified amount is on this report.  A statewide summary is provided at the end of the report.

	Exceeded PIN Attempts Report
	Monthly
	The Exceeded PIN Attempts Report contains a list of the accounts that exceed the State-selected number of four (4) invalid PINs before lockout during a day.  Only accounts that have cards locked due to invalid PIN attempts are on the report.

	Excessive Dollar Transaction Report
	Monthly
	The Excessive Dollar Transaction Report identifies retailers with at least five (5) approved SNAP transactions in a month in which the transaction amount equaled or exceeded $100.00.  When a retailer has at least 5 transactions in a month that meet the criteria, all such approved SNAP transactions for that retailer will be on the report for that month.  A statewide summary is provided at the end of the report.	Comment by lbetzinger: 

	Excessive Return Transaction Report
	Monthly
	The Excessive Return Transaction Report identifies approved SNAP Return transactions over $50.00.  Any SNAP Return transaction over the specified limit will appear on the report.  A summary for the entire State is provided at the end of the report.

	Full SNAP Balance Withdrawal Report
	Monthly
	The Full SNAP Balance Withdrawal Report identifies transactions in which the full authorized SNAP benefit amount is withdrawn in one transaction


	Manual Card Entry Report
	Monthly
	The Manual Card Entry Report lists approved SNAP transactions where the EBT card number was manually entered into the POS terminal, not swiped.  The report must include an indicator for any retailer or cardholder who appears on the report more than 5 times in the month.

	Multiple Transactions Within One Hour Report
	Monthly
	The Multiple Transactions Within One Hour Report lists multiple approved SNAP transactions made by the same card number within 1 hour of each other.  Any cardholder with multiple transactions within an hour will show up on this report.

	Transactions Attempted on Invalid Card Report
	Monthly
	The Transactions Attempted on Invalid Card Report identifies transactions performed using cards with a status other than active.  A summary for the entire State is provided at the end of the report.



The Contractor must also provide a data analysis tool for the State to monitor fraudulent EBT account activity.  This tool must track EBT accounts across a variety of reports to provide alerts for possible fraudulent retailer and cardholder activity.  For example, identifying cardholders who are on multiple fraud reports (i.e. multiple transactions during after hours, issued three or more replacement cards, and have even dollar amount transactions in one month).  Additionally, the Contractor must provide the state access to raw data for individual cardholders, retailers, transactions, and EBT administrative system users to use with other data sources, such as the States’ eligibility system data, to monitor fraudulent activity.
 The proposal must include a detailed description of the data analysis tool and how the tool will monitor real-time transaction activity of cardholders, retailers, and others to identify fraudulent activity.
The proposal must also include methods for identifying and preventing relocation and/or replication of government supplied equipment for the purpose of violating the program, and to monitor such abuses if they occur.

· HOST RESPONSE TIME REPORT
The Contractor must provide a monthly report providing a summary of Contractor Host response times within pre-established tiers for both client transactions (POS & ATM transactions) and for Administrative Terminal transactions. The report must be used to monitor the Contractor’s compliance with Contractor Host response times.

· STATISTICAL REPORTS
Statistical Reports assist with the management of the EBT System. The Contractor must also suggest, in addition to the reports detailed below, other Statistical Reports that will help with the management of the EBT system.

· MONTHLY UTILIZATION REPORTS
The Contractor must provide a report detailing the number and type of transactions performed from each EBT only terminal provided to SNAP retailers.

· NETWORK STATISTICS REPORT
The Contractor must provide a monthly report providing a summary of transactions by time of day and day of month. The purpose of the report is to show the peak processing time for the EBT system

· MANAGEMENT STATISTICS REPORT
The Contractor must provide a monthly summary report of transaction activity on the EBT system at a county and State level. Statistics provided should include, at a minimum, benefits authorized for the previous month, transactions performed by transaction type (i.e., SNAP purchases, cash purchases, and cash withdrawals), the number of active cases on the system, number of active cards on the system, and the number of cards issued during the month.

· MONTHLY TRANSACTION FEE REPORT
The Contractor must provide a monthly summary report of transaction fees charged to the client by the Contractor, as well as transaction surcharges levied against the client by the ATM owner for cash withdrawals. Transaction fees should be reported by category, and should include ATM cash withdrawal fees and POS cash withdrawal fees (as well as any other specific fees directly charged against the client’s EBT account). The report should also include ATM surcharges levied against the client as a separate category for any transaction where the surcharge is separately identified 

· ADMINISTRATIVE TERMINAL SECURITY REPORTS
Administrative Terminal Security Reports are those reports that identify the users of the EBT Administrative Terminal; the access provided these users, and an audit trail of the transactions performed by the users.

· ACCESS DEFINITION REPORT
The Contractor must provide a report detailing each authorized Administrative Terminal user with the ability to access the EBT data. The report must also detail the level of access afforded the user through the EBT Administrative Terminal.

· FAILED LOGON REPORT
The Contractor must provide a daily report of users failing in their attempt to logon to the EBT System.

· USER SESSION ACTIVITY REPORT
The Contractor must provide an audit report by User ID of all actions taken by the user on the EBT System from the EBT Administrative Terminal.

3.14	Settlement/Reconciliation Procedures Manual 
The Contractor must provide a Settlement and Reconciliation Procedures Manual to DFR that offers guidance and specifies procedures for performing daily reconciliation of SNAP benefits, as defined within 7 CFR 274.4 and consistent with the “EBT Reconciliation Guidance for State Agencies”, revised March 29, 2007 (see Bidder’s Library). The manual must identify the specific EBT reports that are required and produced for settlement and reconciliation of the Contractor’s EBT system. At a minimum, reconciliation must include, for both the SNAP and TANF programs:
· Accounting for all issuances: benefits posted to households on central host vs. issuance authorization file.
· Reconciling account balances against account activity, daily.
· Reconciling transactions per POS and retailer total vs. total deposits.
· [bookmark: OLE_LINK1]Reconciling retailer credits against deposit information entered into ACH (automated clearinghouse network).
· Reconciling funds entered into, exiting from, and remaining in the system each day.
· Maintaining audit trails that document the full cycle (benefit allotment posting, State issuance, POS transaction, settlement of retailer credit).
3.15	Administrative System Documentation
The Contractor must provide a separate Administrative System Operations Manual for EBT including screen images, a full description of system functionality and complete instructions for use. In addition, the Contractor must provide a separate Training Manual for EBT that encompasses complete Administrative System functionality for use in training sessions for selected DFR staff.
3.16	Security Document
The Contractor must provide a Security Document identifying any perceived or real risks to the EBT system. The analysis of the Contractor’s EBT system must include:
· Vulnerability to: 
· theft and unauthorized use; 
· unauthorized creation  or altering of household accounts; 
· unauthorized posting of issuance; 
· unauthorized manipulation of retailer/merchant’s accounts(e.g. creation of false transactions or intrusion by unauthorized computer users);
· the tampering of information on ACH transmission or settlement network.
· Completeness and timeliness of the reconciliation system;    
· Capability to monitor systematic abuses at POS terminals (e.g. debits for the complete allotment, excessive manual issuance, multiple manual transactions at the same time);
· Availability of a complete audit trail of all transaction activity.
A complete audit trail must be able to provide, at a minimum, a complete transaction history of each individual system activity that affects the account balance. 
The Contractor must also provide a description of its security procedures and policies regarding control of EBT card stock (secure storage, limited access by personnel, bulk inventory control records, subsequent control records to the point of issuance, and periodic review of inventory controls.)  The Contractor must maintain and provide an audit log reflecting access and card activity upon the State’s request..   
The Contractor must submit documentation of the comprehensive security program in the Security Document describing the administrative, physical, technical, and systems controls to be implemented for the EBT system. For EBT, the comprehensive security program must reflect the guidance of USDA-FNS Handbook 901 and the FNS’ Electronic Benefits Transfer System Security Guidelines Handbook, Version 6.0. In addition, the comprehensive security program must provide for the ongoing certification and examination of the Contractor’s operations and control system.
3.17	Training and Training Materials
The Contractor is responsible for providing training materials to cardholders. In addition, the Contractor must support administrative training efforts to provide training sessions for DFR and other relevant staff. 
The Contractor must develop retailer/merchant training materials throughout the life of the contract.  All materials including drafts and final versions of training materials, scripts and plans must be provided, both in hard copy and electronic media in the format(s) and software specified by DFR. DFR must approve all training materials, scripts, plans and activities for cardholders, retailer/merchants and DFR personnel including all draft and final work products and plans, as well as all updates and changes.
In addition, the Contractor has the sole responsibility for training “EBT-Only” retailer/merchants. 
All training materials for cardholders, retailers and State staff, and all IVR and CSR scripts, must be approved by DFR before going into production.
3.17.1 Cardholders
The Contractor must develop and provide EBT training materials for cardholders, including training materials needed to support system and operations transition. All materials must be bi-lingual (English and Spanish). The Contractor must also develop and provide scripts and training materials for the EBT Customer Service IVR. 
3.17.1.1 Printed Materials
The standard printed training materials (the card mailer and the training pamphlet) must be included with each EBT card mailed to cardholders and include the household training requirements in 7 CFR 274.2 (e). The Contractor is responsible for designing, developing, producing, distributing, and maintaining adequate supplies of these materials. In addition, the Contractor must provide a bulk supply of printed cardholder training materials to be distributed to DFR in quantities to be determined by DFR.
Printed materials must be written in easy to understand language at a fifth grade reading level. All printed materials must be provided in English and Spanish (combined in a single document). The production of training materials is an ongoing task throughout the life of the contract; therefore the Contractor must maintain levels of training material production that reflect caseload changes throughout the contract period. The Contractor must design, develop, produce, and distribute the printed training materials described below. 
3.17.1.2 Training Pamphlet
The pamphlet must explain, at a minimum, the following:
· The use of EBT Cards at the POS and ATM machines, including an explanation of all benefit transactions that can be processed;
· That there are no limits on purchase amounts or on the number of EBT transactions; 
· Ways to keep the EBT card and PIN safe;
· How to activate and change a PIN;
· How manual transaction vouchers work;
· How benefits expunge;
· Receipt data (i.e. date, the merchant’s name, location, transaction type, transaction amount and the household’s remaining balance);
· How to identify store signs indicating where EBT cards are accepted;
· ATM usage, fees, and surcharges;
· How to request a replacement card;
· Replacement card fees; 
· Misuses of the card (including TANF/ATM withdrawals and fraudulent use of SNAP benefits) and
· How to use the 24/7/365 Customer Service IVR for:
· Balance inquiries;
· Information on a cardholder’s last ten (10) transactions;
· Card replacements and PIN changes;
· Reporting a lost, stolen, damaged or undelivered  card;
· Reporting unauthorized use of the card;
· PIN assignment, selection, and use;
· Benefit availability; and
· Card activation.
3.17.1.3 Card Mailer
 The following information must be included on the card mailer:
· Instructions for card activation;
· Instructions for PIN creation or changes;
· Security procedures for keeping card and PIN safe;
· The Contractor’s Call Center hotline and the requirement to contact DFR for address changes. Use of the EBT Card at POS and ATM terminals;
The following optional items may be included on the Card Mailer as space or design permits:
· Manual transaction voucher procedures;
· Benefit availability date information; 
· How and where to use the EBT card;
· On-line card services;
· Use of the 24/7/365 cardholder Customer Service IVR;
· Card replacements and PIN changes;
· Information on a cardholder’s last ten (10) transactions;
· Reporting a lost, stolen damaged or undelivered card;
· Reporting unauthorized use of the card;
· PIN assignment, selection, and use;
· Benefit availability;
· Balance inquiries.
3.17.2 Retailer/Merchants 
The Contractor must provide training and support for EBT-only retailer/merchants, including a user manual for cashier training and a Retailer/Merchant customer service toll free support number. Retailer/merchant training must be provided at the time of equipment installation.
3.17.2.1 Printed Material
All retailer/merchants must be provided with printed training materials. All printed materials must be provided in English. The Contractor must provide training materials in hard copy format to the retailer/merchants, as well as in electronic media format if requested by the retailer/merchant. The Contractor must develop, produce, and distribute printed training materials listed below for retailer/merchants.
3.17.2.1.1 User Manual 
This manual is to be distributed to retailer/merchants. The manual must include, at a minimum, the following information:
· POS equipment introduction and assembly;
· Clerk transactions;
· Off-line SNAP benefits manual voucher transactions;
· That there are no limits on the number or dollar amount of transactions a cardholder may perform (subject only to the cardholder’s available account balance).
· Supervisor transactions;
· Store balancing;
· Totals reporting;
· Maintenance and troubleshooting; 
· Testing of equipment; and
· Retailer hotline.
3.17.2.2 Retailer/Merchant Customer Service
The Contractor must provide a separate toll free number for 24/7/365 retailer/merchant Customer Service. Retailer/merchant Customer Service must provide assistance, training, and trouble shooting on all aspects of equipment, transaction processing, and settlement in English and Spanish.
3.17.2.3 Retailer/Merchant Training Support
The Contractor must provide training to EBT-only retailer/merchants at the time of equipment installation if requested by the retailer/merchant.
3.17.2.4 EBT-Only Retailers and IRS 1099 Rule
The Contractor must maintain a process to track data for and issue annual IRS Forms 1099 for EBT-Only retailers, including those who may have left the program (voluntarily or otherwise) during the course of the year as mandated by the Internal Revenue Service (IRS).
3.17.2.5 Communications/Marketing to EBT Retailer/Merchant
Prior to the Transition-In Phase, the Contractor will be responsible for all mailings to all EBT-Only Retailer/Merchants, Acquirers/TPPs, the Indiana Grocery and Convenience Store Association (IGCSA) and other Indiana grocer, retailer, and merchant associations, as appropriate. These mailings must address information and related support for the use of the services, the Transition-In schedule, Transition-In activities required of the EBT-Only Retailer/Merchants and Acquirers/TPPs. The mailing schedule and content of the mailings must be approved by DFR. Mailings must not include any personally identifiable information such as social security numbers or recipient numbers.
3.17.3 DFR Staff Training
The Contractor must provide training to DFR staff at various regional locations. The Contractor must provide and maintain a Training Manual that details the Administrative System functionality. The Contractor is also responsible for providing documentation and supporting information regarding any updates and changes to the training manual to coincide with functionality changes made to the Administrative System. In addition, the Contractor must provide access to a training and/or test environment within the Contractor’s system to be used for training sessions and for ongoing support of DFR staff training. The Contractor must provide ongoing technical support for the test and training environment.
3.17.3.1 Admin Training
The Contractor must provide “hands-on” Administrative System training to DFR staff. This training requires access to the Administrative System in a training and test environment, as stated above. Production data must not be used for any training activities.
The Contractor will be required to secure and equip training facilities at which Admin Training will be performed, as requested by DFR. The Contractor must provide a Training Manual that encompasses complete system operational functionality. This manual must include the following information:
· Administrative System functionality (e.g., menu access, screen functionality, data available, field definitions, etc.);
· Accessing and using the on-line reports function;
· Contractor’s EBT system security procedures and access control;
· Cardholder training. 
All training materials must be reviewed and updated at least annually to reflect any system changes.
3.17.3.2 Admin Training Support
The Contractor must provide and maintain detailed documentation of Administrative System functionality in both hard copy and electronic media as specified by DFR. Documentation must be provided on the following Administrative System application functionality:
· Description of all Administrative System screen functions, menu access, field definitions, and the on-line reports functions;
· Flow charts of Administrative System screen hierarchies;
· Definitions of terminology and codes used on Administrative System screens;
· Contractor’s EBT system security procedures and access control; and
· Customer Service IVR functionality.
3.17.4 Customer Service Help Desk
The Contractor must provide customer service using separate toll free numbers for Indiana EBT cardholders and for EBT retailer/merchants. Customer Service must be located within the continental United States. The Contractor must provide Customer Service that is compliant with the Americans with Disabilities Act (ADA). Customer Service via IVR and customer service representatives (CSR’s) must be available 24/7/365. Additionally, the Contractor must provide the ability to respond to calls in English and Spanish. 
All services offered by customer service must be accessible by touch tone telephones. In addition, Customer Service must be able to accept and handle calls from the hearing impaired. 
The Contractor must develop all IVR scripts and call flows. All IVR scripts and call flows must be approved by DFR. DFR requires the functionality to post temporary messages to the IVR to accommodate unusual circumstances or for promotional purposes. The temporary IVR messages must be recorded in English and Spanish.
DFR requires the Contractor to staff Customer Service with highly trained CSR’s. The Contractor must develop a Customer Service Staffing Capacity Plan to cover unanticipated high call volumes caused by system or telecommunication interruptions, natural disasters, or other unanticipated critical events. The Contractor must use help desk software for documenting and tracking all help desk inquires, both for system and user questions. The tracking must include problem identification, initial diagnosis and checklist, problem resolution/referral procedures, and escalation tracking.
3.17.5 Reporting
Contractor must submit a report by the 10th of each month, reflecting the following information for the previous month’s calls to the client customer service number:
· Number of calls received
· Number of calls handled (calls received minus calls abandoned) 
· Number of calls abandoned
· Percent of calls abandoned
· Average time to abandonment (mm.ss)
· Average speed of answer (ASA) (mm.ss)
· Average hold time
· Average handling time (AHT) (mm.ss)
See Bidder’s Library for recent Indiana call volumes. 
4.0	Transition-In Phase
The Transition-In Phase consists of the activities required to convert Indiana’s current EBT system to the Contractor’s systems. The Transition-In Phase process must limit interruptions to processing of cardholder transactions. Any system outage required to accommodate the transition must occur during a timeframe when impacts to the retailer/merchant and cardholder community are minimized. DFR requires transition to occur at a time of the month when transaction processing is lowest and during non-peak hours. Transition dates and times must be approved by DFR.
The transition and all activities must be performed in accordance with the FNS EBT System Transition Guide (See Bidder’s Library).
During transition from the current EBT system to the new EBT system, cardholder inability to access benefits and retailer/merchant inability to process transactions must not exceed twelve (12) hours.  Additionally, there must be no loss or corruption of data. 
[bookmark: _Toc314499766]4.1	EBT Systems Processing
The Contractor must thoroughly understand the current EBT system processing and services in Indiana in order to submit an adequate proposal. Details of the current system are presented below, and are contained in the scope of work background.
[bookmark: _Toc314499767]4.2	Transition-In Phase Activities
During the transition, the Contractor must complete the following activities:
· Convert from the current system to the new system. For cardholders this conversion must be seamless and include a reconciliation of current balances and transfer of balances to the new system;
· Reconcile and close out current EBT accounts prior to activating accounts in the new system;
· Educate cardholder and retailer/merchants prior to transition;
· Generate new card stock. Develop a plan to issue new EBT cards to 100% of the active EBT cardholders no later than fifteen (15) calendar days prior to the conversion date to ensure no disruption to the cardholders’ benefit access and services. Cards must be issued to cardholders who have a current balance, or who have had a benefit added or an EBT financial transaction, excluding expungement, within six months preceding the conversion date;
Cards must conform to all FNS and Quest® regulations. At a minimum the cardholders name and the PAN must be embossed on the front of the card. The back of the card must include a signature panel, the client customer service phone number, and an address to which found cards may be returned.
· Plan a deployment strategy for POS terminals to “EBT-Only” retailers in sufficient time to assure the terminals will properly process SNAP and TANF transactions on the new EBT system at transition;
· Support client and retailer customer service. The Contractor must arrange for the transfer of the existing toll-free phone numbers, or obtain new numbers, at no additional cost to the State;
· Define a plan of cooperation to be developed jointly with the existing Contractor for the timely and accurate exchange of data and files. This plan is an integral part of the transition;
· Staff an operational Customer Service Unit with trained customer service representatives and  an operational IVR prior to the transition; 
· Submit two separate ALERT files containing individual transaction data to FNS for the conversion month (one from the incumbent Contractor for transactions occurring before the conversion date and one from the new Contractor for transactions occurring after the conversion date), and 
· Assure that 95 percent of all FNS certified retailer/merchants are able to complete EBT transactions either directly or through an acquirer/TPP before the actual conversion takes place.
[bookmark: _Toc314499768]4.3	Specific Transition Tasks 
4.3.1 Retailer/Merchant Transition 
The Transition-In Phase requires the transfer of support of the TPPs and the EBT-only retailers/merchants from the existing EBT system to the Contractor’s EBT system. The transition effort must include both traditional and non-traditional retailers/merchants supported by both POS and manual transaction processing. During the transition of these retailer/merchants, it is critical that cardholders are not negatively impacted in their ability to redeem benefits, and the normal business operations of these retailer/merchants are not negatively impacted. Retailer/TPP Agreements must be executed, and new EBT-only POS equipment must be deployed as part of the retailer/merchant transition. Retailer/merchant personnel must be adequately trained on the use of the new equipment at the time of installation. See Bidder’s Library for the numbers of EBT-Only and non-traditional retailers participating in the Indiana EBT program, and the number of POS terminals deployed.
4.3.2 Cardholder Database Conversion
The Contractor must complete the following activities to accomplish cardholder database conversion:
· Perform conversion of all data;
· Accept all online and offline transaction history transferred from the current EBT system;
· Provide for the conversion of at least three (3) years of transaction history into the new system. An additional two years of history must be stored offline and be available by ad hoc report;
· Build checkpoints and reconciliation procedures into the conversion process to ensure that conversion is being completed in a timely manner and that no benefits or records are dropped, and
· Have a contingency plan in case the conversion cannot be completed in a timely manner due to problems.
The activities taking place during the Transition-In Phase must follow the process defined in the approved Transition Plan and Data Conversion Plan submitted during the Design Phase, and with the FNS Transition Guide referenced in Bidder’s Library. It is anticipated that some of the Transition Phase activities, specifically the EBT-only retailer/merchant conversion, must begin prior to the end of the Development Phase. However, the database conversion activities must not occur until all development activities, specifically the Transition Testing, have been completed and written acceptance of the process has been received from DFR.
The database conversion process must limit interruptions to processing of cardholder transactions.  Any system outage required to accommodate the conversion must occur during a timeframe when impacts to the retailer/merchant and cardholder community are minimized. DFR requires conversion to occur at a time of the month when transaction processing is lowest and during non-peak hours. Conversion dates and times must be pre-approved by DFR.
[bookmark: _Toc314499769]4.4	System Documentation Library
The Contractor must provide DFR with the following library of the final system documentation in an electronic format on a CD/DVD within fourteen (14) calendar days of the end of the Transition-In phase:
• 	General System Design;
• 	Detail System Design Document;
•	Business Continuation & Recovery Plan, including Escalation Procedures;
• 	Training Materials;
• 	IVR Scripts and Call Flows;
• 	Reports Manual;
• 	Settlement and Reconciliation Procedures Manual (EBT ONLY):
•	Interface Control Design, including Record and Batch Formats;
•	Problem Reporting, escalation procedures and resolution tracking;
•	Administrative System Documentation/User Guides;
•	Data Conversion Plan;
•	Traceability Matrix;
• 	EBT Processor Interface Specifications Document;
• 	Retailer Merchant TPP Conversion Plan (EBT-Only);
• 	Security Document;
• 	Disaster Plan;
• 	Back-up and Recovery Plan;
• 	System Test Results; and
• 	All documentation related to system design and functionality.

The Contractor is responsible for maintaining and updating all system documentation listed above.
[bookmark: _Toc314499770]5.0	Operations Phase
The Operations Phase begins after all transition activities are completed. During the Operations Phase, the Contractor operations manager must continue ongoing communications with DFR on all operations and must immediately notify DFR of any issues or problems.
Required ongoing communications includes periodic status reports (as noted above section 1.7) and status meetings with the Contractor’s Operations Manager (and other project staff as needed), and other reports/meetings at DFR’s request. Of particular importance is the advance notification from the Contractor of scheduled system downtime to DFR.
The Contractor must maintain key design and operational manuals and plans delivered during the Design and Development Phases. The Contractor must provide updates as required by DFR when any changes are made to the system or processes that affect the information contained in the manuals or plans. This requirement applies to all documents and information included in the System Documentation Library.
The Contractor must provide updated documentation to DFR prior to migrating system and operational modifications into the production environment.
The Contractor must provide system operations, which include: updates; patches and repairs; defect resolution; software upgrades; enhancements; and technical support during the term of the contract. Additionally, the Contractor must update all documentation within three business days after the implementation of any new releases of the system.
[bookmark: _Toc314499771]5.1	Updates, Patches and Repairs
The Contractor must update, patch, and repair the related hardware and software in appropriate Contractor environments and package software changes for promotion to production. All updates, patches, and repairs must be fully and successfully tested including regression testing before migration to production.  The Contractor must work with DFR to coordinate implementation, release and regularly scheduled maintenance of updates, patches, and repairs.
[bookmark: _Toc314499772]5.2	Defect or Performance Issue Resolution
The Contractor must correct system defects such as malfunctions or functional deviations from approved system requirements. Additionally, the Contractor must correct system performance issues identified by retailers, customers, or State staff.
The Contractor must take corrective action and ensure that the system performs as designed and required by the RFP.
The Contractor must fix all system defects and system performance issues unless DFR does not authorize the fix. All system defect and performance issue repairs must be fully and successfully tested, including regression testing, before migration to production. For implementation of system repairs the Contractor must work with the State to coordinate the release of the repairs.
The Contractor must notify the State upon correction of the problem, and submit a written report of the defect or performance issue analysis and resolution implemented within five (5) business days unless an extension is granted by DFR. Complete notification requirements are included in Attachment K, Performance Standards.
The Contractor and DFR will jointly develop a classification plan for identified system problems or defects. The plan will include severity ratings (1, 2, 3, etc), as well action ratings (urgent, high, medium, etc). An integral element of the action ratings must be an agreed-up timeframe for resolution. If DFR and the Contractor disagree over a severity or action rating, DFR will prevail. 
5.3	Other Processing Requirements
While the Contractor is required to process all EBT transactions in accordance with USDA/FNS and state regulations, the Contractor must certify, in the Bidder’s Library, to the following:
a) Adjustments - The Contractor must support account adjustments in accordance with USDA FNS regulations.

I. Account Adjustment
The Contractor must adjust cardholder accounts to correct auditable, out of balance settlement conditions during the redemption process that occurs as a result of a system error. A system error is defined as an auditable processing failure at a point in the redemption process that results in the improper crediting or debiting of an account or the failure to credit or debit an account. Claims for adjustments may be initiated by the cardholder, the retailer/merchant, or any entity in the transaction processing stream that identifies the need for an adjustment request (e.g., Contractor, acquirer/TPP, the State). Adjustments must be reported on the Adjustment report.
II. Cardholder Initiated Adjustment Claims
Cardholders have 90 days from the date of the error to initiate an adjustment claim. The Contractor has 10 business days from the date the cardholder reports the error to investigate and complete the adjustment and report action details to the State. Cardholder initiated claims received over 90 days from the date of the error must be denied.
III. Retailer/Merchant Acquirer/TPP Initiated Adjustment Claims
Retailer/merchant or acquirer/TPP initiated adjustment claims must be investigated and completed no later than 15 calendar days from the date of the error. Debit adjustment claims from retailer/merchants or acquirer/TPP outside the 15 calendar day time frames must be rejected. 
IV. Debit Adjustment Claims
The contractor is required to notify cardholders of any impending debit adjustment claim(s). The Contractor must establish an adjustment claim and identifier and notify the cardholder of the debit adjustment claim with adequate information including: 
•      Date of transaction/error;
•      Retailer/merchant or acquirer/TPP name and address;
•      USDA-FNS number;
•      Date of adjustment claim request;
•      Adjustment claim identifier assigned by the Contractor;
•      Date adjustment will be completed;
•      Type of adjustment (credit or debit);
•      Adjustment claim request amount;
•      Card number (PAN);
•      Cardholder name and address;
•      Cardholder Unique Identifier; and
•     Reason for adjustment.
The cardholder has 15 calendar days from the date of notification by the Contractor to dispute the adjustment claim. If the cardholder does not dispute the claim, the Contractor must complete the adjustment action at the end of 15 calendar days and provide notification to the State. If the cardholder’s account does not contain sufficient funds to cover the entire debit adjustment, the Contractor must attempt daily to complete the adjustment claim until the end of the next calendar month. Partial adjustments will not be settled.
If the cardholder disputes the debit adjustment, the Contractor must provide notification to the State and take no further action until the State completes the Administrative Hearing process, normally 45 calendar days. The Contractor must also notify the acquirer/TPP retailer/merchant of the change in status of the claim. The Contractor must provide the State with supporting documentation for the adjustment claim for use in the Administrative Hearing. During the Administrative Hearing process, no further action is to be taken to adjust the account for this specific claim action. If the Administrative Hearing decision is in the cardholder’s favor, the Contractor must deny the claim. If the Administrative Hearing decision is in favor of the completion of the debit adjustment claim, the Contractor must take action to post the debit adjustment to the cardholder’s account immediately. If there are insufficient funds in the cardholder’s account to cover the full debit claim adjustment amount, the Contractor must attempt daily to process the adjustment through the end of the next calendar month. Partial adjustments will not be settled. The Contractor’s EBT system must provide functionality by which the State staff will notify the Contractor of actions to be taken upon receipt of the Administrative Hearings results. 
V. Repayment
The Contractor must support voluntary benefit repayments from cardholders through the Administrative System. Repayments are non-settling transactions and are reported on the Account Repayment report.
b. Expungements

I. The Contractor must track aging at both the SNAP account and SNAP benefit level. Each food assistance benefit begins aging at the time it becomes available to the client. The EBT account begins aging at the point that the first benefit becomes available.  Subsequently, each time that the client completes a transaction, the account aging clock is reset to start anew, even if one or more benefits have been expunged.  

II. No SNAP benefits may be expunged until the account aging clock has reached 365 calendar days. Once the account has reached expungement age, only those benefits that have been available to the client for 365 or more calendar days  will be expunged. If one or more subsequent benefit authorizations for the same client account have been available to the client for less than 365 calendar days, they are not to be expunged. They must remain online until each has reached full expungement age. If an account that has had all benefits expunged is reactivated because the client has again become eligible, the account must be treated in the same manner as a new account in terms of benefit aging and expungement timeframes. 

III.  Paragraphs  b. I. and  II. above must also apply to TANF accounts and benefits, except that, in the case of TANF, the interval for expungement  is 180 days instead of 365 days.

IV. The Contractor must provide a daily report of expungements including the expungement date/time, settle date, recipient number, benefit authorization number, effective date, sub-program type, cardholder name, and expunged amount.

c.      TPP Access

Within thirty (30) days of contract execution, the Contractor must provide the State with interface certification standards that will enable retailer/merchants deploying their own terminals and acquirers/TPP’s to interface directly with the Contractor to perform EBT transactions. The Contractor must not unduly withhold certification for retailer/merchants and acquirers/TPP’s that enter into direct connect arrangements with the Contractor.
[bookmark: _Toc314499773]5.4	Software Upgrades
When evaluating software upgrades, the Contractor must determine the impact on current configurations. The Contractor is expected to keep software current by implementing upgrades when available. All upgrades must be fully and successfully tested, including regression testing, before migration to production. For the implementation of software upgrades, the Contractor must work with the State to coordinate the release of the upgrades with regularly scheduled maintenance.
[bookmark: _Toc314499774]5.5	Enhancement
During this task, the Contractor will be responsible for application enhancements approved by the State. These enhancements may be caused by changes in State or federal regulatory requirements or by requests from the State. All enhancements that are required due to changes in federal regulations or policies must be implemented at no additional cost to the State. All enhancements including regression testing must be fully and successfully tested before migration to production. For the implementation of enhancements, the Contractor must work with DFR to coordinate the release of the enhancements with regularly scheduled maintenance.
[bookmark: _Toc314499775]5.6	Ongoing Mailings
Contractor mailings should inform EBT-Only Retailer/Merchants, Acquirers/TPPs, Indiana Grocery and Convenience Store Association (IGCSA), and other Indiana grocer, retailer, and merchant associations, about system enhancements, changes, and Frequently Asked Questions (FAQs). The Contractor must create and submit to DFR plans for conducting mailings with EBT-Only Retailer/Merchants and Acquirers/TPPs. DFR must approve all ongoing communications, mailings, and materials that will be distributed to EBT-only Retailer/Merchants and Acquirers/TPPs. Mailings must not include any personally identifiable information, such as social security numbers or recipient numbers. 
[bookmark: _Toc314499776]5.7	Business Continuation and Disaster Recovery
The Contractor must develop a Business Continuation and Recovery Plan that includes a State notification process as well as disaster declaration criteria and time-frames. Specific severity levels relating to disaster recovery activities by Contractor will be mutually agreed up as part of the plan approval.
 	5.7.1 Business Continuation
DFR requires the Contractor to continue transaction processing and disbursement of benefits in the event of adverse situations related to systems and telecommunications failures and in natural disasters. Business continuation must be provided by the Contractor in accordance with the approved Business Continuation Plan. 
In the event of an outage or disaster impacting the availability of the Contractor’s primary data processing site, the Contractor must have a fully redundant back-up site for host processing, telecommunications and network services. The Contractor must notify DFR immediately of any outages. If the outage is expected to exceed one hour in duration, and upon evaluation of the problem and the time required for resolution, transaction processing may be switched to the EBT host back-up system or site.
The Contractor must provide the following system configuration at the primary site:
· Mission Critical Servers: All mission-critical functions for EBT monitoring must be supported by a protectively redundant configuration. At the primary site, there must reside at least two physically separate systems, networked for high availability processing. Failure in one primary site system must not cause failure of the other system(s).
· Fault Tolerance:  As well as providing a fault tolerant transaction server environment, the Contractor’s other central system components, such as administrative servers, the storage solution, and network devices (routers, switches, firewalls, etc.) must also exhibit fault tolerance, such that the failure of a single device will not put a site out of service.
· Failover: The remaining devices and system(s) will immediately assume the load in case of a failure in one device or system, without loss or corruption of any data and transactions received prior to the time of the failure.
· Operations Procedures: Procedures for computer operations staff, especially regarding failure situations, must be straightforward. In addition to operator-prompted failover the EBT system must be able to recover from failures without operator intervention (“auto-failover”).
· Secure Connections: Connections into any EBT component from a remote terminal must not occur without State approval. Any such capability must employ stringent security mechanisms. This would include remote monitoring or diagnosis of equipment or software. Connections to other remote systems and terminals must be protected at a minimum by firewalls and encryption. Routers must route traffic only to addresses defined as valid for this application. The acceptability of any such security approach will be subject to State approval.
· Time-Synchronizing: Multiple systems in the configuration must have a time-synchronizing mechanism to ensure consistent time recording and reporting for events and transactions. Synchronization with an external time standard is required.
· Disaster Recovery: In the event of irreparable damages at the primary site, or of an unplanned, extended abandonment of the primary site, the Contractor must provide, at no additional cost, those servers, facilities, and other components necessary to resume operation under a two-site operational scenario. The Contractor must provide the following Remote backup site configuration:
· Remote Backup Servers: The Contractor must provide two or more remote backup systems (separate from those referenced in “Mission Critical Servers” above) that will take over for the primary site systems if necessary. Data transferred to and recorded at the remote site will always contain the most recent transactions, allowing a takeover. The wide area network must have a routing independent of the primary site so that the backup site can be reached without the primary in place. EBT and EPC administrative functions must be available at the remote backup site,  and be available remotely by communications from the primary site. The Contractor must demonstrate on a scheduled basis that the remote site is fully functional by operating in production from that site upon request of the State.
· Backup Mirror Configuration: The remote backup systems must be of the same processing capacity and architecture as the primary site systems.
· Secure Connections: These systems have the same specification as the primary site systems.
5.7.2 Disaster Recovery
The Contractor must provide an alternate means of authorization of EBT transactions during short-term outages when switching over to the back-up site is not considered appropriate.
The response to this requirement must include a methodology by which the Contractor must notify both DFR and the retailer/merchant community that an outage is occurring and provide an alternate means of obtaining authorizations.
The Contractor must advise DFR immediately upon recognition that a switch to the back-up site is required. If the Contractor is providing services to multiple States or other processing services, the disaster recovery plan must address the timing and order of recovery for Indiana’s system as compared to the other entities being processed. The recovery of Indiana’s system must not be delayed because the Contractor is recovering other customer’s systems. 
The Business Continuation and Recovery Plan must identify:
· Critical Contractor staff that have a skill set necessary for the resumption of key business operations;
· Critical business functions and supporting tasks;
· Processes for reporting system disruption/failure; 
· Transitions from failure to system re-start; 
· Alternate processing sites; Timeframes for updates to the plan; and 
· Customer Service Staffing Capacity Plan that identifies how the Contractor will add additional staff to cover increased call volumes.
The disaster back-up site and alternate communications routing must be tested annually. The Contractor must provide DFR with copies of these test results within 30 days of testing completion.
5.7.3 State Disaster Contingency 
In the event that DFR is unable to produce the ICES interface files, the State will provide this data in a mutually agreeable form and format.
For the State’s purposes, a major event is any event which prevents the processing of DFR’s normal business cycles for more than two (2) continuous hours. In this case, the process below will be followed:
· The State will contact the Contractor’s disaster contact to inform them of the event and the anticipated duration;
· The State will execute its disaster plan and no extraordinary action from the Contractor is required. The Contractor is not to extend benefits on the State’s behalf beyond those already on the account(s);
· The State will notify the Contractor’s disaster contact to coordinate business resumption once issues have been resolved. 
6.0	End-of-Contract Transition
At the expiration of this Contract, or if at any time prior the State should terminate this Contract, the Contractor must cooperate with any subsequent provider who might assume operation of the Indiana EBT system.  DFR will withhold final payment to the Contractor until transition to the subsequent provider is complete. The Contractor must coordinate the transition of all program components to the subsequent provider or back to the State upon notice of Contract termination.
In the event that a subsequent Indiana EBT provider is unable to assume operations on the planned date for transfer, the Contractor must be able to continue to perform EBT operations on a month to month basis for up to six months beyond the planned transfer date.
At the end of the Contractor’s contract term, the Contractor must provide the following transition services:
· Work with the State and any other organization(s) designated by the State to facilitate an orderly transition of services;
· Continue to issue new cards, and re-issue lost/stolen/damaged cards based on the cardholders request until the mutually agreed upon ending transition date;
· Work in a professional manner with the State’s subsequent provider to execute a smooth and timely transition at the end of the Contract;
· Coordinate with the subsequent provider on migration of customer service functions during database conversion. This may require the development of special IVR messages approved by the State for use during database conversion;
· Transfer ownership to the State of all toll free numbers used in conjunction with customer service functions;
· Provide the State the right to serve as mediator between the Contractor and the subsequent provider, subcontractors, retailers/merchants, and acquirer/TPPs;
· Allow for fallback in case of database conversion failure;
· Provide remaining audit reports, including the SSAE 16 Reports and Payment Card Industry (PCI) Data Security Standards, on their due dates as required for the Contract period;
· Continue to honor debits against the accounts until the mutually agreed upon ending transition date;
· Fully comply with any applicable laws, regulations, rules, guidelines, or policies  pertaining to refunds and returns of funds in EBT accounts, including any laws applicable to expungement. 
7.0	Optional Items
Optional items are items not part of the current EBT system, but rather what the State is considering incorporating into the new EBT system. They are not required, and will not be considered in the evaluation of Respondent’s proposals; however, the State would like the Respondent’s perspectives on the ability to add them (either in the initial requirements definition or at a later date), along with a schedule and cost impact.
[bookmark: _Toc314499779]7.1	Host-to-Host Connectivity
The Respondent must prepare a plan and schedule to migrate from the present batch file interface (with ICES) to a host-to-host configuration. This migration must take place prior to or co-incident with the transition.
[bookmark: _Toc314499780]7.2	Farmers’ Markets Solution
The Respondent must propose a comprehensive solution for the acceptance of SNAP and TANF benefits at farmers’ markets across the State. Technological solutions may include wireless POS terminals, smart-phone devices, etc.
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