Attachment F						RFP -12-70
RFP-12-70
Technical Proposal
Attachment F
2.4   Technical Proposal
Instructions:  Please supply all requested information in the yellow cells provided and indicate any attachments that have been included. The State is expecting creative cost saving solutions from all of the Respondents in an effort to distinguish the best partner(s) to select.
The Indiana Office of Technology runs several LPARS on an IBM z/10 mainframe and as a result of adding new business; now has a mixture of LPAR’s utilizing Computer Associates Top Secret and IBM’s RACF. 
As a result of this mixture the State of Indiana’s Office of Technology is seeking to enter into a professional services agreement with a skilled and experienced partner who can assist them in replacing their existing mainframe security software executing on the COIPROD LPAR from Computer Associates Top Secret security to IBM’s RACF security.  
The IOT team members have a good working knowledge of the existing RACF security environment but no real knowledge of the Top Secret security environment.  Because of this, it is the desire of the Indiana Office of Technology to participate heavily with the selected partner in the conversion process.  
The IOT team desires to perform the conversion process in as little time as possible and as such prefers that the conversion be as close to a one-to-one conversion as possible.  However if during your assessment you find and recommend configuration changes that will enhance the migration process, the Indiana Office of Technology will be open to those suggestions. 
It is also the intent of the Indiana Office of Technology to perform all testing that could impact our customer base in a negative way and to perform the production conversion during weekend hours.
Please discuss your ability to provide the following:
2.4.1    Provide a complete assessment of the existing Top Secret Environment
a. Provide a complete assessment of the existing Computer Associates Top Secret database

i.   Identify and document all security related JES2 exits, Usermods, accounting exits etc.
	




b. Provide a complete assessment of the existing Computer Associates Top Secret security system

i. Identify and document all security related application exits that are used by existing third party software and security related exits for the existing hardware environment

	



2.4.2. Develop and prepare a test environment for the conversion to RACF
a. Provide technical requirements for the creation of a RACF test environment 

	



b. Provide methodology for the installation of RACF

	



c. Provide, configure and test any data conversion programs that may be needed to facilitate the migration

i. Train the IOT staff on the use of the conversion programs

	



d. Review existing security policies and make recommendations for improvement if needed based on accepted best practices for governmental agencies

	



e. Review existing naming standards and make recommendations for improvement if needed based on accepted best practices for governmental agencies

	



2.4.3. Convert the Top Secret environment to RACF
a. Based on the assessment of the Top Secret security environment above, provide recommendations for cleaning up the Top Secret database prior to conversion

	







b. Based on the assessment of the Top Secret security environment above, provide recommendations for modifying existing structure prior to conversion 

	



c. Based on the assessment of the Top Secret security environment above, provide methodology for converting the TSS security database

	



d. Based on the assessment of the Top Secret security environment above, provide methodology for securing all third party software and the existing hardware security interfaces in RACF

	



e. Based on the assessment of the Top Secret security environment above, provide methodology for testing the conversion process

	



f. Based on the assessment of the Top Secret security environment above, provide recommendation for final cutover to RACF

	



2.4.4. Provide System Documentation and review existing RACF reporting
a. Describe how you will perform a knowledge transfer to the IOT team members.

	



2.4.5. Post conversion testing and tuning
a. Describe your methodology for assisting the IOT team perform acceptance testing of the base-lined converted RACF database.

	



b. Describe your methodology for assisting the IOT team perform acceptance testing of the converted RACF security database with end users.

	





c. Describe your methodology for performing the final conversion from Top Secret to RACF

	



2.4.6. Provide detailed project plan for all conversion activities

a. Provide measurable milestones

	



b. Provide firm estimate to complete project

	



2.4.7. Describe your conversion team and list each team members qualifications
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