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F. Citrix Monthly Maintenance Activities 
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H. Daily Database Server Maintenance Activities 

I. Weekly Database Server Maintenance Activities 

J. Monthly Database Server Maintenance Activities 

K. Daily AS400 Maintenance Activities 

L. Weekly AS400 Maintenance Activities 
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A. System Diagram
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B. Hardware/Software List

	Production Environment

	Item
	Description
	Server Name
	# on Diagram
	Required Server Specifications
	OS version & applications and software w/version that reside on the server

	Epad Server




	Epad Web Server




	cscweblxa009




	 #6




	
Virtual Server on VMware ESX Physical hardware: IBM x3550 with 2 GB RAM and 28 GB Hard drive in two partitions (C&D)

	Windows Server 2003 Standard Edition




	Secure Gateway Server



	Logon Citrix server



	cscsgwlxa002



	 #7



	
Virtual Server on VMware ESX Physical hardware: IBM x3550 with 2 GB RAM and 20  GB  Hard Drive in one partition (C)

	

Windows Server 2003 Standard Edition




	Linux




	Email server




	cscesxlxa3v01




	 #3




	
Virtual Server on VMware ESX Physical hardware: IBM x336 with 512 MB RAM and 10 GB Hard Drive in one partition 

	Ubuntu 8.04.3 LTS





	Citrix Application server Farm
	Application Server I



	cscctxlxa003



	 #4



	
IBM x3550 with 12 GB RAM and 280 GB Hard Drive in two partitions    (C & D)

	Windows Server 2003 R2 Enterprise Edition Service pack 2



	
	Application Server II



	cscctxlxa004



	 #4



	
IBM x3550 with 12 GB RAM and 280 GB Hard Drive in two partitions    (C & D)

	
Windows Server 2003 R2 Enterprise Edition Service pack 2



	
	Application Server III



	cscctxlxa005



	 #4



	
IBM x3550 with 12 GB RAM and 280  GB Hard Drive in two partitions    (C & D)

	Windows Server 2003 R2 Enterprise Edition Service pack 2



	
	Application Server IV


	cscctxlxa006


	 #4


	
IBM x3550 with 12 GB RAM and 280 GB Hard Drive in two partitions    (C & D)

	Windows Server 2003 R2 Enterprise Edition Service pack 2



	
	Application Server V




	cscctxlxa007




	 #4




	
Virtual Server on VMware ESX Physical hardware: IBM x3550 M2 with 4 GB RAM and 32 GB Hard Drive in two partitions (C & D)

	Windows Server 2003  Enterprise Edition Service pack 2




	
	Application Server VI




	cscctxlxa008




	 #4




	
Virtual Server on VMware ESX Physical hardware: IBM x3550  M2 with 4 GB RAM and 32 GB Hard Drive in two partitions (C & D)

	Windows Server 2003  Enterprise Edition Service pack 2




	
	Application Server VII


	cscctxlxa012


	 #4


	
IBM x336 with 512 MB RAM and 10 GB Hard Drive in one partition 

	Windows Server 2003  R2 Standard Edition Service pack 2



	Data Base Servers
	Oracle DB Server


	cscdbslxa008


	 #5


	
IBM x3850 with 8 GB RAM and 146x2 GB Local Hard Drives 

	Oracle Enterprise Linux 5.3 64bit



	
	Oracle DB Server


	cscdbslxa009


	 #5


	
IBM x3850 with 8 GB RAM and 146x2 GB Local Hard Drives 

	Oracle Enterprise Linux 5.3 64bit



	Batch Server



	End of Day/Month



	csceodlxa001



	 #2



	
IBM x3550 with 4 GB RAM and 280 GB Hard Drive in two partitions    (C & D)

	Windows Server 2003  R2 Standard Edition Service pack 2



	AS/400


	Check stock orders/Medicaid match report process

	SERV 520


	 #7


	
AS/400 Model 53S with 1 GB RAM and 230 GB Hard drive

	OS Version - V4R3M0



	Primary Domain Controller


	Domain Controller


	cscdc3lxa001


	 #1


	
IBM x3250 with 4 GB RAM and 68 GB Hard Drive in one partition (C)

	Windows Server 2003  R2 Standard Edition Service pack 2





C. Roles and Communication of each system

E-Pad Web Server 

This web server hosts the web interface for the clinic E-Pad devices and the WISE help site. The E-Pad site connects to the Oracle database server. The help site allows clinic staff to request supplies online, submit Citrix user requests, etc. 


Citrix Secure Gateway Server – cscsgwlxa002

This server provides the logon for staff to access the WISE applications through secure sockets layer (SSL) interface. It communicates to the Citrix FARM and passes the user credentials to determine which applications the user has access to and presents the application interface through a secured browser. 
 
IN WIC Email Server 

This Linux server provides email services for all clinic staff.
 
Application Servers (WISE) 

These seven WISE application Citrix servers are part of the Citrix WISE Server Farm and are load balanced. They connect to the Oracle database server. 

Oracle Database Servers 

These are the WISE Oracle database servers. It is accessed by the Citrix application servers, E-Pad and EOD servers. 


End of Day Server  

The End of Day and End of Month server connects to the WISE Oracle database server and completes batch processing. 
 
AS/400 

The IBM AS/400 system receives files to process check stock orders and the Medicaid Match report.

Domain Controller 

Domain controller (ovrprod domain) for WISE application 

D. Daily Citrix Maintenance Activities
 
The following daily Citrix activities occur: 

1. Citrix User Accounts Creations /Modifications 

a. Clinic Coordinators fill out an online form available on the web for adding, deleting and changing Citrix user ID’s. 

b. 	Helpdesk team receives above requests via email and they complete the request. Once it is done, request completed information is sent back to the clinic coordinator. 

E. Weekly Citrix Maintenance Activities

Restarts are scheduled for all Citrix servers every week to clear the system buffers, inactive user sessions and stuck print jobs

F. Monthly Citrix Maintenance Activities 

Information Technology (IT) team performs monthly server maintenance to install security patches and hot fixes. This includes rebooting the systems. 

In case of emergency updates, the CSC IT team will contact all affected personnel with time of expected updates to schedule a time for the updates with minimal production outage. 

Server Affected Duration
 
1. E-Pad Server
 
3.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe. 

2. Citrix Secure Gateway Server 

3.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe 

3. Email Server

11.00 PM last Saturday of every month for 30 minutes 
All services will be unavailable during this timeframe. 

4. CSCCTXLXA003
 
11.00 PM last Saturday of every month for 30 minutes 
All services will be unavailable during this timeframe.

5. CSCCTXLXA004
 
12.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.

6. CSCCTXLXA005
 
1.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.

7. CSCCTXLXA006
 
6.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.

8. CSCCTXLXA007
 
6.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.

9. CSCCTXLXA008
 
5.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.

10. CSCCTXLXA012
 
5.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe.


11. Oracle Database Servers

11:00 PM Last Saturday of every month for 1 hour 
All services will be unavailable during this timeframe. 

12. Batch Server (INWICEOD) 

5.00 AM last Sunday of every month for 30 minutes 
All services will be unavailable during this timeframe
 
13. AS/400
 
7:00am Last Sunday of every month 1 hour
 
14. Primary Domain Controller (OVRDCPROD01) 

11.00 PM Last Saturday of every month 1 hour 
All services will be unavailable during this timeframe
 
G. General Backup Schedule 

1. All backup tapes are taken off-site daily to Iron Mountain Tape Storage Facility
 
2. Incremental backups are run daily Monday through Thursday evening

3. Full Backups are run each Friday evening

4. The last Friday of every month is designated as the month end full backup

5. The last Friday backup for December is designated as the Year End Full backup. 

6. Retention times:

a. Daily backups – 30 days
 
b. Monthly Full backups – 1 year

c. Year end backup – indefinite period 

H. Daily Database Server Maintenance Activities
 
The following daily maintenance activities occur on the Database Server:

1. Full database export backups of both database structure without data and database structure with data takes place every Saturday night. Full production schema backed up every other days of the week with structure and data.

2. 	Full database hot backups take place every Sunday night and incremental hot backups take place all other days of the week.

3. Generate a script that will create the database with current structure. 

4. Update statistics on production schema objects (Monday-Friday).
 
5. Every 15 minutes run a script that checks to see if database instance is up and page the oncall DBA if it is down. 

6. Every 15 minutes run a series of database monitoring scripts and page the oncall DBA if specific thresholds are exceeded. 

7. Every 30 minutes gather operating system performance metrics that can be used to troubleshoot database performance issues. 

8. Database being monitored 24*7*365 using Oracle Enterprise Manager/Grid Control

9. Run a series of general database health monitoring scripts and email the results to the DBA group. 

10. Extract any Oracle errors out of database alert log and email them to DBA team. 

I. Weekly Database Server Maintenance Activities
 
The following weekly maintenance activities occur on the Database Server: 

1. 	Database listener log compressed every Monday night.

2. Delete old logs and trace files. 

J. Monthly Database Server Maintenance Activities
 
The following monthly maintenance activities occur on the Database Server:
 
1. Compress database alert log and begin new one on the first day of each month.
 
2. Reorganize any needed database objects.

3. 	Apply any database patches as needed. 

K. Daily AS400 Maintenance Activities 

The following daily maintenance activities occur on the AS400: 

1.  Incremental system backup daily Monday through Friday. 

2.  Receive daily issuance files from Citrix system end of day (EOD) via FTP 

3.  Backup application data and apply the received daily issuance files to the master files. 

4.  Run daily process

L. Weekly AS400 Maintenance Activities 

The following weekly maintenance activities occur on the AS400: 

1.  Archive and purge the daily files on Saturday. 

2.  Full system backup on Sunday 

M. Bi-Weekly AS400 Maintenance Activities 

The following bi-weekly maintenance activities occur on the AS400: 

1.  Evaluate check stock inventory every 2nd and 4th Monday of the month and issue orders for replenishment as needed. 

2.  Check for previously shipped check stock not yet logged in to system. Send e-mail notice to account manager of any such shipments. 

N. Monthly AS400 Maintenance Activities 

The following monthly maintenance activities occur on the AS400: 

1.  Receive participant file from Citrix system end of month (EOM) via FTP  

2.  Receive Medicaid file from Indiana Family and Social Services Administration 

3.   Process files and generate Medicaid Outreach Report 
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