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	QUESTION
	ANSWER

	1
	The RFI gives some background on the state network including numbers of end stations but does not speak to wireless.  Does the state also support wireless networks and would the proposed NAC solution need to deal with those users as well?  If so, please describe that portion of the network as well.
	The wireless network would not be an initial concern but information on your product’s capability in this area would be of interest.

	2
	The RFI states a number of users, but does not address concurrency of users on the network.  Can numbers be supplied to address how many users total versus the number of concurrent users there are?
	Any guess would be an estimate.  We have 30,000 employees; some are using laptops in the field.  Obviously sick and vacation time impacts the concurrent number of users but we are unaware of a standard ratio that would allow for an accurate estimate.

	3
	The objective of the RFI states “… in regard to non-state supported computers…”.   Does this mean that this NAC solution will NOT be used for the state owned and supported devices on the network?  Please define what number of the devices described in the Network descriptions are state-owned versus non and which would be clients for the NAC implementation.
	We do want to ensure that state devices are brought to standards at login or while connected but that is not the primary driver.  To keep costs low, the state allows contracted parties to use their own devices instead of state provided equipment.  Policy dictates that the contractor computers are to be patched and protected.  We would like to increase our ability to enforce policy.  The number of contractors that might be accessing state systems at any one point is not known.  We estimate 3,000.

	4
	Does the solution proposed need to provide notification to the end user of a role shift from compliance to non-compliance?  Non-compliance to compliance?
	The more we can communicate effectively with those impacted the better the process will be accepted.

	5
	Is the NAC solution required to attempt an automatic remediation of a client where possible?  I.E.  Attempt to switch on a compliant firewall that the user has turned off in order to bring the station into compliance with policy.
	That capability would be preferred but with the diverse environments at the State there is likely to be some difficulty.  Your product’s capabilities and its fit to a diverse environment like the State’s is what we want to understand.

	6
	What are the State of Indiana’s preferred anti-virus, personal firewall, patch management, inventory, etc. applications that are used or planned to be used to manage/secure the desktop environment?
	The state is Microsoft at the desktop (OS, Office, Outlook, Exchange, firewall).  We are currently using McAfee as the AV but a renewal is being negotiated.  Vendors who bring diversity to our standards and your product’s capability of this scenario is of interest.

	7
	The RFI gives an overview of the network but does not address the present Firewall devices and vendor(s) in use.  Can information about what Firewalls are deployed in the state network be supplied?
	Cisco firewall services module, ASA.

	8
	Likewise, what VPNs are deployed in the state network?
	Cisco blade series

	9
	Similarly, what VoIP systems are currently or planned to be in use in the state network?
	No standard currently in place.  They are under study.

	10
	Does the state currently use a particular authentication method such as AD, LDAP, Token Systems, etc… and is there a requirement or desire to make use of the present system or is a new method being considered?
	Current system is AD and there are no changes currently under contemplation.

	11
	Is 802.1x actively utilized anywhere on the State’s networks?
	No

	12
	What Windows operating systems are in use on the State’s networks?
	XP, 7 – limited Vista

	13
	How do endpoints authenticate?  Windows Active Directory?
	AD

	14
	Is there a single AD domain or are multiple domains in use?
	Multiple domains, less than 10 total for the State.

	15
	Do you use Port/ARP/IDS/IPS security on your switches?  If so, please describe.
	Port security limits users to a single connection with limited exceptions.

	16
	How many data centers are there serving the 92 counties?
	1 primary, 1 DR

	17
	How many Citrix/VPN ingress points are there?
	1 each Indianapolis, 1 each DR

	18
	Are remote access users present on any of the subnets to be enforced?  If so, please provide details in the network diagram.
	VPN users may hit server subnets.  This feature is of interest for field staff to update their configurations in a timely manner.

	19
	How many wireless controllers are there?
	NA

	20
	What make are the wireless controllers?
	Cisco aironet

	21
	Are any wireless endpoints present on any of the subnets to be enforced?  If so, please provide details in the network diagram.
	Possibly.  These would mostly be located in conference rooms.

	22
	Are there any subnets that contain only wireless users?
	Yes but they would likely not be involved with a NAC implementation due to the segregation.

	23
	Does the State allow personal assets (laptops, mobile devices, etc.) to any of the State’s networks?
	Contractors can use business machines provided by their employer.  Personal assets are not to be used by State employees or contractors.

	24
	Does the State allow guests, contractors or temporary user access to the network? If yes, are these guests able to connect to any network, in any physical location? How would the State prefer to handle these guests? (e.g. quarantine, limited access, full access.) Will these guests need to be authenticated, or will any unauthenticated system be treated as a guest?
	Guests are only able to connect to the public wireless.  There is no need for authentication of these users to this network.

	25
	Are all endpoints State provided?
	No.  Non-state endpoints are one of the key areas of interest for this RFI and how they may be handled.

	26
	Do State provided endpoints use a standard build?
	State pcs have standard builds.

	27
	What other security products (AV, pFW, etc.) run on the endpoints?
	McAfee AV, DLP

	28
	Is a high level network topology map available for review?
	It would be for an RFP, but for this RFI we’re just looking for guidance on the products and those things we should know and consider as we contemplate next steps.

	29
	How many physical buildings are there where the State has employees?
	800+, more than half are in the 2 IGC buildings in downtown Indy.

	30
	What measures does the State currently utilize to prevent unknown/unauthorized systems from access the State's networks?
	Policy – enforced by the agencies, switch port limitations, firewalls, etc.

	31
	Of these mechanisms, which does the State wish to retain and which can be replaced?
	We will consider the information gained through this process before making that determination.

	32
	What mechanism is used to deploy software to endpoints on the network?
	SCCM is the likely method.

	33
	Can internal network drawings be made available?
	We think we have provided enough information to get a feel for how NAC may/ would work and be configured at the state without providing network diagrams.

	34
	We need a count of the "Concurrent number of wired and wireless devices" 

a. 30K total devices each day but what is the concurrent number of wired and wireless devices?

b.      From the RFI I can estimate that there are 20K wired devices and 10K laptops in which 3K of those are Citrix or VPN.

c.      That would give us at least 25K concurrent (20K for wired and 5K for the mobile).
	This is accurate enough to give you the needed background to provide us with an idea of how your NAC product could be applied to Indiana State government.

	35
	How many non-state devices as described in the "objective" paragraph.  It also describes an incremental increase any numbers?
	Estimate is 3,000.

	36
	What is the VPN method - IPsec and SSL?
	SITE to SITE VPN

IPSEC/ISAKMP with 3DES encryption and MD5 authentication

CLIENT VPN 

Below under the TRANSPORT INFORMATION

DTLS  with AES 128 bit encryption and SHA1 AUTHENTICATION

	37
	What current security products and manufactures are in use at the state?

a.      All Cisco but what products?  Firewall, IDS, IPS, MARs, etc...
	Rather than disclose this information, we request vendors just point out the strengths of relationships with vendors and issues to consider in regard to certain products, the architecture, etc. 


