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INTRODUCTION
This is a Request for Information (RFI) issued by the Indiana Department of Administration (IDOA) in conjunction with the Indiana Office of Technology (IOT).  This RFI requests responses for a network event and correlation management solution to improve the state’s response to network attacks and intrusion attempts.  There will not be a contract resulting directly from this RFI; however, respondents to this RFI will be placed on the list of potential respondents and will receive an announcement of any Request for Proposal (RFP) that may arise from this RFI.  Neither this RFI nor any response (proposal) submitted hereto are to be construed as a legal offer.

BACKGROUND

State Information – Network

The state is a true Cisco network from core to perimeter devices.  There is a routed core with switches on the perimeter.  The network includes a WAN that connects multiple sites in each of the state’s 92 counties.  Roughly 30,000 workstations connect to the network on a daily basis.  The workstations are predominantly Dell with Microsoft operating systems.  To a lesser extent there are Macs and UNIX and LINUX workstations serving special purposes.  Of the 30,000 workstations, up to 10,000 are laptops with up to 3,000 of these connecting remotely at any one time (via Citrix or VPN).
IOT operates a Cisco IDS, Cisco firewall, and Juniper STRM as well as the Cisco routers and switches.  
OBJECTIVE
The State is looking to improve its reaction time to and recognition of threats to the state network.  One means of doing this is to identify threats by monitoring and correlating the events generated by network devices.  

The tentative vision is for a qualified firm to continually monitor our events with a tuned correlation management system recognizing problems and notifying the state of issues demanding attention.  The state will then use its technicians to provide further diagnosis and troubleshooting. The initial focus is on network equipment and the logs created with an interest in understanding additional correlation capabilities of other equipment/functional logs (server OS, databases, etc.) in the vendor’s service offerings.
Guidance

The State is looking to further its understanding of the capabilities available and is open to all viable solutions.  Vendors are urged to differentiate their product and its benefits to the state compared to the competition.
SPECIFIC NEEDS 
Overview

The State of Indiana seeks creative, high-level responses to this RFI given the following factors:
· The budget available, costs of the components, and difficulty of and alternatives around implementation will determine the approach the state will take to procure, implement and maintain a solution.  The state is asking that vendors provide costs for logical components, potential scaled implementation plans maximizing risk reduction and threat identification vs. costs, granular pricing allowing the state to set a scope, in addition to a single cost for a comprehensive solution.  This will provide the state with the needed flexibility to proceed with a solution even if a full implementation is not feasible.  Budget information will not be disclosed.

· Cost is always a prime consideration in an evaluation such as this.  However, this does not necessarily mean that the lowest priced solution will only be deemed the best way for the state to proceed.  Product functionality should be presented to demonstrate value compared to competition considering initial costs as well as the total life cycle cost.

· Please discuss the requirements and advantages your solution provides over the competition and present real world examples in regard to the manpower requirements of customers using your product.  Environments similar to the state’s would be of particular interest.

· Succinct responses of not more than 25 pages are desired.
· Responses should indicate strengths and areas of functional superiority and other product advantages compared to the competition.
PROPOSAL REQUIREMENTS
Responses to this RFI must include the following MANDATORY information.  In the interest of time, the state has a strong desire to receive and review condensed, content rich responses.  To maintain this objectivity and brevity, we have established the following format for vendor responses to the RFI requirements.
1.  Corporate Information
1.1.
In this section, please provide information regarding your corporate viability 
and industry presence.  The State is looking to do business with financially 
solid companies to ensure ongoing support and improvements in the 
product selected.
2.   Product

2.1.
Discuss the current service offerings, the version and release of your key 
software and a brief history of its evolution to the product it has become.
2.2.
Discuss the market position, vision and strategy of your product.  Identify 
how your product is distinguished in this regard from the competition.
3.  Customer Deployment

3.1.
Discuss your customer deployments using this as evidence of your 
product’s fulfillment of vision and strategy and market momentum.  You 
should structure this information in a way that is relative to Indiana state 
government characteristics (size, business type, etc.).

3.2.
Please list 5 references.  These should include two implemented in the last 
year and two that have been in place for three years.
4.  Product Functionality
4.1.
Describe the service alternatives available to the state.  Include cost 
information and functional differences.
4.2.
Discuss the components that comprise your solution, their workings, and 
the benefits (e.g. - pre or post admission, agent or agent-less, in-line or out 
of band) of your design and the requirements of the state to enable the 
functionality.
4.3.
Discuss the measurable effectiveness of your service (e.g. – false positives, 
missed events vs. identified events, improvement over time, etc.).  Describe 
the interactivity between your company and customers in the handling of 
events. 
4.4.
Discuss your use of internal and third party resources to be as current as 
possible in recognition and correlation of events.
5.  Reporting and Analytics

5.1.
Discuss reporting capabilities with your products.  Demonstrate common 
reporting requirements from other customers and how your system 
complies.

5.2.
Discuss analytical capabilities from database information that identify 
threats and trends that can be addressed by tuning the tool, implementing 
additional policies, or other means.

5.3.
Describe dashboard capabilities that are useful.  For example, those aimed 
at executives, administrators, technicians, etc.

5.4.
Describe the storage requirements needed to ensure an acceptable history 
of events is maintained and how your system handles storage efficiently (all 
events, incidents, etc.).
6.  Management, Administration and Miscellaneous
6.1.
Explain your system’s management interface and the advantages of your 
management interface compared to the competition.  

6.2.
Explain your system’s capabilities in terms of minimizing negative impacts 
on the network, storage, and endpoints when functioning.  
6.3.
The state’s wide area network has differing bandwidth speeds.  Explain how 
your product will work effectively in this environment.
6.4.
Explain the deployment and management options for any agents that need 
to be deployed.  Include the process for recognizing and adding agents (or 
management capabilities if an agent is not needed) for new devices.
6.5.
Discuss how your system deals with failures with all components and the 
ramifications to state government operations in such an event.

6.6.
Discuss integration capabilities with other systems (e.g. – trouble ticketing 
systems).  Elaborate on those that are seen routinely as well as those where 
you deem the customer to be maximizing use of your product.
6.7.
Discuss the security measures incorporated into your system.  Include the 
use of encryption by the system for communications, authentication 
methods, and audit capabilities of both users and administrators.
6.8.
Discuss a typical implementation for your solution.  Be sure to touch on the 
resources (from your company and the state) and timeframes involved.  Set 
expectations for the state based on its size, environment, etc.

6.9.
Discuss the defined support levels, mediums, response times, and escalation 
paths available to the State and the associated costs.

7.  Additional Considerations:
7.1.
Respondent’s qualifications and related experience necessary to provide a 
network event and correlation management solution.
7.2.
Qualifications and related experience necessary to provide implementation, 
training, installation, maintenance and support.
7.3.
Comparable project references of similar scope and size. 
RESPONSES
Please e-mail a PDF or MS Word document addressing the requirements contained in this RFI to Frank Poole, fpoole@idoa.in.gov.  (Please do not send hard copies of any information).  In the interest of keeping this process manageable, please do not submit more than 25 pages of information. This many pages is certainly not expected.    
Responses to this RFI are due by 4:00 p.m. Eastern Time on August 22, 2011. 
QUESTIONS 
Any questions regarding this RFI must be submitted by e-mail to fpoole@idoa.in.gov no later than 3:00 p.m. Eastern Time on August 5, 2011.  To the extent possible, submit a comprehensive set of questions.  Responses to all questions will be promptly prepared through a cooperative effort of IDOA and the IOT.  A copy of each question and answer will be sent to all recipients of this RFI by August 10, 2011 unless extended at the sole discretion of the State.
Inquiries are not to be directed to any staff member of the Indiana Office of Technology.  Frank Poole is the state’s single point of contact for this RFI.
Responses will be considered public information once a Request for Proposal (RFP) is complete.  If an RFP is not undertaken, the responses are considered public once the decision is made. 

Please note that the usual and customary procedures for selecting a vendor (issuance of an RFP) may follow this RFI.  The process will be open to all providers irrespective of their participation or non-involvement in this information-gathering process.
