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RFI Glossary

ASAP – American Society for Automation in Pharmacy.

ASAP Format – Format type specifically used to report prescription data that is dispensed (the ASAP format provides consistancy among records and files). 

End user – Users of the application who are able to query the system for Patient Rx History Reports including prescribers, dispensers (pharmacists), and law enforcement.  This does not include upload accounts or Administrators.  

Dashboard Display – Interface that is viewable to users upon login.

Data – Prescription records or files containing prescription records. 

DEA – Drug Enforcement Agency. 

Dispenser – Pharmacist.

Dispenser Account – Account held by a pharmacist.

Dispensing Facility – Pharmacy or other physical location licensed to dispense medication to patients.

HIE – Health Information Exchange

JusticeXchange – A web-based law enforcement data-sharing program. 

Law Enforcement Account – Account held by a law enforcement officer.

Login Credentials – A user name and password combination used to access the PDMP application.

NABP – National Association of Boards of Pharmacy

NDC – National Drug Code, a medication-labeling mechanism used in the United States.   

NCPDP number – Seven-digit number assigned by the National Association of Boards of Pharmacy, which identifies reporting/uploading facility.

NIEM – National Information Exchange Model, a set of standards for exchanging information. 

NPLEx – National Precursor Log Exchange, an electronic logging system which tracks sales of over-the-counter (OTC) cold and allergy medications containing precursors to the illegal drug, methamphetamine. 

PDMP – Prescription Drug Monitoring Program.

PDMP Application – The application used to perform duties of the prescription drug monitoring program, which include the collection of data from dispensing facilities as well as functionality for registered end users to make requests for Patient Rx History reports. 

PMIX Architecture – A set of standards to facilitate the sharing of data between PDMPs. 

PMPi – PMPInterconnect is a national hub solution designed by Appriss and owned by NABP, which facilitates interstate data sharing and PDMP data integration with healthcare systems. 

PMS – Password Management System.

Prescriber Account – An account held by a prescribing physician or other individual licensed to prescribe medication. 

Registrant – An individual who has applied for registration with the INSPECT program.

Rx History Report – A report that displays an individual’s prescription history for a given period. 

SAMHSA – The Substance Abuse and Mental Health Services Administration (SAMHSA) is a federal agency that seeks to reduce the impact of substance abuse and mental illness on America's communities.  

Secure Sockets Layer – A protocol for encrypting information over the internet.

ULUR- User-Led Unsolicited Reporting function.

Upload Account – An account issued to a pharmacy or a dispensing facility to report data to the PDMP. 

User – All users of the program, including end users, upload accounts, and Administrators.

Zero Report – A report submitted to the database which indicates a facility did not dispense any prescriptions during a defined period. 
I. 
Technical Specifications & Requirements

A. 	System Architecture – The vendor shall describe the architecture that was used to develop, and will be used to maintain, the PDMP software application (PDMP application).  This includes, but is not limited to, the operating system, development tools, dashboard interface, and database management system.  The vendor shall verify that the application conforms to all State (IOT) policies, standards, and guidelines http://iot.in.gov/architecture/.  

1. System Delivery Requirements

a. Software License – The vendor shall be responsible for providing licenses to the Indiana Professional Licensing Agency (IPLA) and the Information Office of Technology (IOT) for use of software components and modules that work in conjunction with the primary software application, as well as for any other critical feature of the PDMP system.

b. Open-source or open core customizable solution – The vendor shall provide an open core software solution (PDMP application) customizable to meet the State’s needs.

c. Data Collection Format – The vendor shall provide a PDMP application that will accept all prescription data sent in the accepted data standards (i.e. ASAP) including controlled substances and non-controlled drug data.

d. Online Availability – The PDMP application shall provide a comprehensive, intuitive web portal for upload account and end user interaction that is available for access at all times. 

e. Branding – The PDMP application shall include customizable options for the Administrator, which allow for the display of the INSPECT logo, program color schemes, and font within the dashboard interface.

f. Browser Compatibility – The PDMP application shall be compatible with, and supported by, the following browsers:  Firefox, Chrome, Safari, and Internet Explorer 7 or higher.

g. Mobile Device Compatibility – The PDMP application shall be compatible with tablet computers (including both iOS and Droid operating systems) as well as with mobile telephonic devices.  

h. Mobile Application – The vendor shall allow for, and facilitate the creation of, a compatible mobile application (or "app") for use with smart phones (e.g. iPhone, Droid-based cellular phones) and tablets, which provide end users the capability to request and view prescription history reports (Rx History Reports) through the mobile application.  (See also V. A. Patient Rx History Report, pg. 19)

i. Requesting Reports – The vendor shall provide a PDMP application that will allow registered end users the capability of requesting Rx History Reports on individuals after providing information, which includes, but is not limited to, the individual's first name, last name, and date of birth. 

j. Administrator Access – The vendor shall provide a PDMP application that allows the Administrator to view, manage, and control data within the application such as end users and their accounts, data submitted by upload accounts, and the system settings and permissions within the application itself. 

k. Application Environments – The vendor shall provide three environments for the PDMP application accessible to the Administrator:  

i. Development Environment – A physical environment where developers and computer programmers create processes and methodologies for the development of software.

ii. Test Environment – A physical environment where testing of the application (including patches and enhancements) takes place.  This environment is also used for quality assurance.

iii. Production Environment – A physical environment where the application resides that hosts real data (as opposed to test data) and is available on a publicly accessible network.

2. Requirements Dictated by Grant Awards – The Substance Abuse and Mental Health Services Administration (SAMHSA) provides grant funding to PDMPs who are eligible and comply with the required reward activities. INSPECT has been awarded funding by SAMHSA, which requires the following:

a. NIEM – The PDMP application shall adopt the National Information Exchange Model (NIEM v.1.3) Prescription Drug Monitoring Program (PDMP) specification as the common specification for exchanging PDMP reports with prescriber and dispenser organizations.  Applicants shall adhere to the PMIX Architecture or provide a solution that is PMIX compliant.

b. ASAP – The PDMP application shall adopt the 4.2 or higher version of American Society for Automation in Pharmacy (ASAP) standard as the electronic format for reporting, sharing, and disclosure of information.  

B.  	System Display

1. Dashboard Display – The PDMP application shall provide a dashboard display (display) that allows all users (end users, Administrators, upload accounts) access to the functions within the application.  

2. Configurable Display Settings – The PDMP application shall provide dashboard displays and settings and/or permissions for end users and upload accounts, which are configurable by the Administrator. 

3. Administrator Access to Display – Administrator account shall have a dashboard display allowing access to all application features and functionalities as well as application settings and configurable options that control the end user experience. 

4. Alteration of Displayed Text – The PDMP application shall allow Adminstrators the capability to create, alter, or delete text and instructional and error messages displayed within the application, as well as notifications and alerts sent by the application. 

5. Related Links – The PDMP application shall allow the Administrator the capability to post web links (related links) to the dashboard display for use by end users and upload accounts.

6. Display Corresponding to Job Type – The PDMP application shall provide a dashboard display that gives a simple, concise summary of the activity corresponding to the user job type. The display shall be configurable by the Administrator so that each user type shall only have access to functions that pertain to them. (Example: Upload accounts shall not have the function to allow for requesting of reports and end user accounts shall not have access to upload features.)  

7. End User Display and Access – End user account display shall allow access to the following functions (See also III. End User Account, pg. 13-16):

a. Make a new request for a report;
b. Request history/view older reports;
c. Request a report on the account prescriber’s unique DEA;
d. View delegate activity (if applicable);
e. Manual entry/Zero report (if applicable, in the case of dispensing physicians);
f. Law enforcement users shall have capability to request a report on a patient or a DEA number; and
g. Password resets & review of account holder information stored.

8. Upload Account Display and Access – Upload account display shall allow access to the following functions (See also IV. Upload Account, page 17-19):

a. Test a file/Upload a file to the database;
b. Error status/Error correction options;
c. Manual entry/Zero report (if applicable); and
d. Password resets & review of account holder information stored.

C.  	Search & Grouping Capabilities

1. Rx History Report Fulfillment – The PDMP application shall be able to support both automated and manual processing of end user-initiated requests for prescription data, regardless of whether the subjects of the report are patients or prescribers.

2. Manual Fulfillment Notification – In the event a request cannot automatically be fulfilled, the PDMP application shall notify the user that the request must be fulfilled manually. The request will then be in queue for Administrators to review and, if warranted, to fulfill manually.

3. Duplicate Recognition – The PDMP application shall identify cases in which records appear to reflect the same prescription-filling event, and it shall support both automated and manual record linkage of such records.

4. Batch Request Fulfillment – The PDMP application shall provide a mechanism that allows request data to be submitted and processed in batch files, in CSV or Excel spreadsheet format. 

5. Automatic Grouping – The PDMP application shall utilize a search mechanism that will accurately group related data (such as first and last name variations, date-of-births, and addresses) and exclude irrelevant data to improve overall search results. 

6. Similar Patient Differentiation – The PDMP application shall have the capability to accurately make a distinction between similar, albeit still unique patients such as twins or a father and son who share identical or similar information, in order to ensure that inquiries are processed accurately.

7. Manual Grouping by Administrator - The PDMP application shall use methodologies proven in applications such as the national JusticeXchange and NPLEx programs for consolidating different presentations of a single person record to facilitate this reporting.  For cases where ambiguity exists, the Administrators are able to manually consolidate records and undo a previous consolidation.

D. 	System Security – Security for PDMP data handling and for the database maintained by the State shall be in place to prevent unauthorized access and disclosure of prescription and dispensing information. Requirements for the security of the database are as follows: 

1. HIPAA Compliance – The vendor shall work in conjuntion with the Indiana Office of Technology (IOT) to ensure Protected Health Information (defined in 45 CFR 160.03) from the PDMP application is stored and protected in an electronic manner and shall be equivalent to the standards set forth in regulations promulgated under section 262 of the Health Insurance Portability and Accountability Act of 1996 (Pub. L. 104-191; 110 Stat. 2033). This would include the technical safeguards standards of the HIPAA Security Rule under 45 CFR 164.312. 

2. Firewall Protection – The PDMP application databases shall be stored on separate servers that are physically secured with firewall protections or use of other technology and/or system architecture that is certified to provide the same or more protection as databases which are stored on separate servers or separate networks physically secured with firewall protection. 

3. Backup and Restoration Capabilities – The vendor shall provide capabilities for backup and restoration needs in the event of disasters. These backup systems must also conform to the same security requirements as the PDMP application. 

4. SSL Security for Delivery of Reports – The PDMP application shall facilitate the release of information from these electronic databases to certain approved entities via secure portable document format (.pdf) delivery. The transmission of this information must also be secure to prevent inadvertent disclosure. The Administrator understands that many of these releases are conducted by web-based applications. The vendor shall ensure web-based release of data (Rx History Reports) shall be encrypted with 128-bit Secure Socket Layer technology.

5. Encryption to Facilitate Interoperability – The PDMP application shall intake clear text and output encrypted data and vice versa for use by other programs such as the National Association of Boards of Pharmacy (NABP) hub solution for sharing data, PMPInterconnect (PMPi).

E. 	Interoperability

1. PMIX Compliance – The PDMP application shall be compliant with PMIX Architecture. 

2. PMPi Compatibility – The PDMP application shall be designed to provide interoperability through PMPi including data sharing with other state PDMPs, health information exchanges, electronic health record vendors, pharmacy management systems, and any other secure network or application that securely delivers patient health information to healthcare providers.

3. NIEM and NCPDP Standards – The PDMP application shall be designed so that NIEM standards are used for data exchange and shall employ a translation application or other method which will also allow the use of the NCPDP standard.[footnoteRef:1] [1:  The Office of the National Coordinator (ONC) has chosen NCPDP as the data standard for connecting PDMPs to HIEs, while most states are currently using NIEM as their data standard. ] 


F. 	Support & Maintenance

1. Continual Support – The vendor shall provide regular support and maintenance to ensure that the application will operate properly within its environment. 

2. Maintenance of PDMP Application – The vendor shall provide maintenance on a yearly basis.  Maintenance shall consist of yearly updates to database tables and if necessary, rolling data from one year to the next, archiving previous year’s data, and any other upgrades and improvements necessary to ensure that software continues to meet INSPECT standards.  The maintenance shall also apply to any programming problems.  

3. Operating Platform – The State of Indiana will provide dedicated hosting for INSPECT’s servers. The vendor shall provide a PDMP application that operates on SQL 2008 or higher.

4. Support Response – The vendor shall make available to INSPECT staff reasonable telephone and e-mail consultations to resolve support requests and any other issues that arise concerning licensed software and equipment. The vendor shall promptly respond to service calls within four (4) business hours from notification including notices left on answering machines, voice mail, or manually through a helpdesk or receptionist. 

5. Service Interruption – The vendor shall notify PDMP staff, Administrators, and IOT immediately of an interruption in service or outage of the application. The vendor shall provide details and cause of any interruption once identified to the PDMP staff and work with staff and IOT to prevent future interruptions, if possible.  

G. 	State Technical Compliance Information

1. Hardware & Software Requirements – The vendor shall provide the minimum hardware and software configurations, including operating systems, required for the software application to run.  This should include both the client and the server environments.

2. State Security Requirements – The vendor shall provide a security policy to meet established criteria for security for information handling and for the database maintained by the State, including appropriate encryption technology or other appropriate technology to protect the security of information.
  
3. Risk Mitigation – The vendor shall provide a disaster recovery and/or business continuity plans.  Vendors must be able to establish a process for implementing a proactive risk management plan as part of the overall management of the PDMP.  Risk Management is a continuous, forward-looking process that addresses issues that could endanger achievement of critical objectives and/or the existence of the program and includes early and aggressive risk identification through the collaboration and involvement of relevant stakeholders.  The vendor shall provide detailed description of the risk mitigation plan for the categories listed below:

a. Identify how the vendor will handle project risks, both technical and non-technical, before they become problems and cause serious cost, schedule, or performance impacts.

b. Describe your business contingency plan to occurrences such as power outages, natural disasters, virus attacks and other acts of cyber terrorism, loss of data, buildings or staff.

c. Identify if your software product has known vulnerabilities and documented plans to cure/remedy.

d. Describe your history in responding to security flaws discovered in your software product.

e. Identify if your software product has critical security dependencies with other products.

f. In the event the vendor files bankruptcy or ceases to operate, identify if the ownership of software materials would be transferred to the INSPECT program.

g. The vendor shall be responsible for archiving, migrating and converting data from the current data tables to the new system.  

h. The vendor shall store all Rx Patient History Reports for 90 days and all records containing medical data for seven years.

i. The vendor shall deliver a robust search solution within the PDMP system geared toward the support of data quality. 

j. All services and functionalities provided to INSPECT shall be delivered in accordance with all pertinent laws, policies, procedures, and software/hardware requirements set forth by the State of Indiana at http://iot.in.gov/architecture.

k. The vendor shall validate that the application conforms to the Assistive Technology Policy (Section 508) by submitting a Voluntary Product Accessibility Template (VPAT) attached to this RFI.
 
II. Administrator Accounts

A. Account Management – The PDMP application shall provide Administrator accounts access to monitor end user and upload account activities and data submissions, along with the capability to alter account information, settings, and permissions within the system. 

1. Display & Permission Controls  (See also I.B. System Display, pgs. 5-6)

a. [bookmark: _Toc328131848]Administrator Configuration Capabilities – The PDMP application shall allow Administrator accounts to have access to configuration options that allow customization of the user’s interaction with the PDMP application.  These settings shall include user settings and display as well as system settings and permissions. 

b. Settings by User Type – The PDMP application shall allow for different options and settings depending on the type of user who has logged in including an end user, upload account, or Administrator. 

c. Text Settings – The PDMP application shall allow Administrator accounts to have full access to text contained in portal messages, warnings, notifications, and forms and the capability to revise or delete existing text in these areas.

2. Password Management

a. Storage of Account Passwords – The PDMP application shall include a Password Management System (PMS) that allows Administrators access to all registered account user names and passwords of both end user and upload account profiles.

b. Login Successful – The PDMP application shall allow end users and upload accounts access to the application when the correct login credentials are entered.

c. Login Failed – The PDMP application shall prevent access by end users and upload accounts if login credentials do not match the account profile. The application shall provide an error message stating that the login information provided is incorrect.

d. View Stored Passwords – The PDMP application shall allow Administrators to view the text for a password stored in an end user or upload account rather than security dots (e.g. •••••••).

e. Password Expiration Alert – The PDMP application shall notify end users and upload accounts when their account password is nearing expiration via electronic notifications set to alert users at predetermined intervals defined by the Administrator. (e.g. During the week that an end user's password would expire, the end user receives a notification that states "Your password will expire in 6 days." upon login).

f. Delivery of Login Credentials to Email – The PDMP application shall provide an electronic notification in .pdf format of the account login credentials to the email address stored in the account profile upon a password reset by the Administrator.

g. Locking or Deletion of Accounts – The PDMP application shall allow Administrators access to lock, deactivate, or delete an end user or upload account. 

h. User-Initiated Password Reset – The PDMP application shall include a user-initiated Password Reset feature to allow end users and upload accounts to reset their own passwords instead of contacting INSPECT staff.

i. Login Page Link – The PDMP application shall provide a link on the login page to the Password Reset feature where end users and upload accounts may reset their password. 

j. Security Answers – The PDMP application shall allow end users and upload accounts the ability to reset their passwords by answering a set of security questions (with the answers having been provided by the end user or upload account during the registration process).  

k. Storage of Password After User-Initiated Reset – The PDMP application shall allow end users and upload accounts access after the correct security answers have been provided and shall store in the PMS the new password set by the end user or upload account.

l. User-Initiated Delivery of Login Credentials to Email – The PDMP application shall provide an electronic notification in .pdf format of the account login credentials to the email address stored in the account profile upon a password reset initiated by end users or upload accounts.

m. Password Expiration – The PDMP application shall require end users and upload accounts to reset their passwords at least once every 180 days.

3. Registration

a. Automated Individual and Batch Registration – The PDMP application shall permit automated web-based individual account registration as well as batch registration for multiple account registration. 

b. Administrator Approval – The PDMP application shall be capable of transmitting all completed new account registrations to Administrators for review and approval. 

c. Duplicate Registrations – The PDMP application shall not allow duplicate registrations and should reject repeat registration attempts. 

d. Registration Instructions – The PDMP application shall include instructional information for the registrant upon initiation of the registration process, the text of which is configurable by the Administrator.

e. Email Validation – The PDMP application shall capture and validate the registrant's email address during the registration process.

f. Document Attachments – The PDMP application shall allow electronic documents to be attached to a registrant's application by the registrant upon submission.

g. Document Attachment Storage – The PDMP application shall allow electronic documents to be uploaded and stored to an end user or upload account profile by the Administrator, as well as be available for viewing and retrieval. 

h. Registration Approval Notification – The PDMP application shall provide end users and upload accounts with login information and instruction upon approval of the registration via an electronic notification in .pdf format to the registering email address.

i. Manual Account Creation – The PDMP application shall allow Administrators to create a new account within the system manually if no registration is submitted. 

j. Disclaimer and Policy upon Registration – The PDMP application registration page shall contain disclaimer and policy language that registrants must acknowledge reviewing and understanding before proceeding with signing up to access the PDMP application.  Once the registrant acknowledges and agrees to adhere to the policy, a summary of the policy will be sent to the e-mail address associated with that account.

k. Account Types - The PDMP application shall allow for the following account types to be created. 

i. Prescriber account – request privileges for individual patients and the prescriber's own DEA number;
ii. Dispenser account (pharmacist) – request privileges for individual patients;
iii. Law Enforcement account (See also III.D.2 Functionality Specific to Law Enforcement Accounts: Account Sub-Categories, pgs. 16) request privileges for both individual patients and DEA numbers; and
iv. Upload account – upload privileges only

l. Account Sub-Categories – The PDMP application shall allow for sub-categories to be defined within account types. 

i. Under Prescriber end user accounts:
a. Prescriber Delegate account (residents/physician assistants); and
b. Dispensing Physician.

ii. Under Law Enforcement end user accounts:
a. Probation Officer;
b. Prosecutor;
c. Drug Court Staff;
d. Coroner; and
e. Medicaid Fraud Investigators.

iii. Under Upload accounts: 
a. Retail Pharmacy;
b. Mass Data or Chain Pharmacy;
c. Hospital Pharmacy;
d. Mail Order Pharmacy; and
e. Non-resident Pharmacy.

m. Creation of Sub-Categories - The PDMP application shall allow Administrators the capability to create new account sub-categories. 

4. Registration Form

a. Registration Form – The PDMP application shall provide a registration form for end users and upload accounts to complete before access to the system is approved. 

b. Configurable Required Fields – The PDMP application shall allow Administrator accounts to be able to configure fields required by user job type upon registration.

c. Required Fields on All Registration Forms – The PDMP application shall require the following fields on the registration form for all account types:    

i. Last, First and Middle Name;
ii. Organization;
iii. Occupation;
iv. User Job (Physician, Pharmacist, Upload Account, Law Enforcement);
v. Date of Birth;
vi. Driver’s License Number; 
vii. Contact Information: Address; City, State, Zip, Work Phone, Fax Number, Cell Phone;
viii. Personal Email Address; and
ix. Security Questions.

d. Required Fields by Account Type – The PDMP application shall provide certain fields in the registration form for particular user job types:

i. End User Accounts

a. Administrator account:  Drivers license number
b. Dispenser (pharmacist) account:  Professional license number
c. Prescriber account:  DEA number & CSR license number
d. Law Enforcement account:  Drivers license number & law enforcement ID number.
e. Prescriber Delegate account:  Professional license number & DEA plus 4-digit suffix

ii. 	Upload Account – NCPDP number, facility license number, name and email address of qualifying pharmacist. 

5. Security Questions – The PDMP application shall require answers to the following security questions upon registration, which will allow end users and upload accounts to reset their own passwords. The security questions shall be specific to a user's job type referenced below: 

a. Prescriber Accounts
i. What are the last four characters of your professional license number?****
ii. What are the last four digits of your Driver’s License number?****
iii. What is your date of birth? (MM/DD/YYYY)

b. Dispenser Accounts
i. What are the last four characters of your professional license number?****
ii. What are the last four digits of your Driver’s License number?****
iii. What is your date of birth? (MM/DD/YYYY)

c. Law Enforcement Accounts
i. What are the last four digits of your Driver’s License number?****
ii. What is your date of birth? (MM/DD/YYYY)

d. Upload Accounts
What are the last four characters of the facility's professional license number?****

B. Upload Data Management & Compliance (See also IV.A.B, pgs. 17-19 )

1. Administrator Access to Data – The PDMP application shall provide Administrator accounts access to view, sort, and retreive the data reported to the application by upload accounts and dispensing physicians.  

2. Administrator Access to Data Collection Functions – The PDMP application shall provide Administrator accounts access to settings that control the data collection and sharing functions of the application.  

3. Customizable Reports – The PDMP application shall provide Administrator accounts with the capability of generating customizable reports summarizing upload account activity.

4. Report Types – The PDMP application shall be capable of generating reports that reflect the following: 

a. Data submission history by location, including zero report activity if applicable;
b. Delinquent facilities; 
c. Errant records reports - including outstanding errors and corrected errors; and 
d. Zero report summary by location and dates (See Also IV.D.2 Zero Reporting, pg 19)

C. Communication – Configurable Messaging Options - The PDMP application shall provide the Administrator with the capability to submit mass communication messages to users based on region (county and zip code), organization, last/first name, and user job type.

III. End User Account

A. General Account Functionality

1. End User Account Types –The PDMP application shall allow for end user accounts, which consist primarily of prescriber accounts, dispenser accounts, and law enforcement accounts and their sub-categories.

2. Requesting a Report – The PDMP application shall provide end user accounts with the capability to perform a limited query of the data collected by the application, and receive an Rx History Report based upon the request. (see also: I.A.1.i., page 4, I.B.7., page 6)

3. Request Criteria – The PDMP application shall allow end users to query the application by providing information which includes, but is not limited to, an individual's first name, last name and date of birth. 

4. Report Formats – The PDMP application shall deliver reports to end users in exportable .pdf, .xls, .xml, .hl7, and .csv formats.

5. View Reports – The PDMP application shall allow end users access to view previously requested reports for up to 90 days. 

6. Disclaimer & Acknowledgement – The PDMP application shall provide a login page containing a disclaimer and policy language that all users must acknowledge before proceeding with the login sequence into the application.

7. Restricted Access to Uploading – The PDMP application shall not provide end user accounts access to perform uploads or access to data collection functions and reports.

8. Restricted Functionality – The PDMP application shall restrict functionality of user accounts to improve the security of the application. Administrator account holders shall receive privileges that combine all available software functionalities and user features.   


B. Functionality Specific to Prescriber Accounts 

1. Request Capability – The PDMP application shall allow prescriber accounts the capability to make a request for reports on individual patients (Rx History Report) and the prescriber's own DEA number (Prescriber Self-Lookup). (See also II.A.3.k)

2. Prescriber Self-Lookup – The PDMP application shall provide a summary report displaying prescription data dispensed under the prescriber's unique DEA number including but not limited to, patient names, dispensation dates, prescription information, and dispensing facility. 

3. Restricted Access of Prescriber Self-Lookup – The PDMP application shall restrict prescriber accounts from requesting a report on a DEA number that is not registered to the prescriber.  

4. Access to Multi-State Data – The PDMP application shall allow prescriber accounts access to multi-state data when making requests for reports.

5. Acknowledgement of Care – The PDMP application shall require prescriber accounts to check a box indicating that they are accessing INSPECT data only to assist in the provision of health treatment for a specific patient each time a request is made. 

6. Delegate Accounts – The PDMP application shall provide prescriber account holders the capability to register delegate accounts for physician assistants/residents under a primary (or supervisor) prescriber account. 

7. Delegate Review – The PDMP application shall allow prescriber account holders access to view the activity of any delegate associated with the prescriber's account.

8. Account Sub-Categories – The PDMP application shall allow for distinctions between prescriber account holders by providing a mechanism for the sub-grouping of prescribers by license type (e.g. physicians, physician assistants, nurse practitioners, dentists, etc).  (see also: II.A.3.l., page 11-12)

9. ULUR Access – The PDMP application shall allow prescriber accounts access to User-led Unsolicited Reporting (ULUR) capabilities. (see also: III.B., page 14 or III.E., page 15)

10. Direct Messaging Capabilities – The PDMP application shall allow prescribers and dispensers the capability to correspond with one another within the application via a direct messaging email system. In addition, prescribers and dispensers shall have the opportunity to opt out of receiving inter-account communication during the initial registration process.





C. Functionality Specific to Dispenser Accounts

1. Dispenser Account Capability – The PDMP application shall allow for dispenser accounts, which permits the user to conduct patient searches similar to a prescriber account. (See also II.A.3.k, page 11).

2. Search Capability – The PDMP application shall restrict dispenser account privileges to conducting patient searches only.

3. Access to Multi-State Data – The PDMP application shall allow dispenser accounts access to multi-state data when making requests for reports.

4. Acknowledgement of Care – The PDMP application shall require dispenser account holders to check a box indicating that they are accessing INSPECT data only to assist in the provision of health treatment for a specific patient each time a request is made in the system. 

5. ULUR Access – The PDMP application shall allow dispenser accounts access to User-led Unsolicited Reporting (ULUR) capabilities. (See also III.B., page 13 or III.E., page 15)

6. Direct Messaging Capabilities – The PDMP application shall allow prescribers and dispensers the capability to correspond with one another within the application, via a direct messaging email system. In addition, prescribers and dispensers shall have the opportunity to opt out of receiving inter-account communication during the initial registration process.

D. Functionality Specific to Law Enforcement Accounts 

1. Law Enforcement Account Capability – The PDMP application shall allow for law enforcement account holders to conduct searches on individuals and on DEA numbers. (See also II.A.3.k., page 11)

2. Account Sub-Categories – The PDMP application shall allow for sub-categories law enforcement users (e.g. a sub-grouping based on whether a law enforcement user is a prosecutor, federal/state/local officer, investigator, intelligence professional, licensing board authority, or probation/parole officer). (See also II.A.3.l., page 11)

3. Acknowledgement of Investigation – The PDMP application shall require law enforcement users to cite a Case ID number and indicate that an active ongoing investigation is underway on the subject of the search prior to a requesting a report.

4. Case ID Field - The PDMP application shall contain a field in the request screen area where law enforcement users provide their Case ID number each time requests are made.

5. Restricted Access to Multi-State Data – The PDMP application shall restrict law enforcement users from accessing multi-state data. 

E. User-Led Unsolicited Reporting (ULUR)

1. Forwarding Rx History Reports – The PDMP application shall provide a mechanism, known as User-Led Unsolicited Reporting, which allows end users to securely forward a copy of an individual’s Rx History Report (or secure link to the report) only to other prescribers and dispensers listed on that report.

2. Acknowledgement of Policy – The PDMP application shall provide a validation prompt with instructions and policies regarding the sharing of reports to be presented to the user before their correspondence can be sent via the ULUR mechanism.

3. ULUR Activity History – The PDMP application shall allow end users to have access to a summary of the account's ULUR activity within the past 90 days, including patient reports forwarded, recipients of the report and reports sent to the account by other users. 

4. ULUR Restrictions – The PDMP application shall restrict account holders with access to the ULUR function from forwarding reports to any individual not listed on the report as a treatment provider or dispenser. 

IV. Upload Account

A. Account Functionality & Data Collection

1. Upload Account Access – The PDMP application shall provide an electronic mechanism allowing pharmacies and dispensing physicians to submit prescription data to the application through a unique upload account. (See also I.B.8., page 6).

2. Acceptable Data Format – The PDMP application shall accept all data sent in the accepted data standards (i.e. ASAP), including all prescription data, which may include controlled substances and non-controlled drugs.

3. Manual Entry – The PDMP application shall provide upload accounts with the capability to manually upload a file, enter prescription information or enter a zero report. 
4. Error Status Reports - The PDMP application shall provide access for upload accounts to view their error reports file statuses and to make and submit error corrections.

5. Pharmacy Change Order Request – The PDMP application shall provide a form within the web portal in which an upload account can request a change to data previously reported to the application. This is different than error correction in that this function allows an upload account to make changes to prescription records that were reported successfully without error. 

6. Upload Account Sub-Categories – The PDMP application shall support the following upload account Sub-Categories: 

a. Retail Pharmacy;
b. Mass Data or Chain Pharmacy;
c. Hospital Pharmacy;
d. Mail Order Pharmacy; and
e. Non-resident Pharmacy.

7. [bookmark: OLE_LINK3][bookmark: OLE_LINK4]Data Submission Methods – The PDMP application shall be capable of supporting single file and batch file submissions via the following methods: 

a. Online web portal (within the PDMP application);
b. Manual record entry (within the PDMP application);
c. State-created SFTP portal;
d. Diskette and CD-ROM File; and
e. Automatic extraction from claims network transactions.

8. Collection of Data from Outside Sources – The PDMP application shall allow for data to be collected and processed from upload accounts and from standard outside data sources. The PDMP application shall support the follow mechanisms: 

a. [bookmark: _Toc328131866][bookmark: _Toc328131867]External Application Support Data – External data such as NCPDP, DEA, and NDC data is uploaded and utilized by the system to validate and report on prescription data.

b. [bookmark: _Toc328131868]Data Cleansing – Certain pieces of data, like addresses, are cleansed and standardized for efficiency and usefulness. Third-party software such as Melissa Data can be utilized for this purpose.

c. Data Validation – Data elements are validated against appropriate data standards for both structure and content.  These validations are configurable by Administrators. Any abnormalities shall be reported to the upload account holder.

9. Upload Account Restrictions – The PDMP application shall provide upload accounts with privileges which will be restricted to performing uploads and correcting errant data.  Upload accounts shall not be permitted to perform patient or DEA number searches.

B. Error Correction 

1. Error Correction Access – Upload accounts shall be able to make corrections to errant records online.

2. Corrected Data Inclusion – Corrected data shall be accepted, validated, and incorporated into the other submitted data. 

3. Instructions on Error Correction – The PDMP application shall provide detailed information to upload accounts on the type and number of errors present in an uploaded file and how they should be corrected.

4. Audit Trail for Error Corrections – Administrator accounts shall be able to monitor and/or audit changes made to a patient’s record.

5. Error Status Notification – The PDMP application shall provide automated e-mail error notification/directive to upload accounts that submit files to indicate their submission validation results.

6. Error Status Notification Text – The PDMP application shall promptly notify upload accounts or dispensing physicians of uploading errors. The error message shall contain the following standard timeline for resubmission of errant records and state, “All errant records must be corrected and resubmitted within seven (7) business days in accordance with I.C. 35-48-7-8.1(2).”

7. Upload Reports for Administrators – The PMDP application shall allow Administrators, when reviewing a previously uploaded file (or upload attempt) for a given upload account, capability to produce a .pdf report detailing the following:  Upload Date, File Name, NCPDP Number, Total Error Count, and Error Status (outstanding vs. corrected errors).

8. Instructions on Error Correction for Administrators – The vendor shall provide detailed file formatting requirements, an explanation of common potential errors, and instructions on how to correct these errors to Administrators. 

C. Test Run Feature

1. Prevalidation – The PDMP application shall provide upload accounts as well as Administrators access to a Test Run feature, which will prevalidate data in a test file without submitting it to the PDMP. 

2. Error Notification – The PDMP application shall make available within the Test Run feature a detailed listing of any errors that do occur in a file.

3. Export Options – The Test Run feature shall allow the user to export a detailed listing of errors present in a file to a .pdf or .xls spreadsheet.

4. Error Threshold – The Test Run feature shall allow an Administrator a function that will prevent an uploader from submitting a file that is not error free.

5. Seamless Submission of Error-free File – The Test Run feature shall have a function permitting an uploader to seamlessly submit a file to the database after a successful Test Run in which no errors were identified. 

D. Other Reporting Methods

1. Manual Entry

a. Access to Manual Entry – The PDMP application shall allow for an upload account, prescriber account, or dispenser account to enter a record manually, as opposed to submitting a record electronically. 

b. Authorization of Manual Entry – The PDMP application shall provide a manual entry functionality that requires users to (1) enter a state license number and (2) acknowledge an authorization checkbox prior to initiation of the manual reporting sequence.  

2. Zero Reporting

a. Zero Report Access - The PDMP application shall provide an online interactive web form that permits an upload account holder to report that they have not dispensed any controlled substances within a given seven (7) day reporting period. 

b. Zero Report Activity Summary - The PDMP application shall allow Administrators the capability to generate a report reflecting a summary of zero reporting by all accounts as well as by individual location or account, and have configurable date range options.

V. Reports – The PDMP application shall ensure all reports are run in and reported by the reporting engine to the web portal in an efficient and timely manner.  The completed reports are returned in .pdf, .xls, or .csv formats. The returned report format shall be configurable by the PDMP Administrator based on user rules. 

A. Patient Rx History Report - The PDMP application shall provide to end users on demand Rx History reports in .pdf or .xls format that summarize the following information in accordance with IC 35-48-7-10.1:

1. The prescription recipient’s name;
2. The prescription recipient’s or the recipient representative’s identification number or the identification number or phrase designated by the INSPECT program;
3. The prescription recipient’s date of birth;
4. The national drug code number of the prescription product dispensed;
5. The date the prescription is dispensed;
6. The quantity of the prescription dispensed;
7. The number of days of supply dispensed;
8. The dispensing facility’s NCPDP/NABP number;
9. The prescriber’s United States  DEA registration number;
10. An indication as to whether the prescription was transmitted orally or in writing; 
11. The prescription recipient’s method of payment for the controlled substance dispensed; and
12. The INSPECT disclaimer.

B. Compliance Reports – The PDMP application shall be capable of generating reports that reflect the following (See also  II.B., page 14; IV.B., pages 18-19): 

1. Submission History – The PDMP application shall be capable of generating reports which detail data submission history by location or upload account including zero report activity if applicable.

2. Delinquent Reports – The PDMP application shall be capable of generating reports which show pharmacies or upload accounts that are delinquent in reporting. 

3. Errant Records Reports – The PDMP application shall provide reports which detail errors within a file including outstanding errors and corrected errors. The application shall also be capable of providing a summary report of all outstanding errors by location, upload account, or dispensing physician. 

4. Zero Reporting Activity – The PDMP application shall be capable of generating reports which summarize zero reporting by location or upload account and dates of submission. 

C. Administrative Analytic & Statistical Reports  - The PDMP application shall provide a feature that will deliver the following reports to Administrators, which shall have a configurable date range: 

1. Patient Trends – The PDMP application shall have the ability to generate reports analyzing patient prescription usage trends.

2. Prescriber Trends – The PDMP application shall have the ability to generate reports analyzing prescribing trends.

3. Audit – This includes reports on every user that logs into the system and their activity while logged in including their reporting and search history.  These reports can be statistical or log reports. 

4. Diversion Prevention – This includes person of interest reports, top prescriber reports, top drug reports, top patient reports, threshold reports, and unsolicited reports.

5. PDMP Application Statistics – This includes number of users, grant-mandated reports, government metrics, usage reports, upload reports, request reports, and performance metrics. 
 
D. Metric Reports

1. Access to Metric Reports – The PDMP application shall allow Administrators the capability to run field- specific aggregate reports on data within the application, with configurable date range options.  

2. Report Configuration and Options – The PDMP application shall allow Administrators the ability to create completely customizable and configurable reports which include, but are not limited to, the following: 

a. Morphine mg Equivalent – The PDMP application shall be capable of generating reports that calculate morphine mg totals based on prescription information.
b. Different Schedules – The PDMP application shall be capable of generating reports which reflect the number of doses of the following schedules that were dispensed: 

a. Schedule II;
b. Schedule II and/or III; and
c. Schedule II, III, and/or IV.

1. Patient Fills by Schedule - The PDMP application shall be capable of generating reports which reflect the number of patients who received prescriptions within the following schedules: 

a. Schedule II;
b. Schedule II and/or III; and
c. Schedule II, III, and/or IV.

2. Drug Type - The PDMP application shall be capable of generating reports which reflect statistics and aggregate information on the type of drug dispensed, either by specific drug name (e.g. Oxycodone) or by the following categories: 

a. Pain Relievers;
b. Tranquilizers;
c. Stimulants;
d. Sedatives; and
a. Total.

E. [bookmark: IC35-48-7-11.5]Unsolicited Reporting – Indiana Statute (IC 35-48-7-11.5) requires that INSPECT notify prescribers and dispensers of patients who have exceeded a dispensing threshold determined by the Indiana Board of Pharmacy.

1. Unsolicited Reporting Capability – The PDMP application shall provide functionality to automatically generate configurable unsolicited reports for individuals who meet a predefined threshold.  (For example, patients who have received prescriptions written by 10 unique prescribers.)

2. Notifying Prescribers and Dispensers – The PDMP application’s Unsolicited Reporting function should allow the capability to automatically generate and send a secure electronic notice to each prescriber and dispenser of an individual that meets the threshold. 

3. Settings and Configuration – The PDMP application shall allow the Administrator access to configurable settings within the Unsolicited Reporting function. 
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