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Electronic Taxpayer Service Center

How to Set Up PGP Software

(Revised March 25, 2015)



How to Set Up PGP Software:

1. To download and install PGP softward on your PC, click on link:
http://www.symantec.com/desktop-email-encryption

NOTE: Although this says “Email Encryption”, you will NOT use that feature of the
product. Do not follow any instruction to encrypt any email.

2. Click on Download Now to download the software to your PC.

\/Syma ntec.

Welcome

Symantec Desktop Email Encryption Trialware
- Thank you for your interest in evaluating Symantec Desktop Email Encryption for 30 days.
E b C !l

(3
S - . . . . . . .
—_— ' == Symantec Desktop Email Encryption provides end-to-end email protection for users and maintains message encryption on internal
systems.

PLEASE NOTE: Technical questions or feedback can be addressed by visiting Symantec Connect. Technical support for this trialware version is not
covered by any existing support/maintenance contracts.

DOWNLOAD NOW
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http://www.symantec.com/desktop-email-encryption

3. Click on the | Agree button.

v Symantec.

Welcome

ELIGIBILITY EXPORT RESTRICTIONS
To download this software, you must agree to all of the following terms:

1 am not a citizen, national or resident of, and am not under the control of, the government of: Cuba, Iran, Sudan, Iraq, Libya, North Korea, Syria, nor any other country to
which the United States has prohibited export. | will not download or otherwise export or re-export the Programs, directly or indirectly, to the above mentioned countries nor
to citizens, nationals or residents of those countries. | am not listed on the United States Department of Treasury lists of Specially Designated Nationals, Specially
Designated Terrorists, and Specially Designated Narcotic Traffickers, nor am | listed on the United States Department of Commerce Table of Denial Orders. | will not
download or otherwise expaort or re-export the Programs, directly or indirectly, to persons on the above mentioned lists. | will not use the Programs for, and will not allow the
Programs to be used for, any purposes prohibited by United States law, including, without limitation, for the development, design, manufacture or production of nuclear,
chemical or biological weapons of mass destruction

Terms and Conditions ~

THIS IS A LEGAL AGREEMENT BETWEEN YOU ("YOU" OR "LICENSEE") AND SYMANTEC CORPORATION AND ITS AFFILIATED ENTITIES ("LICENSOR").
BEFORE YOU CHOOSE THE "I AGREE” BUTTON AT THE BOTTOM OF THIS WINDOW, CAREFULLY READ THE TERMS AND CONDITIONS OF THIS
AGREEMENT. BY CHOOSING THE "I AGREE" BUTTON YOU ARE (1) REPRESENTING THAT YOU ARE OVER THE AGE OF 18 AND HAVE THE CAPACITY

AND AUTHORITY TO BIND YOURSELF AND YOUR EMPLOYER, AS APPLICABLE, TO THE TERMS OF THIS AGREEMENT; AND (2) CONSENTING ON

BEHALF OF YOURSELF AND/OR AS AN AUTHORIZED REPRESENTATIVE OF YOUR EMPLOYER, AS APPLICABLE, TO BE BOUND BY THIS AGREEMENT.

IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, OR DO NOT REPRESENT THE FOREGOING, CHOOSE THE "I

DO NOT AGREE" BUTTON, IN WHICH CASE YOU MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. COMMENTS OR MATERIALS SENT
TO:LICENSOR, INCLUDING FEEDBACK DATA, SUCH AS QUESTIONS, COMMENTS, SUGGESTIONS, OR THE LIKE REGARDING THE SOFTWARE v
(COLLECTIVELY "FEEDBACK”), SHALL BE DEEMED TO BE NON-CONFIDENTIAL. LICENSOR SHALL BE FREE TO REPRODUCE, USE, DISCLOSE,

1 DO NOT AGREE 1 AGREE
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4. Fill out all the required information being requested by Symantec in order to use their free
software that will encrypt your files. Click on Create Account when finished.

‘Welcome

SymAccount Login

SymAccount is Symantec's user account management application for Business customers. With a SymAccount, you have unlimited access to Symantec trialware, white
papers, and other collateral.

EmailflUsername || ‘

Password | |

Forgot your Password?

LOGIN
E'nail.»\dcress| | 121
Password
( Password must be 6 1o 12 | | 1721
characters. )
Re-enter Password | |
CREATE ACCOUNT

Global Sites Site Index Contact Us Privacy Policy Legal Notices
©1995 - 2014 Symantec Corporation
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5. Enter your name and info as required in the screen below. Click the submit button when
completed.

(VSymantec.
Welcome [ Sign out]

* Indicates required fields

* First Name l:l * Address Line1 l:l

* Last Name l:l Address Line2 l:l
“Title L —

Title, if other l— * State or Province

* Relationship with Symantec |Select One v| * Country \Unir.ed States v\

* Industry [Accounting = ZIP/Postal Code I:l

Computer Software and Har.. #
Consulting/Professional 5. 4,
Education

* Company Size [Select One v

* How many servers do you have at your location?
Q=10 O11-25 () 26-100 O 101-500 () 500+
* Which Technologies are of interest to you?

[] Application Performance Management [ ] Disaster Recovery [ High Availability [1 Server Automation
[] Storage Management [] Backup and Recovery [ Client Management [ Compliance
[ Archiving [J Email & Messaging Security [] Network & Gateway Security [[] Endpoint Protection
[] Security Infrastructure [] Data Protection [] Endpoint Management [] Data Loss Prevention
[ other
* Which operating system(s) do you use?
[ HP-UX [ Linux [] Novell Netware 1 1BM AIX
[ solans [] windows 2000 [] Windows 2003 [] windows XP
[ Windows Vista [7] Windows 7 [] Windows Server 2008 [] Mac OS
[ viMware [ Other
* What database/applications are in use at your site?
[] BEA WebLogic [] Clarify CRM [] bB2 [ informisx
[ JBoss [ Lotus Notes [ Ms sQL Server [] MS Exchange
O mysaL [] Oracle Database [] Oracle CRM [ Cracle Application Server
[ PeopleSoft [ sap [ sharePoint [ sybase
[ siebel [] 18M websphere  [] Other

How do you want to with you?

[0 symantec General Newsletter - Monthly overview of news interspersed with offers and promotions

[0 Technical Newsletter - Monthly overview of technical news, hints and tips

[0 Partner Newsletter - Monthly overview of news interspersed with offers and promotions for Symantec Pariners
O webcast Invitation

O

Industry News

Global Sites Site Index Contact Us Privacy Policy Legal Motices
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6. Select the appropriate download for your PC. Our example follows downloading for
Windows 7 running 64 bit software. (Select either download below for MAC or Windows).

Click Download Now.

WSymantec.

Symantec Encryption Desktop Corporate
Single File Download
File Size
Symantec Encryption Deskiop Corporate 10.3.3 23 MB
MP2 (Windows)

Symantec Encryption Desktop Corporate 10.3.3 58 MB
MP2 (Linux)

Symantec Encryption Desktop Corporate 10.3.2 28 MB
MP3 (MAC OSX)

Symantec Encryption Management Server 3.3.2 16 GB
MP3 (PUP)

Symantec Encryption Management Server 3.3.2 1.7 GB
MP3 (Full Zip)

Symantec Drive Encryption Evaluation Guide 929 KB
(PDF)

Symantec File Share Encryption Evaluation Guide 1.05 MB
(PDF)

Symantec Desktop Client Email Encryption 1.63 MB
Evaluation Guide (PDF)

Mote: Using "Save Target As" may result in an access denied on the download
Problem downloading or need more information? Go to Download Instruction==

Other trialware products

Version 1.0

Page 6



7. Double click on Save

Ae

i . T———
(& Begin Download - Internet Explarer | = = |

|@ https://wwwd symantec.com/Vrt/vrtcontroller’c=offerdia. @ Symantec Corporation [U...I

Welcome

Your download should begin automatically. If it does not, please click on the i
"Download” button below.

DOWNLOAD NOW CLOSE

' R —
I s e i

What do you want to do with
SymantecEncryptionDesktopl0.3.2MP3_Windows.zip?

Size: 83.3 MB
From: esdownload.symantec.com

< Open

The file won't be saved automatically.
< Save

< Save as

Cancel

Global Sites Site Index Contact Us Privacy Policy Legal Motices
©1995 - 2014 Symantec Corporation
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8. Once the file is saved to your PC — locate it as shown below in Windows Explorer. Double click
on the Desktop file as shown below to display the contents.

Mame Date medified Type Size
desktop.ini 07/08/2014 9:03 AM  Configuration Sett... 1 KB
| 1 SyrnantecEncryptionDesktopl 0.3 2MP3_Windows.zip 10/29/2014 210 PM  Compressed (zipp... 85,381 KB
1) ¥ml-schema-definition.zip 10/22/2014 9:50 AM  Compressed (zipp... 62 KB

9. The contents will show the EXE files. Double click on the file you need depending on whether
you are running Win32 or Win64 bit versions of Windows.

-

Mame Type Compressed size Password ..
, Documentation File folder

(57 SymantecEncryptionDesktopWin32-10.3.2MP3.exe Application 36,885 KB Mo

CE| SymantecEncryptionDesktopWing4-10.3.2MP3.exe Application 47579 KB No

10. Click on the Run button.

-
Compressed (zipped) Folders ﬁ

This application may depend on other compressed
fileg in this folder.

For the application to run propery, it is recommended
that wou first estract all files.

| Btactal || Run || Cancel
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11. Select a language and click OK.

.
Encryption Desktop

-_— =
Select a Language: Ennlish -

12. Select | accept and click the next button:

License Agreement
“ou must agree with the license agreement below to proceed. ‘%%

SYMANTEC SOFTWARE LICENSE AGREEMENT

LICENSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPAMY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICEMSED
SOFTWARE (REFEREMCED BELOW AS “YOU™ OR “YOUR™) OMNLY OMN THE
COMNDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE
AGREEMENT ("LICEMSE AGREEMENT"). READ THE TERMS AMD COMNDITIOMNS OF
THIS LICENSE AGREEMEMT CAREFULLY BEFORE USING THE LICEMSED
SOFTWARE. THIS 13 A LEGAL AND ENFORCEABLE COMTRACT BETWEEN YOLU
AND SYMAMTEC. BY OPENING THE LICENSED SOFTWARE PACKAGE, BREAKING

@ | accept the license agreement

(01l do not accept the license agreement

-

SYMANTEC CORPORATION AMDIOR ITS AFFILIATES ("SYMAMNTECT) 1S WILLING TO L4

THE LICEMSED SOFTWARE SEAL, CLICKING THE “| AGREE™ OR “YES™ BUTTON, ™

| Mext> | [ Cancel

Version 1.0
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13. Click on the Next button.

5 Symantec Encryption Desktop Setup &I_Ié]

Display Release Notes

Importantinformation is provided in the

N i Felease MNotes. Symantec Corparation
) . . recommends wou read the Release

£ ¥ MNotes before you confinue with this

'- e installation.

To continue, select an option below

and click Next. If vou want to view the
- Felease MNotes at a later date, they are
\/Symanmc, located in the Symantec Encryption D

) Digplay the Release Motes
@ Do not display the Release Motes

[ < Back ][ MNext » ] [ Cancel ]

14. Once the install is completed, you will need to restart your PC to access the software, as with
many other programs. When ready, click on YES and allow your machine to restart. Once it
restarts you can use the PGP software to create your encrypted file that you will send to the
department.

- =
ﬁ Installer Information l""“‘"]

“'ou must restart your system for the configuration
changes made to Symantec Encryption Deskiop to
take effect. Click Y'es to restart now ar Mo if wou plan
to restant manually later.

Version 1.0 Page 10



15. This completes the PGP encryption software installation. After your PC reboots you should see
the following screen.After rebooting your PC, you are presented with this screen:

Enabling PGP
Symantec™

Encryption Desktop

If you do not intend to use PGP from this account, it is not necessary to complete the

configuration wizard. If you change your mind later, just run the Encryption Desktop
application.

Enable User~/
Licensing
New User
Key Generation @ Yes
Global Directory T
Messaging (LN
Additional Features

£

Do you want to enable PGP to be available from this account?

/

4 @ Symantec.

ack Mext = ][ Cancel ] [ Help
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16. Enter the required information shown below and then click NEXT.

f ncryption Dﬁldnﬂ Setup ASM 4 N '

Symantec™ Licensing Assistant: Enable Licensed Functionality

Encryption Desktop

The license number that enables the functionality of Encryption Desktop will be
linked to the name, organization, and email address entered here. If you have

- previously used your license number, make sure to enter the same information as
Enable User~/ before.

Licensing ~/
New User
Key Generation
Global Directory
Messaging
Additional Features

MName: |

/ Organization:
/ Email Address:

Confirm Email Address:

‘N (@symantec.

Version 1.0 Page 12



17. Symantec will send an email to the email address you provided when you downloaded the
software. You will need to open that email that was sent to you to obtain the license number that
will activate your software. After entering your license number, click the NEXT button.

etup Assi‘ . u“_ "-" - —

Licensing Assistant: Enter License

Symantec™

Encryption Degkt()p Enter the license number received for your purchase or upgrade below. If you do
not have a license number, you may use the product with most features disabled.
‘You may also select this option to enter a license number at a later time.

Enable User~/
Licensing ~/'
New User

Key Generation (@ Enter your license number
Global Directory
Messaging
Additional Features

/ () Use without a license and disable most functionality

™\ (@ symantec.

< Back ][ Mext = ][ Cancel ] [ Help
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18. Do not be concerned with the 30 days notice, as this software will not actually expire. You may
continue to use it past 30 days. Click the Next button to continue.

sl T J.. W

Symantec™ Lz oy
EI'ICr‘,I'DtiI]I"I [}egktgp Authorization Successful!
License Type: Enterprise Complete Edition Evaluation
Enable User~ License Seats: 1
Licensing ~/ N e o
New User License Expiration: 30 days left in evaluation
Key Generation
Global Directory ]
Messaging Product Information
Additional Features lif” - - _—
! gl L B
— 0 /] — /] /]
/ File Share PGP PGP PGP Drive
Encryption Messaging 7ip Virtual Disk Encryption

/

Mouse over an icon to learn about each feature of Encryption Desktop

'\ (¥symantec.

< Badk Mext = ][ Cancel l [ Help
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19. Select NEXT if you are a new user:

Symantec™
Encryption Desktop

Enable User~/
Licensing ~/
New User~/

Import Certificates
Key Generation
Global Directory
lessaging
Additional Features

/

™\ (@ symantec.

S B SUSSASTISIeS W

User Type

This assistant will help you configure Encryption Desktop and initialize your keys.

Please select one.

@ I am a new user,

(71 I have used Encryption Desktop before and [ have existing keys.

= Back Mext = ][ Cancel ][ Help

20. Select NEXT or SKIP as you wish.

Symantec™
Encryption Desktop

Enable User~/
Licensing ~"
New User~/
User Type~/

Files

Import Certificates~"

Key Generation
Global Directory
essaging
Addigional Features

/

4 @Symantec.

ol e R S

Personal Certificate Importation

Encryption Desktop has found certificates on your system that can be used as your
PGP Keys. You may want to do this if you are switching from Microsoft Outlook or
Windows Mail encryption to Encryption Desktop Messaging service. To continue to
have access to encrypted email in your Inbox or Sent folder you should import these
certificates.

If you are not sure if you want to import these certificates now, dick Skip. You can
always do it later by selecting the ITmport Personal Certificates’ menu item in
Encryption Desktop.

[ < Back ][ Mext = ][ Cancel ][ Help

Version 1.0
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21. Click SKIP as you do not need to publish your key:

Encryption Desktop Setup Assﬂ 4 . % - ’

PGP Global Directory Assistant

Symantec™
Encryption Desktop

The PGP Global Directory verifies, stores, and distributes public keys. By verifying the
key corresponding to each email address, the Global Directory gives assurance that a
o key is owned by the email address on the key. This allows others to verify signatures
Enable User - ) from that key and encrypt messages to it.

Licensing ~'

New User -~/ This assistant helps you publish your public key to the PGP Global Directory.

Key Ge"_era Ll ; If you are not yet sure if you want to submit your key to the Global Directory, you
Global D'rjECtDW‘ , can always do it later by selecting the 'Publish to Global Directory' menu item.
Introduction -

Submission
Messaging
Additiopal Features

/

. (@symantec. Skip

< Back Mext = ]l Cancel ] [ Help
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22. Uncheck the box below, as we will not be using email with this process. Click the NEXT button to
continue.

ootz ol T J. .

PGP Messaging: Introduction

Symantec™
Encryption Desktop

Encryption Desktop integrates seamlessly into your messaging. PGP automatically
; detects and configures itself to secure the vast majority of email accounts and
Enable User~ servers. SMTP, POP, IMAPR, Exchange Server, and Lotus Notes access are proxied by

Licensing ~ PGP,
New User~/

Key Generation
Global Directory~'
Messaging ~
Introduction ~'

Policies

Additiopal Features

/

[ Automatically detect my email accounts

'\ (¥symantec.

< Back Mext = ]l Cancel ] [ Help
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23. You are now finished installing the encryption software on your PC. Click the FINISH button.

Symantec™
Encryption Desktop

Enable User~/
Licensing~'
New User~/

Key Generation

Global Directory~"
Messaging ~"
Additional Features~/

/
/

4 @ Symantec.

p— — - - r

Congratulations!
Encryption Desktop is now ready for use,

Launch and control Encryption Desktop from the Windows system tray

] # v, 105

Erase sensitive documents by dragging them to the PGP Shredder icon now located on
your desktop

&"ﬁ

i

24. When you use this software, you will not have to open it to encrypt your files. The software will
embed itself into your copy of Windows Explorer. Simply locate a file you want to encrypt, right
click on it, and select “Add to new PGP zip file”. Once you have an encrypted file, you can then

send it to the department using the WinSCP program that you installed for that purpose.
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