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Look Out for Fraud and Scams
Identity theft and building scams are two schemes con-artists sometimes use to defraud individuals recovering from manmade or natural disasters. Most service providers in the building industry are honest, but it is particularly important to be alert after disasters because these situations of widespread damage can attract scam artists and identity thieves. You should be especially alert for solicitors who promise to speed up the insurance or building permit process and those who ask for large cash deposits or advance payments in full. Some con-artists may even pretend to be employed by the Federal Emergency Management Agency (FEMA) or other government agencies. You can protect yourself from such impersonators and dishonest individuals by following a few precautionary guidelines. 
Always:
· Ask for ID. If someone represents themselves as a federal employee, such as an inspector, but does not produce identification, ask to see it. A FEMA or U.S. Small Business Administration shirt or jacket is not absolute proof of someone’s affiliation with the government. Federal employees carry official photo identification.

· Safeguard personal information. Do not give personal information such as social security and bank account numbers to individuals claiming to be affiliated with the federal government. FEMA inspectors never require this information.

· FEMA representatives are never allowed to accept money. If someone claiming to be a federal employee or federal contractor attempts to collect money for their help, report the person and their vehicle number to your local police department.

· Be suspicious of anyone who offers to increase the amount of your disaster damage assessment. 
Protect your identity:

· Release social security numbers only when absolutely necessary because they are key to your credit and banking accounts.

· Do not have your social security number printed on your checks or driver’s license.

· When ordering new checks, have them delivered to your bank instead of your home address.

· Reduce the number of credit cards you actively use and cancel all unused accounts.

· Keep a list or photocopy of all credit card information including telephone numbers of the customer service departments. If fraudulent charges appear on one of your accounts call the Consumer Credit Counseling Service for help in clearing false claims on your credit report.

· Shred pre-approved credit applications, credit card receipts, bills and other financial information before throwing it into the trash.

· If you are a victim of identity theft, call the credit reporting bureaus, banks, and creditors to put a “Fraud Alert” on your account. Insist on a police report because you need a case or incident number to proceed, and contact the Federal Trade Commission at www.consumer.gov/idtheft. 

When hiring a contractor:
· Research. You may also check with the local Better Business Bureau, homebuilders’ association or trade council to see if the contracting firm has unanswered complaints against it. 
· Check references. Contractors should be willing to provide names of previous customers. Call several former customers who had similar work done to make sure they were satisfied with the job.

· Ask for proof of insurance. If a contractor is uninsured, you may be liable for accidents on the property. Make sure the contractor has disability and workers’ compensation insurance.

· Ask for a written estimate and check to make sure it includes all the work you expect to have done, as well as taxes and other fees. Keep in mind that some contractors charge for an estimate. 
Once you decide to use a particular contractor:
· Ask for a written contract, including all tasks to be performed as well as associated costs, a timeline, and payment schedule and who is responsible for applying for necessary permits and licenses. Never sign a blank contract or one with blank spaces. Consult an attorney to review the contract if substantial costs are involved, and keep a copy for your records.

· Ask for a written guarantee. It should state what is guaranteed, who is responsible, and how long the guarantee is valid.

· Obtain a local building permit, if required. Permits may be required for site work other than demolition and for reconstruction. Contact your local government for permit information.

· Do not make advance payment in cash. Pay by check in order to keep a record and avoid double charges. A reasonable down payment is 30 percent of the total cost of the project, to be paid upon initial delivery of materials. Federal law gives consumers a three day “cooling off” period after unsolicited door-to-door sales of more than $25.

· Make final payment when the work is completed. Do not sign completion papers or make the final payment until the work is completed to your satisfaction. A reputable contractor will not threaten you or pressure you to sign if the job is not finished properly.

· If necessary, cancel a contract in the proper manner. This should be done within three business days of signing. Be sure to follow the procedures for cancellation that are set out in the contract. Send the notification by registered mail with a return receipt to be signed by the contractor.
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