Cybersecurity Threats and Resources
to Protect Yourself

Presented by Graig Lubsen and Taylor Hollenbeck

The IN.gov Program, a partnership between the State of Indiana and NIC Indiana, is responsible for the design,
development, and maintenance of more than 330 State websites and 125 online services. Providing services for AL L

Indiana government partners for more than 25 years, the IN.gov Program continues to bring digital innovations
to the state, receiving more than 100 awards in the past 4 years. WWW.in. gov Jiot



For additional Information regarding
the services we are discussing, go to:

https://on.in.gov/IO0Tlocal
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https://on.in.gov/IOTlocal

Local Government Domain

A domain name is part of a URL (Uniform Resource Locator) is the address of a
World Wide Web page. Security Certificate Included.

Examples:

e AllenCounty.IN.gov
 TownofRomeCity.IN.gov
e CityofElkhart.IN.gov

Why an IN.gov domain?

* Free SSL certificate

e Security and brand recognition of the IN.gov Program
 Grant money - easier to apply for with an IN.gov domain
* Can be used with MX records for IN.gov email address
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Access Indiana

* Single Sign-on and Password for Indiana Services
Self-Service Password Reset

e Secondary Recovery Email

Multi-Factor Authentication

* Greater Access Control Security
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N\
’ Multiple templates allowing for customization
)

‘ Full control of content with easy to use, no code Content Management System

Access to 3" Party tools, such as Google Analytics, Siteimprove, and more
Il

Responsive Design, 508 Compliance, and Security
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Web Development and Hosting Packages

BASIC PROFESSIONAL ENTERPRISE
$50/month $100/month $250/month
1 Support Request/month 4 Support Requests/month 20 Support Requests/month

Online Training Online & Group Training Custom Training

10 Migrated Pages 100 Migrated Pages 500 Migrated Pages

2 Users 10 Users 20 Users
Payment Processing Payment Processing Payment Processing
2 Web Forms 10 Web Forms
IN.gov Calendar Access IN.gov Calendar Access
Form Builder Access

Indiana Office ot Technaiogy
Pawering o Stote thot Works

www.in.gov/iot



Payment Processing

* Two payment processing vendors

Security of electronic payments to your agency

More than S1 Billion processed yearly

Offered at no cost to agencies by using the convenience model

NIC g

INDIANA PAYMENT SYSTEMS
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“IN.gov Email & Collaboration Suite powered by Google

* Google Workspace for Local Government Agencies

* Google offers three Workspace license options for local agencies.
* Includes IN.gov email address and storage

e Starting at $5.50 per user per month

Enterprise Basic Enterprise Standard | Enterprise Plus

S5.50/Month S$10.50/Month S15.50/Month
1 TB/user Drive Unlimited Drive Unlimited Drive
Storage Storage Storage

Standard Support Enhanced Support Enhanced Support+
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“ Hardware & Peripherals

About SHI:

Starting in 2021, SHI was directly awarded 2 QPAs (Quantity Purchasing
Agreements) by the state of Indiana and added to the Cisco networking
QPA. SHI will work with various partners, such as Dell, Lexmark, HP, and
many others to provide the best possible solutions to Indiana. This
offering is available to Local Government Agencies in Indiana, as well.

What SHI provides:

Laptops Desktops Monitors
Conf. Room Equip. Printers Tablets
Cameras Cables Memory & Drivers
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IN-ISAC

Executive Branch
Cybersecurity
Outreach to Local
Governments
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IN-ISAC Overview

We assist locals with cybersecurity
challenges through direct assistance or by
connecting them with helpful resources
and information — issues big or small.
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IN-ISAC Services

e HEA 1169 Administration

 Distribute threat advisories, educational opportunities, other
information

* Cybersecurity Awareness Training
* PU/IU Cybersecurity Risk Assessments

e SLCGP Administration
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HEA 1169

* Requires local governments to report cybersecurity

incidents

* Objective - gain accurate information on the threats to
local government information and operations

* Easy sigh-up, easy reporting — cooperation has been
terrific, looking for more sign-ups

» Categories for reporting:

Ransomware

DDOS

Zero-Day Vulnerability

Software Vulnerability

Website Defacement

Business Email
Compromise

IOT==| JINgov
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HEA 1169 (cont.)

* BEC — most common
* Payroll
* \Vendor

* Non-technical fix
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Awareness Training

* FREE KnowBe4 Service

* Leveraging the state’s contract with a leading
cybersecurity awareness vendor

* Each local government has their own environment
separate from others

 Administration, use left to the locals, we can help if asked
e Capabilities

* Training modules

* Phishing simulation tool

 Contact us to take advantage
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Cybersecurity Risk Assessments

* FREE Cybersecurity Risk Assessments

* Partnership with Purdue University and
Indiana University

* Sigh up on our local government services site

* Answer a questionnaire with your team,
meet with PU/IU officials to receive
recommendations
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SLCGP (Federal Program)

» State is receiving S20M over the next 4 years to help
local governments with their cybersecurity needs

* Created the SLCGP Planning Committee with local
government officials and IT Directors

e Submitted our State Plan in April and just received
approval

* Working on finalizing our projects (services) offered to
local governments for free or reduced cost
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Regional Meetings & Town Halls

e July 215t — Kokomo

e July 25" — New Albany

* August 3" — South Bend

e August 17t — Bloomington

* September 6" — West Lafayette
* September 8" — Carmel

* Town Halls hosted virtually every 2" Tuesday of the month at 1pm EST
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Thank you for your time!

Graig Lubsen: glubsen@iot.in.gov

Taylor Hollenbeck: thollenbeck@iot.in.gov
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