Registering Device with Ivanti Go (BYOD)

1. On your Device open your Web Browser go to https://mobileiron.com/go
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@ Sign In to Mobilelron Cloud

mobileiron.com/go
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On This Page (no matches)

FE Find “https://mobileiron.com/go”

2. Enter your State Email Address then click Continue.
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Secure your device and get easy access to
your corporate apps and resources
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3. Enter your Network Password and choose Company owns this device for State issued Phones
or | own this device for Personal Device, then click Continue. You may be directed to the IOT
Login Page if so, please use your State Email Address and Network Password for Authentication.

8:58 asll = @)
AA & login.mobileiron.com ()
ivanti
neurons MDM
Formerly Mobilelron Cloud

Secure your device and get easy access to
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Forgot password?

& | own this device.

O Company owns this device. _
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4. Click on | Understand.
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@ Location

Depending on IT admin setlings. last
known location is collected to find a lost or
stalen device, even when the app is closed
or not in use.
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To provide secure mobility
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5. Click on Allow.
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AA & login.mobileiron.com

This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore Allow

6. Click on Close.

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Close




7. Go to the iPhone Main screen and Click on the Settings Icon.
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8. Click on the General Tab.
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= Personal Hotspot

Notifications
Sounds & Haptics
Focus

Screen Time
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General

Control Center
Display & Brightness
Home Screen
Accessibility

Wallpaper
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Siri & Search
Face ID & Passcode

Emergency SOS

Exposure Notifications



9. Click on VPN & Device Management.
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& Settings General

AirPlay & Handoff
Picture in Picture

CarPlay

iPhone Storage

Background App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

VPN & Device Management

Legal & Regulatory

Transfer or Rasailbio s —

10. Click on the Downloaded Profile.
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< Back VPN & Device Management

| VPN Not Connected

Sign In to Work or School Account...

DOWNLOADED PROFILE

State of Indiana IOT Profile Servi...
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11. Click on Install on the top Right.

Cancel Install Profile Install

State of Indiana IOT Profile Service

“mobileiron.com

Enter device into the State of Indiana 10T
enerypted profile service.

Device Enrollment Challenge

More Details

Remove Downloaded Profile

12. Enter your iPhone Passcode.

Enter Passcode Cancel

Enter your passcode
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13. Click Install.

Installing Profile

State of Indiana IOT Profile Service
State of Indiana 10T

Signed by ~mabileiron.com
verified v

Cescription  Enter device into the State of Indiana 10T
encrypted profile service.

Contains  Device Enroliment Challenge

More Details

Remove Downloaded Profile

Install

Cancel

14. On the Warning screen Click Install.

Cancel Wwarning Install

Installing this profile will allow the
administrator at “"https://mdm-
na3.mobileiron.com/c/i/mdm/mdm?
udid=00008101-0016746680101001E"” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions,
install, manage, and list apps, and remotely
erase data on your iPhone.




15. Click on Trust.

Cancel Wwarning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://mdm-
na3.mobileiron.com/c/i/mdm/mdm?
udid=00008101-001674660101001E" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions,
instz ely
eras Remote Management
Do you trust this profile’'s source to
enroll your iPhone into remote
management?

Cancel Trust

16. Click Done.

Profile Installed Done

Root MDM Profile

*.mobileiron.com

The top-level MDM payload containing the
MDM profile, the identities and the trust
certificates necessary to MDM-manage this
device,

Mabile Device Management
Device Identity Certificate

More Details



17. Go to the iPhone Main Screen — Pop ups will appear, Click on Cancel for Exchange Password and
Dismiss for Edit Home Screen Popup.

Done

T

Edit Home Screen
To rearrange icons, touch and hold any

Enter the password for the icon until it starts to wiggle, then drag
icons to desired locations.
Exchange account Drag an icon to the far right to create
“kcappsi@lot.in.gov” additional Home screens.
Swipe up from the bottom edge
when done.

Edit Settings Cancel

Dismiss

Q Search

18. Be Patient - App Installation icons will appear - Ivanti GO — Microsoft Authenticator — Password
Reset — Microsoft Teams and App Catalog. When Apps finish downloading click on the Ivanti Go

app.

MDM Portal  Authenticator Teams Password Reset MDM Portal  Authenticator

e & e INES

OneDrive Ivanti Go OneDrive lvanti Go




19. Click on Allow for Notifications.
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“lvanti Go” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Allow

Don‘t Allow
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20. Access your Microsoft Apps — Click Continue.

Setup

Access your Microsoft 365 apps

Register your device to securely access
Microsoft 365 apps.

You will be guided to install Microsoft
Authenticator app if you don’t have it already.

Continue
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Mobilelron Go



21. You will be prompted to open the Microsoft Authenticator app.

> nts to
open “Authenticator”

Cancel ’ Open

22. Sign in with your State Credentials — Email Address — Network Password
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Enter password
No account? Creale one!
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Can't access your account? —

_ Your account will be remembered on this device.

Forgot my password

A Sign in with ancther account

C,  sign-in options ‘

Sign in

Done

Terms of use  Privacy & cookies ... < >
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23. Once Device has authenticated - Click on Register.

2:08 -
- Mobilelron Go

9)
!

Cancel
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kcappsi@iot.in.gov

Help us keep your device
secure

Register your device to continue. More details

Terms of use Privacy & cookics

24. Device Status — Choose Allow While Using App. Your device will show successfully registered and
will show Device in Compliance. You can now access Apps@work from the Ivanti Go app.
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Device Status
Allow “lvanti Go"” to use
your location?

Your location is needed for your IT N
administrator to find your device if it is Your Privacy
lost or stolen.
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25. Once Registration is Completed go to Settings then Click on Mail then Accounts.
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26. Click on the Exchange Account then Click on Re-Enter Password.
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< Mail Accounts < Accounts Exchange

ACCOUNTS Account not authenticated
Exchange

Mall, Cantactls, Calendars, Reminders, Noles

Add Account Re-enter Password

EXCHANGE

Fetch New Data Push Account kcappsi@lot.in.gov

Mail
Contacts
Calendars

Reminders

Mail Days to Sync 1 Month

These settings are installed by the profile “Exchange”



27. Enter Network Password to Authenticate. After Mail authenticates make sure sync buttons are
turned on.
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Enter password

> Mail
Password
‘2] Contacts
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Your account will be remembered on this device. —
L Calendars

Forgot my passweor d

5 Reminders
Sign in with another account

- Notes
Mail Days to Sync 1 Month

These settings are installed by the profile “Fxchange”

Terms of use  Privacy & cookios
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28. Go to the iPhone Main Screen and click on the Mail iCon then click on Continue.
Cupertino TUESDAY
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-~ No events today B

Light rain for the
next hour

Weather Calendar Whatl's New in Mail

- 6

FaceTime Calendar Send Later
@o Schedule messages to be sent at the
right time.

Remind Me
@ Set reminders for messages you want
to get back to.

Undo Send

@ Get back a message before

it's delivered.
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29. Mail Privacy Protection — Choose Protect Mail Activity then click Continue.
30. Choose Allow for Mail Notifications.
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**=** This is an EXTERNAL email. Exercise caution.

IP address and loading remote content ) ,
DO NOT open attachments or click links from un...

privately in the background, even when you

don’'t open the message. This makes it ® Leslie & Tracy 816 AM &
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Android Migration Instructions
Don’t protect Mail activity Kenlie / Thierno Here are the instructions on for
@ Show IP address and load any the Android migration for users. Let me know wh...
remote content directly on your

device.
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@ Updated Just Now
3 Unread

Your Exchange Mail account will update. Registration has Completed.




